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WelcometotheUltimateGuideto
CloudComputing–your indispensable
referencepointtoall thingscloud

YOU’VEPROBABLYPICKEDUP this book because
you’ve comeacross the termcloud computing and
heard that it’s going to be the dominant platform
for delivering computing resources in the future.
Research company IDC estimates thatworldwide
cloudmarket expenditurewill bemore than$70bn
by 2015 – that’s a 25%annual growth rate.

Over the following pages, youwill read aboutwhat
cloud computing is, what applications can run in the
cloud (andwhat can’t), how it can streamline your
costs and how it will change your organisation – be
that amajor enterprise or a small business. You’ll
see howcloudwill have an impact on all aspects of
business life, fromsales andmarketing tomanaging
a supply chain. And you’ll read about the downsides
too: fromhandling security tomanaging contracts,
licensing and breakdowns in service.

We’re set for a huge change in theway companies
operate. The parallel that is often drawn iswith the
electricity supply and howwemoved fromaposition
where companies operated their own local power
stations to using a national grid. It’s an apt parallel
but it doesn’t go far enough – changing the source of
the electricity supply didn’t fundamentally change
theway that businesseswere run – cloudwill.

The notion of offices in various locations
supported by a dedicated IT team is going to slowly
disappear.What the office of the futurewill look like
is anyone’s guess, but there is one guarantee – it will
be served by some formof cloud computing.

The future starts here.
Maxwell Cooter, Editor
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Introduction

MaxwellCooter introducesthehot topicofcloud
computing:what is itandwheredid itcomefrom?

Whatiscloud?
IT’S THEBUZZWORDoneverybody’s
lips butwhat does cloud computing
actuallymean? It’s not been an easy
term to define and there have beenmany
different attempts to explainwhat the
termmeans. Cloud companies have
beenprone, like Alice’sWhite Knight, to
define the term in away that theywant it
tomean.

In someways it’s strange that the term
has been so slippery.Millions of us are
happy to use such cloud-based services
as Facebook, Gmail andTwitter, thinking
nothing of it, yet pinning downan exact
definition has been as elusive as
grabbing a cloud itself.

In an attempt to put a stop to these

vagaries, theUSNational Institute of
Standards andTechnology put forward a
definition that has nowbecomewidely
accepted as the closest that the industry
has to a definitive answer. TheNIST
definition is as follows.

“Cloud computing is amodel for
enabling, convenient, on-demand
network access to a shared pool of
configurable computing resources
(eg. networks, servers, storage,
applications, and services) that can be
rapidly provisioned and releasedwith
minimalmanagement effort or service
provider interaction. This cloudmodel
promotes availability and is composed
of five essential characteristics, three
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Outsourcing iswidely knownand used in
technology circles. It’s when a third party performs
an IT function or other service on behalf of its
customer. Outsourcing can be employed for a
variety of reasons – lack of expertise in-house, lack
of personnel or because the resources are needed
purely for an individual project.

The key differenceswith cloud are definedby
the underlying technology of the cloud provider.
Essential to this is the use of virtualisation – all
cloud providersmake use of virtualisation
technology – and automation (the ideal cloud
service has little human intervention). The other
key element of cloud computing is the use of
self-provisioning – one of themajor benefits is the
ability tomake a businessmore agile and flexible
because services can be turned up anddownatwill.

Differencebetweenoutsourcing
andcloudcomputing

servicemodels, and four deployment
models.”

The servicemodels are types of
offering, such as software-as-a-service
(SaaS), anddeployment choices include
public andprivate clouds. But the key
characteristics of cloud froma
customer’s point of view are:
• Self-provisioning so a customer can
provision facilitieswithout any human
interaction

•Delivery of services over a network
•Ability to be accessedby a variety of
devices, not just PCsbut also by
netbooks, tablet computers and
smartphones

•Rapid ‘elasticity’ – the ability to scale
up or scale down computing resources.
Fromacloudprovider’s point of view,
amajor element of the process is the
pooling of computing resources toserve
multiple consumers, usingwhat’s
called amulti-tenantmodelwhereby
cloud services are provided to
customers as andwhen they’re needed.
One of the important factors for cloud
service providers is to be able to
measure usage accurately and, even
more importantly, to bill accurately.

Securityconcerns
The factor in cloud services thatmakes
most users nervous is the level of
securitywithin amulti-tenantmodel.
This is amajor concern. Customers are
entrusting someof their sensitive data
to a third party and there is, ofcourse,
nothing stopping one of theirmajor
competitors going to the samecloud
provider for a service.

Service providers believe that this
concern canbe easily dealt with: they’ve
generally had a long history of keeping
customers data safe andhave levels of
security that far exceed those of their
customers. TakeAmazon, one of the

leading lights in cloud technology.
Millions of us around theworld are
willing to entrust our personal details and
credit cards to that companybelieving
they’ll be held safely –why should
trusting the company’s clouddivision,
AmazonWebServices, be any different?

Inmanyways, amore important
consideration than security is the
location of the data. This is for two
reasons. First, there is the inherent
latencywithin the system: the further
away the data is stored the longer the lag
in accessing it. This is becoming less of a
problemas network connection get
faster but it still can be a factor.

The secondproblem is amore serious
one, particularly on this side of the
Atlantic. There are various EU
regulations onwhere data canbe stored
–personal data cannot be held outside
the EU (within the EU itself, individual
countries have stricter guidelines still). ▲
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This has been aproblem for somecloud
providers, as part of the appeal is that
unused resources at one data centre can
be usedby another. If data centres
outside the EUcannot store European
customers’ data, providers have to be
careful inmarshalling their resources.

Allied to this is a secondary problem:
theUSPatriot Act, which compelsUS
companies to handover personal data
held on their servers if requested byUS
authorities. As this applies to European
data held on servers located in Europe,
this hasmade someEuropean
customers rather nervous. The
implications of thePatriot Act are still
beingworked through.

Virtualworld
There are other elementswithin cloud
computing. Virtualisation is another key
concept. Itmeanswhat it says, the use
of virtual resources instead of physical
ones. For example, a serverwithin a data
centremaybe operating at just 15%of its
capacity (this used to be a typical usage);
virtualisation is a techniquewhere the
resources that aren’t being usedby the
server for the application that it’s driving
(database, website orwhatever) can be
used for something else – driving usage
rates up. Virtualisationwill often go
hand-in-handwith server consolidation
so it helps to reduce the number of
serverswithin a data centre.
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Like cloud computing, it’s an old
concept, originating from themainframe
world and only becomingwidely used
after VMware, a virtualisation specialist,
started applying it to servers. The
technology has nowbeen adopted nearly
universallywithin enterprises and the
technique of re-allocating resources
hasmade it vital for the development of
the cloud.

We’ve spoken a lot about cloud service
providers but another important part
of the cloud is the delivery of software –
the so-called software-as-a-service
(SaaS) deliverymechanism. This is a
technique thatwas really pioneered by
Salesforce.comwith its hostedCRM

product but has since been adopted by
countless other companies. SaaS
delivery helps solve various problems
within an enterprise: over-provisioning,
security updates and licensing among
them, and iswidely seen nowas the
dominantmethod for providing software.

As a concept, cloud computing has
grownquickly and is set to penetrate
deeper into themarket. According to an
oft-citedGartner report, 20%of
enterpriseswill have no IT departments
by the end of 2012.While that looks to
be a bit optimistic (or pessimistic
depending on your view), the impetus is
clearlywith cloud. It’s a technology that’s
here to stay.■

Anyone hanging around cloud vendors for any
amount of timewill hear one often repeated
mantra – “Cloud computing is not newyou
know, cloud has been around for some time”
– generally froma veteran of the technology
industry. There’s an element of truth in this
but, at the same time, it’s spectacularly
missing the point.

It’s possible to point to
a 1966book byDouglas
Parkhill,TheChallenge of
theComputerUtility, for
the origins of cloud
computing. In that book,
Parkhill detailedmany of
the elements of cloud
computing – elastic
provision, online
delivery, perception of infinite supply –
it’s just taken awhile for the theory to
become reality.

Saying that the theories espoused in
Parkhill’s book are the first elements of cloud
computing is a bit like saying that Leonardo

DaVinci’s notebooks are the blueprints for the
first helicopter. It’s one thing coming forward
with the theory, it’s quite another delivering in
practice. There have been plenty of false
dawns before cloud computing became the
beast it has become.We’ve seen it described
as grid computing, computing on-demand and
utility computing before the phrase cloud
computing took hold. It’s only beenwidely
used since late 2007, although the termwas
first used in a lecture by computer scientist
RamnathChellappa.

For cloud computing to becomea reality,
therewere other changes neededfirst.Most
important of thesewas the availability of fast
and cheap broadband – the early attempts at
cloud computing all foundered because of the
dearth of such a service. Then virtualisation
needed to becomemorewidespread, as this
technology is the bedrock of cloud computing.

Other factors are the declining cost in
storage, the availability of cheaper devices to
access cloud services and the development of
automatic provisioning software.

Abriefhistoryofcloudcomputing

f

infinite supply –

uti
com
use
fir
Ram

the
imp
and
clo
dea
nee



10 TheUltimateGuidetoCloudComputing cloudpro.co.uk

Introduction

MarcBeishon looks indetail atcloudmodelsandwhere
theaction is in theconsumerandbusinesssectors

Whichwayis
cloudmoving?
IT ISCERTAINLYTRUE thatmany
people, particularly in business, would
like a clear definition of cloud computing.
As a report and survey from industry
bodyCompTIA, ‘Cloud computing:
pulling back the curtain’, says, both the
industry and enduser communities
“crave amore authoritative, uniform
definition of cloud computing to help
themdetermine howbest to exploit
it fromabusiness and technology
perspective”.

It too points to the definition from the
National Institute of Standards and
Technology (NIST), as discussed on
page 7, and it isworth adding the full list
of characteristics andmodels in the
definition (see also the glossary, page 96
for explanations ofmost of these terms):
Essential characteristics
• On-demand self-service
• Broad network access
• Resource pooling
• Rapid elasticity
• Measured service
Servicemodels
• Software-as-a-service (SaaS)
• Platform-as-a-service (PaaS)
• Infrastructure-as-a-service (IaaS)
Deploymentmodels
• Public cloud
• Private cloud
• Hybrid cloud
• Community cloud

TheNISTmodel has the benefit of
simplicity, but inevitably there aremany
more detailed attributes of cloud
services that are confusing people, which
is not surprising at this early stage of the
evolution of cloud computing. But users
in organisations are starting to forma
consensus onwhat they ‘strongly
associate’ the cloudwith, saysCompTIA,
namely ‘offsite’, ‘Internet centric’,
‘shared’, ‘scalable’, ‘software-as-a-
service’ and ‘virtualised resource’.

What is not confusing is the sheer
scale of the projections for the size of the
cloud computingmarket, as the analysts
are all agreed that, definitions aside,
userswill be votingwith their feet and
fuelling a globalmarketworthmore than
£100bnby 2013with amajor component
being the use of cloud software
applications such as those fromGoogle
andSalesforce.com, the customer
relationshipmanagement specialist.
One analyst, Gartner, has predicted that
20%of all businesseswill ownno IT
infrastructure by 2012, andwill be
virtually total cloud users.

That’s particularly true for smaller
companies and start-ups, as the kind of
cloud services they can use to run
operations are similar to those that have
gained rapid ground in consumer
markets. Sole traders, small companies
and also hobbyists and casual users are
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allmaking great use of cloudplatforms
such as eBay, Amazon andPayPal to
conduct day-to-day businesswith
nothingmore than a laptop, Internet
connection and abank account.

Cloudforconsumers
Andeven a smartphone or tabletwill do
– the cloud services thatwill dominate
in the consumermarket aremobile
applications, driven by the huge success
of products such asApple’s iPhone and
iPad, and theAndroid standard adopted
by other handset players. News that
createdmuch interest in August 2011
was the proposedbuy-up ofMotorola’s

Mobility handset business byGoogle,
which points in one direction only – that
of a near futurewhere huge public cloud
applications such as those ofGoogle
will be seamlessly available on your
smartphonewherever you go.

It is no surprise that Apple,meanwhile,
planned to launch in autumn2011 its
iCloud – “cloud service done right”, as
the giant firmsays. iCloud is a
replacement for Apple’s previous cloud
efforts, but clearly the company now
feels confident to pitch its offering
badged as a cloud service (‘MobileMe’
was themain earlier version for
productivity applications). It has now
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brought together all its online services –
productivity such asmail and contacts,
the iTunesmedia store, online backup
and storage, and access to new
applications – in one cloud that services
users automatically as theymove around
(in a so-called ‘push’way).

It’s also free toApple customers, in the
sameway that people can alreadymake
use of freemail and considerable
amounts of storagewith services such as
Hotmail, Yahoo andGoogle. Apple –
which briefly became theworld’s largest
company inAugust 2011 – is great at
engineering an almost fanatical user
experience, and it rarely gets its
marketingwrong these days, so the
ubiquity of a personal computing and
media cloud is likely to be taken for
granted bymany in the next few years.

What the companywill have to rely on
though is a large network of partners to
deliver its experience, especially the
mobile phone operators and theirmany
suppliers of base station equipment,

transmission technology
and customer provisioning
andbilling systems.
Experience of themobile
cloud, in particular, can be
easily scuppered if you
can’t get a signal at a vital
moment, or you get a
massive unexpected bill,
and it’s no surprise that

poor customer service is now to the fore
as peoplemigrate into increasing use of
mobile data and cloud services.

Thatmobility is the key consumer
cloud area is borne out by research firm
Business Insights, which predicts that
mobile applicationswillmake up almost
half of themarket for revenues by 2018.
“Mobile applications and services are set
to drive the growth of consumer cloud
services, as consumers demand

Mobile data
applications and
services are set to
drive the growth
of consumer
cloud services

‘always-on’ and ubiquitous access to
data, entertainment and services,” it
says. Next, and as somemaynot be
surprised to hear, is online gaming,
followedby ‘voice over IP’ (ie Internet
telephony services such asSkype), and
paidmusic content. In termsof revenues,
services such as email and online
storage barely figure, as they look set to
remain free or very low cost.

Cloudforbusiness
Patterns of use for companies and
organisations in the public and third
sectors are also becoming apparent, with
CompTIA, for example, noting that a
‘sweet spot’ for cloud adoption is in the
mediumsized company sector (say
between£10mand£100m in turnover).
This is because they have similar IT
needs to large enterprises, but less cash
for on-premise systems, and so can
deploy cloud computing instead as an
operational expensewith amore
predictable costmodel.

Reducing capital expenditure and
other costs is often the number one
reason formoving to cloud computing,
but coming in second is the desire to add
newcapabilities that just aren’t available
otherwise, and this key factormust
surely rise to the top asmore
organisations discover just how
transformational the cloud canbe for
business processes. Indeed, in another
survey of SMEs alone, the benefit of
expanding capabilities does comeout
ahead of cost savings.

Other factors for deploying cloud are
the speedwithwhich it can be rolled out,
simplicity, subscription pricing, an end to
conventional software licensing, and
lower energy use. Pertinently, cutting
internal IT staff, while a factor for some,
is not amajor reason for cloud,
suggesting that theseworkersmaybe
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better deployed on IT activities that really
help the business rather than traditional
IT pursuits such as ‘firefighting’.

The type of service that companies are
mostly deploying are software-as-a-
service (SaaS) offerings – inCompTIA’s
survey, of those using the cloud69%
have aSaaSproduct in use, 31% IaaS
and22%PaaS, although the latter two
maywell be part of a SaaS solution in a
managed service provider’s data centre.

Indeed, amajority of user
organisations plan to source their cloud
computing froma third party provider,
above self-service/direct from the
Internet, or direct froma technology
vendor, suggesting that there is plenty of
scope still for skilled IT providers that
can add value, say, by packaging cloud
software into private clouds for superior
andmore secure service.

As far as types of provider go, there
are variousmodels that include:
• Public cloudproviderwith owndata

centre
• Private cloud specialist workingwith

customers to build internal clouds
• Hybrid provider of private andpublic

clouds hosted in ownor third-party
data centre

• Reseller of cloud services (eg. SaaS).

Goingitalone
But of course there is nothing stopping
any organisation signing updirectwith a
cloud software player such asSalesforce.
com, although itmaybewise to employ
a consultancy that can adapt the
company’s business processes towork
with the cloud offering, as it will rarely be
the case that it will go smoothly ‘out of
the box’ – therewill be set-up operations
that need to be carried out.

As for the applications and services
that companies are taking up in the
cloud, there are certain offerings that are

ahead of the pack, in particular storage
andbackup, and email (see also above
fromanSMB– small andmediumsized
business – survey). Storage is one of the
mostwidely offered cloud services,
which is not surprising given its relative
simplicity and value in providing offsite
peace ofmind for data.Most firmswill
have taken up cloud storage andbackup
in some form in the next few years.

Email too is prettymuch standard as a
cloud service now, and is often coupled
with value-added extras such as spam
and virusmanagement. Indeed, security
services on the Internet is a class of cloud
offering in its own right and one that has
been abig growth area for specialist
providers. Extra securitymeasures and
policies are vital whenmoving to public
cloud services, in particular.

Other applications are less popular
right now for the cloud –CRM though,
as pioneered bySalesforce.com is a
favourite, and others such as document
management and collaboration have
strong showings. Contentmanagement
generally – as organisations dobattle
with growing disparate datamountains,
and increasinglymobileworkforces – is
clearly awinner for the cloud.■

SMBuseofcloud

SOURCE: SMB TECHNOLOGY ADOPTION TRENDS, COMPTIA JULY 2011
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CloudConcerns

Cloudcomputingoffersclearbenefits tomany
organisations,but likeanynewtechnologyconcept there

arereservationsaboutbeingan ‘earlyadopter’.
SimonBrewfindsout if these fearsarereal

Areyouafraidof
cloudcomputing?

CLOUD COMPUTING ISN’T REALLY a
new idea that’s just sprung up over
the past few months. Rather, it’s the
summation of a series of technologies
that have been converging for some
time. Now, cloud computing has
become a solid option for

organisations of all sizes – so what’s
holding them back?

Plenty, as it happens. Here, we
take a look at ten of the main reasons
people might be holding back on
deploying cloud-based working, and
how valid they are.

▲
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Losingcontrolofdata
It’s not just an emotional attachment to a
computer room that keeps companies
fromoutsourcing data. It’s the fact that
there’s an inherent feeling of security
in having data under close control
(assuming there’s somekind of remote
backup for disaster recovery, of course).

Removing the need for local storage
clearly has somecost benefits, but for a
generation of systemadministrators and
support staff brought up on adifferent
way ofworking, it’s a change that rings
somealarmbells.

One in particular is trusting an external
source forworking data –what happens
if access drops or if someone loses the
data? Even appreciating the security that
cloud computing offers, there’s a leap of
faith and an element of uncertainty
(alongwith a loss of transparency), that
creeps inwhendatamanagement is
moved out of the immediate control of an
IT department.

Infrastructure
Aclear requirement for effective cloud
working is fast, reliable Internet access,
especially for smaller organisations that
are using public cloudproviders. You
need enoughbandwidth so that those
whoneed to collaborate andwork across
cloud technologies are able to do so.
That’s something that’s quite easy to
managewhen the bulk ofworkers are
in an office – provided the Internet
connection is up –but it gets trickierwith
remoteworkers and thosewho travel.

Regular travellerswill be aware of the
difficulty of finding aworkable, secure
web connection. And given that one of
themain benefits of cloudworking is to
have access to files and applications
wherever you happen to be, variableweb
access quality has to be a concern.

This of course applies equally to
people accessing in-house computers
over the Internet. Butwhen everyone in
an organisation is dependent on a cloud
platform, there is an understandable
concern that there is no fall-back position
for a vital part of a company’s
infrastructure – andone that underpins
most other operations now.

1

2
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Fearofchange
People do fear any sort of change, even
in a fastmoving industry such as IT. They
don’t tend to fear upgrades toomuch
– although a jump say to the latest
Microsoft Office canmean some
firefighting –but awholesale alteration in
theway systems are supposed towork is
a challenge.

It’s hard not to have some sympathy
with this. Inmany organisations, IT is a
tool, ameans to do a job, and nothing
more than that. There’s a strong
argument that the software industry, in
particular, has becomeadept at selling
upgrades and alterations thatwedon’t
actually need, or that don’tmake a
difference to daily life. Sowhen a change
comes along that does, reticence is
hardly surprising.

Persuading people to alter theway
that they’ve done things for years,
whether attempted via carrot or stick,
is rarely a straightforward battle.

So persuading key decisionmakers
and their staff to embrace cloud
computing canbe a heck of a job in and
of itself. Even the best-deployed cloud
solutionmight therefore still be a bit of a
bumpy ride (see also number 10 – the
human factor).

Security
Whendata is being looked after by
another party, it’s right andproper that
security issues are raised. Every
business has confidential information
that it likes to keepbehind closed
doors, and the fear that cloud
computing couldmake suchmaterial
more vulnerable isn’t one that can
simply be ignored.

Yet recent times have seen that the
biggest source of confidential
document leaks ismore likely to have
been amisplacedUSBstick, using
unsecured Internet connections and
less than honest employees.

Reputable cloud service providers
view security as pivotal towhat they
offer and,with the addedhelp of a bit of
common sense, there’s a strong
argument thatmost businesseswould
benefit frommore robust security if
they domigrate to a cloud service.

4
3

▲
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Cloudoutage
Clearly, this is a very real and sensible
concern. There’s no computer network
in theworld that doesn’t have the risk
of downtime at somepoint in its life.
However, there’s still the comfort
blanket of being able to yell at an IT
department and get up-to-the-minute
informationwhen it’s a self-hosted
computer network that’s at the heart of
the problem.

What happens, though,when that’s
taken out into a cloud environment?
Whogets the ear-bashing then?And,
more to the point, what happenswhen
a cloud service a business is relying on
goes down, even for a short period?
With localisedworking, evenwithout a
network, having somemachineswith
working productivity software installed
at leastmeans things can get done.

What’s often forgotten in this
argument, though, is that a cloud
service stands a good chance of having
aworking, operational backup called
into action quickly. Furthermore, one
by-product of cloud adoption is that the
maintenance and repair of problems is
also outsourced, so itmaywell be that
any problems are resolved faster than
an in-house teamcan act.

Service providers should – anddo–
also have incentives to ensure
maximumuptime.

Payingthebill
There are someobvious economic
benefits to adopting cloud services, from
a reduction in dependency on in-house
IT, to the outsourcing of data
management and security, and the
saving, potentially, on expensive
software licences, andbattling to keeping
hardware performance up to date.

Yet the future is uncertain. Technology
is litteredwith examples of new
innovations anddevelopments thatwere
initially designed to reduce costs, and yet
manybusiness are still investing heavily
in their IT budgets.

Some valid questions arise about
cloud computing, then. Is it offering value
formoney?What guarantees are in place
that pricingwon’t slide upwards as
businesses becomemore andmore
dependant on cloud services? Is this just
software companies trying to get us to
switch to a subscription system for
licences, and so the longer termcost
may actually be higher?

These are appropriate questions, often
with no immediate answer. There’s an
element of leap of faith, and a need to
downa good service contract. But cast
iron guarantees? They’re lacking at
present, and for firmswith razor-tight
balance sheets that has to be an issue.

5
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It’stooearly
Even accepting the comparablematurity
of someelements of cloud-based
working (many, for instance, trust their
email to awebmail servicewith little
worry), there remains a feeling, rightly or
wrongly, that this is still an area of
computing that’s in its infancy. Let’s not
forget, too, that lots of ‘next big things’
have gone on to be anything but. As
such,manybusinesses are holding back
fromadopting cloud services as they
wait to see how the assorted offerings
develop, and as they let others do the
pathfinding for them.

There’s always some sense to not
moving business-critical operations to
areaswhere you’d be an early adopter
(although cloud adoption can, and
should, be donepiecemeal), and there’s
a feeling that thewrinkles need to be
resolved in cloud services beforemore
firms embrace the potential on offer.

Yet, there’s a degree of obviousmyth
to the argument that the services are
immature – after all, Saleforce.comhas
been around since 1999, an eternity in
IT terms. Rather, we aremore likely
reacting to changes in theway services
are packaged and sold, although there
are clear reasons to be cautious if, say,
the local Internet infrastructure is rather
poor and youwant to invest in a public
cloud system.

Wearenotlemmings
Muchof the discussion surrounding
cloud computing has implicit
assumptions built into it. That it’s the
right thing to do. That it’s the logical
next step in business technology. That
it’s a question ofwhen, rather than if, a
company should take advantage of
what cloud computing offers. Inmuch
the sameway that it was once assumed
that everybodywould upgrade their
copy ofWindowswithin a couple of
years ofMicrosoft releasing a new
version, there’s an impression
sometimes put across that cloud
computingwill becomecompulsory.

But, of course, it isn’t. There is doubt
that the argument that cloud is the
future has been convincinglymade.
Because, while there are potentially
huge benefits towhat’s being offered,
there’s no one-size-fits-allmentality
here. Is cloud computing really the
right option for a small business of
two or three people? Is it the right
way forward for a large organisation,
with hundreds of employees inmany
different locations?

There are strong cases to bemade in
both instances that the answer is yes
(again, down to the fact that you can
choosewhatworks for you,with public,
private andhybrid cloud approaches
on offer). But that doesn’tmean that
the case doesn’t have to bemade.

The benefits of the cloud have to be
defined, be tangible, andbepresented
properly. It’s the userswho tumble over
the cliff to follow the crowdwhowill,
inevitably, hit problems, and fail to reap
the intendedbenefits ofwhat the cloud
can offer.

7 8

▲



20 TheUltimateGuidetoCloudComputing

CloudConcerns

What,actually,isit?
Arguably one of the biggest challenges
facing cloud computing is this: how,
exactly, do youdefine it? Because
already, different service providers
describe cloudproducts in very different
ways. There doesn’t appear to be one
widely accepted definition ofwhat
cloud computing is, andwithout that,
packaging and selling the benefits
to organisations ismade that bit
more difficult.

Furthermore, part andparcel of the
uncertainties surrounding cloud
computing is the argument over
standards. There’s no solid, common
andobvious foundation for cloud
services to build on. Like it or lump it,
people knowwhere they arewith a
Windowsoperating system, a copy of
LotusNotes and some variant of an
office suite. Butwhat such common,
unifying tools exist in the cloud?There
are not, at this stage, obvious, dominant
players in themarket – although
Amazon,Google andSalesforce.com
would stake claims– and for companies
looking for a big brandname to trust, that
does have to come into their thinking.

Until cloud computing canbedefined
in amanner that’s as understandable as
an operating systemor an office suite
(and arguably, it can be defined as both),
it’s going to create someuncertainty
within firms as towhat exactly they’re
being sold, and how it allows them to
workwith others.

Thehumanfactor
At the heart of every significant
problem to dowith technology lies the
same factor: people.Wehave seen
time and time again that you can have
an IT infrastructure that’s seemingly
tight and secure, but it’s a simple
human slip that’s openedup an
element of risk. Furthermore, someone
whodoesn’t fully understand, or
doesn’t want to understand,what it is
that they’re being presentedwith, will
always cause somedegree of problem.

Itmaybe straightforward to get the
MDandfinance director to sign off on
the financial benefits, but just look at
howhard it is to get ‘buy-in’ for end
users to use systems such asCRM
(customer relationshipmanagement).
Newweb-based systems in the cloud
maypose similar problems.

Realistically, of course, every issue
we’ve discussed here has a person at
the heart of it, or a fear ofwhat
someone can and inevitablywill do
when given the keys to something new
anddifferent (and that’s just one
individual: the potential dangers
multiply exponentiallywhenpeople
hunt in packs).

It’s a big problem, andwhymany
businesses are keen to retain the
technological status quo, in that it
keeps the human–technology balance
in a position that it’smigrated to over a
period of time.

It’s important never to forget the
‘people factor’ whenbringing in any
new technology ■

9 10



Maximiseperformanceanduptime
Respond faster to the changingneeds of your businesswith a virtual server from
Fasthosts.You’ll get a cost-effective, dedicated resource that you caneasily
expand. A virtual server is ideal if youneed to runbusiness-critical applications
or busywebsites.

You’ll get better performance anduptime from
our award-winningMicrosoftHyper-V
platform,whichprovides load-balancing and
automatic failover.Tofindoutmore about this
technology andwhyour virtual servers offer
thebest spec in theUK, visit:
www.fasthosts.co.uk/why-we-are-better.

Callusnowon:

08446923519
fasthosts.co.uk/virtualservers
© 2011 All rights reserved. Fasthosts and the Fasthosts logo are trademarks of Fasthosts Internet Ltd. Prices valid at time of print.
†Service level agreement applies, see website for details.*Unlimited Bandwidth is subject to acceptable use policy.
Terms and conditions apply, see website for details.

Follow us on:

24/7UKphone&online support • UKdata centres • Unlimitedbandwidth* • FREE setup

Callusnowon:

permonth ex VAT

Fromjust:

permonth ex VAT

Fromjust:

£29.99

World ClassVirtual Servers

Partner of theYear 2011
Global Hosting



22 cloudpro.co.ukTheUltimateGuidetoCloudComputing

BusinessChange

HANDSUPWHO remembers
timesharing computers in universities?
Or value-addednetworks (VANs) and
electronic data interchange (EDI) in
business trading networks?Or
Prudential salespeople armedwith
Psion palmtop computers?

Manyproponents of cloud computing
act as though they’ve just discovered the
kind of cloud-type business processes
that organisations have, in fact, been
tacklingwith various degrees of success
formany years. These advocates also
maintain that cloud is a technology-
driven newwave that, while bringing new
business opportunities, ismainly about
scaling up infrastructure in data centres,
with the obvious advantages of access to
latest technology, elimination of in-house
servers and so on.

But the technology itself, while
obviously vital, is really a sideshow to
realising the business transformation
efforts that enlightened organisations
have been striving for over the last
20 years or so. AsWalter Adamson, an
Australian-based consultant, comments:

This talkof technology isall very
well,but thecloud’s truepotential
is in transformingyourbusiness
withspeedandcollaboration,as
MarcBeishonfindsout

“Clouds are about ecosystems, about
large collections of interacting services
including partners and third parties,
about inter-cloud communication and
sharing of information through such
semantic frameworks as social graphs.”

Transformationvsutility
This, he adds, is clearly business
transformational, whereas “computing
services that are delivered as a utility
froma remote data centre” are not. The
pioneers in VANS/EDImethods –which
are nowmigrating intomodern cloud
systems in offerings fromsoftware firm
SAPand its partners, for example –were
able to set up basic trading data
exchange networks, but the cloud
transformation now is integrating, in
real-time, the procurement, catalogue,
invoicing and other systems across
possibly overlapping andmuchwider
business communities.

Likewise, companies struggled for a

Howthecloud
canmakeyour
businessagile
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long timewithmobile and remote access
to sales andmarketing systems, as
enterprise integrationwas often very
difficult and expensive. Now the
transformation brought about by cloud
ecosystems such as theSalesforce.com
community is enabling farmore than a
mobile quotation systemwith data that a
rep had to download using amodem
before he or she set out for the day.

Andclearly, there aremany individuals
and companies, especially small firms,
that have happily taken to one of the
world’smost complete cloud
experiences, AmazonWebServices,
which is enablingmany tomove froma
staticwebsite to a fully-fledged online
global shop,with everything from
databasemanagement tomicropayment
handling. AndAmazon is also a
frontrunner in the enterprise ‘private
cloud’, withmajor software vendors –
includingOracle andSAP–nowon its
infrastructure offering.

But is that offering business agility
beyond the IT side?A recentBusiness
Week article, ‘The cloud: battle of the
tech titans’, looks at Amazon vs the rest
and focuses prettymuchon the scale
argument, with users renting server time
to analyse sales data, for example. But
it does note that time tomarket is a
major pull.

The city ofMiami, for example, has
quickly built a service thatmonitors
non-emergency calls. “Local residents
can go to awebsite that pulls up amapof
the city andplace pins in every spot tied
to a complaint. Before the cloud, the city
would have needed threemonths to
develop a concept, buy newcomputing
systems (including extras in case of a
hurricane), get a team to install all the
necessary software, and then build the
service.” Such systems are unlikely to be
built in the ‘conventional’ way in these
cash-strappeddays.

Sandwichcourse
Gooduse of a private cloud – this timeon
GoogleApps – is by food chain EAT,
which is improving business processes
by usingGoogle Talk for instant
messages between storeswhen one run
outs of a popular sandwich, for instance;
Google Forms for head office to survey
shopmanagers to capture issues and
ideas; and integrationwith smartphones,
formanagers to access documents and
order stocks on themove, and to oversee
a number of restaurantswhile being
stationed at one.

The receivedwisdomabout such
business cloud applications is that
vendors are approaching business
department heads, not ITmanagers, to
make sales, althoughnotmuch
enterprise software of any type has been
sold thisway since the dot-comcrash.

It certainlymakes sense in one of the ▲
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hardest functions to crack, the
salesforce, which has long put up
resistance to clunkyCRM(customer
relationshipmanagement) systems
foisted on them. Just because
Salesforce.com’sCRMsystem is
cloud-baseddoes notmean it does not
have the adoption problems that CRM
has suffered from– incentives and good
management tend to fix that. But a cloud
systemcan greatly helpwith business
change in hard to reach parts of a firm.

Inmany companies there is a black
hole of forecasting andpipeline data on
sales, and it doesn’t help thatmostmajor
enterprises – certainly in the FTSE 100
– are led byCEOswith no sales
experience. It’s an area tailor-made for
the cloud since somuch knowledge is in
silos – arounddepartments and in the
heads of salespeople – andbest practice
is not shared.

Fastforwardforsales
Phil Codd, chiefmarkets officer for
northern Europe at software testing firm
SQS, choseSalesforce.com to solve a
major sales reporting problem– in the
past, reportingwas on an individual
country basiswith a complexmix of
spreadsheets, emails andword ofmouth
which placed a lot of pressure on
accurate and timely sales forecasting.

Codd took advantage of Salesforce.
com’s 30day free trial of its SalesCloud
2, and thenworkedwith consultancy
SaasPoint to implement it in just 40
working days – and the company now
has a central repository of sales pipeline
throughout the region in real-time, and
all sorts of newopportunities for sharing
sales best practice and leads by using
tools such asSalesforce.com’sChatter,
an internal socialmedia system.

Anything that producesmore than the
sumof a notoriously self-sufficient group

of reps ismore than useful and it’s hard
to underestimatewhat this can do for a
company – Larry Ellison, the colourful
boss of software giantOracle andnowa
cloud convert, famously cracked the
whip a few years agowhenhe realised he
hadno ‘dashboard’ to seewhat his
business unitswere doing in a timely
fashion round theworld – and got it
done, of course.

In-housenotanoption
Trying to build an in-house systems to do
this is obviously counter-productive in
time andmoney formost companies that
are not of the likes ofOracle. Andwhere
Salesforce.comalso scores is in its
brilliant decision to create the
AppExchange platformwhere users can
integrate andusemanymore functions,
froman800 long list, and that’s apart
fromSalesforce’s own extras.

Another function that’s benefiting
fromcloud ‘agility’ is logistics, where
providerDeltion is gaining a gooddeal of
success for its CarrierNet platform.
Managing directorDenisO’Sullivan,
himself a logistics expert brought in to
run thisUKfirmayear ago, says
logisticians have been ‘crying out’ for a
long time for real-time visibility across
the supply chain to iron out customer
service problems,which he says
Cadbury (nowpart of Kraft) is doingwith
CarrierNet, a cloud system.

KeithNewton, customer logistics
director at Cadbury says: “The
implementation has enabled us tomove
froma series of unlinked systems to a
webbased interfaced solution that has
totally eliminated a number of areas of
failure. It links all internal logistics and
planning teamsatCadbury, all tier one
third party logistics service providers, all
second tier hauliers subcontracted to
them, and customers via alerts, SMS
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•Human resources (HR) systems are not
obvious targets for the cloud but vendors
such asSuccessFactors are proving that
properlymanaging the entireworkforce in
terms of skills, knowledge and structure can
have a big impact on business performance.
European users such as construction
supplier Hilti are big fans.

• The public sector hasmuch to gain from the
cloud – in theNHS, CountyDurhamand
Darlington Foundation Trust, a consortiumof
ten organisations, is usingWaxDigital’s
web3procurement system tomake it easier
for staff across the consortium to select
goods and services for purchase and place
orders quickly and simply, enable
streamlined financial control and
authorisation, and accelerate the supply
process to nearly always ‘next day’.

• Projectmanagement is a shoo-in for the
cloud, as Vodafone is discoveringwith the
Projectplaceweb-based communication

systems. “Finallywe have a central system
for storing files, working on themand
retrieving them, always in real-time. Any
projectmember can access it, andmost
importantly, the latest version is always
available,” saysAlexanderGottschlich,
global programmemanager at Vodafone.

• TheGreenHouse, a small Northampton-
basedbusiness specialising in environmental
services,manages around 500,000
scheduled collections a year through its
recycling division alone. In the past, all of
these transactionswould have been carried
outmanually. Issueswere typically sorted
out over the telephonewithmultiple calls
routinely taking place between the company,
its suppliers and clients. Thiswas a
time-consuming, resource-intensive and
expensive process. Today, the company
manages all of these collections through
Salesforce.com’s ServiceCloud, intowhich it
has integrated a large number ofworkflows
and approval procedures.

Morebusinessapplicationsinthecloud

and emails. “It is no coincidence that
since implementationwehave recorded
a number of ‘100%customer service
days’, which is a significant achievement
for a large FMCGfirmsuch asCadbury.”

Forwhich read – if the truck breaks
downandnoone knows, the kids don’t
get their chocolate. O’Sullivan adds that
large retailers are also in themarket for
his system–which againwould be
prohibitive now to try andbuild in-house
– and alsomentions a client calledRigid
Plastic Containers (RPC)which uses
CarrierNet to checkwarehouse stock and
production schedules before processing
transport orders. If there is nowarehouse
stock, the systemchecks if the ordered
itemswill be produced in time for

despatch. If there is a potential problem,
an exception alert is raised and the
problemmanagedwith the customer.

Logistics examples are significant
because they often involve the
ecosystems that promotemore business
transformation across partners – adding
real-timebidding systems to take on
jobs, for example, is another feature
O’Sullivanmentions that a client is doing.
An ecosystemalso becomes apparent
within companies as they use cloud
systems for human resources.

In somecases, it is certainly the case
that cloud technology creates a new
business agility opportunity. In others,
it’s enabling better a knownneed. Donald
Rumsfeld had a good take on this…■
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MUCHOFTHEDEBATEabout cloud
computing has focused on twodistinct
types of operation: the public and
private clouds. But although they are
bundled under the convenient termof
cloud computing, they are very different
operationalmodels.

PublicstartedwithAmazon
Public cloud,which is simply using the
Internet to access computer services
of one sort or another, has its roots
in the decision byAmazon in 2002
to use its vast infrastructure to offer
computer facilities to customers. The
company launched a range of services
to developers, including storage and a
development platform.

Amazon’s initiative, which preceded
the phrase ‘cloud computing’ itself, has
been followedby the likes ofGoogle
and a selection of hosting companies
as they seek to capture the interest in
this approach.

As if to demonstrate that there’s
nothing newunder the sun, this is
a throwback to the concept of the
computer bureau,where companies
paid amonthly fee to buy timeon a
mainframe. It’s a business that had
seemed to die a deathwhenPCs and the
client-servermodel came into play.

Like the computer bureaux, public
cloudproviders charge their customers
on amonthly basis – generally according
to gigabytes transmitted andbandwidth.
The crucial aspect is that the cloud

Shouldyougo
privateorpublic?
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It’snot justaquestionofmovingto
thecloud;doyouopt forapublicor
privatesystem?MaxwellCooter
weighsuptheoptions

provider bears the entire cost of running
the infrastructure,meaning that as a
customer youdonot have toworry about
maintenance or staffing help desks. Nor
do you have toworry about investing in
storage hardware, a growing budgetary
strain on organisations as data storage
volumesmove ever upwards.

Crucially, it alsomeans that you
donot have toworry about capacity
planning. This can be a big headache for
companieswith seasonal fluctuations,
where theymight have over-provisioned
for peak traffic. That’s a headache that
the newbreed of cloudproviders can
dealwith.

So, public cloud offers a number of
advantages to organisations, particularly
small businesses and start-ups, both
ofwhichmayhave no IT department
andwhichmaybe reluctant to tie up
capital on an IT infrastructure. There are,
however, downsides too.

Themain disadvantagewith public
cloud is that there are some security
issues. Companieswill have to hand
over confidential data over to a third
party and formany firms this is amove
too far. Therewill beworries about
customer data being released into
the public domain, concerns about
companies being held legally responsible
for breaches of privacy legislation and
worries about sensitive data being held
on a server, particularlywhere two
competitorsmight be hosted.

But if you’re starting small, public ▲
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cloudwill almost certainly be theway to
go as it will be able to handle something
as small as say a basic client contact
database for a couple of salespeople.
Andmanyproviders offer simple storage
services for single users.

Incontrolwithprivatecloud
The genesis of the private cloudwas very
different. There’s no public operator and
everything – hardware and software – is
provided by you, the user. It sounds
little different fromamore conventional
data centre, where your servers and
applications are hosted by a specialist
provider. Indeed there are some
commentatorswho claim that the
idea of a private cloud is an oxymoron,
and reallywe should be talking about
data centres.

Proponents of private cloudsmaintain
there is a difference: themain features
of a private cloud are a ‘virtualised’
infrastructure coupledwith software
that allows IT users to treat that

In the private
cloud, you have
responsibility
for buying
the hardware
and software,
maintaining it and
managing storage

infrastructure as a centralised pool of
computing resources.

Other features of the private cloud
are automation,meaning thatmany
of these tasks are handledwithout the
intervention of an IT department, and
the ability tomeasure andmonitor
what resources have been allocated
to different departments, which could
alsomeans companies are able to
introduce chargeback for resources
that have been consumed.

In the private cloud set-up, you have
responsibility for buying the hardware
and software,maintaining it and
managing storage. As such, private
clouddoesn’t offer somany advantages
when it comes tomanaging cash flow.

But there are other advantages. You
connect to public cloudproviders by
using Internet connections – these are,
by their very nature, slow. Thismeans
that anyone trying to shift large files
aroundwould find the experience a lot
of slower. On the other hand, private



29cloudpro.co.uk TheUltimateGuidetoCloudComputing

CloudTypes

cloud infrastructures often use private
connections, offering amuch speedier
experience, although there are issues for
branch offices thatmay need to use a
slowerwide area network to get access
to themain corporate link.

In addition, the private clouddoesn’t
have the security issues that could cause
problems for public cloud users. All data
is retained by your company and you
control all access over a private ‘firewall’.

What’s important here is that not only
do you keep tabs ondata – but you also
knowexactlywhere, geographically
speaking, it’s being held. This not an
academic principle, as there are
important legal restraints onwhere data
can or cannot be held and companies
have to bewary of their statutory duty for
protecting customer information.

Whynotgohybrid?
There’s no need to choose between
private or public, as organisationswith
more than basic needs for cloud IT
can opt for both in a hybrid approach,
with some services in a private cloud,
others in a public one. This could still
bemanagedby oneprovider and can
address concerns such as holding
sensitive data – such as customer credit
card details – only on a private basis.

But youmaybequite happy for staff
to use say Twitter or Facebook –which
are public cloud applications, after all
– for customer communication, or any
of theGoogle apps, such asCalendar
andDocs, or saySalesforce.com, for
communications amonggroups of
staff, where ease of use is the foremost
consideration.■

PUBLICVSPRIVATECLOUD:prosandcons
PUBLICPROS
• Less expensive than private clouds
•More accessible than private clouds
• Short-termor temporary
commitments

• Faster to deploy a single user than
private clouds

PUBLICCONS
• Fewer usermanagement controls
•One-size-fits all approach (not
tailored to a single organisation’s or
user’s needs)

• Impersonal support, often via email,
chat, or FAQs only

• Security and uptimemight notmeet
enterprise compliance standards

PRIVATEPROS
• Can be secured tomeet compliance
at almost every level

• Single tenant environments eliminate
the possibility of other companies
affecting performance

•Private data centres usually
accessible to IT auditors

• Customisable tomeet an individual
organisation’s needs, rather than the
mass approach of public clouds

PRIVATECONS
•More expensive to deploy and
maintain than public clouds

•May have longer-termcommitments
than public clouds

•May have less flexibility since
hardware is dedicated to a single
organisation

SOURCE: WWW.FOGODATACENTERS.COM
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Board-level
prioritiesforcloud
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MaxwellCooter takesatour
throughthetopboard jobs
affectedbywhat formany
willbeamajorbusiness

change in theyearsahead

CLOUDCOMPUTINGHAShad a short
history. It was unheard of as a term
before 2007 and in just four years it has
risen frommarketing shorthand to
become the symbol of amassive change
in technology.

Whatmakes cloud computing
different is that it’s a technological
change that touches on every part of the
business. For the finance director there
are changes in theway IT services are
bought; salesmanagers have a newway
to communicate and interactwith their
teamsand customers; the IT directorwill
find his or her budget, strategy and team
transformed. Above all, theCEOwill have
to think about theway his or her entire
organisation is structured.

In the future, we could be talking about
a complete overhaul of theway
companies are constructed, about how
they consume IT, about how their
accountingworks and, indeed,where
they’re located (see also section on
business change, page 22).

But those changesmeandifferent
things to different parts of the business.
If we look at theway cloud services
impact on different job roles, we can see
that they’re going to approach these
changes in very differentways.

Forthefinancedirector
Perhaps the biggest driver for themove
to cloud is the need to save costs, but
thatmoveworks onmany levels.

The change that has garneredmost
publicity is themove fromcounting IT as
a capital expenditure to an operational
one. Although often cited as a reason to
move fromon-premise hosting to cloud,
this is somewhatmisleading.What’s
really at stake is cash flow; by going
down the cloud route, customers no
longer have to commit to large costs
upfront. It isn’t necessarily true to say

▲
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that it’s always going to be cheaper, but
there are other advantages.

Theremay evenbe a price premium in
opting for cloud, but that needs to be set
aside for other considerations. The price
of renting a server could initially appear
to costmore than purchasing, but the
finance director has to consider the cost
of power and cooling, the cost of staff,
themaintenance costs, accounting for
backup anddisaster recovery and
various other costs.

There’s also the fact there’s no longer
the need to be so rigorous about capacity
planning – that becomes a headache for
the cloudprovider, not your
IT director – and companies
will bemore flexible about
installing new services and
scaling up anddown.

This is an important
aspect. Previously the IT
departmentwould have
installed an infrastructure
thatwould be able to handle
the peaks of the business.
Thiswas always a grossly
inefficientway of organising
IT services. It could be an infrastructure
that is geared up to handle peaks of
traffic – perhaps around the end of
financial quarters, or aroundChristmas
for retailers.

But those brief periods of intense
activitywould have an effect on IT
provision for the entire year – rather as
if a family of four opted for aminibus
purely to copewith the yearly visit of
the cousinswho lived abroad. Cloud
computing changes all that: for the first
time, organisationswill no longer have to
plan for the periods of greatest demand.

Coupledwith thiswill be a change of
practicewhen it comes to allocating
departmental costs. Finance directors
will nowhave an accurateway of

Youno longer
need to be so
rigorous about
capacity planning
– that becomes a
headache for the
cloud provider,
not your IT
director

decidingwhich costs are set against
which department. This is a fundamental
shake-up: even companies that have
chargeback to separate departments
have often found this is littlemore than
an estimate of a share of the costs.
Managers have few tools to assess a
real cost and have derived a figure from
acombination of real figures and
informedguesses.

Now there’s a real way ofmeasuring
just nowmuch computing time the
marketing department has used, how
much storage the graphics department
has grabbed and the bandwidth needs
of finance.

That capability, however, could lead to
somefinely tuned judgment.When
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departments’ real costs are assessed
accurately there could be some
resentment from those that have been
undercharged in earlier years andnow
find their costs increasing (or
resentment fromdepartments that have

been overcharged for
several years). Eitherway,
the finance director is
likely to act as thediplomat
smoothing over territorial
disputes, ensuring the
winners don’t get
triumphant and the losers
don’t becomeembittered.

Another key area the
finance directormust keep
tabs on is licensing.Many

vendors have not yet grasped the
transformational nature of cloud
computing and their licensingmodels
are not able to copewith this new
paradigm. The finance director, in
conjunctionwith the IT head, needs to
assess the state of licensingwithin the
organisation,making sure that the
company isn’t overpaying.

The thorniest problemof all will be the
negotiation andmonitoring of the service
level agreements (SLAs)with cloud
providers.While the IT directorwill
probably remain the best person to
check on service delivery, the finance
directorwill need someunderstanding
of the potential level of financial loss
suffered and the possible levels of
compensation. This is a crucial area for
themove to cloud computing: delivery to
this sort ofmodelwill neverwork if the
cloudprovider can’t provide the desired
level of service and if the customer is
under-compensated.

Ever since cloud computing emerged
as a newcatchphrase for the ITworld,
there have been several vendors leaping
on to the cloudbandwagon and ‘cloud
washing’ existing products to suggest
a strong commitment to the cloud.
There are somefinance directors or IT
directorswhomaybe tempted to follow
the samepath and ‘cloudwash’ their IT
department. These instanceswill
probably be rare but there’s certainly
been some resistance to the idea of
cloud computing fromsome IT
department chiefs and the finance
directormayfindhimself as some sort
of cloud arbiter.

The stakes are high for businesses.
It will be a rare company that relies
entirely on in-house IT in future. Some
companieswillmove entirely to the
cloud, somewillmove part of the
infrastructure, somewillmove none. It’s

The stakes
are high for
businesses.
It will be a rare
company that
relies entirely
on in-house IT
in future ▲
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a decision that’s going to require some
careful assessment of the pros and cons
and the finance directorwill play a vital
role in assessing the financial rationale.

FortheITdirector
IT directors have a different path to
cloud. They have been aware of the
debate and someof the buzzwords:
public cloud; private cloud;
software-as-a-service; outsourcing;
cloud-sourcing; crowd-sourcing.
But, unusually, these terms are just as
likely to have come from the board as
from the IT side.

For once, themajority of hardcore
techies and their sources have
underplayed the significance of cloud.
This is partly because it’s perceived as a
threat – outsource services and you’ll
surely lose part of your team, is the
thinking – but also because for them
it’s an emergent set of trends in
virtualisation andhosting: a confection,
made out of pre-existing components
with the key innovations happening
several years ago.

Thismakes the balance of emails
hitting inboxes of IT directors all the
stranger; a vast number of people, with
salespeople in the vanguard, are
attaching theword cloud to their sales
pitches as if it’s their road to personal
salvation. In this newworld the cloud is
the outsourcing industry’swholehearted
attack on themassive budgets and
imposing empires of corporate IT. That’s
why less tech-savvy board colleagues
love it somuch. It isn’t easy for an IT
director to reject all these overtures.

Among the ambitiousPowerpoint
presentations there’ll be a quiet voice
fromaclever guywhopromises to chop
your re-investment costs by 75%,
withoutmoving a corporate dataset
outside your building. That last guy is

talking about private clouds, which is the
data centre, virtualised and shrunk, and
mademobile (in the sense that it can
move fromone compute host to another,
and nothing at all to dowith the iPhone).

IT directorswho get drawn into an
early-adopter, single-purpose
cloud-badgedproject, could find
themselves in great difficulty if they don’t
check details carefully. This is because
themomentumof the optimistic,
ignorant andmisguided canbe an
astonishing thing, andbecause the
hosting business has very little in theway
of verification, standards, agreed
procedures, or compensation packages
for the daywhen something goes rather
amiss. Hosting underpins cloud, and also
wagepackets if the IT director bets the
company’s operations on it.
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Cloud companies that don’t present
rationalmeans of running their services
when their ownplatforms are offline
are scarcely credible to seasoned
technologists – so you have to be able
to say, “What happenswhen it does
notwork?”

The answer lieswith a private cloud.
If sales teamsare expected to do
thousands of deals a day on an externally
hosted service, then replicating that data
internally on a compatible virtualisation
platform is an insurance policy against
not just kit failure at the software-as-a-
service provider but also the sudden loss
of your own Internet connection, perhaps
traced to a telco’s engineeringworks in
the street outside.

In all likelihood, the eventual impact
of cloud conceptswill be somewhat less
than the hopeful CEO–dreaming of
losing his entire IT department –
currently thinks. But it will also be a lot
greater than the scornful nerd, looking at
the toolbox cloud uses for delivery and

finding nothing newor
clever about it, is currently
able to foresee.

It’s also possible for
an IT director to be in a
business so secure, or so
closely tied to physical
processes, or so hugely
dependent on a specific
and ancient software
suite, that there’s no
chance ofmaking use of
the high-profile parts of

cloud computing. Companies running a
factory floor ofmillingmachines, or a
metro line full of ticket readers, will find it
difficult to run an on-demand capacity
expansion project.

What the IT director does finddifficult
is to show that cloud computing has
been assessed as a possibility. There’ll

be a lot of pressure on them from
less ‘techie’ boardmembers and it’s
important that the cloud option has been
thoroughly investigated.

Forthechiefexecutive
ThemodernCEO isn’t going to be
short of advice in his attempt to get
up-to-speedwith cloud computing. But
many of the opinionswill be proffered by
a host of vendors, cloudproviders and
channel partners – all of whichwill have
their own agenda.

So,where does theCEO look to get
the best advice on amove to the cloud?
There are some things to focus on at
the highest level, which lower-level
managers and ‘direct reports’ won’t
necessarily have at the forefront of their
minds. Terminology is one of those
things. Your irritation at technical types
babbling away using terms they don’t
define, nomatter howwell-intended you
can see they are, gets some real teeth
when it comes to cloud topics. There are
amultitude of definitions out there, so
howdo you sort outwhich is best?

The top priority for anyCEO
contemplating amove to the cloud is
to check the small print as if your life
depends on it – because it could be that
your businesswill come to dependon it.
If you’re unsure, consult with lawyers.

Cloud is about delivery of services
and ensuring that cloud providersmeet
with their responsibilities. Research
fromQueenMaryCollege in 2010
revealed awide disparity of wording
within cloud computing contracts. This
is one areawhere the small print is not
to be ignored as the contract will be the
basis for theway that the company runs
– indeed it could be crucial towhether
the company survives or not if things
don’t go quite to plan.

What happenswhen a cloudprovider

Cloud companies
that don’t present
rationalmeans of
running services
when their
ownplatforms
are offline are
scarcely credible
to technologists

▲
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is hit by a denial-of-service attack?
What stops a provider frommoving data
to another jurisdiction for cost or legal
reasons? Is the provider the definitive
provider-of-last-resort, or is it just
reselling someone else’s package?
What happens if a customerwants
tomoveproviders or go back to
in-premise?Duediligence isn’t just a tick
box in taking up services in the cloud, it’s
amajor component of the project time.

The next question for an organisation
to consider is howclosely it wants to
workwith its cloudprovider. Somewill
be hands-off and see themselves as a
facility for handling peak demands.
Somewill bemore personal and try to be
intimately involved in their customers’
business. Bewary though: the dream
ofmany of the upsellers in the current
wave of cloud hype is to pretend to be
removable, when in fact they fully intend
to hook customers for the foreseeable
future. Keeping independence is very
much aCEO-level question, as is the exit

strategy. Cloud ismeant to be all about
steeringwork to an available resource,
notwatching it vanish behind someone
else’s security gates.

Cloud computing presents theCEO
with amajor opportunity to reshape and
reorganise their business. It’s not just
about IT, it’s about how to use, analyse
and improve companydata and it’s
about using IT to have an impact on
business processes.Many companies
have operated on the ‘we’ve always done
things thisway’ principle – cloud
computingwill offer the opportunity to
do awaywith this thinking.

Cloud computingmaynot be for every
business or everyCEObut every one
should be looking at the technology.
The best companieswill be thosewhere
the board looks at the direction the
organisation is headed over the next five
years and the bestmeans for getting
there. If that involves cloud, now is the
best time to be thinking about it. If not,
your competitorswill be. ■

1 Start by knowingwhere the organisation
stands on the cloud computing continuum.
Use benchmarking and gap analysis to
understandwhere you are today

2 Conceptualise and communicate a
compelling vision for using cloud
computing to advance business objectives

3 Develop a cloud strategy and execution
plan that incorporates any ad hoc
components implemented already and
lays out a systematic approach to
moving forward

4 Understand the goal, which is not to get
to cloud computing, but to achieve

ever-greater levels of business efficiency
and agility

5 Progress systematically through the five
levels* of cloud computing components,
realising that not all components are
appropriate in all situations

6 Balance the use of private and public
clouds to formahybrid cloud that draws
on both private and public cloud resources
as needed

7 Focus on automation, which is the key to
efficiency, agility and scalability

* SET OUT IN PWC’S PAPER, ‘CLOUDS IN THE ENTERPRISE: NAVIGATING

THE PATH TO BUSINESS ADVANTAGE’, AVAILABLE AT WWW.PWC.COM

Enterprisecloudmeansbusinessagility
PricewaterhouseCoopers (PwC) recommends the following:



Better hosting
For the last five years PC Pro readers
have voted us “Best Web Host”.

Isn’t it time you found out why?

hosting

ISO 9001: Quality ISO 14001: Environmental ISO 27001: Security

PC PRO AW
A RDS2010PC

PR
O
AW
AR
DS
20
10

BEST
WEBHOST

2010 2011

Be

st
Mana

ged Service

www.ispaawards.
org

.u
k

WINNER

Find out more about us at
www.memset.com or chat to our
sales team on 0800 634 9270.

2010 2009 2008 2007



CloudandSMEs

38 TheUltimateGuidetoCloudComputing cloudpro.co.uk

Smallorganisationsareobviouscandidates forcloud
computing–but there’sstill anawareness issueand
SMEsshould treadcarefully, saysMaxwellCooter

Cloudandsmallfirms
–agreatmatch

CLOUDCOMPUTING IS anunusual
phenomenon in the ITworld as it is being
used equally by small businesses and
enterprises. Indeed, it’s the smaller
businesses that should benefitmost as
they are the companies that tend not to
have large IT departments. Some small
companies have no IT departments at all
and are serviced by someonedoing the
job in his spare time, or by a local
services company.

This is not the normwhen it comes to
technology. The natural order of things
is for IT advances to start off in large
businesses andwork their way
downwards:mobile phones started as an
executive toy, noweveryone has one;
routerswere part of the arcane global
telecomsworld, nowpeople are
connected at home.

Cloud computing has beendifferent –
there aremany instances of SMEs
adopting cloud-baseddelivery
wholeheartedly, while larger enterprises
have hesitated. Indeed, AndyBurton
of theUK’sCloud Industry Forum
believes that cloud computing is the
first case of a technology that started in
small businesses andhasmoved to
larger ones.

IstheUKlaggingbehind?
But that’s not the complete picture. In
reality things are not entirely rosy for the

cloud andSMEs. There have been some
very enterprising small businesseswho
have been happy to adopt cloud as the
backbone of their IT set-up but there’s
also a gooddeal of scepticism.

A survey in 2011 revealed someof this
hesitancy. According toVMware, a
provider of virtualisation software, only
48%ofBritish SMEshadbegunusing
cloud technology.While this looks
encouraging, the same survey found that
60%of small businesses across Europe
were going down this path. Other surveys
have found even larger gaps in adoption
and one reported that 43%of SME
respondents didn’t even knowwhat the
termmeant.

There are twoproblemswith this: for a
start, there aremillions of peoplewho
are happily using consumer cloud
services, such as Facebook andGoogle
Mail, not tomention commercial cloud
applications such asGoogleApps and
various smartphone apps. Second,
figures fromanalyst IDChave shown
that small businesses do not appear to
bemiserlywhen it comes to cloud –
£9.8 billionwas spent on cloud
technologies in 2009andhalf the figure
came fromSMEbudgets, it reports.

The seeming gapbetween the
perception of cloud and expenditure can
almost certainly be explained by a lack of
understanding ofwhat cloud is. There’s a
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good chance that business people are
using cloud services – even if they don’t
actually know it.

Software:thechoiceisyours
The other issue is that small companies
tendnot to beburdenedwith large legacy
systemsor have equipment that need to
integrated in a cloud service. That’s not
to say that somedonot have bespoke
applications and specialist computer kit
thatmay take time to phase out.

But if you’re operating a start-up, there
is little need to run any sort of IT facilities
at all. By opting forGoogleApps or
Microsoft’s newOffice 365 cloud suite, a
business could have all its productivity
software (word processing, calendar,
email and so on)working in the cloud.
Thebusiness could alsouse accountancy
software such asKashFlow to run its
financials, Salesforce.com to handle its
customer relationships and any number
of software packages to look after itsHR,
marketing andprocurement.

Higher up the scale, NetSuite offers
cloudERP (enterprise resource
planning) software – the type of package
that’s normally the preserve of large
businesses. In fact, just about every
aspect of amodern day business could
be run on cloud-based software.

And it’s not just newcloud vendors
that are providing options for these

Cloud computing
is thought to be
thefirst case of a
technology that
started in small
businesses and
hasmoved to
larger ones

▲



CloudandSMEs

40 cloudpro.co.ukTheUltimateGuidetoCloudComputing

companies: plenty of long-established
software firms are now in on the act.
Accountancy software specialist, Sage,
has released its own cloud-based
software, ERP specialist SAPhas taken
its first steps down the cloud route and
Oracle is embracing the technology,
despiteCEOLarry Ellison’s initially
dismissive remarks about cloud.

Themost remarkable transformation
of all has beenMicrosoft, which is a
mainstay for somany small
organisations in all sectors of the
economy. The company’s reputation has
beenbuilt on boxedproducts and its
licensingmethodology hadbeen geared
towards this. But in 2010,Microsoft’s
CEO, SteveBallmer, said that the
companywas betting its future on the
cloud and since then it has looked to turn
that vision into reality.

Office 365 is its step in that direction
althoughMicrosoft, unlikeGoogle, its
rival in the productivity suite stakes, has

Microsoft’s CEO,
SteveBallmer,
said that the
companywas
betting its future
on the cloud

not quitemanaged to divorce itself from
its roots andOffice 365does require
someaccess to elements such as
Exchange, SharePoint and Lync. Google
does offer a 100%cloud-based,
standalone productwithGoogleApps,
whichmany companies are turning to
– although the companydid lose some
popularitywhen it reduced the number
of users supported in its free version
from50 to 10.

A picture ofwhat smaller companies
are adoptingwhen it comes to the cloud
comes fromUS industry association
CompTIA,which in a 2011 survey reports

that storage andbackup
solutions are themost
heavily used cloud
applications (71%of SMEs
using the cloud), followed
by email (62%), document
management (59%),
collaboration (56%) and
customer relationship
management (53%).

About a third of SMEs, it adds, are using
cloud services, and an overwhelming
majority – 92%–say their experience
has beenpositive or very positive.

Countingoncostsavings
But it’s not just the availability of heaps
of software that’s attractive to small
business. There are also financial
benefits. One of the biggest problems
facing start-ups is cashflow, and the
onset of cloud has reduced the cost of
getting off the ground significantly in the
last decade. The arrival of cloud has also
made it easier to plan – financial
forecasting becomes easier – and
paying for services is nowmore simple.
There are nomore visits to the bank
manager trying to argue about credit
arrangements: awhole IT infrastructure
can be arrangedby the judicious use
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of the company credit card.
But not only that, there’s no longer a

need to guesswhat computer resources
are needed: a company owner can now
afford to start small and build up after
the revenue has come in.

Havingmade the decision to gowith
cloud, the next stage is towork out the
hardware: if you’re not going to runwith
a server under your desk or tucked away
in a corner somewhere, you’re going to
need a cloud service provider. Again,
there are a host of providers to choose
from, ranging from thosewhowill
provide youwith your own remote server
or a virtual server (that is, one dedicated
to you or sharedwith other companies in
a public cloud).

The company that really kick-started
the cloud ethos for small organisations is
Amazon. The company realised that it
had a large amount of under-used IT
resources and it started selling someof
its spare computing and storage
capacity. AmazonWebServices nowhas
amassive share of themarket – in
August 2011, the company announced
that its clouddivisionwas nowabillion
dollar business in its own right. It offers a

range of cloudproducts but itsmain
ones are EC2 (Elastic ComputeCloud)
andS3 (Simple StorageService), both
ofwhich arewidely usedby small
businesses around theworld.

Bewarethesmallprint
However, while it sounds like it could be
a perfectmatch, there are still issues for
SMEs to consider. Regardless of the size
of the contract, it’s still essential to get a
contract checked to ensure that it covers
all possibilities.

Companieswould havemore piece of
mind if vendors had some formof
certification: theUK’sCloud Industry
Forumoffers a self-certified code of
practice that several companies
(includingMicrosoft) have signed up to.
Alternatively, there’s amore rigorous
offering in the pipeline under the banner
of another industry organisation,
Eurocloud. This accreditation scheme,
the EurocloudStar Assessment, is not
self-certified and costs the vendor a lot
more to attain.

After checking the provenance of a
cloud supplier, the details of its contract,
formulating a disaster recovery plan and
provisioning the initial services, then a
company is ready to go.ManySMEswill
have used a reseller to handle this part of
the business, inwhich case it’s important
to knowwhat after-sales plans are in
place.Many resellers have been
suspicious of cloudbut the goodones
know that it presents a newopportunity
and are ready tomeet the challenge –
a helpful resellerwill be invaluable in
this process.

Small businesses and cloud
computingmake a natural fit – even if
they don’t always realise it. Theremaybe
somehesitancy out there butwe’re going
to seemost small organisations turn to
the cloud in the future.■

• Start small and build up – don’t overprovision
• The pay-as-you-go ethos is helpful but keep an eye
on costs, PAYGcanwork outmore expensive than
on-premise; be sensible in your planning

•Have a proper back-up anddisaster recovery
process in place – if something can gowrong, it will

•Make sure that you’re buying services froma
reputable supplier – there is a lot of ‘cloudwashing’
(ie. deceptivemarketing) out there

• You’re still responsible for compliance – don’t pass
the buck to your providerwhen it comes to
conforming to regulations

Keyissuesforsmallbusinesses
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If yourelyonapubliccloudserviceyoucouldbe in forashock if the
servicegoesdown,asLesleyMealldescribes

Whattolookoutforin
CLOUD CONTRACTS

IT’S ALLVERYWELLbeing charged only
for the computing power you use – as
long as it is therewhen youwant it. So
the outage of Amazon’s Elastic Cloud
Compute (EC2) service in April 2011 –
when someuserswere offline for several
days, an eternity in today’s tradingworld
–made a lot of people understandably
very unhappy. It brought awry smile to
the faces of observerswho said it was
only amatter of time before something
like this happened, although not because
cloud computing is inherently risky.

The incredulous cries of unhappy
Amazon users showed just how little

attentionmany had paid to the small
print before they signed up. AsMartyn
Hart, chairman of theNational
OutsourcingAssociation (NOA), says:
“Cloud computing is not like normal
outsourcing,”meaning that contracts
can be far less rigorous thanwhen
signing upwith say a payroll supplier.
That said, private cloud contracts, at
least, can look a lot like traditional
managed services, which in turn can be
much like outsourcing aswe know it.

But public cloud services, whichmany
smaller organisations are nowusing for
vital parts of their business such as email

▲
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and payments, can leave a lot to be
desiredwhen it comes to service level
agreements (SLAs), which are one of
themainstays in outsourcing and
services contracts.

“Someproviders of public cloud
services don’t offer a formal SLA,”
observesCraigWest, a sales director at
NetSuite, one of the leading business
software playerswith cloud offerings.
This is particularly so in the ‘one contract
size fits all’ world of software-as-a-
service. “I think thatwemaybe unique
among software providers in offering an
SLAwith an uptime guarantee,” he
suggests, adding that if his company
doesn’tmaintain its promised 99.5%
uptime in any givenmonth, then
customerswill have theirmonthly
subscription returned.

West freely admits that the form this
takes is a credit to your account (and
if you’ve lostmoney because of
systemdowntime, thiswill be small
recompense), but this particular remedy

tends to be the norm
among software-as-a-
service providers. “The
balance of power sitswith
the service provider,”
observesHart, and you
don’t have towade very far
intomost public cloud
providers’ carefully
worded ‘terms of service’
to see how little they
resemble a formal SLA.

This lack of formality is present in
most public cloud services, and it’s
something that looms large on the radar
of any specialist solicitor (or experienced
buyer ofmanaged services). “Some
organisations really understand the
nature of what they’re entering into,”
reports IanMarriott, at analyst Gartner.
“If they have been involved in lots of

Cloud computing
has put the power
to select IT into
the hands of
peoplewho do not
always appreciate
the need for due
diligence

these types of relationship there is a level
of knowledge and expertise that enables
them to appreciate the challenge.”

The trouble is that cloud computing
has put the power to select, commission
and pay for IT services into the hands of
peoplewhodo not always appreciate the
need for thorough (and ongoing) due
diligence. According toGartner, it is
essential that those planning to contract
for cloud services do a “deep analysis on
the impact and probability of the risks”,
mitigate for the issues that they consider
most critical, and then revisit themat
frequent intervals during the lifetime of
the contract – though understanding
these risks calls formore than a passing
acquaintancewith contract law.

So, what can buyers of cloud services
do to protect themselves?Well that
depends onwho you ask, which type
of cloud service you are using or
planning to use, and the size and type
of organisation that is both buying them
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and providing them. At a recent
conference on cloud computing, lawyer
Marc Lindsey, a partnerwith the
WashingtonDC lawfirmLB3, firmly
advised enterprises to protect
themselves by “demanding” that cloud
service providers “put their ownmoney
at risk” and offer “liquid damages for
SLA violations”.

In practice, this is only possible if
the relationship between the service
provider and the buyer is an equitable
one, where the balance of power and
the balance of risk are not so clearly
one-sided – as is the casewithmost
public cloud service providers and
smaller firms that is typical of their
customer bases. AnSMEuser of a public
cloud service that is unhappywithwhat’s
being provided (or not provided) has
little ammunition.

With little negotiating power, they
appear to have a choice between voting
with their feet or followingGartner’s

recommendations. But the latter
means expending time,money and
other resources on a risk analysis, and
then devotingmore time,money and
resources to building resilience into
their own systems, or factoring the
cost of not doing so into the cloud
computing cost-benefit analysis they
should have done, but probably didn’t.
All of whichmakes public clouds seem
a lot less appealing.

Then again,maybe there’s another
option. Despite his disinclination
to consider cloud computing as
outsourcing, Hart at theNOAhas some
advice on contracts and relationships
that could stand future SMEbuyers of
public cloud services in good stead.
“Think about the balance of powerwhen
you choose your supplier,” he suggests,
and try tomatch the size of their
business to the size of your business.
“You don’t want to be a small fish in a
giant pond.”■

Here’s a quick checklist when it
comes to contracts:

• Evaluate howmuch you’rewilling
to pay to ensure yourmove to the
cloud doesn’t end up losing you
money, or your business

• Review the level of service from the
provider. Does it provide adequate
protection?

• Take appropriate steps – through
your provider or otherwise – to
ensure you have a disaster recovery
plan thatworks

•Considerwhat the provider is liable
for andwhat has been excluded.
Is this an acceptable level of risk?

Contractssummary
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ONCEYOU’VEMADE the decision to
move away fromcomputer systems that
are physically locatedwithin your
organisation, there’s another problem to
solve, and that’s the contract you need
to havewith a provider.

The type of contract that you have
with the cloud provider (or a reseller of
the cloud provider’s service) is crucial.
Get this part wrong and your business
could be looking at some serious
financial consequences.

There are threemain areas to
concentrate on: reliability, security and
liability, and you should be paying keen
attention to a cloud provider’s policy on
all of them.

Is it reliable?
Reliability is about the technical
performance of the cloud provider’s
service. Do their servers go down?What
mirroring options do they have in place?
Whatmonitoring systems do they have
in place? You should be prepared to
carry out due diligence on the cloud
companies and assess their
performance. Look at the company’s
past performance – does it have a
good reputation?

CONTRACTS
whattofocuson
FrankJennings, aseniorpartnerat
DMHStallard,givesanoverview
of themainareas to lookatwhen
entering intoacloudcomputingdeal

On the other hand, cloud companies
may point out that having an IT
infrastructure in-house does not
necessarilymean that your servers or
network aremore reliable. Theywill say
thatmanaging data centres is their core
business andwill claim that they’re
much better atmanaging this
infrastructure than user organisations.

However, while it’s true that cloud
providerswill tend to havemore robust
and bettermanaged infrastructures, you
needmore reassurance than that. It’s
vital that all the fine details are built into
the service. And the type of cloud
provider is important here – one factor
to bear inmind is that buying a standard
package froma larger operator will
leave very little room tomanoeuvre,
while customising an offering froma
smaller reseller could offer amore
flexible experience.
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Besecure
There are a couple of factors to consider
when it comes to security. If you are in
financial services you have to conform
with the Financial Services Act and all
companieswill have to consider the
Data Protection Act and the scrutiny of
the InformationCommissioner. And
offending organisations can be hit by big
fines: the FSAfinedHSBC£3m for losing
data, for example.

To be blunt, the liability for any
breaches of security or privacy lies with
you – so you need to be concernedwith
the consequences of handing over
information to a third party. It’s very
important to ensure that cloud providers
are taking proper steps to protect data.
Are they keeping it in the EU, as they’re
legally obliged to do, rather than sending
it over to India? Some insist that UK
data is housed in theUK– that’s not

legally necessary but it does give added
peace ofmind.

Although you as the customer are
ultimately liable, there are steps that can
be taken. Youmust include in the

contract where the data is
held andwho it can be
released to. There should
also be an indemnity
clause that stipulates that
the cloud provider has
taken all possible
precautions to avoid
security breaches and
takes legal responsibility
for any losses.

Ultimately, however,
market forceswill come

into play. If a company loses data, then
its reputationwill suffer – cloud
companies are going to stand or fall by
their reliability and a few security
breacheswill quickly destroy that.

Who is liable?
The third factor to look at is liability –
what happenswhen things gowrong
with the day to day service? Again, levels
of compensation need to be placed in
the contract butmoneywill be of little
satisfaction to a customer that has
gone bust.

Some cloud providers try to exclude
liability, rather in the sameway that
insurance companieswill look not to pay
out on their policies – although you
could get around this by taking out your
own insurance.

Another option is that cloud providers
will offer some sort of protection but this
will involve paying a higher fee for a gold
or platinum service. This couldmean
that the cloud company is offering a
more robust service, say at a high
quality data centrewith better
monitoring facilities. Or it could be

Liability for
anybreaches
ofsecurity lies
withyou.Be
concernedabout
theconsequences
ofhandingdata
toa thirdparty

▲
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CloudContracts

based on the fact that the cloud
company is prepared to paymore if
things gowrong.

Bear inmind too that youmay sign
up not with the cloud service provider
but with a reseller, which could
introduce another level of complication.
Youwill be signing on the
reseller’s terms but there
couldwell be a clashwith
the cloud hosting
company – the cloud
company could be
providing a bronze level
of servicewhile the
reseller could be offering
a gold one.

Oneway round this is

by signing a pass-through contract
where the reseller supplies a service
from a named supplier such as Amazon
orMicrosoft.

There’s no doubt that themarket will
consolidate over the next few years as
the poorer providers are found out and
smaller cloud companieswill be taken
over.While that’s happening, look to
sign upwith an accredited cloud
provider, a company that has been
endorsed by theCloud Industry Forum
or ISO, for example.

But one thing is certain: the due
diligencework needs to be carried out
up-front – there is little opportunity for
comeback after a problem,whether it’s a
security breach or a service issue.■

1 Uptime guarantees –Gartner says it has
seenmany contracts that have no uptime
or performance service-level guarantees

2 Service-level agreement (SLA) penalties
– these should be financial and ideally
money-back and not credits

3 SLApenalty exclusion – look carefully at
exclusions to penalties, such as ensuring a
downtime calculation starts exactlywhen
the downtime starts

4 Security –Gartner says the provider’s
security practices should be at the same
level as, or exceed, your ownpractices,
especially for national privacy-related
regulations. It recommends negotiating
SLAs for security breaches

5 Business continuity and disaster recovery
– contracts rarely contain any provisions
for disaster recovery, saysGartner, and
someproviders take no action to back-up

customer data. You should ensure there is
access to your ownback-upmeasures
where necessary

6 Data privacy conditions – no personal data
sharing should take place but contracts
can be complexwhere there aremultiple
suppliers (eg. both a software and platform
provider is used)

7 Suspension of service –best to have an
agreement that payments in any current
legitimate dispute should not lead to a
suspension of service, saysGartner

8 Termination –provider contracts often
have 30day termination clauses – look to
extend thiswhere possible

9 Liability –Gartner recommends aiming for
better liability protection than just a return
of yearly fees.

SOURCE: IT PROCUREMENT BEST PRACTICE: NINE CONTRACTUAL

TERMS TO REDUCE RISK IN CLOUD CONTRACTS – GARTNER

INDEPTH:topninecontractareastowatch
Analyst firmGartner suggests the following contract issues to considerwhen signing upwith a
cloud computing provider:

Duediligence
work needs to
be carried out
up-front – there is
little opportunity
for comeback
after a problem
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CloudStorage

Thebenefitsaresignificant…
It doesn’t take a genius towork out
thatmultiple copies of your data, stored
across disparate servers, ismuch safer
than having all your data eggs in one
basket. But that can cost a lot ofmoney
if it’s your own hardware, so look to the
cloudwhere a service provider will be
able to duplicate your data across

Offsitedatabackuphas longbeen
astapleofenterprisedisaster
recoverystrategybuthasbeentoo
expensiveorcomplex forsmaller
organisations.That’sall changed
now,asDaveyWinderexplains

DATASTORAGE
IN THE CLOUD

multiple, geographically distributed
servers. Not only does this significantly
cut the chances of all your data being
lost, it also brings the samedisaster
recovery strategies used by large
enterpriseswithin reach ofmuch
smaller companies.

Complexity costsmoney, both in
terms of infrastructure (such as tape
drives, virtualmachines, offsite storage
and technical staff tomaintain it all) and
also business downtime (if you have
data on tape drives at offsite storage and
need to restore servers, the time to
recovery becomes stretched). Keeping
it simple in the cloud allows smaller
organisations to budget for business
continuity, with the added value of
virtually instant data recovery.

–nowanyfirmcanbenefit



51cloudpro.co.uk TheUltimateGuidetoCloudComputing

CloudStorage

…butwatchoutforpitfalls
Thebiggest pitfall of a cloud-based
disaster recovery strategy is that you
maybe at riskwith a single supplier.
While the ability of the cloud to provide
data redundancy acrossmultiple and
disparate servers gives a huge amount of
confidence, you also have to allow for the
worse case scenario: your cloudprovider
going out of business and taking timely
access to your datawith it. So to
guarantee business continuity, retaining
a full backup on your own servers or
contracting a secondary cloud service
might bewise.

Service level agreements (SLAs) are a
vital part of any cloud contract, but they
are not amagic bullet that can save your
business if things go pear shaped at your

cloud storage provider. Nomatter how
contractuallywatertight your SLA is, if
things gowrong all it actually provides is
legal leverage. Ensure, therefore, that
your SLAexplicitly details an agreed
remediation process in event of failure so
that your business does not suffer unduly
whilewaiting for compensation to arrive.

Gettheprioritiesright
Asking the right questions of a cloud
storage provider is essential if both the
transition to a cloud-baseddisaster
recovery process and its effectiveness
once in place are to be trouble free.
Proper investigation is vital when it
comes to determining if a provider can
meet the needs of your business in terms

▲
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CloudStorage

of compliance, security, data handling
and recovery.

In fact, the specifics of the data
recovery aspects of the service are
probably the last things that you should
investigate and for good reason: if a
cloudprovider falls at any of the other
due diligence hurdles then it is
unsuitable to be trustedwith your data.

Remember that cloud-based storage
services are still relatively immature, and
with companies keen to jumpon the
bandwagonbefore thewheels start
wobbling it is vital to ensure that any
service provider you contractwith has an
established track record. Youwill want to
knowhow long they have been trading
andhowfinancially stable they are.

It’s not that start-up companies are
definitely off the radar, but be sure to
take into account the impact on your
data should a small companybebought
out by a larger one that youmayhave
already discounted forwhatever reason.
So be sure to properly investigate how
easy it is tomove your data to another
provider should youwant to terminate
your contract at any point.

Securityandcompliance
If your industry is covered by specific
regulatory requirements then your next
questionmust bewhether the provider
can adhere to them.Obviously, if it

If a cloud
provider falls at
any of the other
due diligence
hurdles then it is
unsuitable to be
trustedwith
your data

cannot, or is unsure, then it’s notworth
asking anymore questions. If it can, then
move on tomatters of security. Ask
obvious question such as howyour data
is encrypted, and less obvious ones such
aswhoholds the encryption keys.

Ask aboutwhohas access to your data
andwhat controls are in place to prevent
both accidental and intentional abuse,
but also ask about physical security at
the data centres. If your service provider
is unable or unwilling to answer your
security questions, find one that is.
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CloudStorage

Whatabouttheworsecase
scenario?
We’ve alreadymentionedSLAs, but even
though an agreementwill not save your
data if everything goeswrong, a properly
negotiated one could save your business.
Ask about business critical issues
such as availability, security and
compensation from the start. Deal only
with a service provider that iswilling to
enter into detailed negotiations about
theSLA.

Tomitigate any need to resort to the

Cloud storage can addressmany
challenges that physical storage
doesn’t:

• You are not dependent on a single
server

• There is no direct dependency on
any hardware

• You don’t have to buymore disk
space than you initially need to
accommodate future data growth

•Business continuity is provided in
the event of a site disaster

• A ‘virtual’ storage container can be
provisioned that is larger than the
physical space available

• You can drastically reduce
over-provisioning in a
pay-as-you-gomodel

• You can access your entire storage
pool froma single point.

SOURCE: WWW.I365.COM

CLOUDSTORAGE–
benefitssummary

SLA, be sure also to ask the provider for
full details of its owndata protection,
recovery and auditing procedures, and
don’t be afraid to prod themall with your
due diligence stick.

What,whereandhowmany?
This is data storage anddisaster
recoverywe are talking about, so be sure
to ask appropriate questions of any
provider such as howmany copies of
your data sets are kept, where they are
located geographically and how far back
your archive stretches. Don’t be afraid
to get technical and ask about the
frequency of data verification tests and
availability of verification reports.■
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Crunching
thenumbers
Wouldyouweighupthefinancialbenefitsof thecloud?
Or is ita ‘nobrainer’?LesleyMeallasks therightquestions

WEAREALLAWAREof the need to
factor financial considerations into any
technology-related decision-making
process – but this doesn’tmake it easy to
do. So although accounting concepts
such as net present value (NPV), return
on investment (ROI) and total cost of
ownership (TCO) are routinely used to
estimate and compare IT costs, asChas
Roy-Chowdhury, head of taxation at the
Association of CharteredCertified
Accountants points out, there is plenty of
room for interpretation, and “you could
have a situationwhere two accountants
endupwith different figures”.

It’s not hard to understandwhy.
Whether you are considering using
software-as-a-service (SaaS), or
comparing alternatives such as public
clouds andprivate clouds, or totting up
the bill formaintaining the status quo,
there aremany cost-related factors to
consider. These range fromset-up,
service and training, to overheads such
as floor space and electricity, to less
tangible costs such as those associated
with security breaches and their impact
on reputation.

Then there are the implications of
cloud computing for tax andfinancial
reporting, and the great CAPEX vs
OPEXdebate.

“It’s difficult towork out the cost
associatedwith any technology
purchasing decision, but cloud
computing ismore challenging,” says
Roy-Chowdhury, citing barriers such as
not being able to compare likewith like.
“Youpay forever to use cloud services,”
he observes, which adds up to some
pretty big TCOnumbers. But as he adds:
“Being able to access information and
infrastructure any time and from
anywhere is very advantageous, and the
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short-termbenefits of cloud computing
mayoutweigh the long-termcost.”

All of which helps to explainwhy
somecost-related decisions on cloud
computing seem to havemore to dowith
gut feeling than hard numbers. “We
didn’t do any detailed analysis financially
before deciding to run the business in the
cloud,” saysGaryWhite, chief executive
ofWhite Springs, which is both a
provider and user of cloud computing
services. But even though the financial
analysiswas done only “at a high level”
he says “the decisionwas a no-brainer,
because the benefits of subscribing to
Salesforce.com [the customer
relationshipmanagement provider]
versus buying andowning the hardware
and softwarewere absolutely clear”, and
the gainsweren’t just to dowith cost.

Cross-companyvisibility
White Springs is a fast-growingUK
companywith operations in Europe and
theUS, so it was obvious toWhite that
putting in his own infrastructurewould
require huge resources, and impede the
development of the business. “I wanted
my staff to focus on growing the firm, not
on running the infrastructure,” he says,
White Springs did start with aPC
accounts system, but as soon as
FinancialForce.com (accounting that
runs onSalesforce.com)was available, it
switched. “Gaining greater functionality
and visibility of customer andfinancial
information across the companywas
more important than the long-termcost
of doing it,” he adds.

While the benefits of SaaSmaybe so
great that the long-termfinancial costs
seem like an irrelevance, things are less
straightforward in theworld of virtual
data centres and infrastructure-as-a-
service (IaaS), from the point of viewof
technology andfinance. Cloudpurists

maydrawa line aroundpublic clouds
(such asAmazonWebServices) and
decry private clouds andhybrid clouds
as oxymorons, but once these terms
entered themarketing-speak of vendors
such asCisco and IBM, cloud computing
was further redefined, so businesses
may aswell acknowledge this and
consider the relative costs of all the
available options.

The decision-making process is not
necessarily a private data centre and an
on-demanddata centre (ie. IaaS). It’s a
more complex choice that also includes
all sorts of hosted andmanaged services
(many ofwhich youwill find described as
types of cloud). It’s not an ‘all or nothing’
choice either, because there is the
possibility of combining on-demand
public resourceswith those providedby
your owndata centre (whether that’s
software applications, computing power,

CloudFinances
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or file storage –whichmayormaynot be
managed in-house, or hosted – or
outsourced, if youwant to split hairs), in
what’s often described as a ‘hybrid
cloud’ solution.

UpsanddownsofIaaS
Thedecision onwhich to opt formay not
be asmuchof a ‘no brainer’ as choosing
SaaSover the on-premise alternative.
Although IaaS canprovide youwith
‘elastic’ access to computing power,
memory and storage, and is charged on
apay-as-you-go basis only for the
resources used (without installing new
equipment orwaiting out the hardware
procurement process), there is a
downside. One of the big benefits of
SaaS is its capacity to relieve the user of
all of the burdens associatedwith
softwaremaintenance andupgrades;
IaaS requires a littlemore attention.

Somebody has to be responsible for
monitoring,managing andpatching your
on-demand infrastructure. There are
software tools designed specifically to
help youdo all of this, andwithminimal
technical knowledge andno
programming skills, butwhile some
organisations are comfortable doing this
themselves, others prefer to hand it over
to a third party. That’s one of the reasons
why a variety of hosted,managed service
and outsourced solutions are being
labelled andmarketed as private clouds,
and one of the reasonswhy there are so
manypossible approaches to financing
all of these different types of cloud.

For example, in a private cloudwhere
youpay for the software licences and you
own the computer servers, there are
variousways to avoid taking the hit up
front. Financing options include contract
hire, hire purchase, loans and various
types of lease.

A private cloud can’t exploit the buying
power of the public cloud, so the costs
maybe higher, and unless you invest in
some very big servers, you aren’t going
to have the elasticity of the public cloud
(though youmay think you’re never
going to need it). But you can exploit
virtualisation to better use the computing
resources youdohave in a private cloud.

NoroomforinternalIT
Silverdell, an asbestos removal and
management contractor, considered all
these factorswhen it was contemplating
the sorry state of its IT infrastructure.
“After a series of acquisitionswehad
three operating divisions at 25 locations
and a hotchpotch of systems,” explains
chief financial officer, Ian Johnson.
“Whenwe reviewed the IT infrastructure
and supportwequickly realisedwe
weren’t big enough to support our own
internal IT team,” he says, and after

Oneof the big
benefits of SaaS
is its capacity to
relieve the user of
all of the burdens
associated
with software
maintenance
and upgrades

CloudFinances
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considering various options, Silverdell
decided that a private cloud and virtual
desktopswere themost cost-effective
solution.

Silverdell owns its own servers and
pays for traditional software licences, but
Johnson says: “Forwhat one competent
IT headwould have cost us, wewere able
to get a hosted solution.” This provides
web-based access to processing power
and applications, and the desktops have
been virtualised for the threeSilverdell
operating divisions – also using themost
cost-effective solution.

“We consideredCitrix andMicrosoft
desktop virtualisation, but 2X [another
virtual desktop player] offered the best
price-performance ratio,” says John
Abrahams, technical directorwith IT
ManagedServices, whichmanages
Silverdell’s software licences,
infrastructuremaintenance and staff

support, in an arrangement that is
backed upby a customservice level
agreement (SLA).

These are rare amongproviders of
public cloud services, but if you don’t
factor the termsof your SLA into your
cost-benefit analyses, you could endup
paying for services you can’t use, or have
no intention of using.

Which iswhat happened to one
software engineerwhodidn’t read his
AmazonWebServices contractwell
enough to knowwhat hewould be billed
for; when themeterwould be running;
andwhen it would stop. “I put some test
virtualmachines on the servers of AWS,
and for awhilemybillswere just a few
pennies each, sowhen I got amonthly
bill for $40 Iwas a bit surprised,” says
AdamRamsay. “Turns out, when I
finished the tests, I forgot to turn off the
network.”■

Factor On-premise Cloudcomputing

Expenditure type Capital expenditure (capex) Operating expense (opex)
Operating expense (opex)

Cash flow Servers and software are Payments aremade as the
purchased upfront service is provided

Financial risk Entire financial risk Financial risk is takenmonthly
is taken upfront, and ismatched to return
with uncertain return

Income statement Maintenance and Maintenance expense only
depreciated capital expense

Balance sheet Software and hardware Nothing appears on the
are carried as a long-term balance sheet
capital asset

SOURCE: TALKING TO YOUR CFO ABOUT CLOUD COMPUTING, FORRESTER RESEARCH

Financialbenefitsofcloudcomputingandservices

CloudFinances
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FREEDOMOFCHOICE can sometimes
feel like amixed blessing. Take the
recently releasedMicrosoft Office 365,
the software giant’s new cloud service
that combines its productivity offerings
such asWord andPowerpoint. On the
one hand, you can nowchoose from
numerous variants ofMicrosoft-hosted
Offices (P1, K1, K2, E1, E2, E3, E4, and so
on), and you can use them instead of, or
mixedwith, other approaches to
providing remote and local access toMS
Office tools; on the other hand, you could

lose thewill to live trying towork out how
to license all of this or estimate how
much it is eventually going to cost you.

In the time-honoured tradition of the
software industry, licensing forMicrosoft
Office can be rather opaque, particularly
for enterprise users. Youmaybe able to
figure outwhich variant youwould need
if youwere radical enough towant to
accessOffice 365 fromsomewhere such
as an airport kiosk or an Internet café
(not all subscriptions allow this). But if
you already have a traditional Office

CloudFinances

SOFTWARE LICENCES
ȓastateofflux

It’sbeenhardtoenoughmakingsense
of traditionalsoftware licenses–now
thecloudmeansthingsmaygetmore
complicated,warnsLesleyMeall

▲
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deployment, and youwant to understand
the differences between licensingOffice
as a ‘software product’ and as a
‘subscription service’ you face a
challenge of a different order.

According toMicrosoft, “the volume
licensing of softwaremakes it easier and
more affordable to run software on
multiple computerswithin a single
purchasing organisation”. Yes, well.
The enterprise volume licensing
arrangements forMSOfficeProfessional

Plus forOffice 365 are so complex that
explaining them requires a seven page
document, which is not an easy read.

This level of complexity is not unique
toMicrosoft. “Working through software
licensing issues requires a lot of upfront
planning,”warnsAmyKonary, an analyst
at IDC, “andmoving to the cloud doesn’t
necessarilymake this easier.” Licences
for subscription-based public cloud
services are relatively uncomplicated,
butwhen organisations are trying to
migrate someor all of their applications
or infrastructure into hybrid or private
clouds (hosted by the enterprise or by
third parties), licensing ismore complex.

“Negotiatingwith software vendors
that have varying degrees of interest
in cooperatingwith you can be
excruciating,” saysKonary, and not just
because youmayhave to go through
the negotiation process onmultiple
occasions. “Attitudesmaydepend on
your company’smonetary and strategic
value,” she suggests, though in some

cases, the vendorwon’t have given their
position thismuch thought. Konary’s
research indicates thatmany are
currently deciding their policies ‘on the
fly’, and that very fewhave yet to come
upwith ‘cloud-friendly licensing’.

Software vendorCCH, an accounting
specialist, is not untypical in being in a
state of flux. “In theUSwearemoving
very strongly towards on-demand
cloud-based offerings,” says Simon
Crompton, executive director of CCHUK.
But in theUK, someof its software
products are available only via traditional
on-premise installations, despite being
available as both on-premise and
on-demandofferings in theUS. “Weare
very openminded andpragmatic about
the cloud,” he adds. “If clients ask for
somethingwe look at it and consider the
commercial implications.’”

Sowhat happens if aUK clientwants
to build their ownprivate cloud and
virtualise someCCHapplications?Well,
the software licensing is based on the
traditional ‘concurrent users’model and
theminimumcontract term remains one
year, which isn’t very flexible. “Wehave
used temporary licences to support
clients during peak processing periods in
the past,” recalls Crompton, but he’s
talking about years ago, when a change
in legislation created someone-time
‘seasonal spikes’ that affected lots of
CCHusers. At themoment, he says:
“There isn’t a demand for this.”

Hybridlicensing
MeanwhileUnit4, a business software
player, has gone further, as TonDobbe,
vice president of productmanagement
explains. “Wehave put in place
integration betweenAgressoBusiness
World and FinancialForce.com,” he says,
adding that these are both ownedby
Unit4, and provide customerswithmixed

CloudFinances

Working through software
licensing issues requires a
lot of upfront planning and
moving to the cloud doesn’t
necessarilymake this easier
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Feworganisations knowwhat software they
are using
The vastmajority of organisations have only partial
knowledge of the software that they have deployed.
A significant proportion have nomonitoring tools in
place capable of auditingwhat software is deployed,
and even fewer have accurate information on
what is actively in use. The result is significant
operational risk and overspend.

The proliferation of licensingmechanisms is
aggravating the problem
User, server, processor, site, enterprise and a
number of other commercial licensing schemes are
in commonuse, with organisations large and small
oftenmanaging a complexmix of arrangements.
Open source licencesmay ormay not be used under
subscription/support contracts.

Use of software-as-a-service (SaaS) is rising, but
beware contract inflexibility
While ‘utility’ SaaS offerings such as hosted email
are used themost, there is evidence of SaaS starting
to be adopted for both core and departmental
application needs.While this delivery option is still
in the early stages ofmarket acceptance, it looks set
to take its place in themainstream.Many, however,
report that SaaS is not always as flexible as
providerswould have us believe.

Many licences and subscriptions are based on the
‘ratchet’ principle of commitment
On site or in the cloud,most commercial software
arrangements appear to scale only oneway – up.
Reducing commitment is too often costly, difficult
or even impossible. This artificial restriction on
flexibility is perceived to exist to the benefit of
suppliers, and potentially stands in theway of
dynamic cloud basedmodels being used to deal
with fluctuating demands.

SOURCE: SOFTWARE LICENSING AND SUBSCRIPTION, FREEFORM DYNAMICS,

WWW. FREEFORMDYNAMICS.COM

Softwarelicensingfactfind
access to on-premise and on-demand
versions of products. “We already have
someorganisations doing thiswith
Agresso,” saysDobbe,wheremost of the
system is licensed and accessed in the
traditionalmanner, but applications such
as expenses andpayroll are licensed on
a subscription basis.

Unit 4 also supports other approaches
to software licensing and subscription.
“This reflects the needs of the public and
private sector, verticalmarkets, and
different countries,” saysDobbe. So
pricingmaybe based on the number of
citizens in a city, active users, or levels of
functionality. Facilities have also been
built into Agresso so that users can see
what their ‘active consumption’ of
software licences is, whether they have
an on-premise installation and are
mixing thiswith on-demand (hosted by
Unit4), or have their ownprivate cloud
(hosted internally or externally).

Benefitsofa‘true-up’model
But in general, licencemanagement is
one of the biggest challenges of creating
hybrid or private clouds. “In the absence
of cloud-ready software licensing
models, a negotiated approachwith a
true-upmodel is generally preferred,”
reports Konary, with IT departments
opting for an annual true-up approach
over quarterly ormonthly comparisons
– thoughmore automationmay change
this. (A ‘true-up’model ismoving up to a
usage bandwith, say, a higher set fee if
you are consistently going over a limit
and incurring extra costs.)

“Tools that helpmonitor licence use to
make the true-up process less onerous
are desired,” she adds, as is amore
cloud-friendly approach frommany
vendors.Meanwhile, freedomof choice
can sometimes feel like a bit of a
mixed blessing.■
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cloudgreen?
Iscloudcomputingagreenerwaytogowith IT?Yes,says

MaxwellCooter, but it’sacomplexcalculation toprove it indetail

SOMETHINGSTRANGEHAShappened
in the last decade: green issues –which
used to be the preserve of hippies and
environmentalists – have quietly invaded
themainstream.One can scarcely look at
a newservice for anything these days
without being remindedof its green
credentials. Newcar? Fewer emissions.
Newboiler? Energy efficient. New
lightbulb? Eco-friendly.

Needless to say, this philosophy has
permeated the IT industry toowithmuch
more attention being paid to the energy
rating of servers andPCs than there has
been in previous years.

Cloud computing has been a key part
of this debate and there’s a long-running

discussion onwhether the technology is
energy efficient or not. So howdoes a
company interested inmaintaining its
green credentials go about deciding
whether to go the cloud route or not?
After all, youmayneed to showwhat
your IT is consuming as part of a
statutory carbon audit, especially in
larger companies. Regulation on energy
use can only increase in the future.

It’s not an easy question to answer. On
onehand,wehave a school of thought
that says because cloud computing data
centres are not adding to the actual
computing power, but are using servers
more efficiently, then they are, by
definition, the greener option. There are

Isthe
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opponents, however, who say that there
are somebig questions to be answered
first and that the blanket statement that
cloud computing is greener is a
misleading one. It’s getting to be a
heateddebate –with both sides
brandishing the figures to support
their case.

The latest entrant in this formof
climatewar is research company,
Verdantix, which released
a report in 2011 claiming
that American companies
could drastically cut CO2
emissions by turning
to cloud computing.
According to the report, a
wholesalemove to cloud
deliverywould deliver CO2
emission reductions of
85.7m tonnes each year,
the equivalent of nearly
200mbarrels of oil.

That translates into energy savings for
USbusinesses of $12.3bn in the next ten
years if they adopt cloud services. The
Verdantix research predicts that the
financial benefits fromenergy reduction
and increased IT efficiency in 2011 alone
would reach$824mby the endof the
year in theUS.

Meanwhilemarket research firm
PikeResearch has predicted that cloud
computingwill lead to a 38%reduction
inworldwide data centre energy
expenditures by 2020.Microsoft too has
said that the cloud can cut energy
consumption and carbon emissions by
30%ormore, as the scale anduse of
virtualisation in the cloud justmakes
computingmore efficient, while
computermakers are busymaking
components such asmemory and
processesmore efficient too.

TheVerdantix surveywas sponsored
by theCarbonDisclosureProject – an

organisationwith a vested interest in
promoting greenmeasures. And it wasn’t
long before dissenterswere rounding on
the research findings andfinding flaws in
the argument.

What’stheenergysource?
Oneof themain critics of the survey,
GreenMonk analyst TomRaftery, pointed
that there hadbeen some rather dubious
assumptions. “Themistake here is
presuming adirect relationship between
energy and carbon emissions.While this
might seem like a logical assumption, it
is not necessarily valid,” hewrote.

“If I have a companywhose energy
retailer is sellingmepower generated
primarily by nuclear or renewable
sources for example, and Imovemy
applications to a cloudproviderwhose
power comesmostly fromcoal, then the
move to cloud computingwill increase,
not decrease,my carbon emissions.”

Amove to the
cloud in theUS
would deliver
CO2 reductions
of 85.7m tonnes
each year, the
equivalent of
nearly 200m
barrels of oil
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This is the key tomanyof the
arguments: what is the source of the
power that is driving those data centres?
It was a question raisedbyGreenpeace
in 2010when it published a report, ‘How
dirty is your data?’, pointing out that
therewere serious concerns about some
of the big players in cloud computing.

GaryCook, the lead author of that
report, said that the problemwas the lack
of transparency fromsomeof the cloud
companies – the secretive nature of
firms such asGoogle andMicrosoft has
made it difficult to assess the claims they
make.He agreed, however, that data
centre and server design innovation can
greatly improve efficiency and reduce
overheads in energy demandand that
more in the sectorwere comfortablewith
sharing best-practice data, but that
withoutmore transparency, such efforts
were notworthmuch.

Cook has a point and somecloud

providers have indeedbeen rather
secretive about their operations, and to
try to get an idea of howenergy efficient
their servers arewould prove to be
impossible. But data centre specialists
themselves – those that hostmany
clients – are currently vyingwith each
other for the accolade of running the
world’s greenest facilities, with all sorts
of design and supply innovations in the
way they are built, located and fuelled.

The problem is that evenwith an
overall rating for the efficiency of data
centres, the actual usage of a set of
servers by a client ismuchmore difficult
to assess, anddetailed breakdownof the
rating by factors such as the energy type
canmake comparisons less valid.

Location,location...
Agood case in point has been an
argumentmadebyGreenpeace about a
data centre runby Facebook inOregon,
which takesmuchof its power from
coal-fired sources. But in fact it is said to
be one of theworld’smore efficient
facilities, because the cool climate in the
state allows it to runwithoutmechanical
chillers, one the biggest energy hogs in a
data centre.

One organisation that is trying to
improve theway inwhich sustainable
computing is reported is theGreenGrid,
a non-profit consortiumof end-users,
policymakers, technology providers,
facility architects andutility companies
looking to improve the efficiency of
data centres.

AliMoinuddin at data centre player,
Interxion, is also the European
communications committee co-chair of
theGreenGrid and is aware that there
needs to be abetter standard of
assessment. “The greendata centre is
at the heart of thewholemovement
towards sustainable computing.Weneed
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The ultimate in green data centres could be
Icelandic cloud provider, GreenQloud,which
uses geothermal energy to power its data
centre, with a lot of hydroelectric power
thrown in for goodmeasure.

Of course, there aren’tmany cloud
providers that are sitting in a geographic
regionwithmillions of litres of naturally
heatedwater on tap. The company uses
100%renewable energy drawn from the
Icelandic grid, which is 30%geothermal
and 70%hydro.

CEOEirikurHrafnsson says that data
centres that claim to be green base the claim
on spurious reasoning. “Whenbig players talk
about their ‘greenness’ all they are saying is
that their data centres are nowmore efficient
in cooling IT equipment. Energy efficiency of
data centres and servers cannot keep upwith
future energy needs and be effective in

reducing carbon dioxide emissions.Weneed
to change the energy sources to renewables;
it’s that simple.”

And in a lesson to other providers, the
company records all energy use and carbon
emissionsmadeby each customer andmakes
the data freely available to them.

There are certainly other providers that
would claimequal credentialswith
GreenQloud. In theUK, Capgemini’sMerlin
data centre, in Swindon, is said to be setting a
global standard for energy efficiency, with a
power usage effectiveness (PUE) rating of just
1.08 (1would be perfect). NextGeneration
Data (NGD) Europe, based inNewport,Wales,
is claiming to be the first in Europe to run on
100%renewable energy. AndTelehouse takes
waste heat froma centre in London’s East End
to pipe hotwater to 1,000 local homes, free
of charge.

Who’sthegreenestofthemall?

tomovebeyond just
considering power usage
effectiveness [PUE–a
standardmetric for data
centres], to carbonusage
effectiveness (CUE) and
water usage effectiveness
(WUE),” he says (water is
often used for cooling).

“Itmakes environmental
andbusiness sense to evaluate these
metrics. Now theGreenGrid has
developed theDataCenterMaturity
Model that sets goals for improving
energy efficiency and sustainability
across all aspects of the data centre.”

Meanwhile, there is a range of
questions for a company interested in
cloud andgreen issues to ask a provider:
•What’s the energy source of the data
centre?

•Whatmetrics does it use tomeasure
energy efficiency?

•Whatmeasures has it taken to reduce
power consumption?

•What temperature does it run its data
centre at?

• If the cloudprovider describes itself as
green,what criteria has it deployed
(planting a few trees outside isn’t going
to cut it)?

•What information does it provide to its
own customerswhen it comes to
energy consumption?
Energy consumption has really only

beendebated for a few years now, so it’s
not surprising that there’s confusion
around. But it’s not an issue that’s going
to go away– a lot of companies are
interested in energy savingmeasures and
cloudproviders are going to have to get
used to the idea of beingmore open.■

TheGreenGrid
has developed a
model that has
clear goals for
improving energy
efficiency
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Unlockingyour
organisationaltalent
Humanresourcescouldbeoneof themost importantcloud
applications, thanksto itskeyorganisational role, saysBillyMacInnes
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ADOPTINGCLOUDSYSTEMSholds the
promise of givingHRexecutives access
to systems that enable them to improve
their roles by applying amore analytical
and strategic approach to their work. It
also gives themanewwaymeet changes
in the business. The increasing adoption
ofmobile technology andmobileworking
practices inmany companies, for
example, is putting an emphasis on
employee self-service and accessibility
that is often easier to deliver froma
cloud-based system than an onsite one.

Businesses are evolving and adopting
newworking practices and styles, putting
pressure onHR tomeet and support
those changes.With budgetary
limitations on IT expenditure, cloud
software canbe an attractiveway of
keeping pacewith such changeswithout
being constrained by in-house IT.

There’s no doubt this is awelcome
development. A global survey ofmore
than 200HRexecutives bySaugatuck
Technology, a cloud consultancy,
identified significant limitations in the
effectiveness of their existing systems to
meet their priorities for the organisation.
The survey identified a number of areas
HRexecutivesweremost concerned
about their ability to fulfil:

• Acquiring and retaining key talent
• Developing key talent
• Aligning employee performancewith

business results and compensation
• Building leadership capabilities
• Supporting organisational innovation

and change.

When theywere asked to rank the
ability of their HR systems to deliver
these priorities, it becameclear the
systemsdid notmeasure up aswell as
theywould like. Inmost cases, therewas
a difference of 30points ormore

betweenwhat theywanted to do for the
business andwhat they could dowith the
systems. Amore recent survey returned
to the same issues and found, if anything,
that the gap is gettingworse in some
areas, such as acquiring and retaining
key talent, developing key talent and
building leadership capabilities.

All of which suggestsHRprofessionals
would like systems that do a better job of
supporting them in fulfilling their
objectives for the business. Cloud
software could help to bridge the gap.
If the cloudmeans they are no longer
hamstrung by the performance
constraints that affect their in-house IT
resources, HRprofessionals should be
better placed to concentrate on strategic
issues such as talentmanagement,
building leadership capabilities and
supporting organisational innovation
and change.

Thesecurityobjection
But one big objection is of course
security. A specialist provider of
cloud-based human resources (HR)
software, HRLocker, recently noted how
the issue of hostingHRdatawas raised
as a security concern during a customer
meeting. So the customerwas asked
where the company’s existingHR
softwarewas installed andwas shown
a server in the corner of the office: “It
was accessible to everybody and there
were fourUSBports staring invitingly
out at us.”

TheHRLocker teamaskedwhether
the customer felt thiswas secure and
the reply cameback that hewasn’t sure
because “the IT guy” looked after it.
It then emerged that the company had
employed three of these “IT guys” in as
many years.

While this anecdote concerns one
company, it’s probably indicative ofHR

▲
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operations inmany organisations. How
orwhy should anyone inHRknowwhere
theHRdata is stored andhowsecure
or not it is? That’s the responsibility of
the IT guy.

This level of ignorance about the
security of data internally is not confined
toHRbut very likely applies tomost, if
not all, functions of the business. But
data security is amajor concernwhen
it comes to the adoption of cloud
computing,most particularlywhen it
applies to employee information.

A recent Cloud Industry Forumsurvey
found thatwhen it came to using cloud
services, respondentsweremost
reluctant aboutmoving employee
information to the cloud, ahead even of
accounts andfinancial data services.
The survey also revealed that data
security (64%of respondents) anddata
privacy (62%)were themost significant
concerns about the adoption of cloud in
their business.

Debunkingtheobjection
This highlightswhat could be an
intriguing contradiction in the shift to
cloud computing, namely that one of the
most prominent causes of anxiety in any
potential adoption of cloud-based
softwaremay also be one of the
strongest benefits it can deliver. HR
Locker, for example, usesMicrosoft’s
$500mdata centre outsideDublin to
host its service, which providesmuch
greater resilience anddata security than
anything its customersmight have sitting
in a corner.

But if suppliers are confident enough
to use hosted providers to deliver their
products and services, shouldn’t
customers feel the same?HRandpayroll
services provider, Cintra, recently
announced that its Cintra iQ offering
would behostedby theCloudComputing

Centre.Why? “Initially, we tried to host
Cintra iQ ourselves,” saysCEOCarsten
Staehr, “but our on-premise solution
demandedhuge upfront costs to
purchase the required equipment, build
the infrastructure, add the necessary
disaster recovery capabilities and
maintain the necessary high levels of
data security to store our clients’
sensitiveHRandpayroll data.”

All of the reasons cited byStaehr for
opting to use theCloudComputing
Centre as a host apply equally toHRand
IT departments. Removing or assuaging
concerns about security is one of the
ways inwhich the cloud can helpHR
professionals to concentratemore on the
core functions of their job. And aswe
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have seen, despite professed concerns
about security,most parts of the
business are completely unaware of the
level of security (or lack thereof)
currently being provided in-house.

HRhasthebiggestcloud
And if HRexecutiveswant reassurance
that cloud is not just pie in the sky, they
can look to the fact that the largest cloud
computing deployment in theworld is at
Siemens – its human capital
management system.

When the company set out to align
its human resources operationsmore
closelywith the strategic objectives
of the business, Siemens decided to
standardise all its global recruitment and

personal development objectives onto a
single system.But rather than going for
one of the larger, well-knownenterprise
suppliers, it opted for a cloud approach
withUSprovider SuccessFactors. The
systemcoversmore than400,000
employees in 190 countries – so the size
claim iswell justified.

SuccessFactors published research
last year that claimedbusinesses that
took a strategic approach toHR, using
systems that capture,measure and
present information for analysis about
theworkforce, outperformed the
average. It found companies that

benefited from this better
business intelligence
increased the time they
spent on strategic
priorities by 40%and
project completion rose
by 67% throughbetter
understanding of their
talent andputting the
right people on the right
projects.

The larger operators
are starting to get in on

the act too. In a recent interviewwith
eCRMGuide.com, GretchenAlarcon, vice
president ofOracle FusionHCMstrategy,
revealed thatHCM(human capital
management) andCRM(customer
relationshipmanagement) have
beendrawing themost interest from
customers looking for cloud apps. She
also highlighted the better business
intelligence providedby these types of
systems,which could be used to
enhance thework of theHRdepartment.

That, surely, is the heart of thematter:
if they can use systems to deliver better
intelligence about the business, HR
departments can strengthen their role
within an organisation and enhance
their effectiveness.■

The largest
cloud computing
deployment in
theworld is at
Siemens – its
human capital
management
system
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SupplyChain

ONEOFTHEMOST important processes
in business – andone tailor-made for the
cloud – is the supply chain, which has
becomemore complex and turbulent in
recent years.Manufacturers have been
among the first sectors to act tomake
their businessesmore ‘agile’ in the face
of difficulties in forecasting demandand
avoiding stockpiling products that aren’t
selling, while pressures on the supply
chain itself have intensified as

Becausethesupplychain involves
a lotof fastmovingcomplexity it
willbenefitgreatly fromthecloud,
asBillyMacInnesexplains

manufacturing has been outsourced to
different partners, often in the Far East,
bringing added complexity to transport
and logistics.

In turn, with somany companies being
called on to provide different links in the
overall supply chain for a product or
service and engagingwith it at different
points, the pressure has grownon
systems to be able to handle and
interactwith a diversity of suppliers or
sub-suppliers.

IT solutions have typically been
deployed tomake the supply chainmore
dynamic and tomake engagementwith
the different links in the chain less
complex. In 2010, analyst firmGartner
published a survey entitled ‘Significant

SUPPLY CHAIN
ahotspotforthecloud
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SupplyChain

benefits realisedwith supply chain
management in the cloud’, which found
that 95%of those surveyedwere either
using or considering using cloud-based
supply chain applications. It found52%
were using cloud or software-as-a-
service for CRM, 44% for supply chain
execution, 43% for supply chain
planning, 43% forB2B/B2C
e-commerce, 42% for ERP (enterprise
resource planning) and39% for sourcing
andprocurement.

In all those areas, another third or so
of respondentswere evaluating using
cloud technology. Themajor focuswas
onpartner applications that addressed
the connectivity and collaboration
requirementswhenprocesses are

extended to “the trading partner
ecosystem”. Gartner suggests this is not
surprising because companies have
spent billions on financial ERP systems

thatwere designedmainly
to provide visibility
internally. One company
toldGartner it was
attracted to the
cloud-based approach
because it was “tired of the
long installations of ERP
andupgradeswhenother
businesses are reaping

value such as quicker time to
productivity, greater return on
investment and lower costs”.

This comment highlights the

Pressure has
grownon systems
to handle and
interactwith
a diversity of
suppliers or
sub-suppliers

▲
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SupplyChain

disruptive force cloud computing is
expected to unleash onmany areas of
the business landscape, including the
supply chain. For example, start-up
companies could disrupt the established
landscapewithout significant investment
in infrastructure, and newcompetitive
threatswill emerge to existing players.
Product and service lifecycleswill be
shortened further, forcing companies
with infrastructure-intensive supply
chains, such as the companyquoted by
Gartner, to add cloud-based supply
chain solutions to enhance their
competitiveness.

Potential problemareas in using cloud
computing in supply chainmanagement
are prettymuch the sameas they are for
any area of the business. In a recent
article, supply chain experts at Accenture
suggest companiesmayhave
established sophisticated supply chain
management systems to give thema
competitive edge against competitors,
but cloud computing relies on
applications andprocesses that are not
customised. It’s up to companies to
decide how those cloud applications and
processes candeliver.

Cloud computing
systems could
lead to a
revolution in the
way supply chain
services are
provided

Of course, cloud computingmakes it
easier for other companies involved in
the supply chain to engagewith different
links in the chain and access systems
withoutmajor upheaval to their own
processes or additional costs tomake
themcompatible. Sharing a common
platformmeans there are no concerns
that a suppliermaybeproviding access
to its internal IT to a partner that could be
a competitor tomorrow. Standardised
applications andprocesses should also
strip awaymuchof the technical support
andmaintenance requirements
associatedwith bespoke systems.

Again there are potential pitfalls as not
many companies ownor operate their
entire supply chain internally, so any
decision about using cloud technology is
likely to involvemultiple partners. The
Accenture experts believe this could
create “complexities and sensitivities
between theparticipating organisations”.
But itmay also help remove someof the
existing complexities in their current
supply chain.

Additionally, if those organisations
engagewith other businesses, it would
make life a lot simpler andmore flexible
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SupplyChain

if those engagements could take place
using cloud-based systems. According to
Accenture, adoption of cloud computing
systems could “lead to a revolution in the
waymore supply chain services are
provided” by supplanting the current
contracted outsourcingmodelwithmore
flexible, transaction-basedmodels.

This should lead to amodel based on
flexible collaboration rather than amore
formal, rigid, top-downapproach. The
issue at themoment is howwilling
companies are to take this route andhow
quickly they do it.Michael Higgins, senior
vice president for IT at Advanced
Innovations, an electronics supply chain
specialist, is someonewhohas already
made the shift to the cloud. Hebelieves
anybody cando it “if they arewilling to
put the effort in and to overcome the
typical fear, uncertainty anddoubt”.

AndAdvanced Innovations didn’t
change its ERP system: it simply
deployed it in Amazon’s cloudplatform.
This hasmade access to the firm’s
systems “more robust and available to
our partners”, enhancing ability to sit
between customers and the supply
chain. The company uses theOracle
E-Business Suite but haswritten its own
web services platform,which hasmade it
easier, for example, for a small transistor
maker inChinawith a laptop to dealwith
the company through abrowser. “Our
philosophy is if you canbuy a book from
Amazon.com, you canmanage your
supply chainwith us,” Higgins adds.

He argues the cloud is a “brilliant
platformonwhich to build standards”,
adding that “the days of bespoke
business processes are hopefully
drawing to an end”. He believes the cloud
could be a big advantage for ‘tier two’
players. “Players like us are leading
larger players into the next generation
supply chain,” he comments. ■

• Decide which processes can be provided by a
cloud-based supplier andwhich need to be
retained in-house

•Work to a detailed return on investment and risk
analysis with prospective suppliers to quantify
anticipated benefits based on total cost of
ownership

• Agree definitions for success: in addition to cost,
include areas such as flexibility, scalability and
speed tomarket

• Keep up to speedwith developments in the cloud
computingmarket

• Collaborate with supply chain partners and
involve them in decisionmaking

• Evaluate frequently to ensure the hoped for
benefits are being achieved

Hotspots for thesupply chain
•Planning and forecasting – capturing spend
data, performing basic analytics, planning
manufacturing runs and executing statistical
demand forecasts

• Logistics – applications such as network
strategy, inventorymanagement, warehousing
and transportation are appearing; global trade
compliance, replenishment planning, order
processing, transportation load building, fleet
management and transportation route planning
are likely candidates

• Sourcing and procurement – the cloud gives a
great opportunity to cut the total cost of
ownership, as cloud tools are inherently
collaborative and accessible

• Service and spare partsmanagement –many
companies underperform in this area, despite
their often high contribution to the bottom line.
Tools such as warranty validation are available
now, and applications for returns processing,
inventory pooling and distribution are on their
way, says Accenture

SOURCE: ACCENTURE. SEE ALSO ITS PAPER, ‘SIX QUESTIONS EVERY SUPPLY

CHAIN EXECUTIVE SHOULD ASK ABOUT CLOUD COMPUTING’

Preparingforthecloud
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Agreatlead
formarketing
Cloud-basedsystemsformarketing
functionsareboomingbutmarketers
havemuchtodostill in integrating
data,findsGrahamJarvis

ALTHOUGHMARKETING (and its
counterpart, sales) have traditionally
been among the last functions to receive
the full attention of the IT department,
the rise of themultichannelworld, in
which customers aremuchmore in the
driving seat, has elevatedmarketers in
the pecking order. Not only do they have
more budget to spend, but it’s an area
where they often have a gooddeal of
autonomyonbuying decisions,
especially now the cloud is opening up
applications to non-technical audiences.

Applications that are on the agenda
includemarketing automation solutions
to trackmarketing campaigns, webinar
andweb conferencing services such as
WebEx, aswell as the various array of
socialmedia anddirectmail and email
management tools. A key driver is that
today’s onlineworld allowsmarketers to
track almost everything a customer
does, because somuch is nowdone on
the Internet.

But it is not so easy to findoutwhat
applications are likely to be the best fit
for an organisation. It’s important to
think aboutwhich cloud andon-premise
solutionswill improve amarketer’s
ability to increase an organisation’s
sales, customer loyalty, revenue and

profitability, with particular attention to
companypriorities, which are likely to
include customer retention in current
tough trading conditions.

Analyst firmGartner has a good
picture of themost popular cloud-based
andon-premisemarketing solutions. It
regularly produces ‘magic quadrants’ to
analysewhere certain vendors and their
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‘best of breed’ products are positioned
in themarket, including quadrants
for ‘CRMmultichannel campaign
management’ and ‘social CRM’
(CRMbeing customer relationship
management, of course).

There is a huge choice of CRM
software and the termcanmeanmany
things to differentmarketers, but
marketing does need awide range of
tools to fulfilmany activities, such as
emailmarketing, social CRM, search
enginemarketing,mobilemarketing,
socialmedia, e-commerce, customer
services and lead generation.

“If you look atGartner’sMagic
Quadrants, youwill see that on-premise

solutions are best of breed for
multi-channel campaignmanagement,
and so youwould look at systems from
companies such asUnica, SASand
Teradata,” says LaurenceBuchanan,
head of CRMatCapGemini. These top
systems are thoughmainly aimed at
enterprise customers, and there is nowa
great choice of cloud systems that cater
formany nichemarketing functions and
also integrated solutions – but
integration does remain a big challenge.

Whythecloudisvital
According toArthur Sweetzer, chief
marketing officer at 89Degrees, aUS
marketing agency, “manymarketing
executives are struggling to gather and
leveragemarketing intelligence across
disparate addressablemarketing
channels”, and only a third ofmarketers
have integrated their CRMsystems into
operationalmarketing systems such as
profile- andbehaviour-driven email.

He gives four reasonswhy cloud
systems can accelerate time tomarket,
promote relevance to prospects, and
improvemarketing revenue by asmuch
as a third over a year. First, as fewhave
integrated themarketing ‘data
warehouse’with emailmarketing
applications, he suggests using a cloud
marketing intelligence database instead,
and second, the sheer speed of getting
such a cloud system runningmeans that
disparate data silos can quickly be
brought together.

ThenSweetzer notes thatmarketers
can pick and choose the functions they
needmuchmore easily fromcloud
providers than from traditionalmanaged
services companies, and finally that a
key goal is to look at the insight that
centralisingmultichannelmarketing data
can give.

“Cloudbasedmarketing can help you

▲
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navigate successfully through the sea
of data smarter, faster, and at a lower
cost than ever before,” he says.

Cloud-basedcategories
Here’s a listing of current cloud
marketing categories and abrief
selection of providers.
• CRMsolutions:Whenever one
mentions cloud-basedCRM, the

Beforemarketers rush out to buy any of these
solutions, and considering that there are somany
different cloud software offerings on themarket,
take note of these tips:

•Don’t be blinded by the features of any given
solution, butmake sure that itmeets your key
business requirements

•Be clear about howyou are going tomeasure the
success of implementing cloud-basedmarketing
solutions

• Ensure that each solution is integrated to capture
customer data and track online behaviour for CRM
purposes

•Recognise that themarket has changed, and how
people buy has altered too: solutions thatwere
effective in the pastmight not be today

• Look for cloud-based solutions that are affordable,
easy to use and adopt

• Invest in quality training andmake sure that you try
out and test the cloud-based applications before
you are committed to them

•Do it because it will drive benefits like being able
to reactmore quickly to changes in themarket,
reduce the time-to-market of a campaign, and lead
to revenue growth

•Get going now. There’s no point inwaiting as the
technologies tomakemarketingmore efficient and
effective are there, andwasting sixmonths testing
each applicationwon’t help anyone, so learn by
trial and error

Topmarketingbuyingtips

company that is first suggested is
Salesforce.com. There aremany others
now, such asMicrosoft DynamicsCRM,
andNetSuite, RightNowand
SugarCRMoffer alternatives to the
largerCRMplayers. Salesforce.com
has a huge range of add-on
applications from third parties that can
meet almost anymarketing need.

• Emailmarketing:Twoof the leaders in
this field are ExactTarget and
Responsys, andmost of these solutions
are nowcloud-based. ExactTarget has
grownon the back of Salesforce.com,
offering high-volumeemail
management solutions.

•Data quality andmarketing
automation:Marketo, Eloqua, Aprimo
and Informatica are all recommended.

•Web and data analytics:SAS is often
the first to bementioned inmost
conversations about analytics, but
marketersmight alsowish to look at
the cloud-based solutions ofQlikView,
Google,Microsoft, Yahoo andothers.
Google tends to lead themarket
whenever it comes to cloud-basedweb
analytics. Omniture is a company said
to offer a strongweb analytics, testing
and targeting tool.

• Business information:Hoover and
OneSource are commended as being
best of breedby FergusGloster,
managing director of the EMEA region
atMarketo.

• Socialmediamanagement:Radian6
was recently acquired bySalesforce.
com, and so has a strong position in the
market. “If you have a look at the role of
managing social interaction to findout
what’s happening in the socialmedia
sphere, it probably has the best
platform for doing that,” saysGloster.
The key task is to be able to integrate
CRMsolutions, for example, with
Facebook, Twitter, Linkedin and other
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socialmedia platforms to create
meaningful online conversations and
relationshipswith customers.

•Multichannel campaignmanagement:
Eloqua,Marketo, Responsys, Alterian
andExactTarget can also be found
withinGartner’smagic quadrant. Cap
Gemini, for example, isworkingwith
RoyalMail, which has decided to use
Eloqua. The reasons behind the choice
include speed of deployment, ease of
use, its range andmix of capabilities
and ability to drive consumer and
business-to-business campaigns.
Another driverwas the ability to
integrate Eloquawith Salesforce.com.

• Inboundmarketing: Laurence
Buchanan suggests thatHubSpot is a
solution that’sworth examining here.

•Marketing research:Clive Longbottom,
services director at analyst research
firm,Quocirca, suggests Survey
Monkey andGoogle Forms as options
here. Another offering is Confirmit.

•Web-based audio and
videoconferencing:Twobig offerings
areCiscoWebEx andMicrosoft Live
Meeting. Both allow companies to
reduce the need to travel, and they can

be usedbymarketers to holdwebinars
andmeetingswith colleagues and
customers fromany location in the
world. These tools are available in the
cloud. Another big player is Citrix.

• Customer referencemanagement:
This is a growing area that aims to
standardise customer success
stories and relatedmaterial to help
salespeoplewith replicable sales
processes. Providers include aUSfirm
calledBoulder Logic.
By considering also the top tips (see

box), andworking collaborativelywith IT,
marketers should be able better to prove
their value to their organisations – it has
long beendifficult to show return on
investment frommarketing, but cloud
tools should improve this aim.

Certainly, with the cloud,marketers
can achievemany of their objectives
todaywithoutwaiting for a suitable
solution to be developed for themby
their IT departments.

Start with a budget inmind, but don’t
overly focus on cost; the cloud is
scalable, and even small organisations
can gain access to secure and scalable
enterprise level applications.■

What do people useCRM for?
Overwhelmingly, of course, it’s for contact
management (94% in a recent survey).
The top applications/areas are (in order):
• Contactmanagement
•Opportunitymanagement
• Sales analytics/forecasting
• Telesales/inside sales
•Customer service
• Lead generation
•Mobileworking
• Territorymanagement.

Add-ons that companies are using (in order):
•Customer record lists/data cleaning service
•Customer reference system
•Customer satisfaction surveys/monitoring
• Extra reporting/analytics
•Business intelligence services/
market research

•Call centre systems
•Relationshipmapping tools
•Webanalytics.

SOURCE: INSTITUTE OF SALES AND MARKETING MANAGEMENT/

ONESOURCE CRM SURVEY 2011

WhatorganisationsuseCRMfor–andwhattheyaddon
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There isa lotof industryhypeonwhatweshoulddo
with thenewpowersofferedbypubliccloudcomputing.
AdrianBridgwaterprovidesarealitycheck

Whatnotto
doinpublic

IFWECANAGREEonwhat not to do
inside the cloud computingmodel of IT
deliverywe should be steered towards
areaswhere the clouddoes excel. So
here are ten issues to consider in your
cloud computing strategy as exceptions
to the rule of the neworder in IT.

1HEAVYWEIGHTINPUT/
OUTPUTAPPLICATIONS

Let’s start with a good solid truism.
Software systems such as databases
that require high performance in terms
of communications traffic are, generally
speaking, not best suited to shared
public clouds. There is always the
potential with any shared infrastructure
that youwill be competing for the same
hardware performance.

2COMPLEX,SENSITIVE
MISSION-CRITICALDATA

Asoftware application that is built
around the need to collate andmanage
sensitive data is not best suited to shared
multi-tenancy cloud computing. Yes the
public cloud is very safe and there are
security controls andfirewalls thatwill
provide customerswith adequate levels
of protection, but youwill be introducing
additional risk that could bemitigated

simply by keeping the data in question
on aprivate server.

3 CONSISTENT24x7
WORKLOAD

If an applicationworkload is flat and
unchanging, then public cloud
computing is hardly a best practice
choice formaximising financial benefits.

According toNigel Beighton, chief
technology officer at cloud infrastructure
player, Rackspace: “Public cloud
computing, with utility PAYG [pay as you
go] charging offers immense flexibility,
but if yourworkload is constant and
unvarying then the ‘usage charge’model
is unlikely to be advantageous.”

He adds: “A flat and unchanging IT
requirement logicallymeans that you
canbuy the appropriate amount of
on-premise hardware to fit the bill.
Using the cloud in this instance is not
necessarily a problem, but it is really not
prudent or efficient. For example, if you
knowyouneed a car seven days aweek,
you don’t go out and hire one every
morning nowdo you?

“It is the sameconcept. The cloud is
there to help copewith unpredictability
and changeability, not computing
scenarios characterised by stability.”
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4 STRINGENTAUDITand
COMPLIANCE

Somedata regulations and compliancy
rulings require the auditing ofwhere a
customer’s data andprocesses actually
sit. By thiswe reallymean ‘where’ –
street address, floor, server room
number, blade rack anddisk partition.
But the public cloud is a virtual world,
where it is often not possible to identify
(or the public cloudprovider cannot
disclose)which physical server or disk
that hosts processes anddata.

5 ASOFTWARELICENCE
BRICKWALL

It’s a plain and simple fact that far too
many software licences have still not
evolved to accommodate cloud
computing. NathanMarke, chief
technology officer of 2e2, an IT services
provider, suggests that existing
maintenance, support andmanaged
service contracts can act as a barrier to
moving IT services into the cloud. He
cites recent research that found that
57%of organisations said such contracts

▲
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would lead to delays in deploying some
cloud services andMarke says that this
isn’t surprising considering that often
organisationswill have three to five year
fixed-termcontracts.

“Organisations do need to bewary of
migrating to the cloudwhen theymay
still be committed to legacy contracts
that theywon’t nowuse,” he says.

6CLOUDGROWTHIS
HORIZONTAL,NOT

VERTICAL
Applications that can only scale from
increasing the performance of the server
they are running on are not really able to
exploit the fundamental benefit of cloud,
which is horizontal scale –weneed the
right vehicle for the job in hand. “Don’t
use a helicopterwhen youneed a
Hercules,” saysStephenEveleigh,
productmarketingmanager at Star,
an on-demand computing and
communications company.

“Multi-tenanted/public cloud has its
place, butwill notmeet all business
requirements,” he says. “Some
applications need to be integrated and
tailored to company needs –with a
dedicated, private cloud you can achieve
this. The newbreed of cloud-savvy IT
directors understandbusiness
requirements andmakebusiness-
focuseddecisions onwhether public,
private or hybrid are the right choice for
each application.”

Michael Newberry,WindowsAzure
lead atMicrosoft UK, points out that
sincemulticore computer processor
becamemainstream, performance
growth has generally come from the
adoption of concurrency. Applications
that cannot scale concurrently, those
that are ‘single-threaded’ for example,
will not run fasterwithmore cores
regardless ofwhether those cores are

on-premise or in the cloud.
He adds: “But scalability is not the only

benefit of cloud. There are other good
reasons, such as rapid provisioning or
agility, formoving something into the
cloud even if the application itself does
not scale linearly.”

7 AVOIDCLOSEDSOURCE
CLOUDS

Evangelists of open source IT argue that
the core issue of escalating expenses
associatedwith any vendor is inherently
causedby lock-in to that provider. If we
accept this as true, then there are
ramifications for the cloud, saysAram
Kananov, a productmarketingmanager
at open source specialist, RedHat.

“We see such tactics adopted by a
majority of vendors that base their
technology on closedproprietary
software andproprietary standards,” he
says. “This iswhy allmajor players in the
emerging cloud space often base their
‘stacks’ on open source software and
open standards to prevent any particular
vendor dictating their future technology
decisions. This is also the reasonwhy the
vastmajority of public cloud service
providers run their infrastructures on the
Linux operating system. Indeed, the new
emerging cloud applications are
extensively using open source software.”

8 CRITICALSEPARATION
SITUATION

Just as application performance needs to
exploit the inherent cloud feature of
‘scale through replication’, so does
application resiliency. A single instance
on any public cloud canbe vulnerable to
all the aspects of a shared public service,
as Star’s Steve Eveleigh comments. “A
cloud-savvy IT directorwill workwith
cloud services providerswho ‘get this’
andwill work tomitigate this risk.”



CloudExceptions

83TheUltimateGuidetoCloudComputingcloudpro.co.uk

9 STANDARDBUILDGOOD,
CUSTOMBUILDBAD

Cloud computing does not necessarily
suit a computing environmentwhere a
customer has an extremely complex
‘custom-build’ job for certain software
applications. “Cloud computing
environments havemuch lower running
costs in part because they are
standardised,” saysMicrosoft’sMichael
Newberry. “So applications that require
non-standard hardwarewill not
necessarily benefit from the same
economies of scale.

“Software designers need to consider
extensibility and configurabilitywhen
they design applications so software
can service individual customer
requirementswithout necessarily
needing to be a custombuild. This
enables them to take advantage of
standardised infrastructures.”

10 CRUMBLING
FOUNDATIONS,

PALTRYPORTABILITY
The cloudmaybe ‘up there’ and the new
computing resources it offersmaybe

strong, butwe still need to have strong IT
foundations on the ground if we are to
look skywards. Thismeans that it’s not a
great idea tomove to the cloud if your
underlying network is a flaky, archaic
collection of resources built around
legacy applications that are closely
tied to obsolete equipment – and
disentangling themmight be a tough ask.

If you’ve got aRoman ruin here on
Earth, then not even Jupiter, Zeus and
Apollo can get you into the cloud.
Equally, if your legal teamhas not been
able to ratify the holy scriptures of your
cloud agreement’s small print, then you
maywell find that your IT department
quickly becomes abunch of
non-believers.

Analogies aside, the small print
governs the precision-engineered
elements ofwhether a cloudmigration
with enjoy fluid portability – and at this
time,we are still in need of hard and
fast standards. Fromportability of
cloud-to-cloud applications, to bringing
cloud-basedworkloads back into the
enterprise data centre if circumstances
change, portability is paramount.
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Theweakestlink:
howsecureisthecloud?
Cloudsecurity is thenumberoneconcern formostusers,andas
AdrianBridgwaterdiscusses,wemayhavetowait for trust tobuild

WECURRENTLYAPPEAR to be at a
stagewhere confidence in cloud
computing security is (if you believe the
surveys) still verymuch in question. This
perception appears to be driven at least
in part by the ‘distance’ between the
customer and the cloudprovider –
inevitably, havingmuchof your vital IT
applications anddata not under your
own roof does raise concerns. But this
does not inherentlymean that cloud
application security risks aremore
difficult to curtail than running all your
systems in-house.

Sowhere shouldwedraw the lines
around cloud applications anddata
security? A good starting point is a
Ponemon Institute cloud security survey,
which found that only 36%of the 925
respondents questionedbelieved their
organisations are vigilant in conducting
audits or assessments of cloud
computing resources prior to
deployment.More specifically, the
survey found that IT practitioners
(at all levels) lack confidence in their
employer’s ability to secure data and
applications deployed in cloud
computing environments (especially
public clouds).

Therootoftheproblem
So it is important to standback at this
point andquestionwhether it is the cloud
that is at risk of being insecure, or is it

really the application itself that needs to
be lockeddown?The greatest data risks
to any organisation come fromwithin;
susceptibility to data damage from
employees’ ownuse of a network,
whether via premeditated or accidental
action, remains the biggest security
issue of all.

This ‘insider threats’message is
repeated by anti-virus vendors again and
again; enterprise-level applicationsmay
be inherently insecure, whether they sit
on the corporate network, in a private
clouddata repository of somemaking, or
ultimately, out in the public cloud. The
cloud itself is not insecure: what youput
in the cloudmaywell be insecure. If you
accept this basic truism, thenwe can
move on.

And if we have been thisworried about
cloud security, then surely there should
have been somekind of governing body
established to oversee cloud security
fundamentals? This is of coursewhat the
CloudSecurity Alliance (CSA) sets out to
do. TheCSA’sCertificate of Cloud
Security Knowledge (CCSK) aims to set
a professional bar forwhatwe tend to
call ‘practitioners’, butwe should
perhaps just call users, software
developers and ITmanagers.

TheCloudSecurity Alliance describes
itself as a not-for-profit organisationwith
amission to promote the use of best
practices for providing security
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assurancewithin cloud computing.
The organisation is clearly having some
influence on the industry; its corporate
member list doubles as a handywho’s
whoof the cloud industry, and this year’s
CSASummit drew inVivekKundra, chief
information officer at theWhiteHouse,
as a keynote speaker.

Whatcancompaniesdoto
staysecure?
But at a lower level than industry body
edicts and infrastructure standards, what
kind of thing can companies to do
address security issues in the cloud?
First, no right-minded commercial entity

should approach the deployment of any
application (froma simple email client
application to amission-critical
database)without security software
controls in place.

Encryption layers, firewalls,
anti-malware suites and spamfilters all
have a purpose –but this is not the place
for a complete list of security controls.
So take it as read that if these protection
mechanisms are needed on the ground
in your organisation, then they are
needed in the cloud in equalmeasure.

At a deeper level still, fine-grained
access controls can help. This is the level
atwhich users should only be able to

▲
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access the ‘rows’ or table values in (for
instance) a cloud application database
that they are authorised to have access
to. For example, a sales rep using a
cloud-based application and its
corresponding data storemay only be
able to view their own sales – andnot the
figures of their colleagues or their
department or company as awhole.

Thevendor’sviewpoint
Cloudproviders themselves are of
course best placed to handle customers’
security concerns because they
themselves sit closest to the data. In an

effort to share someof
this ‘proximity’, cloud
infrastructure provider
Rackspace recently
launched its so-called
‘extreme’mission critical
cloud offering, knownas
Critical Sites. This service
is said to drill into the

People have
trusted their
money to banks
for years, butmay
only have had
cloud formonths

application layer to provide real-time
visibility of clients’most important
websites and applications.

What thismeans is that customers
will get performancemanagement tools
and a ‘web-scale’ engineering teamon
afive-minute ‘notification of events’
service level agreement (SLA) to
address sensitivities.When cloud users
want security analysis reviews for
applications, infrastructure and
architecture, with this service they can
have it. As the cloud computing evolves,
this kind of SLA is likely to become
increasingly prevalent.

Echoing this ‘proximity’message is
Michael Newberry, productmanager
forWindowsAzure atMicrosoft UK.
“Cloudproviders uniquely understand
their platformand are best placed to
describe the controls customers can
use to achieve their required level of
security, so customers can then
determine if the capabilities and controls
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are suitable for their own requirements,”
he explains.

Again resonatingwith the assertion
that the cloud is “only as good as the
application”, Newberry continues: “While
responsibility for compliancewith laws,
regulations and industry requirements
remainswithWindowsAzure customers,
Microsoft’s commitment to providing
fundamental security capabilities is key
to our customers’ successwith the
offering.” So theword ‘trust’ is key.

Takenontrust
Weoften use the analogy of banking
when it comes to cloud security. As
individuals, we entrust ourmoney to our
bank on the understanding that other
customers don’t get to see our details
and transactions. This is not dissimilar
to the cloudmodel in someways; we
place our data and applicationswith
“reputable” cloudprovider brands, safe
in the knowledge that these companies
will honour the sanctity of theSLAand
data privacy agreements thatwe
customers sign.

Whether this trust ever needs to be
brought into question is still amoot
point formany IT directorswho are
considering cloudmigrations. But as Jon
Honeyball, whowrites forCloudPro, has
said, people have trusted theirmoney to
banks formany years, butmayhave only
had cloud formonths in somecases.

Aswenowmove forward,wemay
need to endure the natural passage of
timebeforewe collectively assign the
same levels of trust to cloud computing
aswemight do today to say corporate
banking. From this pointwemay then
experience a level where the cloud
actuallymakes datamore secure
than if left unmanaged.Will this
ultimately happen? “It can and it will,”
is Honeybull’s prophecy.■

1 Encryption equality –Application encryption on
the ground should equal application encryption
in the cloud. Firms need to initiate this process
by first performing an inventory analysis of all
cloud resources to bemanaged, and then
assessing the business risk associatedwith each
element of the IT ‘stack’. Appropriate levels of
encryption can then be applied.

2 Mission-critical omissions –All applications are
not the same. So-termed ‘extreme’ (or high risk)
mission-critical cloud-based applications are
different, so therewill always be somedata that
you don’t host in the cloud. This could be data
relating to national security, business intellectual
property or sensitive customer account data.

3 SSL andVPN is the ‘ABC’ – Look to see that your
cloud provider has basic secure sockets layer
(SSL) and virtual private network (VPN) layers
in place. This should be among the ‘ABC’ first
principles of cloud security best practice, so
that information in transit has a core level of
encryption.

4 Policing policy practice – Formalised security
and access control policies are a prerequisite to
using the cloud securely.Whether your firm
produces a one-page document or conducts
formal in-house training, policy controls are the
bedrock of cloud security best practice.

5 Transparency, clarity and visibility –Constantly
auditing your cloud provider’s service for true
visibility is crucial. ThePonemon study found
that half of all respondents recognise thatmany
cloud resources are not evaluated for security
prior to deployment. In practice, the process
of pre-evaluation, re-evaluation and audit
analysiswith a view to achieving application
and data transparency, clarity and visibility
is essential.

Topfivecloudsecuritytips
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Therearehundredsofcompanies
active in thecloudcomputing

space–wepick thetopmovers
andshakers in the industry

Who’swho
incloud
computing

IT’S IMPOSSIBLETOLIST all themany
companies active in cloud computing – so
here’s a list that includesmost of the big
players plus a selection of smaller firms.
Cloudproviders come in all shapes and
sizes, but key categories are:
• Infrastructure players, which provide the
data centres andmanagement tools to
host public, private andhybrid clouds

•Platformplayers, which allowmany
different application vendors to supply
a service

•Application software firms,which have
cloud-based systems such as sales,
accounts and so on

•Operationmanagement providers, which
offer services such as remote storage.

Somecompanies are active in several
categories and the lines are blurred in any
case – this is one of the fastest evermoving
sectors in IT.

Akamai
Akamai is aHawaiianwordmeaning
intelligent orwise. The company
provides a distributed computing
platform thatmirrors content from
customer servers on its global platform
of servers.WebApplicationAccelerator
is Akamai’s infrastructure-as-a-service
offering, designed to speedup the
performance ofweb applications
without the client requiring additional
infrastructure.

AmazonWebServices
AmazonWebServiceswas established
in 2006and yes, it’s part of the
multi-billion dollar online bookseller. In
fact, AWSusesAmazon.com’s global
computing infrastructure –which is the
backbone of the retail business and
transactional enterprise – to provide
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on andmakes them
available as if theywere
stored locally.

BeyondTrust
BeyondTrust is an
American company
specialising in privilege
authorisation
management, access

control and security solutions for
virtualisation and cloud computing
environments. The company’s offerings
are designed to strengthen security,
drive compliance and eliminate the
risk of intentional, accidental and
indirectmisuse of privileges ondesktops
and servers.

BT
BT, themajor British telecoms company
of course, nowprovides cloud computing
services including products such as
Salesforce.comandNetSuite. BT’s
Virtual DataCentre offers a range of
cloud capabilities, including both public
andprivate cloud systems.

CATechnologies
CATechnologies is an ITmanagement
and software solutions company
operating across all IT environments
frommainframe to the cloud, including
both public andprivate cloud computing
solutions. In 2010, CATechnologies
acquiredNimsoft, a provider of IT
performance and availabilitymonitoring
solutions that can be used in cloud
applications.

Canonical
Canonical is aUK software firm that
offers cloud computing services through
itsUbuntu software, which allows users
to create a private cloudwithin their own
IT infrastructure or to deploy a cloudwith

Telcos
likeBT
are natural
cloud
players

scalable and secure cloud
computing infrastructure
to clients. Amazon is one
of the giants in the cloud
and its offerings are billed
on usage.
• EC2 is an
infrastructure-as-a-
service offering that
stands for Elastic
ComputeCloud. It operates on a simple
web service interface, which allows
clients to obtain and configure capacity
readily, and provides developerswith
tools to build resilient applications.

• S3, or Simple StorageService, is
Amazon’s storage offering, and
provides a simpleweb services
interface that can be used to store
and retrieve any amount of data at any
time, fromanywhere on theweb, using
the cloud.

• Elastic Beanstalk is Amazon’s
deployment andmanagement service.
It allows users to quickly deploy and
manage applications inAmazon’s
cloud. Users upload applications and
ElasticBeanstalk automatically handles
capacity provisioning, load balancing,
auto-scaling and application health
monitoring.

• AWSCloudFormation gives developers
and systems administrators an easy
way to create a collection of related
Amazon cloud resources andprovision
them in an orderly andpredictable
fashion.

Apple
Apple has enjoyed extraordinary success
in recent yearswith the iPhone, iPad and
theMac computer range, and has
recently trialled a newcloud offering, not
surprisingly named iCloud,which is
aimed at consumers and storesmusic,
photos, applications, documents and so

▲
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one of Canonical’s partners, including
Amazon,Microsoft andRedHat. It is
flexible – enabling customers to switch
between clouds – and features frequently
updated security procedures.

Cisco
Cisco is amultinational systems
companyproviding communications
andnetworking technology. It’s cloud
offerings include:
• SecureMultiTenancy – owned
collectively byCisco, VMware and
NetApp, this cloud-hosting
infrastructure-as-a-service offering
uses pre-tested and validated
computer ‘stacks’ and fault-tolerant
architecture

•WebEx –Cisco’s collaborative suite
that combines real-timedesktop
sharing andphone conferencing, and
allows the sharing of documents,
presentations and applications across
PCs,Macs andmobile devices. Up to
sixwebcams canbe streamedat once.

Citrix
Citrix provides cloud services such as
server anddesktop virtualisation,
software-as-a-service, conferencing,
open source products andnetworking.
The company has data centres around
theworld including theUK, India and
Australia. It acquiredXenSource in
October 2007. CitrixOpenCloud is the
main cloud computing platform.

CloudShare
Previously knownas ITStructures,
CloudShare is aCalifornia-based cloud
provider founded in Israel. It offers a
self-service platform that enables
organisations to create virtual data
centres for a range of business functions
including application development and
testing, demonstrations, proofs of

concept and IT training and certification.
CloudShare Enterprise is themain
infrastructure-as-a-service offering, and
other products includeCloudSharePro,
a free, individual version of the platform
that enables individuals and small
teams tomanage complex virtual IT
environments in the cloud.

Commensus
AUKprovider of a cloudplatformknown
asC-VIP,which operates across five data
centres, three in London, and one each in
Paris and Frankfurt. It backs its service
with a 99.999%uptime service-level
agreement.

Dell
Dell is knownmainly as aPCmaker,
but it also provides cloud computing,
consulting anddata storage services.
Offerings include infrastructure
management, virtual integration and
mobilemanagement services.

ElasticHosts
ElasticHosts is a London-based cloud
provider. The company stands out
mainly because it charges by the
resources required, such asmemory,
disk, processor andnetwork, as separate

CloudShare
enables you
to create
virtual data
centres
using a
self-service
platform
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entities, allowing customers to create
virtualmachineswith any configurations
they choose. Its scalable infrastructure-
as-a-service offerings can run on anyOS.

EMC
EMC isa long-standingdatamanagement
giant thatdelivers cloudservices suchas
Atmos, a large-scale storagesystem. It
recently announcedProSphere, a storage
resourcemanagementoffering “designed
fromthegroundupspecifically toaddress
the rapidly evolvingneedsof enterprises
as theymigrate tohighly virtualised,
cloud-basedcomputingmodels”.

Fasthosts
Fasthosts is a leadingUKwebhostingand
cloudsolutionsprovider.Aswell as
offeringacomprehensive rangeofweb
hosting, email andserverproducts,
Fasthosts is at the forefront of developing
innovative cloudsolutions for theSME
market includingvirtualservers,
software-as-a-service, secureonline
storageandback-up.Fasthostsdeveloped
its ownvirtual serverplatform, called
DataCenteronDemand, as the foundation
of its virtual solutions. This year the
companyhaswon theMicrosoftHyper-V
CloudPartnerAward2011andMicrosoft’s
HostingPartnerof theYearAward.

Fujitsu
Fujitsu is amajor provider of IT systems,
services andproducts in theUK. Its
infrastructure-as-a-service offering uses
secure data centreswith the resilience
andperformance levels required for
business systemshosting. Client data
is hosted in the original country,
maintaining data privacy and legal
jurisdiction for business information.
Fujitsu’s platform-as-a-service offering
enables software vendors to reach
markets on a pay-per-use basis.

GoGrid
GoGrid is aCalifornia-based cloud
infrastructure service provider that first
began offering cloud solutions in 2008.
The company offer cloud solutions
hosted by Linux andWindows virtual
machines. GoGridCloudStorage is a
file-level back-up service forWindows
and Linux servers.

Google
California-basedmultinational Google is
best-known for its leading search engine
but also provides cloud computing
solutions and other Internet-based
services andproducts. It was founded
in 1998 to “organise theworld’s
information” and runsmore than a
million servers in its data centres. It
operates thewell-knownGmail email
service, webbrowserGoogleChrome,
theGoogle Talkmessaging application
and evenproduces operating systems
formobile telephones.
•GoogleApps is the company’s
software-as-a-service offering,
providing customisable versions of
Google’s ownproducts, including
Gmail, Docs, Talk, GoogleGroups, Sites
andGoogleCalendar. It provides
services for business and education
(the latter is free).

• GoogleCloudStorage enables
developers to store and access data
on the company’s data centre
infrastructure. All data is replicated to

Google: a
firm that’s
organised

towork in a
cloud

▲
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multipleUS-baseddata centres, has
individual and group-based access
controls and key-based authentication.

HP
HP, orHewlett-Packard, is theworld’s
largest computermaker, producing
servers, laptops,mobile phones, printers
and scanners, and has entered the cloud
market.
• EnterpriseCloudServices-Compute
offers computational services using
HP’s data centres. The service is a
pre-built, off-premise clouddesigned to
run core applicationswith scalability.

• CloudServiceAutomation isHP’s
software-as-a-service offering, and
offers a package of cloud-building
hardware, software and services. It
allows systems to be integratedwith
EnterpriseCloudService-Compute so
users can jumpbetween their private
cloud andHP’s.

IBM
IBMhas joined otherwell-known IT
brands in offering cloud services, such
as LotusLive, a cloud-based enterprise
networking and collaboration tool
integrating email, social networking
for business, file sharing, instant
messaging anddata visualisation,
integratedwith Skype, LinkedIn and
Salesforce.com.

Intuit
The companyproduces financial and
taxation software to service the small
business and the accountancy industry.
Its flagship products areQuicken,
QuickBooks andTurboTax. Intuit now
offers cloud-based versions of its
applications.

Iomart
UKfirm Iomart has figured highly in
global rankings of cloudproviders. It
offersmanagedhosting andprivate/
hybrid cloud computing based on its
data centre estate in theUK, and runs
data centres in London,Maidenhead,
Glasgow,NottinghamandLeicester.

Joyent
Founded in 2004andheadquartered in
San Francisco, Joyent is a software,
virtualisation and IT services company
specialising in the cloud. It offers cloud
services for large online clients, including
social networking site LinkedIn (it was
also the original host of Twitter). The
company is also active in the online
gaming industry.

Microsoft
Microsoft has dominatedmany aspects
of computing andhas nowentered the
cloudwithMicrosoft CloudPower, and
has a number of software andplatform
offerings that use familiarMicrosoft
interfaces:
•Office 365 is an evolution ofMicrosoft
Online Services and combines
Microsoft Officewith the advantages
of the cloud. Users can access email,
documents, contacts and calendars
fromanywherewith an Internet
connection

•WindowsAzure is both a software and
platformservice provided on a
pay-for-usemodel. It offersmultiple

Computing
giant IBM
has recently
launched
LotusLive
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application development tools,
automated servicemanagement and a
global data centre presence

•Microsoft’s BusinessProductivity Suite
delivers the company’s familiar suite of
services from the cloud, including 25
gigabytes ofmailbox storage, and
access through a variety ofmobile
devices to key services such as email,
calendar and shared content

• SharePoint isMicrosoft’s collaboration
platform, bringing together familiar
Microsoft interfaces andusing the
cloud to provide a single, integrated
locationwhere employees canwork
with their teammembers, share
knowledge andfindorganisational
resources and information.

NetSuite
NetSuite is a provider of cloud
computing businessmanagement
software. Key offerings include:
•NetSuite’s business software
incorporates everything from
accounting andfinancial resource
planning (ERP) to customer
relationshipmanagement (CRM)

•NetSuiteOneWorld, a cloud-based
on-demand system to deliver real-time
global businessmanagement and
financial consolidation tomid-sized
companieswithmultinational and

multi-subsidiary operations
• SuiteAnalytics, which provides
real-timebusiness intelligence using
real-timedashboards. It uses the cloud
to give real-time views of company
performance, finance, sales,marketing
and service fulfilment.

Nimbus
Nimbus offers business process
management software to help its clients
capture,manage anddeploy their
operational processes and supporting
information to their workforce, wherever
they are, using the cloud. The company
is aMicrosoft GoldCertifiedPartner
and apartnerwith SAP,Oracle and
Salesforce.com.

Novell
Novell is aUSmultinational software and
services company that offers platform
cloud services, includingCloudManager,
which automates complex provisioning
workflows, from requests and approvals
to creating and employing newbusiness
services, andCloudSecurity Service,
which improves security if a company
usesmore than one cloud application,
through a secure, single password log-in.

Oracle
Software giantOracle delivers both
private andpublic cloud computing
solutions. Clients pay forwhat they use
andhave a choice of deploymentmodels
usingOracle’s scalable cloud
infrastructure. Offerings include:
•Oracle Exalogic Elastic Cloud – a
platform for enterprise-wide data
centre consolidation on any scale, from
small departmental applications to
large anddemandingmainframe
applications

•OracleOnDemand– aflexible
deploymentmodel for applications.

Microsoft’s
Office apps
are now
making a
cloudmove
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Parallels
Parallels provides virtualisation and
automation software across all of the
main operating systems. The company
isworkingwith a group of independent
software vendors and service providers
to expand their cloudproducts for
customers of all sizes, including helping
large companies to develop in-house
clouds.

PlanB
PlanB is a specialist IT disaster recovery
business based in theUK. It says it
provides ‘near instant recovery’ of
working systemson its RescueCloud of
remote virtual servers.

Rackspace
Rackspace has been hostingwebsite,
applications, email servers, security and
storage since 2001. Itmakes a big deal of
what it calls the “fanatical support” it
offers to customers andhas several
levels of hosting services in both the
public andprivate clouds. Offerings
include:
• Cloud Files, which provides unlimited
online storagewith easy upload and
speedy file transfer

• CloudServers, which allow you to
choose your ownoperating system,
choose a server size and only pay for
what you use

•CloudSites, which spreads your traffic
across a cluster of servers

• JungleDisk andCloudDrive, which
allow small business andpersonal
users to securely store, back-up and
share files in the cloud at low cost.

RedHat
RedHat is an open source and cloud
providerwhich recognises that each
client’s IT infrastructure is likely to
comprise hardware and software froma

variety of vendors. Its philosophy is that
you should be allowed to use and
manage those assets as one cloud rather
than being locked into one vendor and it
delivers a number of cloud solutions
including its Enterprise Virtualisation
platform for businesseswith heavy cloud
demands.

RightScale
RightScale is a cloud computing
management company that offers an
automated platform for on-demand
cloud services. Products include the
CloudManagement Platform for
reducing administration and the
complexity ofmanaging cloud
deployments, while still giving flexibility,
control andportability.

Salesforce.com
Salesforce.comspecialises inCRM
(customer relationshipmanagement)
applications. It started as aCRM
software-as-a-service provider, and has
nowexpanded into thewider cloud and
social enterprise arena. Services include:
• SalesCloud2, themainCRMcloud
application

• ServiceCloud2, a customer service
platform

RedHat’s
Enterprise
Virtualisation
platform
is ideal
for heavy
demand
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•Chatter, a private social network, like
Facebook,which canbe used internally
in a company

• Force.com, a cloudplatform for
business applications, allowing
developers to create applications that
are hosted onSalesforce.com’s
infrastructure.

Savvis
Savvis offers a flexible, scalable and
easy-to-use cloud interface. It provides
public andprivate network connectivity
and has 31 data centres across the
world, including in Europe, theUS
andAsia.

Star
UK-basedStarwas founded in 1995 and
pioneered a cloud-based spamand virus
scanning system for business email that
eventually evolved intoMessageLabs, a
messaging andweb security specialist.
An IT and communications services
provider, Star offers email, telephony,
hosting andnetworking, and now
delivers a range of cloud computing
solutions, includingWorkLife, which
brings together email, telephony, instant
messaging, documentmanagement,
conferencing and collaboration
technology.

SunGardAvailabilityServices
The companyprovides IT operations
support including integrated disaster
recovery,managed services, IT
consulting andbusiness continuity
management software. It offers an
enterprise-class private cloud service, a
back-up service calledReplication-as-a-
Service, Electronic Vaulting, for
encrypted and secure storage of data
that links directly to a recovery system,
and a cloud-based continuity
management solution.

2e2
2e2describes itself as an IT “lifecycle
services” provider, and theUKfirm is
active in cloud infrastructure
deployment. It says: “Webelieve that
various hybrid strategies –marrying
existing dedicated IT investments
with either public or private cloud
technologies – are the inevitable answer
for at least the next five years as the
cloudmarket evolves and stabilises.
Cloud shouldmean reduced costs and
rapid deployment of innovative
applications, but never at the expense of
procurement difficulties or piecemeal,
indifferent support levels.”

Unisys
The company has focused onwhat it
considers to be the three challenges
that need to be addressed for cloud
computing to be viable, namely security,
compliance and application rewrites,
andmigration. It offers solutions across
manybusiness areas including finance,
budget planning, HR, payroll, email,
collaboration, analytics anddata
storage. Offerings includeVirtual
Office-as-a-Service, which provides
hosted ‘desktops’ usingUnisys’s secure
cloud infrastructure on a subscription
basis. It is designed to simplify desktop
maintenance, reduce support costs and
improve security comparedwith
traditional desktopPCs.

VMware
VMware offers virtualisation systems
and cloud infrastructure from the
desktop to the data centre. The company
provides private cloud andpublic/hybrid
cloud solutionswith safeguards and
governance compliance, and clients can
build applications that are portable
between the cloudswithin a common
management framework.■
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Agility
Can refer to faster, simpler steps for
provisioning IT and alsowider business
processes.

CAPEX
Capital expenditure – the traditional way
to purchase IT equipment. Large
investments aremade in one financial
year to benefit the business over the
lifetimeof the hardwarewhichwould
typically be three to five years. This is in
contrast toOPEX.

Cloud
Simply the global internet, the network
beyond your ownbuilding.

Cloudbackup
Backing updata to internet-based
storage systems. Aswell as being a
simpleway to backupdata it has the
addedbenefit of keeping a copy of data
offsite. Disadvantages canpotentially
include the amount of time to backup
and restore files, particularlywhere data
changes frequently and internet
bandwidth is limited. Zmanda, Carbonite
andMozy provide services in this area.

Cloudbroker
Anorganisation that acts as a liaison
betweenmultiple cloud service providers
and customers, by selecting the best
provider for particular services.

Cloudbursting
Cloudbursting is a commonpractice
within hybrid clouds toprovide additional
resources to private clouds as andwhen
they’re needed

Cloud infrastructure
Consists of servers, storage area
networks (SANs), networking
components and virtualisation software
that combine to provide a fault tolerant,
flexible and scalable system.Cloud
infrastructures are housed in data
centres.

Cloudpyramid
Apicture of cloud computing layers by
functionality, such as infrastructure,
platformand application.

Cloud serviceprovider
Acompany that provides cloud services
over the Internet. Large data centres are
used to run applications and store data in
fault tolerant configurations. The long list
of providers includesAmazon, Google,
Microsoft andSalesforce.com.

Cloud storage
Storage of files on Internet based
systems. Cloud storage canbe used as
part of a SaaS solutionwhere the
application and storage are both located
on the cloud. Another option is to use it
as a store for data that can be transferred

Glossarytocloud
computingterms
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to or from the local network via aweb
browser or locally installed application.
Companies offering cloud storage
solutions includeAmazon, Rackspace
andMicrosoft.

Cloudwashing
A tactic by vendors, especially software
companies, to rebrand their offerings as
cloud computing butwithout true cloud
functionality.

Community cloud
Acloud that is shared by a number of
organisationswith somecommon
interests and aims.

Data centre
Buildings that house cloud
infrastructures including servers, storage
systems andnetworking equipment.
Also knownas cloud centres.

Elasticity
Cloud computing can scale up anddown
depending ondemand.

Hybrid cloud
Asystem that uses a combination of
private andpublic clouds.

Internal cloud
SeePrivate cloud.

Infrastructure-as-a-service (IaaS)
Aservice that provides access to
virtual servers. In the case of a public
cloud, this servicewould be hosted
by a third party and accessed over the
internet. It’s important to be aware of
licensing implicationswhenusing this
type of service. Services are normally
billed on the consumption of resources
such as processor andmemory.

Amazon andRackspace both offer
services in this area.

Mash-up
Combining input frommultiple sources
in aweb application.

Multi-tenancy
Asingle instance of an application used
formany customers, with each customer
only able to access their owndata.
Customersmaybe able to customise
aspects of the software for their data, but
onlywithin the limitations imposedby
the developers.

OPEX
Operational expenditure costs incurred
for serviceswithin a financial year.
As cloud computing is charged on a
subscription basis, itmarks a shift from
CAPEX toOPEX,making budgeting for IT
a simpler process.

Platform-as-a-service (PaaS)
Service that provides a framework for
developers to run their own code and so
canbe used for in-house applications.
This service is particularly useful when
SaaS solutions don’tmeet the particular
business needs. Publishing applications
canbe greatly speededupby using this
type of service as the hardware and
required components are set up by the
provider. Services such as Force.com
andMicrosoft’sWindowsAzure fit into
this category.

Public cloud
Cloud services provided across the
internet by third-party providers.
Virtualisation technology is used to
provide fault tolerant, flexible and
expandable systems that can bedivided

▲
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up to provide isolated services on a
subscription or usage basis. Companies
providing services includeAmazon,
Salesforce.com,Microsoft andGoogle.

Private cloud
Uses virtualisation technology to provide
similar functionality to a public cloud,
but is owned andmanagedby a single
user company. Private cloudsmaybe
more suitable than a public cloudwhen
highly sensitive information is stored.
The largemanufacturers such asCisco,
Dell, HP and IBMprovide hardware
tailored for private clouds.

Storageareanetwork (SAN)
A fault tolerant storage system that can
be accessed through fast network
technologies to provide storage to
multiple servers. SANsworkwith
virtualisation technology, enabling virtual
servers to bemovedbetweenphysical
servers on the fly.

Software-as-a-service (SaaS)
Aservice that provides access to
software across the internet, including
office applications, email services and
customer relationshipmanagement
(CRM) systems. The hardware and
software ismanagedby the provider, so
there is little requirement for local IT staff
for this type of service. Providers include
Salesforce.com,NetSuite andGoogle.

Service level agreement (SLA)
Defines the level of service that a
supplierwill provide, normally including
the percentage of uptime and levels of
compensation offered if the supplier
doesn’tmeet their stated figures.

Serviceprovider lock-in
The fear that organisatiions opting for
cloud serviceswill be stuckwith their
original provider and unable tomove the
data to an alternative provider. Various
organisations are looking to create
common standards for cloud, theOpen
Cloud Initiative is probably the best
knownof these.

Storage service
SeeCloud storage.

Utility computing
Providing computing services and
charging on a usage basis inmuch the
sameway as utility bills. This is a shift
from traditional networkswhere servers
need to be purchased and then replaced
according to a schedule schedule.

Virtual PrivateCloud
Similar to the long-familiar concept of
theVirtual PrivateNetwork (VPN).
Allows organisations to create clouds
that look private, froma security point of
view.

Virtualisation
Technology used for cloud computing
that divides physical servers into
multiple smaller virtual servers that each
contains their own fully functioning
operating system. Virtual servers can be
migrated betweenphysical servers and
resources, such as processor and
memory, and canbe increased or
decreased as required. VMware, Citrix
andMicrosoft provide virtualisation
solutions.■
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