
FTK 4 and FTK 5

Working with FTK 4 or 5



FTK 2.x, 3.x summary



FTK 2.x, 3.x, 4.x, 5.x model



Many FTK 4/5 improvements

• Most of the improvements are not listed here!
• Real DBMS (FTK 2) – Oracle, PostgreSQL

– GUI is separated from analysis process – crash proof?
• QuickPicks (FTK 2)

– A feature that lets users view the contents of all subfolders
• Simultaneous multiple user case access (FTK 2)
• Mobile Phone Examiner Cell Phone Forensics Software (FTK 2)
• Mac OS X forensic support (FTK 3)
• Single-Node Enterprise (FTK 4) - builds in AD Enterprise (FTK2)

– Remote forensics via client agents
• Volatile/Memory Analysis (FTK 3) 
• Cerberus (FTK 4)

– Static malware analysis of binary files (manual stage 1 for us)
• Add ons

– Visualization, Explicit Image Detection (EID), Cerberus full support

http://accessdata.com/products/computer-forensics/ftk



Email and File Visualization



Explicit Image Detection



Case Manager Interface



Administer Users 1

• The first user account is the Application Administrator



Administer Users 2
Application Administrator

• Create other users

• Create cases

• Assign rights to cases

• Change User Passwords

Case Administrator

• Create cases

• Assign rights to cases

Case Reviewer

• Cannot create cases

• Cannot assign rights to cases



Case Examiner Interface



Each tab is a “frame” containing
One “Tree Pane” and any number 

of other panes

Tabs and Panes



• Users can create their own tabs

• Layout settings can be saved

Tabs and Panes



• Panes are dockable

• Panes are lockable

Tabs and Panes



Case Examiner Interface



Toolbars



The File Visualization Pane

Press this button in the File List pane



Column Sorting & Type-Down

• Up to 5 characters

• Time Sensitive

• Alpha columns only



• Allows user selectable focus

• Icons show selected status

• Can be suspended via the   
   Quickpicks suspend button
   located on the toolbar

Quick Picks



Overview Tab



Overview Tab
Files are identified by header, not by extension



Viewing Options

Natural ViewFiltered ViewText ViewHex View



Viewing File/Folder Properties



Hex View Settings



Hex Interpreter



Drive Free Space



Email Tab



Graphics Tab



Bookmarks Tab



Live Search Tab



Index Search Tab



Creating a New Case and 
Processing Options

• From the Case Manager Interface menu > Case > New

Selections are pre-checked based 
on case setup.
Can be changed per evidence 
item later.
Selections can be saved as 
defaults for future cases.



Refining Case Evidence
• Usually not needed to modify these parameters
• Refine by: Type, Status, Date/Size



Defining Index Parameters
• Usually not needed to modify these parameters
• Refine by: Type, Status, Date/Size



Custom File Identification
• Allows user-defined file identification for header and suffix



name, description, category[, offset:value [| offset:value]* ]+ 

# = Comments (ignored)

File type label 

Description = For reference only

Category path relative to “User Types”

Offset and hex values (AND/OR)

Custom File Identification



Creating a New Case cont.
• From the Case Examiner Interface menu > Evidence > 

Add/Remove
• Refinement Options available again, change per item 



Import Sets and Select Groups

KFF Processing

KFF from National Software Reference Library (NSRL)



FTK Time Zone Settings
• FTK requires selection of a 

time zone for all evidence 
items

• FAT times are converted to 
GMT in the case database

• Removable Media
− Should get the settings of 

associated computers if they 
exist

− Use local settings if they do not

* Time Zone can be adjusted 
afterwards – visible in case log

View > Time Zone Display...



Jobs and recover jobs
• From the Case Examiner Interface menu > View > 

Progress Window...
– Shows all ongoing jobs
– GUI is separated from processing engine – crash proof?

Tools > Recover Processing Jobs...



Compound files must also appear in the folder tree 
so they can be selected - to see their children.

Compound Files



File and Folder Export



Column Settings
• From the Case Examiner Interface menu > Manage > 

Columns > Manage Columns...
• Can be used for: Sorting, Reporting, Copy Special / Export 

File List



Copy Special > clipboard



Create and Add Bookmarks



Managing Bookmarks



Managing Bookmarks

Bookmarks can be nested when created or later!
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