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FTK4 and FTK S

Working with FTK 4 or 5



FTK 2.x, 3.x summary

Advantages
Client / Server Architecture
Oracle database capable of managing numerous HD's per case.
Multi-treaded processing compared to FTK 1.x’'s serial process.
Immediate access to data.

The order of evidence pre-processing and the building of index records is
directed by the examiner. (My Documents directory, then the e-mail, then the
internet history ..... )

Multi-tier categories, user definable GUI, dock-able windows for multiple
monitor support, user definable KFF filters.

Support of several index based search engines for better searching.
Full Unicode enabled

Numerous investigators and examiners can work on the same case at the same
time sharing bookmarks, notes, etc.
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FTK 2.x, 3.X, 4.X, 5.x model
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Many FTK 4/5 improvements

http://accessdata.com/products/computer-forensics/ftk

Most of the improvements are not listed here!
Real DBMS (FTK 2) — Oracle, PostgreSQL
— GUI is separated from analysis process — crash proof?

QuickPicks (FTK 2)
— A feature that lets users view the contents of all subfolders

Simultaneous multiple user case access (FTK 2)
Mobile Phone Examiner Cell Phone Forensics Software (FTK 2)
Mac OS X forensic support (FTK 3)

Single-Node Enterprise (FTK 4) - builds in AD Enterprise (FTK2)
— Remote forensics via client agents

Volatile/Memory Analysis (FTK 3)

Cerberus (FTK 4)
— Static malware analysis of binary files (manual stage 1 for us)

Add ons
— Visualization, Explicit Image Detection (EID), Cerberus full support
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Email and File Visualization
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Explicit Image Detection

WM:mmmmzmmmmm H H
R —— During processing, choose
[ e oo oo, - b B 9% M from 4 different options, all
L] , . of which are shown below.
F:;; : : I A m m
'IHM-&?JW r1mm1m’|mm DS eg Cldes S A7 Eﬁ el Dlared 500 e | [latids.pd Clwep®iseg D433 - Copw. DG e0 CIMHGO0TH0 - Copwy. [ ME0N
Fhaee ns |Tn|.'- Fis I© show Twite
?%mwmﬁmm:m.m e g
= !afuﬁml g
W0 woraem pes) -
) [orphan]
B [root] E—
B 2] Haslis &
Iy SEwtend
s i
Images are automatically scored from 0 to
100 on their potential to be pornographic. — . ,/ \
E]'!!? 5 /888 M thwﬂ\ \alene Zone: Mountain Dayhght Time (From local machine)
| name [ Yy | Explicitlevel (default) | Explicitlevel (fast) | Exphcit level (zero false negatives) | Explict level (zero false positives) |
e U O i] 04.jpg 0 99 89 0
L O& 2753.pg 0 93 93 0
Og [l asian_hard1806.jpg 93 99 99 93
O &l bk4ss7.i00 %9 59 59 %
Om O&l centerfoldooijog 0 99 99 0
Ol O& cot2ieg 56 o9 99 56
oR O& d2445.pg 0 99 99 g
oe Ol des456375¢52.ipg 0 99 99 0
Oul M} fg_ashleybond4.ijpg Exphat IPEG 99 99 %9 a9
§§ O sroupLipg PEG 1 % 99 1
e O& landd2s03.jog PEG 11 29 99 11
Ol latizp.iog PEG 0 99 59 0
O& vegssfs.iog IFEG 11 99 59 11
COad MG00229 - Copy.jpg JPEGE... 63 a7 57 63
o El TGO 2 25 1rn WPFGF... A3 97 97 [
Loaded

: 235 | Filtered: 235 Total: 21,769 | Highlighted: 1 | Checked: 0 /




Case Manager Interface

| ﬂ AccessData Forensic Toolkit Version: 4.0.0.35120 Database: localhost -Education- [ = | = Li:hl |
File Database Case Tools [Manage] Help
Cases Carvers
Mame | Dal Custom Identifiers 1003
precious 201 g B ar hjo
File Extension Maps
Filters fied 2012-04-10 21:10:34 +00:00
Labels zsed 2012-04-15 09:42:03 +00:00
Date Created 2012-04-07 08:48:51 +00:00
Case Path J Cricases\precious-image\precious t
Description File Jﬂ
Drescription




Administer Users 1

* The first user account is the Application Administrator

Administer Users - l&
Lser Mame Full Mame Role(s)
hjo hjo
Create User... Change Password. .. m Set Role(s)... I
| Show disabled users Close
= B —— |




Administer Users 2

(G == Application Administrator
e I e Create other users
LSH e Create cases
Lriﬁpmm: e Assign rights to cases
Lo'efsh * Change User Passwords
| AsSonRoes. |« ||| Case Administrator

Roles;

Mame | Description |

[] application Administrator  This role has all privileges.
[ caze Administrator All Rights to Administer a case
[ caze Reviewer This role has review rights only, modification of the evidence data is not permitted.

ASES

Cancel |




Case Examiner Interface

g - — B
ﬂ AccessData Forensic Toolkit Version: 4.0.0.35120 Database: localhost Case: precious -Education- @M

— - — — —

Fle Edit View Evidence Fitter Tools Manage Help

Filter: | -unfiltered - 7 Filter Manager... [ |§| @

[+ i) Bilbo Baggins
%) Default User
I =) Frodo Baggins
) LocalService

Dver\fie_w Emai | Graphics |Bookmarks | Live Search | Index Search |Volatie | b
Evidence Items | 4 [ File Content =
Hex | Text | Fittered | Matural
£ € Partition 1 7
Eah-" The Precious [NTFS] =1
- f) [orphar] =
2-T&5) [root] | 8
I | 9] $BadClus = =
-y $Extend o
-l 2] $5ecure
(-8  Documents and Settings
G-I All Users

precious.E01/Partition 1/ The Precious [NTFS]/[root]/Documents and Settings/Frodo Bagains/My Docurments/My Pictures/rotkcomic.jpa

Ready Explore Tab Fiter: [Mone]
EEssss——

=) NetworkService a
P -
4| 0] b | File Content Properties Hex Interpreter
File List
A58 =. . - == = | @ Normal » Display Time Zone: W. Europe Daylight Time ({From local machine) o O
|« Name |Label |ttemz | Ext | Path Category | PSize | LGize | MDS | sHa1 | sHAzss | created | Accessed | Modified | -
[O& rotk_teaser_poster_til... 2954 gif  precous.E01/Partition 1... GIF 15368 11378 1F8BSE.. FABCD.. 569C0... 2005-01-0119:... 2004-12-3106:... 2005-01-06 22:...
& rotk_theatrical_poster_.., 2794 gif  precous.E01/Partition 1... GIF 10248 900B 41506.,, 4BEE34... 31202.. 2005-01-011%:.. 2004-12-3106:.. 2005-01-06 22:...
0= rotkcomic.exif.himl 5126 bl predous.E01/Partition 1... HTML nfa nfa nfa nfa
O&  rotkeomic.ipg 3071 jpa  precious.E01Partition 1... JPEGE... 72,00KB 71,95KB A1367.. FDC98.. DAC4A.. 200501-0119:... 2005-01-011%:... 2004-12-2119:...
O& rotkexdusivel[1].qif 2950 gif  precous.E01/Partiion 1... GIF 10248 10088  F93952.. CC2C6.. 306456.. 200501-011%:.. 2004-12-3106:.. 2005-01-0622.. —
Ot rezz 3675 precious.E01/Partition 1...  Folder 152B 1528 2005-01-0119:... 2004-12-30 04:... 2005-01-0119... —
Ot rezs 3695 precious.E01/Partition 1... Folder 436 438 2005-01-01 19:... 2004-12-30 04:... 2005-01-01 19:...
Ot re2a 3696 precious.E01/Partition 1.,  Folder 4B 436 20050101 19:,.. 2004-12-30 04:... 2005-01011%:... ~
| Loaded: 5015 | Filtered: 5015 | Total: 5015 | Highlighted: 1 | checked: 208 | Total LSize: 247,3MB




Tabs and Panes

- Define. .. il % =S¢ @

I atks | Live Search | Index Search

r MName

File Edit | Yiew | Evidence Fiker Tools Heb
Iil Refresh FS
Explore m Filter Bar
id
Evider Timezone Display. ..
= [as] E]
= E}C Thumbnail Size
=103

Tab Layout

Ikem Mumber

Explarer Tree

File Tvpe
I Path

Graphics Tree
Overview Tree
Email Tree
Bookmark Tree
Indexed Searches

Live Searches

E General Info
L = File Size
Physical Size
Logical Size
= File Dates
Date Created
Date Accessed
Date Modified
= File Attributes
= General

“kinc

Actual File

Iﬁ File Lisk

File Content Properties

I JrmiE

Hex Interpreter

ClassicvisaFern, gif

1604

aIF

Mantooth3z . E01fPartition 1/MARTOOTH [MTES]i[root]fUsersf wies Mantookl

38,912 bykes (35,00 KE)
38,473 bytes (37.57 KB}
352007 714422 PM (2007-03-06 01:44:22 UTC)

FHLEZ007 14440 PM (Z2007-07-13 18:44:40 UTC)
3502007 7:20:00 PM {2007-03-06 01:20:00 UTC)

True

ﬂ 5] -’=. ] m Mormal

-

| v MName | Label Item # | Extension | Path Category | P-Size | L-Size MDS SHAL SHAZS6 | Created | Acce: A
O&  Apple_quy.af 1600 g Mantaoth32.E01Partiti,,.  GIF B704B  G483E  FA7OF.. ASEO7.. 672482, 4/12/2007 7:56.. 7/13)
O& beer.af 1601 g Mantaoth32.E01Partiti,,,  GIF 7I6BE  6E92B  DE6OC.. 1IFFC.. 9C3DB..  4/12/2007 7:S6... 7/13])
O Car Thes 1602 Mantooth32.E01/Partiti,.,  Folder 408 B 4086 288B5... GACEA.. 216049, 3/5(2007 &:01:.. 722
O checks 1603 Mantooth32.E01/Partiti,..  Folder 566 56 B 3SED3.. A9420... 18691, 3/5{2007 G:01:.. 722
O&  classicvisaFern. gif 1604 g Mantooth3z, E01 {Partiti,..  GIF 36.00KB 37.57KB EF2S0B.. 238CD.. 90346.. 352007 7id4r.. 7)13)
O crack mE 1605 <missin... Mantooth32.E01/Parkiti,.,  Text 1024 KB 1024 KB SA4F0.. CSEE4... 099975, 4/10/2007 8:27... 620/
O  Dear Sweetie.doc 1606 dor Mantooth32.E01Partiti,..  Microso... 63.50KE  63.50KE  054418.. B79149... F5393.. 7/12/20076:51.. 7/13{
\ | ¥
| Loaded: 34 | Filtered: 34 | Tatal: 34 | Highlighted: 1 | Checked: 0

Ready |Explare Tab Filker: [Mone]

Mantooth32 . E01fPartition 1IMANTOOTH [MTFSTroot]fUsers/Wes Mantooth/Documents|ClassicisaFern. qif




Tabs and Panes

Fil=  Edit | Yiew | Evidence Fiker Tools Help

IEI Refresh F5 I - Define. .. 1% S @

Explore Filter Bar rarks | Live Search | Index Search
i File Content
Evides Timezone Display. .. h—
ks [ Hex I Texk T Filtered | Matural
=G Thumbnail Size L | —
= g
3 A @
I Tab Layvout I Lock =4
lew Zealand
Explarer Tree =
add... a
Graphics Tree o
Crverview Tree =
o
Email Tree Save
Bookmark Tree Save All Layvouts
Indexed Searches Rectare
Live Searches Reset To Default

Eile List

Fie Conter e Users can create their own tabs

Properties §
y o | y t setting b d
N adyoOut settings Can be save T
N Ton TR T i = T34 A 1 iy TR o) O = F R = v U By b x e =T o R T
Thumbinails 1601 giF Mankooth32 E0L/Partib...  GIF TIEE B 6892 B DEEOC...  1IFFC... 9C3DB...  4/12/2007 7:56... 713
Progress Window. . i 1602 Mantooth3z.ED1fPartiti,..  Folder 408 B 408 B 288ES... 6ACEA.. =21B049... 3(5/2007 8:01:.. 7/2)2
| 1803 Mantooth32.ED1/Partiti,..  Folder 56 B 56 B 35ED3... A9420... 518691... 3/5/2007 8:01:.. 7/2)2
&rn. g 1604 0 3 . .. 9 . 713
O= crack_Mme 1605 <missin,.. Mantooth32.E01/Parkiti,..  Text 1024 KB 1024 KB  SA4F0... CSEE4... 099975... </10/2007 5:27... 6/20/
OE Dear sweetie.doc 1606 doc Mantooth3z.E01/Partiti...  Microsa... 63.50KE 63.50KE  954418... B79149.. F5393.. 7/12(2007 6:51... 7/13) o
£ >
[Loaded: 34 | Filtered: 34 | Total: 34 | Highlighted: 1 | Checked: 0
Ready | Explare Tab Filker: [Mone]

Mantooth32,EQLfPartition 1/MANTOOTH [MTFST/rootfUsersfwes Mantooth/Documents)ClassicvisaFern. gif




Tabs and Panes

Fil= Edit |Wew | Evidence Fiker Tools Hep
IEI T Refresh F5 I hal Define. .. ﬂ:F w WS W @

Explore Filter Bar ‘arks | Live Search | Index Search
Evider

Timezone Display. ..
- Hex | Text | Fikered | Matural

Thurbnail Size L | | =

Tab Layout 4 Lock %—r

Explorer Tree i =

[+] .. Z
Graphics Tree

L =

z

Orverview Tree

Email Tree Save o E - Tt
Bookmark Tree Save All Layouts 7
Indexed Searches Restore GUCPAS IS
Live Searches Reset To Defaulk
arme |
Eile List
File Content
TS \ Item # | Extension | Path | Category | P-Size | L-Size | MDS | sHA1 | SHAZS6 | Created | Acce: A
B 1600 aif Mankaoth32, E01jPartiti...  GIF 8704 B 8453 6B FATIF... A3BO7... &72482... 41202007 7:56... 7/13]
Hex Value Inkerpreter . .
1601 aif Mantooth3Z2.E01jPartiti...  GIF Fl6G B GE9Z B Dea3C...  11FFC... 9306,  4f12/2007 7:56... /13—
Thurmnbnails 1602 Mantooth32,E01Partiti,..  Folder 405 B 405 B 2G58E65... 6ACEA...  Z21B049... 3502007 &:01:... 722
Progress Window. .. .I 1603 Mantooth32,E01/Partiti,..  Folder S6 B S6E 3SED3...  AS420... 518691, 3502007 &:01:... 7/Zi2
3= = 1604 gif Mankooth3Z2.E01jPartiti...  GIF 38.00KE 37.57KE EF250B... 233CD... 903A6... 35/2007 744, 713
CRACK_ME 1605 <missin... Mankooth3Z2, EO1jPartiti...  Text 1024 KB 1024 KB SA4F0,..  CSEE4... 099975, 4/10/2007 &:27... &/z20f
D| Dear Sweetie,doc 1606 doc Mantooth32,E01jPartiti,..  Microso,.. 63.50KE 63.50KE  954418... EB79149... F5393... Flzjz007 e:51... T3
< | >
| Loaded: 34 | Filtered: 34 | Total: 34 | Highlighted: 1 | Checked: 0
Ready |Explore Tab Filter: [Mone]

Mankooth32 . E01fPartition LIMANTOOTH [MTFS 1 rootUsers Wes Mantooth/Documents/ClassictisaFern, gif




Case Examiner Interface

e = - - - ~——
ﬂ AccessData Forensic Toolkit Version: 4.0.0.35120 Database: localhost Case: precious -Education-

File Edit View Evidence Filter Tools Manage | Help
- Filter: | -unfitered - User Guide __] IE‘ @
- Explore | Overview |Email | Graphics |Bookmarks |Live s platiie 4P
e R I3 About etk
) Evidence Items | 4 2
-1 =] Evidence + | Hex | Text | Fitered Matural
= predous.E01 [ —— =3
g%a Partition 1 et 2 |:'| oL
B TE The Predous [NTFS] k= %
- J () [orphan] | =
SR o ] [root] %
- I [2] $BadClus = =
- IS $Extend &
- It [2] $Secure
-5 Documents and Settings
) All Users
=) Bilbo Baggins
G- =) Default User e
7% (=) Frodo Baggins -
% ) Localservice t
1% C5) NetworkService F |
G- ) Sam } -
D:E i::;ﬁ::n RERcAn - |  File Content| Properties| Hex Interpreter
File List
Iﬂ IJ_:r| ﬁl' , | =.. . M2 &R m Mormal - Display Time Zane: W. Europe Daylight Time (From local machine) B &
|~ MName |tabel [rtem# |Ext | Path Category |PSize |LsSize  |[Mps | sHar [ sHa2ss | created Accessed | Modified | -
O& CompCbyj 3342 precious E01fPartiion 1... OLEStr... nfa 106 B 55B245... AE31B... 6F1EC... nfa nfa L
|7 CompOhyj 3855 precious.E0 1fPartition 1... OQLEStr... nfa 110 B 82C9B... 4F88BZ... 2CE9A... nfa nfa
Ol CompObyj 3901 precious.E0 1/Partiion 1..., OLEStr... nfa 110B 82C9B... 4F88BZ... 2CE9A... nfa nfa
Oid CompObyj 3950 precious. E01fPartiion 1... OLEStr... nfa 106 B 9AEGB... 170C3... C8B9l.. nfa nfa
O CompObyj 4103 precious E01/Partiion 1... OLEStr... nfa 106 B 55B245... AE31B... 6F1EC... nfa nfa
[ || CompObyj 4283 precious. ED1fPartiion 1... OLEStr... nfa 106 B QAEGB... 170C3... C8B9i... nfa nfa
|| CompOhyj 4981 precious.E01fPartition 1... QLEStr... nfa 106 B 556245... AE31B... 6FI1EC... nfa nfa
[l || CompObyj 7032 precious E01fPartiion 1... OLEStr... nfa 106 B 556245... AE31B... 6F1EC... nfa nfa d
| Loaded: 5015 | Filtered: 5015 | Total: 5015 | Highlighted: 0 | Checked: 208 | Total LSize: 247,3 MB
| [ |

precious.E01/Partition 1/ The Precious [NTFS]/[root]/Docurments and Settings/Frodo Baagins/My Docurments/My Pictures/rotkcomic.jpag
Read Explore Tab Fitter:




Toolbars

ﬂ AccessData Forensic Toolkit Version: 4.0.0.35120 Database: localhost Case: precious -Education-

| — - — . —
File Edit View Evidence Fiter Tools Manage Help
¥ Filter: = -unfitered - A Filter Manager. .. ] IEI @ I
. Explore | Overview |Emai |Graphics |Bookmarks |Live Search |Index Search |Volatie | i
Evidence Items | 4 |» File Content T
- ] + | Hex | Text | Fitered | Matural
=) precious E01 i e > o
- €% Partition 1 e — g
T The Precious [NTFS] = |
% ) [orphan] §
=8 Y [root] L 2
- I [2] $BadClus 3 =
NS $Extend mE
‘,_?] $5ecure
E-f#%=) Documents and Settings
- ) All Users
1% ) Bilbo Baggins ™
%05 Default User
1% 5 Frodo Baggins
% ) LocalService
1% ) NetworkService &
. ‘EI Sam 4 k | =
- (=5 Tnatruction Materials ik T = ]
4 | 0 [ File Content| Properties| Hex Interpreter
File List
@ |5| ﬁ*’ : / =. . | . = m Mormal - Display Time Zone: W. Europe Daylight Time (From local maching) s O
& Plame | Label |Item # |[Ext | Path | Category | P—SWHAZEE | Created | Accessed | Modified | -
D ﬂ rotk_teaser_poster_titl... 2954 oif precious.E01fPartition 1... GIF 15368 11378 1F8B5E... FABCD... 5689C0... 2005-01-01 19:... 2004-12-3106:... 2005-01-06 22:...
D a rotk_theatrical_poster_... 2794 gif precious.E01fPartiion 1... GIF 1024E 900 B 415D6,,. 4BEE34... 312D2... 2005-01-01 1%:... 2004-12-3106:.., 2005-01-06 22:...
0= rotkcomic.exif.himl 5126 html  precous E01Partiion 1... HTML nfa nfa nja nfa
OR  rotkecomic.ipg 3071 jpg  precious.ED1/Partition 1... JPEGE... 72,00KB 71,95KB A1367.. FDC93... DAC4A.. 2005-01-0119:... 2005-01-0119:... 2004-12-2118:...
D ﬂ rotkexdusive[1].gif 29350 gif precious E01Partiion 1... GIF 1024E 1008 B F93952... CC2C6... 306456... 2005-01-01 1%9:.... 2004-12-310&:... 2005-01-06 22:... |_|
D':l RP27 3675 precious. E01/Partition 1... Folder 1528 1528 2005-01-01 19:... 2004-12-30 04:... 2005-01-01 1%9:... §
DE] RP23 3695 precious. E01/Partition 1... Folder 43B 43 B 2005-01-01 19:... 2004-12-30 04:... 2005-01-01 1%:...
Dﬁfl RP29 3696 precious E01/Partiion 1... Folder 43 B 43 B 2005-01-01 19:,,, 2004-12-3004:.., 2005-01-011%:... ™
Loaded: 5015 | Filtered: 5015 | Total: 5015 | Highlighted: 1 | Checked: 208 | Total Lsize: 247,35 MB
precious.E01/Partition 1/ The Precious [NTFS]/[root]/Documents and Settings/Frodo Bagains/My Documents/My Pictures/rotkcomic.jpa
Ready Explore Tab Filter: [None] -




The File Visualization Pane

.
BD File Visualization " S

= | B [

12|12 |2 |3 |4 |5 |e |7 |8 |9 [2ofanf22 |1 |2 [3 |4 |5 |6 |7 |8 |9 |20f22]12 |1 |2 |3 |4 |5 |6 |7 |8 |9 w112z |2 |2 |3 |4 |5 |e |7 |8 |9 10|11

Press this button in the File List pane

N

® =-

df X

[l [l
Full timespan: @ Log (O Linear Time Line View: @ Basic () Detailed Created - @ Bars O Line
Metrics: |(Count & k o
Categories Distribution Chart
| Extensions Distribution
100 Leg=nd
¢-§- Legend | Muttimediz .
b ' .
E 10 “' ol _ B e B e El P9 (40} E| E] Other Encryption Files
< > (3
o I I N T T T T T T T T _T_T_T 1 (@) <none> (37) o
A = a4 = mox oz B E W OE E = = .
2383 :L g5 EEETRERET R ES S L ) db (20) (i) OS/File Sysiem Files
=} £ =
3 E @ Ink (11) E] Unknown Types
R <missing?> (7) Graphics
Extension EJ h E] b
Drag a colurn header and drop it here to group by that column
Item® | Name | Category | Date W| Size | Extension ?‘i
> ||2097 happy.mpeg MPEG 2.0 Video December 31, 2004 416 KB mpeg
2002 039.avi Riff Awi December 31, 2004 760,25 KB avi
1987 $130 Index Allocation January 01, 2005 B KB 2 File Count : 148
1988 23 1 bJPG JPEG January 01, 2005 17,79 KB ipg Select All
1989 Addressbook.Idif Unknown January 01, 2005 167 KB Idif
1990 Arts and Entertainment - Sword | Text January 01, 2005 862 bytes log
— Mark Selected Items
104 decktrn ini arn | anath File lanuan: 01 2005 0 hwtae irui il
I_ T e — ppe-—— TR T




Column Sorting & Type-Down

ﬂ AccessData Forensic Toolkat Version: 4.0.0.35120 Database: localhost Case: lecture -Education-

File Edit View Evidence Fiter Tools Manage Help
Filter:  Actual Files - Filter Manaager. .. | |§| @
Explore | Overview |Email  Graphics Bookmarks  Live Search |Index Search |Volatile 4 F
Evidence Items 4 - File Content v K
EHEy [« Evidence ~ | Hex | Text | Fitered | Natural
Q) diskette-usb.E01 = =
E--@:b EVIDEMCE [FAT17] y = 0
Elljﬂ [root] =
gg 10-1Graphics  |E = ﬁ N
(- I =) DT Search Stuff - M APQ U U t 5 h t Q
- ) Recent - TVARAr W e UpP 1O O Characters :
- I ) Recyder Home «Help T
- I5) Registry File
i [ Sagan Alert » . g
5 T el A e Time Sensitive .
-1 Zip Files |1 =
| N AR | [ [ |
1 [ m = P File Content Properties Hes
Flelit e Alpha columns only
3 F [ || T= = | [ Mormal
L~ _lame |Label  [rtem# | Ext | Path | Category | P-Size | LSize | MD5 | sHA1 | SHA256 | Created =
Djfl 10-1 Graphics 1217 diskette-ush, EQ1/EVIDE... Folder 1024B 1024 B 2003-10-01
[0= Access Data Document.... 1230 doc diskette-ush.EQ1/EVIDE... Microso... 19,50KB 19,50 KB 25 . 2003-09-11
[0 Access Document.doc 1231 doc diskette-usb . E01/EVIDE... Microso... 19,50KE 19,50 KB T B4 1 2003-09-11
0= amex TEST. 0t 1195 et diskette-ush.EO1/EVIDE... Text 20,50 KB 20,49 KB 53 . 2003-09-28
I D, H CAHOSVIH.HTM 1163 htm diskette-ush.EQ1/EVIDE... HTML 37,00kB 36,60KE ABZ2ES... 8ASBB... C2E02... 2003-09-28
DJ Cartoon Beer.jpg 1213 ipg diskette-ush.EQ1/EVIDE... IPEG 3534B 33258 E321E... T1A21... 16B4D. .. 2003-10-01
Djfl CDOMEFPYM 1132 diskette-ush. EQ1/EVIDE... Folder 1024 B 1024 B B 200309-28 ™
4 I F
| Loaded: 105 | Filtered: 105 | Total: 176 | Highlighted: 1 | Checked: 0 | Total LSize: 983,39 KB
diskette-usb.E0L/EVIDENCE [FAT12]/[root]/ TIF Metrmail/ Y1 UV Y TMY/CAHOSYIH.HTM
Ready Explore Tab Filter: [None)




Evidence Items

= lac] Evidence
=75 €% mantaoth.E01
=5 i Partition 1
=5 %@ MANTOOTH [NTFS]
= EE [root]
> |9) $BadClus
> 5 $Extend
(2] $MFT
E}ﬂ $Recycle.Bin
C»|92) $Secure
C» 5 Boot
E}ﬂ Documents and Settings
C#[(5) Ms0OCache
C»|?] pagefile.sys
E}ﬁ Program Files
E}ﬂ ProgramCata
[ super Secret Stk
E}ﬁ Swstem Yolume Information
E-ES ) Users
(5 Al Users
C7[C5) Default
E}E' Default User
%) Dracula
C#(5) &_MA Betty
> (=) Public
=-FHIES) Wes Mankooth
L[ AppData
(5 Application Data
C» I Contacts
(5 Cookies
C» I Deskkop
=R o {mn] Cocuments
B ADs
%) Car Titles
) Checks
I 5| Dear Sweetie.dac
) EFSDOCS
% =) Hacker Stuff
) Misc
E' ) Mr Smee
B 3 My Music
=) My Pickures
I =] My poem.tat
%) My Received Files
%) My Videos
=) Pep

Quick Picks

e Allows user selectable focus

e Icons show selected status

e Can be suspended via the
Quickpicks suspend button
located on the toolbar

Filter:  Actual Files - Filter Manager... |@




" @ AccessData Forensic Tool 4 -Educatian-
o oS BT S tanir

Overview Tab

File Edt View Evidence Fiter Tools Manage Help
b 4 Filter: | -unfitered - - Filter Manager... | | @ | @
" overview | Email rGraphics rBookmadrs rL'n.re Search rlndex Search r\folat.ile ] 4k
-

Case Owverview

SJ) Evidence Groups (5015 /5015)
&) Ungrouped ( 5015 /5015)

=] File Ttems

i--|s4] Checked Items ( 208 / 208)

|+] Evidence Items (1/1)

|*+] Unchecked Items {4807 / 4807 )
File Extension { 2049 / 2049 )

Fl- et
/-7 File Category {5015/ 5015)

- /] File Status

=I-=1 Email Status

‘... Email Attachments { 35 / 35)

T [F [

=] Email Related Ttems {From Email) { 238 / 238
@ Ermnail Reply { 34/ 34)
.-[i Forwarded Email (4/4)

B Labels (0 0)

4 p File Content

[ Hex T Text I Filtered | Matural

=
Thanks for the great info!

»

m
gem| e1paw| 11neaa
1

From: "Frodo Baggins" <Frodobaggi@comcast.net=

To: «marki@accessdata.com=

Subject: Thanks for the great info!

Sent: Fri, 10 Dec 2004 11:10:25 -0700 | 4

Mark, just wanted to drop you a line and let you know how much | learned in the Internet class last week. | am looking forward to
retirement here in the shire. Sam and | are starting a consulting company and specializing in Forensic Computer Analysis.

- 4# Bookmarks ] ]
-4 hjo If you ever need anything, please don't hesitate to call.
, Message with attachment ) ) ) ) ) ™
. L. Suspect Mai My company is called Hobbytes Consulting. | don't have phone service here yet but you can always email me here. Thanks again. ol |
o # Shared
File Content Properties| Hex Interpreter
File List
@ ﬂ [ﬁ] | l | =. Ii |,| | |E Mormal - Display Time Zone: W. Europe Daylight Time (From local maching) P &
| & Name |Label |1tem= | Ext | Path | category | Psize | LSize | mMps |sHa1 | sHAzse | created | Accessed | Modified | -
[W]E=1  Talk to Pippin about his ba... 5530 precious.E01/Partition 1... Task nfa 0B 2004-12-30 ... 2004-12-30 00:...
WIS Tasks 5527 precious.E01/Partition 1... EmailF... nja nfa nfa nfa
E] Templates.msf 2124 msf precious.EQ1/Partition 1... Netsca... 15368 1349B D5DFY... 6EF691... 468BD... 2005-01-01... 2005-01-.. 2004-12-30 10:..
[VIE=]  text2.zip Finished 12/21/... 5311 precdious.E01/Partition 1... Email O... nfa 2070 B nfa nfa [
Thanks for the great infol predous,E01/Partiton 1... TextIn... nfa 2439B DFE3A... BDF79... E913D... -
Loaded: 208 | Filtered: 208 | Total: 208 | Highlighted: 1 | Checked: 208 | Total Lsize: 3133 KB
precious.E01/Partition 1/ The Precious [NTFS]/[root]/Documents and Settings/Frodo Baggins/Local Settings/Application Data/Identities/{93DBEY3F-5D5C4B70-BF.../Sent Items.dbxe Thanks for the great info!
Ready |D\rer\riew Tab Filcer: [Mone
— —— . 1 S 7 B e




Files are identified by header,

Overview Tab

not by extension

File Edit Wiew Evidence Fiker Toals

Help

[

Explare” Owerview | Email

Filker: | - unfilkered -

Case Cverview

~|  Define... i %

Graphics | Bookmarks | Live Search | Index Search

_ _'_@

=4

4 C] Filz Trems | | Hex TextTFiIteredINatural]
+|-.ext File Extension { 1,411 f 1,411} m——
— B Fils Category ( 3,525 | 3,525 ) 0000 | £f d8 £f e0 00 10 4a 46-4% 46 00 01 02 00 00 64 ngEI_:JFIF ----- d ~
5 £ Archives { 15 £ 15 ) 00l0 |00 &4 00 00 £f ec 00 11-44 75 63 b 79 00 01 00| -dre%i--Ducky-- -
41 g% Dakabases (33 0020 |04 00 00 00 le 00 00 ff-ee 00 21 41 64 6f 62 65 |------- ¥ 1adohe
LN o (e 1 672 0030 |00 64 o0 00 00 00 01 03-00 10 03 02 03 06 00 00| -dierecerennanns
#+|= Dacuments [ 672 [ 672 ) 0040 |08 78 00 00 Od 29 00 00-1%9 42 £f db 00 84 00 10 | =x-+« )= Bl .
+- =] Email (93 93 3 0050 |(0b Ob 0Ob Oc Ob 10 Oc Oc-10 17 OF Od OF 17 1h 1d|-cererereznannnnn
+- [T Executable ( 10 10 0060 (10 10 14 1b 1f 17 17 17-17 17 1f le 17 la la la | ===-=««:=ss=suuu=
+-{Z) Faolders { 781 | 781 ) 0070 |la 17 le le 23 25 27 25-23 le 2f 2f 33 33 2f 2C | ----#% 'S8 //33/7/
| g Graphics { 752 | 752 ) O0&0 |40 40 40 40 40 40 40 40-40 40 40 40 40 40 40 01 BREEREGRARREREREE-
|- Raster Graphics ( 736 [ 736 ) 00920 |11 Of OFf 11 13 11 15 12-12 15 14 11 14 11 14 la|sssereserennnnns
AL Ak (1)1 00ad |14 16 16 14 la 26 la la-lc la la 26 30 23 le le | =«+-- Greren a0 -
Bitrap { 105 / 105 3 00bo |le le 23 30 2b Ze 27 27-27 Ze 2h 35 35 50 30 35 |-« #04.''',+55005
; _ 00cO |35 40 40 3£ 40 40 40 40-40 40 40 40 40 40 40 40 | SRRzRERARERRRRARR
[\ IPEG ( 410/ 410 00dd | £f 52 00 11 0& 00 b9 O0-c8 03 O1 22 00 02 11 01 ghe--oteBeorenes
e = 00ed |03 11 01 ££ c4 00 ae 00-00 02 03 01 01 Ol 00 00|« cfhed@ereneanes
PG { 35/ 35 ) O0f0 |00 00 00 00 00 00 00 00-04 05 02 03 06 00 0L OF [--e-rererennannn -
wWindows Icon {6 /6 )
4 ﬂ vector Graphics { 16/ 16 ) Cursor pos = 0; clus = 62655; log sec = 62655; phy sec = 627158
* :f T'_-'t:e:ne:"thatf”.es::HSDIBL"I‘508:' - File Content Properties Hex Inkerpreter
File Lisk
& 7| B 5 |0 Mormal '
| * Mame | Label | 1tem # Extension | Path Category | P-Size L-Size MDS SHAL SHAZSE | Created | Acce: &
O&l $reM7aze.jpg 1246 ipg Mantoothz,E0L/Partiti,..  JPEG 14.00KE 13,82 KB 489E96... S70A5... 92029, 7I26/2007 6:27... 726/
Oel $roHZOZ0.ipg 124a ipg Mantoothz, E0L/Pattiti,..  JPEG G656 B E465 B 6FE3C,,, 65ESD... A0432,.. 7f26/2007 6:27... 7l26/
B [uls] ipg anktoo . arkiki. .. . . 270
a SR ICVPHEj 1251 i Mantookhi2,E0L/Partiti FEG 11.50KE  11,30KE  39SFEZ Fag3zn E4FEIE FIZ6/2007 6127 7lz6!
-09-very-old-rman.jpg ipg antoo . artiti. .. . . HE S
O 07-0% Id i 1701 j MantoothE2,E0L/Partiti FEG 42,00KE 41.72KE  DFD36 D3B2S 129452 FIIEIZ007 6141 7las!
| Jipg ipg antoo o artiti. .. 116,
O ocb[1].j 3247 i Mantooth32,E01/Partiti FEG 451 B 451 B 347176 A4z04 CCESS 712{2007 6:16 7i1z!
cm[1].ipa ipg ankoo . arkiki. .. 116,
a oeml 114 309 i Mantookhi2,E0L/Partiti FEG 2976 2097 B 9A181 7IECT ZAES4 72{2007 6:16 7zt
Ol ocHilipg 3248 ipg Mantooth3z. E01/Partiti...  JPEG 455 B 455 E 32B718... B73ELE... EBFSF6... 7j12/2007 &:16... 7/1z]
ME oo 3015 ina Mantoothz, E0L/Partiti,..  JPEG 366 B 365 B 64A0F,,,  A%C3D.,,  291CE,., 722007 6:16.., 72l
< >
[Loaded: 410 | Filtered: 410 [ Total: 410 | Highlighted: 1 | checked: 0
Ready Owerview Tab Filker: [MNone]

Mantooth3Z2, EOLPartition 1/MANTOOTH [MTFS|irootlf$Recycle . Bin/S-1-5-21-3166323-32635067 26- 1 320359247 - 1000/ $R.OHZ0Z0. jpg




Viewing Options

Eile Edit Wiew Evidence Fiker Tools Help

Iil Filter: | - unfiltered - ﬂ Define. .. i = =F @

Explore Owerview | Email | Graphics | Bookmarks | Live Search | Index Search

Case Owerview

== Documents (2,001 § 2,001 ) P TextTFllteredINaturaI]

#- |5 Adobe Documents (5 /5 ) 09g0 | oo oo oo 00 00-00 00 00 00 00 00 00 00| ----rcem-memnn-- -~

+-[= HTML and XML ( 518/ 518 ) o290 | oo DD oo DD oo DD 00 00-00 00 00 00 OO0 00 00 OO |« eremmamennnns

+-|= Lotus Documents (47 4 ) 09a0 (00 00 00 00 00 00 OO0 0O0-00 OO0 00 00 00 00 00 00 | -rcrererereeen-

=T | MiFrDsoft Documents ¢ 40 § 40 ooho o0 oo 00 00 00 00 00 00-00 00 00 00 00 00 00 OO0 == s=ssesesesusus

|= Microsoft RTF (1 /1) 09c0 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 OO0 s rermennnnnnns

=1 | 'MlchSDFtWDrd(SQ.fBg) 05d0 (00 00 00 00 00 00 00 00-00 00 00 OO0 00 00 00 OO0 --eaeerennanannnn

= Microsoft ward 2.0 (4 f 09e0 |00 00 00 OO 0D OO0 OO0 DO0-00 OO0 OO0 OO0 OO0 00 OO0 00|« rsrermennnnnnns

= Microsaoft ward 2000 { 3 09£0 |00 00 00 00 00 00 00 O0-00 OO0 00 00 00 00 OO0 OO0 [-«reerenerancnns

= Microsoft Wwaord 2002 § 1 0a00 |4c 61 67 6f 73 2c 20 4e-63 67 65 72 69 61 2Ze Ob|Lagos, Nigeria. -

| | Microsoft Word 2005 ( 2 Oalo |4l 74 74 65 6e 74 69 6f-6e2 3a 20 54 68 65 20 50 Atrtention: The P

| Micrasoft Word 6.0( 8 | 0az0 |72 65 73 69 64 65 6e T4-2F 43 45 4f 20 04 44 65 |resident/CEQ -De

- | Other Documents { 1,430 f 1,43 0a30 |61 7Z 20 53 69 72 2c 20-0d 07 13 20 49 4e 43 4c |ar Sir, --- INCL

41| WordPerfeck (4 4) 0240 |55 44 45 50 49 43 54 55-52 45 20 22 68 74 74 70 UDEPICTURE “http

4 (=3 Email { 158 { 158 ) 0a50 |3a 2f 2£ 77 77 77 Z2e 61-70 70 6c 69 65 64 6c 61 |:/ www.appliedla

= EExecutable(2?12?} Oagd |de &7 75 6l 67 65 Ze 63-6f 6d Z£ 66 6c 6l 67 73 nguage.comn/Elags

4 T Folders 1,509 { 1,539 Da70 [S5f 6f 66 S5£ 74 68 65 5£-77 6f 72 6c 64 2f 6c 61| _of_the _worldsla

=5 : NaB0 (72 67 65 5£ 66 6c 6l 67-5£ 6f 66 5f Ge 6% 67 65 |rge_flag of_nige

+ Graphics { 2,697 [ 2,097 ] 0ao0 (72 69 61 Ze 67 69 66 22-20 Sc 2a 20 4d 45 52 47 |ria.gif” 4+ MERG

+1—J Internetichat Files { 5,822 [ 5,822 ) Daal |45 46 4f 52 4d 41 54 49-4e 45 54 20 14 0Ll 15 07 |[EFORMATINET - - - -

12 Mabile Phone Data (0 f 0} Dahi |07 43 6f 6e 66 69 64 65-68 74 65 61 6c 20 42 75|-Confidential Bu
4B rMultimedia 68 f 63 ) Oacl |73 69 6e 65 73 73 20 50-72 6f 70 6f 73 61 6o 20 |siness Proposal 2

3
+-4 k= 05[File Syster Files { 546 § 546 )
+-~ Cther Encryption Files { 29 1 293 = Cursor pos = 0

< rmithar Frman Teunae © 180 1A

< » File Content Properkies Hex Inkterpreter
File Liskt
& Z Bal 6 & [ Morma -
| * Mame | Label Item # Extension | Path Categary | P-Size L-Size MDS SHAL SHAZSE | Created | Acce: ~
D .?{ Astral,. doc 1222 doc Mantooth32, EOLJPartiti, ., Microso,.,, 35,00 KB 55,00 KB FCEDG... S9BESZ9...  T850A... 2/ 2/2008 4:53,.,  2/12f
= confidential Business Le. .. 3739 doc Mantooth32, EOQL/Partiti...  Microso... nja 29.15 KB  SCFTE... 309EC... 10554... nla nla
= confidential Business Le. .. 15274 doc Washer 17.E01/Partitio. .. Microso,,, 39.69KE  29.00KE  SCFFE... S09EC... 10554, ., nja nja
M=  Dear Sweetie doc 1606 doc Mantooth32, EOLfPartiti. . Microsa,.. 63.50kKEB 63.50 KB 954415... B79149... F5393... 7iziz007 4:51.,, 7™
£ >
[Loaded: 23 | Filtered: 23 | Total: 23 | Highlighted: 1 | Checked: 0
Ready Cwverview Tab Filker: [Mone]

Washer 17,E01fPartition 1M ASHER TMTFSTTroot Documents and Settings/adminiskrator fLocal Settingsfapplication DatalIdentities/M{6BEFDS4 1 -Fz AF-4EFE-AFS0-ECS31E, . fConfidential Business Letter,doc

NitenYidwew




Viewing File/Folder Properties

File Edit Wiew Ewvidence Fiker Tools Help

IEI Filter: | - unfiltered - ﬂ Define. .. i - =F @

Explore Owerview | Email | Graphics | Bookmarks | Live Search | Index Search

Case Overview Properties
== Documents (2,001 § 2,001 ) -~
+- = adobe Docurments (S50 : : :
+1-|= HTML and XML { 515} 518 ) Marne Confidential Business Letter,doc =
+1-|= Lotus Documents (4 [ 47 Itemn Mumber 15274
== Micrasoft Documents {40 |/ 40) File Tyvpe Microsoft Word 2003
| : Microsoft RTF (1 /1) Path Washer 17.E01Partition 1WaSHER [MTFS]{[roct]{Documents and Settings

== Microsoft \Word (39 ) 39 )

E General Info
= Microsoft Word 2,00 4

= Microsoft word 2000 { 3 B [Flat=: —
£ Micrasaft ward 200z { 1 Physical Size 40,540 bytes (39,69 KB)
= Microsaft Waord 2003 { 2 Logical Size 29,696 bytes (29.00 KE)
= Microsoft Word 6.0 (& [ El File Dates
+- | | Othedr DDFcumn(antlsf( 1),430 11,43 Date Created nja
+|= WordPerfect {4 f 4
+- =] Email { 155 { 158 ) " n/a
ke E Executable ( 27 § 27 ) Dake Modified nla
+-{h Folders { 1,539 1,539 = File Attributes
+ d Graphics { 2,897 J 2,897 ) = General
+ :)' InternetfChat Files { 5,522 | 5,822 ) Actual File False
= )
2 Mob?le Phone Data (D /0] Duplicate File Secondary
+-Jff Multimedia { 65 [ 68 ) :
+)4 b O5/File System Files { 546 | 546 ) pomlEral RE
+-F Other Encryption Files ¢ 22 1 253 File Type OLE Archive j
o MiFhar Frmas Tumas © 100 15800 b’
£ > File Conkent Properkies He:x Interpreter

@Iﬁ‘lﬁ" ,=.lmmormal -

| * Mame | Label Tkem # Extension | Path Category | P-Size L-Size MDS SHa1 SHAZSE | Created | acce: ~
astral,dac 1222 dac Mantooth32 E0L{Partiti,..  Microso.,. 38.00KE 38.00KE 7CEDG... S98829... 78504...  2/12/2008 4:53... 212
Confidential Business Le. ., doc Mantooth32,EO0L/Partiti,..  Microso... nja 29,15 KB SD9EC... 1DE554...

nfa nfa

doc her 17.E01/Parti " X B 00 KB \ .
doc Mantooth32, EOLfPartiti. . Microsa,.. 63.50kKEB 63.50 KB 954415... B79149... F5393... 7iziz007 4:51.,, 7™
>
[ Loaded: 23 | Filtered: 23 | Total: 23 | Highlighted: 1 | Checked: 0
Ready | Overview Tab Filker: [Mone]

Washer 17,E01fPartition 1M A&SHER TMTFSTTroot liDocuments and Settings/adminisktrator fLocal Settings/application Datalldentities/M{6BEFDS4 1 -Fz AF-4EFE-AFS0-ECS31E, . fConfidential Business Letter,doc




Hex View Settings

ﬂ AccessData Forensic Toolkat Version: 4.0.0.35120 Database: localhost Case: lecture -Education-

- .

Fle | Edit View Evidence Fiter Tools Manage Help

Filter: = Actual Files - Filter Manaager. .. || IEH @

Explore r[}ver'.riew rEmaiI rGraphics rﬁm}a"nams th.re Search rlndex Search r‘u'ﬂlaﬁe ] 4 F
Evidence Items | 4 - File Content T X
=[] Evidence ~ | Hex | Text | Fitered N;.rm.'al|
El--E?Q} diskette-usb.E01 0000 |3C 73 63 72 69 70 74 20-6C &1 &E &7 75 61 &7 €5 |<script language ~
E--@'E EVIDENCE [FAT12] 0010 |3D 42 61 76 61 53 63 72-69 70 74 3E OR 20 20 20 | =JavaScripty- A
E'"‘:IEI [root] 0020 |20 20 20 20 20 64 6F 63-75 6D 65 6E 74 2E 63 6F document.co
- 10-1Graphics || | 0030 |6F 6B 69 65 20 3D 20 22-44 53 45 GE 61 62 6C 65 okie = "J5Enable
+]- {5 DT Search Stuff 0040 |64 3D 31 22 20 20 OA 20-20 20 20 3C 2F 73 63 72|d=1" - </acr
- CS) Recent 0050 (69 70 74 3E OA ORA OR OA-CA OA COR OR OR OR 20 3C|ipt>---------- <
- I =) Recyder | | |oog0 &2 74 €D 6C 3E OA 20 20-20 20 3C 68 &5 61 64 3E |html>- <head>
&) Redistry File 0070 |QR =—==—==—==—==== == == == == == == == == gy | . <title>MapQ
) Sagan Alert 0080 |75 & Select all CtrleA 69 |uest: Driving Di
=-RC) TIF Netmail
: = C text Ctrl+C
B ) Zip Files i fCursor pos °pY ”
| U R | PR 1
< T T Fie Contf ~ —°PY D curleH
Copy Unicode
File List
il |, | Hli |v||§§v|| Sl L 1e; W, Europe Daylight Time  (From local w &
— Save selection... -
| & Name |Label | tem= | E s |Lsize | mDs | sHa1 | sHA256 | created
[ 10-1 Graphics 1217 Show decimal offsets B 1024 B 2003-10-01/ |
[0E Access Data Document. .. 1230 c E JKEB  19,50KB  652F15... 21856F... OFAG2Z.. 2003-09-11
0= Access Document.doc 1231 c _ _ s JKE  19,50KE  027A5.. 9AB4E... 324D2... 2003-09-11
O AMEXTEST.txt 1195 t Fit to window JKBE  20,43KE  155230... 7953C... 1ECSE... 2003-03-28
D% CAHOSVSH.HTM 1158 y Save current settings o
artoon Beer.jpg b
O Cartoon Beer.j 1218 ' B 33258  E321B 71A21 16630 2003-10-01
O cogukey 1182 Go to offset... Ctr+G g 1024 B 2003-09-28 ™
4| Save selection as carved file... | :
Loaded: 105 | Filtered: 105 |Total: 176 resrerprrgrmgrsers [ wprwereal LSize: 983,9 KB
diskette-usbh.E0L/EVIDENCE [FAT12]/[root]/ TIF Metrmail/ Y1UVY TMY/CAHOSYVOH.HTM
Ready |E:-{|::Icrre Tab Fitter: [Mone]




Hex Interpreter

File Edit Wiew Ewvwidence Fiter Tools Help
IEI Filter: | - urfilkered - j Define. .. i = = W @
Explore Owerviews | Email | Graphics | Bookmarks | Live Search | Index Search
Case Orverview ! Interpreter
¥ Iﬂ File Items ~ | Type | Size W alue
¥l et File Extension ( 5,245 [ 5,245 zigned integer 1-8 128.306.648.377.170.000
= % File Categary { 14,077 / 14,077 ) unzighned integer 1-8 128,306,648,377 170,000
A FILETIME [Stored] 8 B8/4/2007 1:33:57 Ak
archi 1707170
=0 D“:t ';ES': 5 IS ) FILETIME [z Lo.. 8 £8/3/2007 7:3357 PM
/@4 Databases (373 ) DOS date 2 -
+-|= Documents 2,001 f 2,001 ) DOS trme ] R
+-[=] Email { 155 { 158 ) DOS dateftime 4 -
+1-[7 Executable [ 27 | 27 ) time_t [Stored] 4 -
+|-{y Folders { 1,539 1,539 time_t [A4s Local) 4 -
ET d Graphics { 2,397 | 2,897 ) Unicode string 2+ mL.J
+-—J InternetfChat Files { 5,522 | 5,822 )
= Mobile Phone Data {000
+- 4 Multimedia { 65 65 )
=4 k= O5fFile System Files { 546 [ 546 3
1p DiskImage {333
1k File System (4§43
1 Index Allocation { 266 [ 266 )
1k Partition {3/ 3)
1F Recycle BinIndex (S5}
1k Windows MT Reqistry { 23 f 230
1k windows Shortcuk ( 242 f 2420
#1-# Other Encryption Files (29 / 29) BEyte order: * Little endian " Big endian
+- 4 Other Known Types { 150§ 150 )
21 5 Dvacankabicne £ 1A P16 - -
< > File Content Propetties Hex Inkerpreter
File Liskt
& 5 | £ Bl 6 @ | rerma :
| * mame | Label Item # Extension | Path Category | P-Size L-Size MDS SHa1 SHAZSE | Created | Acce: ~
D1 B INFCZ 5424 <missin... ‘Washer 17.E01/Partitio. .. Recycl... 2045 B 16206 ASF45... 1DaF3... 87761E... 8/3/2007 5:33:... =T et s
Di B INFOZ 5427 <missin... wWasher 17.E01/Partitio. .. Recyel... 1024 B S20B FE4EO. .. 2944FC, .. 5535C... SI3/2007 61408, ar3iz
D1 B INFCZ 5432 =missin... ‘Washer 17.E01/Partitio. .. Recycl... 2560 B 2420 B SE4425.,.  SDO95... SEFZ0B... &8/3/2007 5:3%9:... gr3iz
Mi=  INFOZ 5436 <missin... Wwasher 17.E01/Partitio. .. Recwel... 2045 B 16206 FD4FsS. .. &60946. .. F40009... &r3/2007 6:35:... graiz ™
£
|Loaded: 5 |Filtered: 5 | Total: S Highlighted: 1 |Checked: u}
Ready | overview Tab Filker: [None]
‘Washer 17.E01fPartition 1/WASHER, [MTFS ) rootIRECYCLERSS-1-5-21-11772358915-616249375-8395221 1 5-1003/INFOZ




Drive Free Space

File Edit Wew Ewidence Fiter Tools Help
IEI Filter: | - unfiltered - ﬂ Define. .. L o @

Explores” Cwverview | Email | Graphics | Bookmarks | Live Search | Index Search

Case Overview File Content
+[— Executable { 10/ 10 ) ~ | Hex | Text | Filtered | Natural |
+-{ Folders { 781 | 781 )

: 0000 (42 4e 44 56 28 00 09 00-28 4k 85 0L 00 OO0 00 OO0 INDX(--- K-« -- ~
+1- jal Graphics (752} 752 ) 001000 00 00 00 00 00 00 00-28 00 00 00 76 Od 00 00 «------- [orsene
- Internetichat Files ( 508 f 508 ) 0020 |es OF 00 00 00 00 00 O0-20 00 0L 00 ©F OL OL 00 | &««-enx- R

12l Mobile Phone Data (070) 0030 (0L 00 01 00 01 00 00 00-00 00 00 00 00 00 OO0 OO |-« -eneeeeencnns
+- B Multimedia ( 44 j 44 ) 0040 |7€ 05 00 00 00 00 Ol 00-&0 00 50 00 OO0 00 00 O0f-------- S TR
+-4 P O5)File System Files { 252 | 252 ) 0050 |7e 06 00 00 00 00 01 00-07 3b 27 09 dbh cO ©F OL | we--r=---- ERY i Fnl
+-&" Other Encryption Files { 17 | 173 0060 |Ze 39 a7 09 db cO c7 01-13 9f be 14 b3 6d c5 01|.95-0AC---%- nE-
+1- 1] Other Known Types (91 191 ) 007044 11 27 b3 ca fd of 01-00 00 OO0 00 00 00 OO0 00 D= SEmE-« oo -
+ Presentations ( 2/ 2 0080 |00 00 00 00 00 00 00 00-2Z2 20 00 10 00 00 00 00 |««««««-- LTS

0090 |07 03 41 00 70 00 70 00-44 00 61 00 74 00 6L 00|--4-p-p-D-a-t-a-
00an |£2 06 00 00 00 00 01 00-78 00 62 00 00 OO0 OO0 00| de-=--- Kebhoeoos
00b0 |7e 06 00 00 00 00 01 00-96 62 24 Oa dh cO ©7F OL | ~e-re---- bg - TAG -
00cO (b5 64 d2 a5 b3 5a c7 0l-da S8a ©f 14 bs 6d c8 0L |pdd¥2zZ(-U-E-  nE-
00d0 |ac 92 30 b3 ca 6d c8 01-00 00 00 OO0 OO0 OO OO0 00| 0%EmE-«--«----
0020 |00 00 00 00 00 00 00 00-00 00 00 10 00 00 00 00| --c--remremneen-

4|2 Unknown Types { 191/ 191 00£0 |10 01 41 00 70 00 70 00-6c 0O &5 OO0 &3 00 61 00| --4-p-p-l-i-c-a- =

. User Types (0[S0}
+-[f] File status

Slack/Free Space { 92 J 92 )
d File Sywstem Slack {1 1)
|al Slack Space € 44 [ 443
|2l Unallocated Space { 46 [ 46 )
d Unpartitioned Space {1 /1)

Cursor pos = 0; clus = 6350; log sec = 6350; phy sec = 6413 I

+ , Bookrarks ~ File Content Properties He:x Interpreter
e 7 7| Bl 5 = M Normal -
| * Mame | Label | Item # Extension | Path | categary | P-size L-Size MDS SHAL SHAZSE | Created | Acce: o
7 ooooot 1177 Mantooth32 . EQL/Unpar...  Unalloc... 31.00KE  31.00KEB nfa nla
Ol7  ooesis 1179 Mantooth32.E01/Partiti,..  Unalloc... 12.00KE 12,00 KB nfa nja
: artit
Oz 1151 Mantooth32 E0L/Partiti...  Unalloc... 354.5KE 3545 KB nfa nla
O2 oisz70 118z Mantooth32 E01/Partiti,.. Unalloc... S1Z0KE S1Z.0KE nfa nja
O7 oz349z 1183 Mantooth32 . EQ1/Partiti...  Unalloc... 512B 512 B nfa nla
Oz ozoz 1208 Mantooth3Z, EOLfPartiti,.. Unalloc,.. Z11.0KE  Z11.0KB nja nja
{I‘I. ? 04378z 1184 Mantooth32 EO10Partik...  Unalloc... 980.0KE  980.0 KB nia nJ'a} b
[ Loaded: 46 | Filtered: 46 | Tatal: 46 | Highlighted: 1 | Checked: 0
Ready | Sverview Tab Filker: [Mone]

Mantookh32,.EQ1/Partition 1/MANTOOTH [NTFST/Tunallocated space1/006350




Email Tab

ocalhost Case: precious —EdEa_t'lun:- . ‘ a% . -

File Edit View Evidence Fiter Tools Manage Help
k4 Filter: | -unfiltered - - Filter Manager... | | @ | @
Explore rﬂver\rieyl ErmiIIGraphics rBooJanarks th.re Search rlndex Search r‘u'daﬂe ] 4 I
Ermail Ttems 4 | FileList
Fe=r== - 806 7% EEEFIIES | DT zne W.CawcOnk &
L—"_II!Z] Email Archives i | Subject | & Name | To | From | CcC | BCC | Submit ... | Deliver... I Unread | Unsent | Has Att... | Created
EE baggifrodo - & frodobaggi, ge...  1/2/2005eBay... baggifr... eBay@... 2005-0... 2005-0... False False nfa
B [deleted] 7| |ME  Youwantit, eB... 12/23/2004eB... baggifr... eBay@... 2004-1... 2004-1... False False n/a
{EI [unal!ombed space] [Pl&=  frodobaogisen... 4/29/2005bag... samwiz... baogiff... 2005-0.., 2005-0... False False nfa r
=) baggifrade [FIE=  RE: HELP! 4/29/2005 jpar... Baagifr... jparry... 2005-0... 2005-0... False False n/a
) Away Messages [FI=  RE: Southeast... 4/29/2005swa... Baogifr... swater... 2005-0... 2005-0... False False nfa
B+ Buddy Preferences -
{C=) Download Manager
[-{C5) Extra
[+ Favorite Places
[ JunkFolder I
B Mail
¢ b3 Incoming/Saved Mail ~| [Fm o |
I e T P
I~ List all descendants Loaded: 5 Filtered: 5 Total: 5 IHighIighted: 0 Checked: 208 |T013| LSize: 61,15 KB
File Content Email Attachments
HexT e T Fitered | Matural | e [ 4/29/2005 swaters@accessda RE: Southeast Cybercrime
= g
7]
- ||E
From: swatersi{@accessdata.com = %
To: Baggifrodo@aol com g
%]
Subject:  RE: Southeast Cybercrime Summit =
Sent: 4/29/2005 10:12:08 A.M. Mountain Standard Time Q
Sent: 2005-04-29 17:12:08 +00:00
! wlould highly recqmmenf:l that you partif:ipate inr th; rSouthgast Cyht_ercrimellSumlmit. They have Irahs ar_1d Iecltgre_sllead by = (N
' 1 | P -

File Content Properties| Hex Interpreter 4 ITI] | 3
precious.E01/Partition 1/ The Precious [NTFS]/[root]/Documents and Settings/All Users/.../bagoifrodo»baggifrodosMails IncomingSaved Maik=4292005 swaters@accessda RE: Southeast Cybercrime Surmmit
Ready Ermail Tab Filker: Ermail Files and Attachments

— - - i B ae— P— e Y




Graphics Tab

us -Education  — L=

ﬂ AccessData Forensic Toolkit Version: 4.0.0.35120 Database: localhost Case: pre

File Edit View Evidence Fiter Tools Manage Help
4 Filter: | -unfiltered - = Filter Manager... ] |§| @
. Bxplore |Overview |Emal Bookmarks | Live Search | Index Search |Volatie | L
Thumbnails
* G 21 NGE ru::' o
RN s I QR 5 W
[J040102_alfred.jpc (J0&[1].jpa Co&01_main[1].jpg [J0601_mainright[1] [J0&801_ringerad[1]. [J0601_search[1].jr (10601 _top03[1].jm| J063F5181d01 [J0788789843.01.T
| Loaded: 1253 | Filtered: 1253 | Total: 5015 | Highlighted: 1 | Checked: 208 | Total LSize: 5467 KB ™ Show Tooltip
l’". Evidence ItEFI'LS q p File Content - ¥
=i | 2] Evidence -
= ‘q-] precious.E01 I ~ =3
=i € Partition 1 3 o o
El‘hﬁ The Precious [NTFS] | 7|
----- - A5 [orphan] = |~
I - ) [root] } -
.0 "= [nallncatad snacal A r
4 m B Jd ¥ File Content| Properties| Hex Interpreter
File List
Iﬁ" E ﬁl' , =. . f,','; g'__ . .‘| E Normal » Display Time Zone: W, Europe Daylight Time (From local ]
| & Name | Label | rtemz | Ext | Path ] Category | PSize [ LSize | MD5 | sHa1 | sHAZSs | Created -
Wl 1 040_fp0993_a[1].jpg 2682 ipg precious.E01/Partition 1... JPEG 2048 B 17918 F4BEEB... 19B318... AASF1... 2005-01-01 |
(m] | 040102 _alfred.ipg 3 ' precour EE}lfParhtlon 1. 20,00KB 19,52KB  ES6408... =
B — - e T H ETEpres T S E S T, e B B AT
| EHE mn | b
|| Loaded: 1253 | Filtered: 1253 | Total: 5015 | Highlighted: 1 | Checked: 208 | Total LSize: 5467 kB
precious.E01/Partition 1/ The Precious [NTFS]/[root]/Documents and Settings/Frodo Bagagins/My Documents/My Pictures/040102_alfred.jpa
" Ready iGmphics Tab Fitter: Graphic Files




Bookmarks Tab

alhost Case: precious -Education-

| @ AccessData Forensic Toolkit ersion: 40.0.

File Edit View Evidence Fiter Tools Manage Help

Filter Manager. .. | IEI @
Explore | Owverview | Ermail | Graphics Live Search Index Search Volatile

Bookrmarks

Filter: = -unfiltered - -

4 [ Bookmark Information

El-4## Bookmarks

E, hio
i e Message with attachment

‘o P Suspect Mail

Bookmark Mame:

Creator Mame:

Message with attachment

Bookmark Comment:

| hijo
Supplementary Files:

Attach File

Selection(s):

- # Shared

File Content

Hex | Text | Fitered | Natural
o 5

g
To: samwizgamgee(@hotmail.com g
Subject: Paossible Joblll =/ /B File Comment:
oo

Sent: 1/2/2005 Ll =

Sent: 2005-01-02 14:19:05 +00:00 &

| got a call today from the Regional Forensic Lab in Isengard. They are starting a new computer forensic

section and want to know if we want to join in? What do you think? This might be a real opportunity.

The only down side is that | hear Gandalf is going to head the department. If my memory serves me, he

can be a real pain to work for. Remember how he used to push us around and talk down to us like he e

was some kind of all knowing wizard or something. Maybe he has changed now that he is Whitehat. v |+

Selection C t:
File Content| Properties| Hex Interpreter EiEchan Lammen

File List

75 « N ~\=-| 3 & I mormal - £&F

| 4 MName | Label Ttem # | Ext | Path Category | P-Size | L-Size

[wlE=1  1/2/2005 samwizgama... 5341 precious.E01/Partiion 1... Message njfa 32636

4 | 1] I
| Loaded: 1 | Filtered: 1 | Total: 1 | Highlighted: 1 | Checked: 208 | Total LSize: 3263 B l

precious.E01/Partition 1/ The Precious [NTFS]/[root]/Documents and Settings/All Users/ Applicat.../bagaifrodoxbagoifrodoxMail=Mai You've Sent»1-22005 samwizgamgee@hot Possible Job!!!

Ready

|E|:|Dkrnark5 Tab Filter: [None]
I




Live Search Tab

& AccessData Forensic m‘ 0.0.3 : ost Case: precious -Education- ‘. ‘ - -~ . - ‘ .. . . & * . Elﬂlg

- ..
File Edit View Evidence Fiter Tools Manage Help
- Filter: = -unfitered - - Filter Manager. .. I | Iill @
Explore r[}uenriew rEmaiI rGraphics =-- arks Index Search r‘l.r'-:ﬂatie' ] 1 bk
e 1 v AbeSeuchfents
El-Live Search {((% 10\ D20\ Y
add Cl B k I it
31 e = S o B Pattern Query: /(<10 D20(N<)\d\d)]
W anst [ Unicode | [™ Case Sensitive El- Allocated Space - 49 hit{s) in 23 fle(:
E| & hlt{s} - Item 2121 [Sent] |:I|'ECIC
Search Terms | Type | Code PEQES |
Item 2121, Offset 3ed3 (160:
) . . - Ttem 2121, Offset 15759 (87
Max Hits Per File: I 200 Search Filter: I - unfiltered - ;I Search - Ttem 2121, Offset 16328 (82
File Content v ¥ - Item 2121, Offeet 1770 (962
- - Item 2121, Offset 138bd (101
Hex | Text T Fittered T Natural ] 4 hlt{s} —Item 2119 [Saved Mail]
02c80 |72 20 49 GE 73 74 72 75-63 74 6F 72 0D 0A 3E 0D |r Instructor-->- - -4 hit{s) - Ttem 2380 [Inbo. dbx]
02cal |OR 3E 20 41 &3 63 65 73-73 44 61 74 61 0D OA 3E| -» AccessData--> |:| -4 hit(s) -- Item 7307 [entry 017
(IR ENE Rl 5 5 30 31 20-33 37 37 2D 35 34 31 30| EEela01-377-5410 3 hit(s) — Item 5329 [4/29/2005

02ccO |20 78 38 34 33 0D ORA 3E-0OD 0R 3E 20 6D &1 72 6B | x843-->--> mark
02cdl |40 61 &3 63 65 73 73 64-61 74 €1 2E &3 6F 6D 0D |Raccessdata.com-
02ced |0R 3E 0D OR 3E 20 20 0OD-0A& 3E OD 0O& 3E 20 2D 2D ->--% - -%--» —— -

-3 hit(s) -- Item 5335 [4/25/2005
- 2 hit{s) - Item 2182 [In.mbx] pre
- 2 hit{s) - Item 4213 [RE: Training
-2 hit{s) -- Item 4214 [RE: Thanks

m

R

ISEI start = 11444, len = 12; dus = 210806; log sec = 210606; phy sec = 210703

[ 2 hit(s) - Itern 4992 [entry £000
File Content Properties| Hex Interpreter [#- 2 hit{s) — Item 5088 [entry £001
File List --zhit{s} — Ttem 5096 [entry 008
: [- 2 hit(z) -- Item 5097 [entry 2009
2T 5 7 50 =5 |[ normal - | Display Time Zone: W. i ..zmt{{s; — Item 5500 ERE: }Iirairling
| & Name |Label  [Ttem# |Ext | Path | category | PSize | LSize | MDs | sH = - 1 hit(s) - Item 5330 [4/23/2005
[WIE=1 RE: Training 5500 precious.E01/Partiion 1... Message nfa 23378 " 1 hit(s) —Item 5334 [4/29,/2005
[WIE=l RE: Training [<124F%63... 4213 <missin... precious.E01/Partition 1... TextIn... nja 3132B BOSEFS... &8 [#- L hit(s) -~ Item 5501 [RE: Tharks
[#]E=1 samwize Gamgee 5515 precous.E0LPartition 1... Contact nfa 0B " Lhit(s) --Item 5515 [Samwize Gz
MIEd Saved Mai 2119 <missin... precious.EDLPartition ... MBox  293,5KB  293,3KB  58C6B... F2 Bd- L hit(s) —Item 5516 [Bilbo Baggir
= sent 2121 <missin... predous.E0LPartition 1... MBox 100,0KB 99,36KB  237AD... Ble—I El- 1 hit(s) —Item 5518 [Keith Lockhi ™
[~ 1 hit(s) — Item 5519 [Natasha Da
< m | 8 (- 1 hit(s) - Item 5520 [Mark String:

Loaded: 23 | Filtered: 23 | Total: 23 | Highlighted: 1 | Checked: 208 | Total Lsize: 737,0 kB «[m S b

precious.E01\Partition 1\ The Precious [NTFS]\[root]\Documents and Settings\Frodo Baggins\Application Data\Mozilla\Profiles\default\3x7kf8pg.sit\Mail\Local Folders\Sent
Ready |Li\re Search Tab Filker: [None]




Index Search Tab

AccessDiata Forensic Toolkit 0.0, host Case: precious -Education-
B oDt P on AR P L .

File Edit View FEvidence Fiter Tools Manage Help
Filter: - unfiltered - - Filter Manager... | li‘ @

Explore |Overview Ermail |Graphics Bookmarks |Live Searchl” Index Search WWolatile

dtSearch® Index q I

Index Search Results

Terms Search Criteria

illed Operators Terms
= * And " Or " all (" Selected ¥ Accumulate Results

Indexed Words Total Hits | = Search Terms Total Hits Clear

kilinks 1 kill 20

kill 0 Impaort...

kill3 4

killed 15 [ Export...

killer 2 | :

killing 4 Options...

killist 2

!:.!!!sl _1' - Search Mow
File Content v X

Hex | Text | Fitered | natural

to return, in case the previous stream does not hand context back UNLOCK! let this form close CLOSE! Go to Address Book $) -
LOCK! protect us from accidental closure $0force context to return, in case the previous stream does not hand context back
UNLOCK! let this form close CLOSE! £ show form $ hide form $ resize form get desired height $# force kill form with a quick
timer $ force close $A LOCK: tell parent form "don't [fl] us", mostly durlng Inse _focus UNLOCK $ PLUS group [/ address card direct

b P e e Fomddemmm mmimd bnvidbmim Pl 11 mamm s em Jomembims musmmim A d b D diemm e Al eeomm e mlmmm i namis mmmiimm A bl e = = Blmace TRA
4| 1 F

File Content Properties Hex Interpreter

File List

H Al "Il | - |p=- = | T mermal +  Display Time Zone: W. 2
| & Name |Label  |1tem# | Ext | Path | category | PSize | L-Size | MD5 | sH, »
12  main.idx 1072 idx predous.E01/Partition 1... Unknown 12,50 MB 12,50 MB FI1FAF... FI1L i

m [ T EYRPR (R o o L} Ja__ PR U o T I SN L1 CRRP | L —— LR LT e e

4| 1 3

=8 d’_cSearch:E:l Indexed Search {Prefilter: (all files) Q
El- Allocated Space -- 20 hit{s) in 11 file(s)

E

E

B Documents - 3 hit(z) in 2 file(z)

-- &0% - 2 hit{s) - [tem 3727 [Options.
--40% - 1 hit{s) — [tem 2013 [AD9143
- InternetfChat Files -- 10 hit{s) in & file(s]
- 80% - 3 hit(s) — Item 5367 [entry =
(- 80% - 3 hit(s) — [tem 4096 [entry =
[ 40% - 1 hit(s) - [tem 7215 [entry #(
--40% - 1 hit{s) — [tem 5969 [entry #i
- 40% - 1 hit(s) — Item 5365 [entry =
[+ 40% - 1 hit(s) - [tem 4074 [entry =
-] Other Known Types - 2 hit(z] in 1 file(s)
E| 80% - 2 hit{s) — [tem 4101 [WordDo

Hit #1; applied to the word "kll™,

L Hit #2: o the word "Il", Kil

| Loaded: 11 | Filtered: 11 | Total: 11 | Highlighted: 1 | Checked: 208 | Total LSize: 14,27 MB
precous.E01\Partition 1\The Precious [NTFS]\[root]\Documents and Settings\All Users\Application Data\A0L\D_America Online 9.0\ idb\rmain.idx
Ready |Index Search Tab Filter: [None]

= Unknown Types -- 5 hit(s) in 2 file(s)

E| 100% - 4 hit{s) — Item 1072 [main.id
: Hit #1: oad Tool Bounce Tool Kill*
Hit #2: ose start a 2 second kill ti
Hit #£3: ired height % force kill fc

it 24 | parent form “don't kill usg

--40% - 1 hit{s) — Item 2077 [_CACHE

- Unallocated Space — 0 hit(s) in 0 file(s)

I




Creating a New Case and
Processing Options

* From the Case Manager Interface menu > Case > New
Selections are pre-checked based

on case setu p % Evidence Processing
] . ) Generate File Hashes (flag duplicates)
Ca n b e C h a n g e d p e r ev I d e n Ce PEr;'g:Sr;ian M MD5 Hash [ Flag Duplicate Files

M SHA-1Hash I KkFF

item I ater. / ﬁ E:iﬁi::m ™ PhotoDINA
S e I e Cti O n S Ca n b e Sa V e d a s RE;:?:FTW:?'”: [v E;and Compound Files Expansion Options. ..

(Advanced) Takes extra time to expand files ke email boxes, zips and OLE documentis.

-

defaults for future cases.
i B8 New Case Options Lﬁ A ﬁ E:jatgria::e!zensions

Index Refinement [V dtSearch® Text Index Indexing Options. ..
Owner: Hans Jones ﬁ (Advanced) [¥ Create Thumbnails for Graphics

[~ Create Thumbnails for Videos
Case Mame:  lecturecase (}\ [~ Generate Common Video File
[ HTML File Listing
Custom File [ CSV File Listing
Identification [~ Data Carve
Description: | This is a lecture test case > [~ Meta Carve
[ Optical Character Recognition
[ Explicit Image Detection
[~ Registry Reports J
’ Description File: | J W Indude Deleted Files
r |
[ Send Email Alert on Job Completion
[ Decrypt Credant Files |
J [ Process Internet Browser History for Visualization
I In the case folder [ Cache Common Filters

| N .
Processing Profile: |AD Standard = Custom... [~ Perform Automatic Decryption
= [ Language Identification

Reference:

I Case Folder Directory: | D:'\cases

Database Directory: |

v OK | Cancel |
" Open the case Profile: AD Standard ﬂ Save to Profile... | oK | Cancel




Refining Case Evidence

* Usually not needed to modify these parameters

* Refine by: Type, Status, Date/Size

.
Refinement Options

%

Evidence
Processing

Evidence
Refinement
(Advanced)

Index Refinement
(Advanced)

Evidence Refinement (Advanced)

[ Refine by File Status/Type | Refine by File Date/Size

Indusion/exdusion settings that will apply to evidence items that are added to the case.

¥ Indude File Slack
¥ Indude Free Space
[+ Indude KFF Ignorable Files

Indude OLE Streams: |a -

File Status File Types

Deleted | Ignore status j

Ignore status «

| Ignore status j

Documents
Spreadsheets
Database:
Graphics

Email Messages
Executables
Archives
Others
Unknown

Encrypted

From Email

[ Only add items that match both File Status AMD File Types ariteria

Reset

0K | Cancel

-

Refinement Options

—————— -

%

Evidence
Processing

Evidence
Refinerment
(Advanced)

Index Refinement
(Advanced)

Evidence Refinement (Advanced)

[ Refine by File Status/Type | Refine by File Date/Size

2012-04-16
2012-04-16
2012-04-16

2012-04-16

2012-04-16

2012-04-16

[~ Last Modified

[ Last Accessed

AMND
[ Atleast [ 0 |Bytes =l
[ Atmost [ o |B‘r'tes J

Only items meeting the selected criteria will be incuded.
If no options are selected, all items will be included.

oK | Cancel




Defining Index Parameters

* Usually not needed to modify these parameters
* Refine by: Type, Status, Date/Size

.
Refinement Options

= Index Refinement (Advanced) = Index Refinement (Advanced)

Evidence [ Refine by File Status/Type | Refine by File Date/Size Evidence [ Refine by File Status/ Type ] Refine by File Date/Size ]

Processing Processing
Indusion/exdusion indexed item settings that will apply to evidence items that are added
to the case.
¥ Indude File Slack ¥ Incude Message Headers

Evidence I Indude Fres Space _ i 20120416 0120416

Refinerment [ Indude KFF Ignorable Files

Refinement : ’—_|,_ e ’—_|,. e
(Advanced) (Advanced) [ Last Modified 2012-04-16 2012-04-16

Indude OLE Streams: |4 - [ Last Accessed { 2012-04-16 2012-04-16
File Status File Types
—_ | J AMD
Delete Ignore status -
Index Refinement g Documents Index Refinement
(Advanced) Encrypted Ignore status Spreadsheets (Advanced) [™ Atleast | 0 |B‘r'tes J
Database: =
From Email | Ignore stab_lsﬂ Graphics [ Atmost | L |B‘ftIES J
- .
Email Messages Only items meeting the selected criteria will be induded.
Executables If no options are selected, all items will be included.
Archives
Others
Unknown
[T Only index items that match both File Status AND File Types citeria Reset

oK | Cancel | oK | Cancel




* Allows user-defined file identification for header and suffix

Custom File Identification

-
Custom Identifiers

|

I Create New I

Mame:

Description:

| <new>

Category (selecting User Types” will create a sub-category with this identifier's name) :

[H- Documents

H- Spreadsheets
- Databases

H- Presentations
H- Graphics

- Multimedia

- Email

- Executable
- Archives

... Folders

fru i rn W rw B W

-

1=

Impart...

Ex

Custom Extension Mapping

=

I Create New I

Delete

Category (selecting "User Types”™
sub-category with this identifier's

£
[

:I..
:I..

Multimedia
Email

- Executable

- Archives

- Folders

- Slack/Free Space

e

-Other Encryption Files
-Internet/Chat Files

- 05 File System Files

=

- Other Known Types
-Unknown Types

- User Types

Import.. |

Export...

... Mnhils Phame Mata

»+] File Ttems

.ext File Extension (11130711130}
= % File Category (11130711130}
[E7) archives (662662
|=| Documents {1620/1620)
[:=] Email (157157}

ﬁ Executable {23/23)

[y Folders (1517/1517)

B Graphics (25792579

) Internet)Chat Files (28772877

4 Mulimedia (55/58)

(%" O5)File Swstem Files (471471

I Other Encryption Files (27/27)
. | Other Known Types (138/138)

ﬂ Presentations (1111}

.ﬁ Slack/Free Space (105/105)

,]j Spreadsheets (221223

|| Unknown Types (531/831)

R} 1 R R o R R e R R R

.| User Types (22/22)
= .| Syskem Related (22/22)
= | Event Logs (4/4)

. | Mista Event Log {44}

= | Prefetch (18/18)

. | Mista Prefekch File (18/18)

7 Fle SFafis
# Bookmarks

u

Apply

Close




Custom File Identification

name, description, category[, offset:value [| offset:value]* ]+

File Edit Format Wiew Help

¥ Any comment wou would like goes after the "#'" sign
# Use more then one Tine if wou need

"BFD File", "Bobs proprietary database file", "Custom Databases'", 0:"55 ff 42 Ff"

"aPD File", "Alices proprietary database file", "Custom Databases', 0:"55 fFf 42 £f", 50:"99 33"

# Defining the windows Event Log - .EVT
"w»P Ewvent Log", "wWindows ®P Ewvent Log', "System Related\Ewvent Logs", 0:"30 00 00 00 4C 66 4C 65"
# Defining the windows wista Ewvent Log - .EWTX
"vizta Ewvent Log', "windows wista Event Log', "Swstem Relatedh\Ewvent Logs", 0:"45% 6C 66 46 &9 6C &5 00"
# Defining the windows P Prefetch File
"wxp Prefetch File", "wWindows »F Prefetch File", "Swstem RelatedhpPrefetch", 0:"17 00 Q0 00 53 43 43 41 OfF"
T=ta Prerecc Tle Tndows wista rreretch FiTe”II”System ReTated\PreFetch”IIO:”l? oo Q0 00 53 43 43 41 ll”l

# = Comments (ignored)
N B File type label

=4 | Ewenk Logs (4)4)
.| Mista Event Log (4/4)

T Description = For reference only

. wista Prefetch File (18/18)

Category path relative to “"User Types”
Offset and hex values (AND/OR)



Creating a New Case cont.

* From the Case Examiner Interface menu > Evidence >
Add/Remove

* Refinement Options available again, change per item
Manage Evidence ﬁ1

-

Display Name | State | Path: | Dn\cases\courses-mages\accessdata\evidence \diskette-ush . E01 |
diskette-usb.ED1 +
r Y ID / Name:
Select Evidence Type: ﬁ / |

Description: -

(" Contents of a Directory
(" Individual Eile(s)

(" Physical Drive

Evidence Group: - Manage. .. |
oK | Cancel | Europe fStockholm -

[ FEield Mode [ Mergecaseindex [ Use UNC Paths

(" Logical Drive

I Add I Remove | I Refinement Qptions... I Language Setting...

I Case KFF Options... |I QK Cancel




Processin

[ = KFF Hash Import Tool [ W
KFF Admin Case: lecturecase

Files to Impaort

Defined Groups Name Status Path

MName | Status | Default | Closed Source Vendor »

NSRL_Alert Alert 3 YES Mational Software Reference Lib.| = |

+ Mational Software Reference Lib|~
MSRL_Ignore Ignore YES =
L . . Mational Software Reference Lib,

Mational Software Reference Lib.
Mational Software Reference Lib,
Mational Software Reference Lib.
i Mational Software Reference Lib,
|l Mational Software Reference Lib. |
Mational Software Reference Lib,
Mational Software Reference Lib.
Mational Software Reference Lib,
Mational Software Reference Lib.
Mational Software Reference Lib,
Mational Software Reference Lib.
< = ; Mational Software Reference Lib, -~

3

| Mew |

Import Progress

Processing File:
Closed KFF groups and sets cannot be edited or deleted.

Cancel | |

Import Sets and Select Groups

KFF from National Software Reference Library (NSRL)



FTK Time Zone Settings

.

Path

1D [ Mame:

! |c:':,Eubdence\,MantoothSZ.Eul

Description:

Time Zone:

Central Time wikhaout Daylight Saving {US - Indianapolis)
Mountain Time with Daylight Saving  (US - Denver)

Mountain Time without Daylight Saving (LS - Phoenix)
Pacific Time with Daylight Saving (U5 - Los Angeles)
Pacific Time without Daylight Saving  (Pacific - Pitcairn Islands)

Africajabidjan
Africajaccra
AfricajAddis_ababa
AfricajAlgiers
Africa)Asmara
Africa/Bamako
Africa/Bangui
Africa/Banjul

IAfrica‘Bissau

e FTK requires selection of a
time zone for all evidence
items

e FAT times are converted to
GMT in the case database

e Removable Media

— Should get the settings of
associated computers if they
exist

— Use local settings if they do not

* Time Zone can be adjusted
afterwards — visible in case log

View > Time Zone Display...

S

Time Zone Display

Select a time zone: (viewing only)

Local Machine Time Zone Settings -

Cancel




Jobs and recover jobs

Progress Window...
— Shows all ongoing jobs
— GUI is separated from processing engine — crash proof?

From the Case Examiner Interface menu > View >

ﬂ Data Processing Status: 4.0.0.35120

-

File

E Recowver Processing Jobs

EET)

E--Add Evidence Jobs

. L diskette-ush.E01 (Finished)
.. Additional Analysis Jobs

Live Search Jobs

Other lobs

These jobs have been started by the Evidence Processing Engine, but not finished. Flease select
jobs to restart or delete.

Image | Starting Time | Type | Processing Manager

Tools > Recover Processing Jobs...

ge
2012-04-16] Using engine localhost
2012-04-16] Database preparation started
2012-04-18] Database preparation finished
2012-04-16] Processing started

2012-04-18] Indexing started

2012-04-16] Processing finished

2012-04-18] Database optimization started
2012-04-16] Database optimization finished
2012-04-18] Indexing finished

2012-04-16] Job finished

2012-04-16] Please see JobInformation log in the. ..

Cloze




ompound Files

[B] v Fiter: |- unfitered - ~| _oefine... |1 & w e o[

Explore | Owverview | Email | Graphics | Bookmarks | Live Search | Index Search

Evidence Items File Cantent
T [ Those who owes.xk 4| | Hex | Text | Fitered | Natural
= ¥ Documents
+-Co ADS = g
1)
T3 Car Titles || =
—- L5 Checks . .
D aeemer | Summarylnformation =
2[5 seanbefore o
o oo seanbeforz-zip OS version: Windows 6.0.2 =
Dear Sweetie, doc T i
[ - | | | |
4 O EFS DOCS Application CLSID: {00000000-0000-0000-0000-000000000000} o
+-C.7[(5 Hacker Stuff
Ty Misc Format: {F29F85ED-4FF9-1068-91AB-0008D9B3271B}
£ Mr Smee Property Value
I::>i| My Music
E:}ﬂ My Pictures Code page 1252
+-C |2 My poem.txt .
C7[C5) My Received Files Title v
I 0E = B Widane
< > File Cankent Properties Hex Interpreter
F T T B 5[ Mormal '
| Mame | Label Ttem 4 Extension | Path Category | P-Size | L-3ize MDS SHAL SHAZSE | Created | Arcesser
OF OCompobj 2330 Mantooth32 E01/Partiti...  Text nfa 1138 F7C20... 364AB.. ©29234... nfa nfa
O ODocumentSummaryIn. .. 2331 Mantooth32 EQ1/Partiti... Docum... nfa 4095 B D4161.,. 2CC4F... EI4B5S... nfa nja
D OSummaryInformation Manko EQ1/Partiti,.. Summa... Ir 4096 B 8
D 1Table 328 Mantooth32 E01/Partiti,..  INSOU... nfa 4098 B EE43D... .. EBO3L7.. nfa nla
OEF bata 2329 Mantooth32 E01/Partiti,..  Text nfa 43.51 KB (CSEEB... 709226... 7F&20C... nfa nla
O wordoocument 2327 Mantooth32 E01/Partiti,..  “Word 9... nfa 4142 B apedC,,,  F4CCF,..  FeDD1.. nfa nja
< >
Loaded: & | Filtered: & |Total: & |Highlighted: 1 |Checked: 5
Ready |Explore Tab Filker: [None]

Mantookh32,EQ1/Partition 1/MANTOOTH [MTFS)root]/UsersiwWes Mantaoth/Documents/Dear Sweetie, docf O SummaryInformation

Compound files must also appear in the folder tree
so they can be selected - to see their children.




File and Folder Export

Open

Launch in Content Viewer

Open With...

Create Bookmark...

Add to Bookmark...

Database: localhost Case

lanage

5 Live Search

Help

- Filter Manager. .. | |§| @

r
Remove from | [§ Export

Labels...

Review Labels.
Mount Image

Add Decrypted

Perform Cerb |

Wiew File Sect '
Find on Disk... '

Add to Fuzzy .
Find Similar Fil

Open in Regis :

Export...
Export to Imag
Acquire to dish

Export File List|
Copy Special..|

Check All Files|"

Index Search | Volatile

File Options

[ Append item number to filename!

[ Append extension to filename if bad/absent

[ Export children

l—' :
| Save HTML view (if available)
[ Export emails as M5G

Ttems to Indude -
" All Checked (70)

" all Listed (70)

[~ Export using item number for file name
[~ Export directory as file

[+ Limit path length

[ Indude original path

| Create manifest files

{+ All Highlighted {4
™ Al

(Whole disk images, logical images, and partitions are always exduded)

Destination base path:

| C:Wsersthio'\Desktop'data

4 b

B B

N =

=

c

—+

=

(17

e

oo

=

iy

! -

P AF

| Created

.. 2003100
2003-09-
2003-09-
2003-10-
2003-10-
2003-10- =

Cancel

Uncheck &l Files in Current List
Uncheck &ll Files in Case

oot]/10-1 Graphics/Cartoon Beer.jpg
|D1.rer-.riew Tab Fitter: [Mone]




Column Settings

* From the Case Examiner Interface menu > Manage >
Columns > Manage Columns...

* Can be used for: Sorting, Reporting, Copy Special / Export
File List

5 b r
Manage Column Settings &J i | Column Settings - [ (|
Available Columns Column Template Mame
Settings Templates | own email
- Disk T Featu

Cerberus Results t- Disk Image Features celacted Columns
EID [} Email Features —
Email ¥ Entropy Stats Name Short Name | Description |
File Listing File Status Features Subject The subject line of the Em...
Marmal File System Features Name Mame The name of the object {f...
M | +Filters & Zip-spedific Features To The TOlist. Only seton E...

L fil | = Add > From The FROM address. Only ...
Reports: File Path Section - Custom Columns cc The CC (Carbon Copy) lis...
Reports: Standard i - Office-spedfic Features BCC The BCC (Blind Carbon Co...
eDiscovery [ Cerberus Static Analysis Features Submit Time The time the dient submit. ..
eDiscovery Email - All Features Delivery Time For outgoing mail, the tim...
Unread True if the Email is marke...

Unsent True if the Email has not ...
Hags Attach. .. True if the Email has at le...
Created Date Created The date the object was ...
Accessed D... Accessed The date the object was |...

Modified Date  Modified The date the object was ...

Item Number Item # A number assigned to the...
File Type Category An INSO type ID (or a cu...
5 Physical Size  P-Size The physical size (size on ...
Mew | Edit | Copy Selected ‘ Delete | Logical Size L-Size The logical size of the object
Path Path The full path to an object

Impart... | Export... | Make Shared ‘

Remove Al
Apply ‘ Cloze |
oK | Cancel |




Copy Special > clipboard

-
F AccessData Forensic Toolkat Version: 4.0.0.35120 Database: [ocalh::ust Casze: lecture -Education- =k
File Edit View Evidence Fiter Tools Manage Help
Filter: = -unfiltered - - Filter Manaager. .. | ‘ @
Explore” Overview |Ermail  Graphics | Bookmarks | Live Search | Index Search |Volatie 4 F
Case Overview 4 b | Copy Special to Clipboard 23 v X
| F1-9)) Evidence Groups ( 382 / 382) | . |
# | Column Settings - . - - - i NN X
Available Columns Colurmn Template MName
- Common Features File Listing (1)

Disk Image Features

Selected Columns
Email Features

Entropy Stats MName | Short Mame | Description
File Status Features Mame Mame The name of the object (file, disk, partition, etc.)
| File System Features Ttem Number  Ttem # A number assigned b]IthE object (file, disk, partition, etc.) as it was inserted into the case
Zip-spedfic Features Pfaﬂ-' The fuil path to an object ) . . .
P Add >> File Type Category An INSO type ID (or a custom one) reflecting the identified or redassified type of a file
Custom Columns Physical Size  P-Size The physical size (size on disk) of the object
Office-specdific Features Logical Size  L-Size The logical size of the object
Cerberus Static Analysis Features MD5 Hash MD5 The MD5 hash of the object's contents
- All Features SHA1Hash SHA1 The SHA1 hash of the object's contents
i SHAZ256 Hash SHAZSG The SHAZ256 hash of the object's contents

Created Date  Created The date the object was created
Accessed D.,.  Accessed The date the object was last accessed

Modified Date  Modified The date the object was modified
Deleted True if the object is deleted

KFF Status KFF The KFF status of the file
Remove Al
0K | Cancel |
T T T %n’ T =ry Ll - T TE = -
.‘Read}r Overview Tab Filter: [None] |




Create and Add Bookmarks

Open
Launch in Content Viewer

Open With...

Create Bookmark...

Add to Bookmark...

Remove from Bookmark

Labels...

Review Labels...

Mount Image to Drive...
Add Decrypted File...
Perform Cerberus Analysis

View File Sectors...
Find on Dizsk...

Add to Fuzzy Hash Library...

Find Similar Files
Open in Registry Viewer

Export...
Export to Image...
Acquire to disk image...

Export File List Info...
Copy Special...

Check All Files in Current List
Uncheck All Files in Current List
Uncheck All Files in Case

Change "Flag as Ignorable” Status...
Change "Flag as Privileged"” Status...

Re-assign File Category
View This Iter In a Different List

-

Create New Bookmark

Bookmark Name I Bookmark Cami

=

Add Files to Bookmark

Files to Add
| beer I
{+ Al Highlighted "~ All Checked " All Listed
Files to Indude 1item selected.
¢ All Highlighted % All Checke Name Fath
Copy of Darth Beer.jpg diskette-usb.E0 1\Partition 4\EVIDEMCE [FAT 12]\[root]\10-1 Gr:
4items selected.
Mame | Path
Cartoon Beer.jpg diskette-usb . E01
Cartoon Beer.jpg diskette-usb. E0 1/ 1| i, | r
Clear Beer.jpg diskette-usb.E01 i
Clear Beer.jpg diskette-usbh,E01 File Comment
B
1| m
File Comment @
= Also indude
| I F
Also indude
[~ Email £ I
@ r :
[ Bookn Select Existing Bookmark
| , Shared
Select Bookmark Parent I E" h}o
-4 Shared 1
5 s

Cancel

o]




Managing Bookmarks

File Edit Wiew Ewvidence Fiter Tools Help
Iil Filkzr: | - unfilkered - j Define. .. il - g @

Explore | Overview | Email | Graphice Bookmarks | Live Search | Index Search

Bookmark Information

Bookrnarks
=4 Bookmarks Bookmark Mame: Creator Mame:
=14 ndrehel | suspicous Pictures | ndrehel
# Carved Text Bookrmark Comment: supplementary Files:
, Fradulent Checks Suspicous pickures related to this

# Hacker Tools investigation.

# Tlegal Pictures

# Suspect Mail File: Cornment: < | b

# Suspicous Pictures = = [

# shared Atkach File | |
Selection(sy:

Selection Comment:

] | | |

Fil= Conkent =

Hee IText TFiItered Matural F | B &= | [T mermal =
o | *  Mame | Label | Ikem # | Extension | Path |
il B
g Dd $ROHZOZ0.jpg 1245 ipg Mantooth32.E0LfPartiti. ..
= Dd FREYIFVYP.gif 1252 gif Mankooth3z, EQ L Parkiti
= O EO1Partiti. ..
=3
1}
=
o

o

< | >
|L0aded: 3 |Filtered: 3 Tokal: 3 Highlighted: 1 Checked:
Ready | Bookmarks Tab Filker: [Mone]
Mantooth32 . E01 fPartition 1MANTOOTH [MTFSTrookT/Userswes Mantookth/Deskiopfape  Z0shook.qif

Hex Inkerpreter

File Content Properties




Managing Bookmarks

File Edit Wiew Ewidence Fiker Tools Help
Iil Filker: | - unfilkered - ﬂ Define. .. i oF @

Explore | Owverviews | Email | Graphice Bookmarks | Live Search | Index Search

Bookrmark Information

Bookmarks
=1 4" Bookmarks Bookrmark Mame: Creator Mame:
—-4#* ndrehel | Suspicous Pickures | ndrehel
# Carved Text Bookmark Comment: Supplementary Files:
’ Fradulent Checks Suspicaus pickures relaked to this
# Hacker Tools investigation,
=14 Tlegal Pictures
* 3 : - File Comment: < >
# Suspect Mail
o Shared Attach File | |
Selection(s):
Selection Comment:
File Conkent File: Lisk
Hex TText T Filtered | Matural L Fa = | [T Mormal -
= | *  Mamne | Label Ikem # Extension | Path
jail
E" O ﬂ FRAHZOZ0.jpg 1248 ipa Mantooth3Z,.E0LfPartiti. ..
= 0Ok $rEcvaFve.giF 1252 aqif IMantaath32,E01 fPartiti, ..
= (| ﬂ Ape_20shoot, gif 1586 gif Mantooth3z2, E01fPartiti. .
.
(1]
=
fadl
o
< >
File Content Properties Hew Inkerpreter Loaded; 3 | Filtered; 3 Total; 3 Highlighted; O Checked:

Bookmarks Tab Filker: [Mone]

Ready
Mankooth32,.EQ1/Parkition 1/MAMTOOTH [MTFSiTroot]fUsers es Mantookh/Deskiop/Ape  Z0shook, gif

Bookmarks can be nested when created or later!
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