Mobile memory dumps, MSAB and MPE+
Data collection
Information recovery
Analysis and interpretation of results



Physical Extraction

* Physical extraction involves either

— Removing chips from circuit board and
“dumping” contents (destructive)

— Via a data cable (e.g. service ports on
many Nokias)

* Data is supplied in a “raw” form

— Interpretation requires time and specialist
knowledge

— Provides a lot of data including deleted
handset information

* JTAG test and debug access port
— A complete forensic image can be produced
— The risk of changing data is minimized
— Not all embedded systems are JTAG enabled



http://en.wikipedia.org/wiki/Jtag

Hex editors - WinHex

Color mappings
Bookmarks

Structure
definitions

Using the
bookmark
functionality of
WinHex to dissect
a deleted missed
call record of a
partial NOR flash
copy from a Nokia
1600 phone

= X-Ways Forensics - [16C0000-17FFFFFP.bin]

s Fle Edt Search Postion View Tools Specialist Options Window Help
DSEHSEFE | cL@abiy MAAGEM | >REs  3HhomoO
18C000017FFFFFP bin

Pasition Manager [General 13 tems
Offget ~ | Annotation

91E32 Record state (Ad=histonc)
91E33 Record ype [3C=Missed receved cal Record)
MNEM Connles

F1E36 Sync pattein

91E3A Length of user data

91E3C Pointer to next record

S1E3E Mumber of structures in record
GIFF Ahuays N

91E47 Phone number # digits

91E48 Phone number [+31614355232)
F1E4F Mame length

91E52 Name [RANDY GSH)

m Timestamp (03-10-2004 13:25:43)
<

“Ol’fsét‘. 0 1 2 3 4 S 6”? 8 9 A B cC D E F o

00091E00 |00 OA OB 01 00 00 00 00 OA A6 14 65 67 78 00 14

00091E10 07 02 00 42 00 49 00 41 00 4E 00 43 00 41 00 20

O0091E20 |00 47 00 53 00 4D 00 08 13 03 07 D4 04 09 13 12

00091E30 |29 01 [YHEEN00 01 55°FF FF FF 00 32 FMEEIEN00
3 nn

nnng1E4n ([ NR NR 01 nn na on nn [EEEREIRTEEL
WLLER RN A P00 52 00 41 00 4E 00 44 00 59 00 20 00 47
D0091E&O [EENTTNo0 02 12 03 O0F D4 0A 09 12 19 2B 01

O00091E70 | A4 3B 00 02 S5 FF FF FF 00 32 1E AE 03 00 0B OB
00091E80 |01 00 00 00 00 OC F3 16 14 35 52 32 00 12 07 02
O0091E90 |00 52 00 41 00 4E 00 44 00 59 00 20 00 47 00 53
OD091EAD | 0D 4D 0D 0% 13 03 07 D4 0A 09 13 14 16 D1 A4 42
O00091EB0 |00 01 S5 FF FF FF 00 28 1E E2 03 01 02 01 01 02
D0O091ECO |04 FF 05 FF 06 FF 07 FF 08 FF 09 FF 0A FF 0B FF
00091ED0 | OC FF 0D FF OE FF OF FF 10 FF 11 FF 12 FF 13 FF
OD0091EE0 |14 FF A4 42 00 10 55 FF FF FF 00 04 1E F2 FF FF
O0091EFO0 |00 00 A4 &9 00 00 SS FF FF FF 00 04 1F 02 00 00

Page 2335 of 5120 | Difset: 91EBE =7 | Block: 91F43-91F78 | Size: 36




Hex editors — IDA Pro

* In IDA Pro using IDC scripts or the plugins framework

— Could be used to load data from an embedded system memory that contains
data encoding functions and to reverse engineer them to reconstruct relevant
system and user information

— A more practical approach is to (ab)use IDA as an advanced hex editor with
additional functionality for repeated decoding of memory data

— Do the following examining the dump in 4 steps with scripts:

* StructureDefinition.idc, StructureSearch.idc, StructureDecode.idc,
InformationExtract.idc
:i‘: D4 - VADTB_GS\Wrojecten\Handbook of Digital Forensics and lavestigation\Examples emp\1 6C0000-1 TEFFFFP. bin |Z|[§HZ|

Ble Ed® Jump Search ‘ew Oplions Wndows Help
| [2) IDAVeewd | 15 HexViewd | Em:ihﬁlm N Mame:| 1 Functions | En Erume | " Stings | & Stuctures | Ll sefs o 2epD00:00115377

B Hex View-A
SeqooD: IDREFDZ {SfRecord:> Afseqion: 0080BFAG 19 2C @1 0D @8 13 03 47 D& 22 1A OF 31 DA 01 OO
HP“IIH“:“““BIH‘":‘ ! -gunn'unwnlun B8 13 o OF DO 02 1A 8 22 48 01 B0 B8 13 85 or
* seq0D0: DDODBFD3 Recordieader <OF [eqD00G: DOBOBFCE D6 02 19 1% 39 31 01 00 0 13 06 OF D6 02 19 1k
seqgl0D: 0DODBFDE {Record) seqUUE: 00U0BFDB J;Q 11 !I | b I.. |!|l [LL] '.-'.- FF FF FF D0 4B Co 2hn 08
seqfAf: BOODEFDS <Type>Dailed call</Type> 5eg000;: 00008FED [TIITIMTIITE] o0 00 O3 A1 A5 9A 2% 25 00 08
* seqO00: 0DODEFDI db ] ceqOD0: DDODBFFB 13 02 07 06 02 1B 09 -". 28 @1 00 B8 13 03 07 DA
® cogOfd: SA0DRFER (1] i} r’egi.illll 000DCO0D OF 1B O 35 17 01 00 02 13 04 OF D6 02 1B 08 34
* pq00D: 00ODBFE] db  ©Ah seq000: 0DOOCEHI0 25 @1 00 08 13 05 07 D& 02 1B 08 30 38 01 00 08
* seqBd: BOODBFE2 db  88h seqDOR: 00D0CHZE 13 D6 07 D6 02 1B BA 3@ 13 @1 F4 38 00 11 55 FF
" SseqURD: 00ODBFED din 1 >
* seqOB6: 00ODBFEL db @ : : . Rextob IC scriots
* 5eqO00: 00ODBFES a1 DIUOGTES | DIV0GFES: sog000: 0000GTES
seqodi: Q0ODEFEG = [
* 5eqBB0: BBADRFES PhoneNurber <03 S EuGtures I s st
seql0l: 0DODEFEG LHumbor»{ fHunbior>
seqin: 000DEFES . " — _ | © InfemationE:tract
* seq000:00ODBFER Phonetunber <oah | TEEEEY E::g"“"""“"' i SRR
. :Eg:::f;gx;;;: “‘"m"’m"""’z"ﬁ;“aﬁzb";’l BEEABER? counter au 7 [ SwuctuneDecodeDetd Al
: ; : 4
* Sequen:BBODBFED @ san ; il ::33::3: G :"' X & StctueDecodeDeid
* seq000: 000DBFEC db 28h ; § eny o
- Stqﬁﬁﬁ'ﬂﬂﬂﬂﬂlklﬁ dh 25h : % poaoooRs nextPLr du 7
* cog00: 000DEFEE a0 000R090C RecordHeader  ends D SwctreSomctDett
g : Joononooc
seqo00: 0ODEFEF " 6 StuchueSeschDeld
* Seq@00: BOODBFEF DateStruet <813 :gggg:gg : :
- '\.|'-|Ji|i|i|l:ﬂi|“|”l?|| LDaler2T=2=2006 9:05.683</Daler WORE0ESE CARDID struc ; I'_S_'[ZE-GF' u smumm
seq@ob: BOODEFFY dby 1
* seadd0: 000DBFFA [ 1] 93908040 CARDID ab ? & StuctueDefnitiorDctd M
& 3

JEndd of Extractinfo.idc. Dowan




MSAB Forensic Office




XRY

LOGICAL

We can extract the data through the phone by

talking to the operating system, using a set of

various software too

* |tis the fastest (chea
ohone.

* All visible data may not

s and techniques.

nest) way to examine a

t is the best way for 80% of all examinations

t will not reveal deleted data.

be possible to extract!



MSAB XRY

w3 RY'= [SonyEricsson_Ka00Lxry

] o e S|

— — — — —

File | Edit Wi Windows Tools Options * &8 About = & X

T L ==L B C O E v 2 ©

Open Close Save Microsoft Microsoft Google OpenOffice Device Help
Bz Excel Word Earth Manual Topics

= SMS
SMS messages sent or received from the device (13 items)

Summary

Message Time ‘Status Storage | Index

Number Name Service Center ‘ el I

[T 0632082356 Goedenmorgen schoonheid Sent  Devie 1 +31653131313
CaseData

KPN helpt u graag met het instellen van internet op uw
1300 mobiel. U ontvanagt hiervoorzometeen instelingen. 2010-03-29 13:45:16 (#02:0 Read | Devie 2 +31653131316 I

®

Accepteer deze als uwtoestel er om vraagt. Afz KPN

General Is everything OK, itlooked likeyou were going
Information | [~ (520125081 somewhere, because of your tickets. Thope you are Sent  Device 3.4 @ +31653131313 =
coming out of it? Let me know how you are. Maybei can
: alsn helnahit with evervthinn. Restrenards. Stenhan. % f
E; Uw toestelwerkt nu optimaal. Wiltu deinstellingennog
I~ 1300 een keer ontvangen, sms dan gratis J& naar 1300.Voor  2010-03-29 13:51:15 (+02:0 Read Deviee 5§ +31653131316

toiEEE meerinfo zie kpn.com/1300 of bel 1200, Afz. KPN

+31628954735 [Geen naam] OK,will look afterit 2010-03-30 08:04:30 (+02:0 Read | Deviee 6 +31624000115

ik

Calls Ik benzo thuis, hoewas het vandaag nog veel leuke =—
[~ 0632082356 dingen gedaan?Ik benvandaag nogergens heen Sent | Device 7.8 | +31653131313
geweest, maarwaar is devraag even. Het was inieder
IE) neval welleuk. Tnt straks.hve Stenhan -
P
SMS [T 0832082356 Vergeetje nietvandaag naar detandarts te gaan? Sent  Deviee 9 +31653131313
o) [T +31631356695 ﬁf‘g:;:,gi‘:”1'3'”85'21rep'aceme”te"g'”es'"Irak 2010-03-30 08:16:58 (+02:0 Read Device 10  +316540881008
Pictures
& = v —
ﬁ \_:'j‘E G]P I [T 0615646378 Everything arranged! Sent Device 11 +31653131313
M. | iWE.. Las]Pi.. -
Ready




Geocoded Data

E||-=_ Edit Wiew Tools Add Help
¥ Search

FvTo. [ Find Busnesses [ Ovectors |

Ry to 2.g., Tokoyo, Japan !'
. 2009:12:19 11:38:53 -

=] Q - oy ' ! Iprivate/varimobile/Media/DCIM/100APPLE/IMG_0051.JPG

— sl /D C|M/100APPLE//IMG_ 0016 PG

3 169 MyPlaces =Cen 2009:10:77:22:35:09 - Iprive XRY
& [ 1 i ur L [l # .
e R IMG_0024 JPG A % :

ayer is checked 1

2009:10:17.22:35:02
4

= [¥18 Temparary Places 6:06
6:06~ rlhat
+ ¥ & myiphonekmz P

Co-ordinates acquired from JPEG EXIF metadata

_' EquipMake: Apple
¥ Layers u ¥ - = r EquipModel iPhone 3G
= W % Primary Database Orientation: &

X¥Resolution: 72.000000

® ¥ Borders and Labels

i . [ YResolution: 72 000000
d - ¢
L |_E| Places nf.lrltzrul ] ! 1 ResolutionLnit: 2
i) ® Panoramio Photos _ : : L SoftwareUsed: 31.2
g Roads : e e DateTime: 2009:12:19 11:38.53
i 3D Buildings YCBCrPositioning: 1 m
- var/ mobile/Media/DCIMA100APPLE/ |ML JL'S._ JEG 2 PELE/ M
5 g Ocesn - 5 d = ExifF Humber: 2 800000 )
B Street View i E - ExifExposureProg: 2 A
4 C1 5 Weather e l Esifier 48 50 50 49
: ! : SR | E«ifDTOng 2009:12:19 11:33:53
Gall : |
5 E: I:r:ﬁ. v I 8l ExOTDIghized: 20091219 11:38:53 . :
# e i : b ExifCompConfig 1230 Q I[:
i 16 More : ; i ExifAperture: 2.070854 @)

I = - . 5
[#] Terrain L] - 2010:01:02419:30 g & Emﬂ».'later|n|:|r.!uda1




MSAB XRY Wizard 1

G T R —
< Back

Select Device Type Please select the manufacturer of the device you want to examine.
Please select the type of device you want to examine.

[re— (4
i @ a | lm SHARP  SIEMENs  \\\simvalley’ SoftBank |
@ é;' 1 ‘, \_/ I.'e-_‘_' i !
5IM Disk. G|;s

Mobile Modem Media Device

i
6 Sprint q Telecom TELSDA delstra E
S

Sm‘lg Ericsson .
I swisscom

| =

S E

| ==

= — —
TR S e
. : — —
Select identification method ] - - |
< Back Please select the method you want to use to identify B Select Form Factor I
the device. Please select the form factor of the
device you want to examine.
| [ |I f
| | "

| | = l

| 233

laaan

\ )

Automatic Model Finder TAC MName Search History Clamshel

TAC | I r tl
I Find model by providing the TAC number (the first 6-8 characters of the _ | |
IMEI). | 2\ |
l On most ohones. check IMEI bv pressing *206% or see label behind the 1 '.‘

Touch
| .
Log Mext = :

| Log Next =




MSAB XRY 2

F -
1 " XRY Wizard

'-—'—’H":’@“

Select Model
Please select the model you want to examine.

< Back

»

]

Sony Ericsson Elm  Sony Ericsson F500i Sony Ericsson G502 Sony Ericsson G700 Sony Ericsson G700
J10i2 GreenHeart Business Edition -

Log

--.-_W..“.@ﬂu

Select Action

Please select type of examination or close the file
when finished.

P

Import Finish

Logical

Log

w2 e O

Device Overview

Sony Ericsson C702

Metwork GSM
as Proprietary

Please take a moment to review the details for this
device.

Physical Dump

Connectivity

Cable v+ Ericsson Cable 3

Info

Make sure the battery is fully charged to get an successful extraction.
Remove the battery, SIM and memory card from the phone.

Insert the battery back to the phone.

Insert "Ericsson Cable 3 to the USE port.

Click "Next"” to continue the phone dumping.

Other Information

Baseband chipset ID supported: C900 (DB3150)
CID supported: up to 52 (RETAIL(RED), DEVELOPER(BROWN), FACTORY(BLUE))

Physical Decode

Features

Contacts ¥ Not Supported
Calls ¥ Mot Supported
SMS ¥ Not Supported
Files ¥ Not Supported
MMS »  Not Supported
E-mail ¥ Not Supported
Calendar ¥ Not Supported
Tasks ¥ Not Supported
Motes » Mot Supported
Info

Decoding not supported.

Log




MSAB XRY 3

‘:ﬂg

-
' XRY Wizard
-

‘ :-\

B " XRY Wizard

1vite D asavh =biew

Instructions
Please follow the instructions below.

i| Contents:

L
Select File
< Back Please select file to save the extraction to.
Save in: C:\hjo\MSAB\dump', T E 3

|| Sony Ericsson C702_nodecode.xry

__|Sony Ericsson K800i_nodecode.xry

[ [ O TV N I

. Ensure that the phone battery is fully charged.

. Remove the battery, SIM and memaory cards from the phone.
. Insert the battery back to the phone.

. Insert "Ericsson Cable 3" to the XRY device USE port.

. Click "Next" to continue the phone dumping.

__|Sony Ericsson K850i_nodecode.xry
|| Sony Ericsson W800i_nodecode.xry

Log

1 - P g

Process Options

Create and select the options you want
to apply during this process.

# ° XRY Wizard

File name: = Sony Ericsson €702.xry| - Password: | |

Verify: | |

[[] use Encryption
-

m
F—

multimedia, I
documents and
other files

Dump

— Your profiles are locked.
Press the lock icon to create,
edit or delete a profile.

MNext =

B XRY Wizard

T = & e

Processing

< Back HRY is querying the device for information.

1. Press "C" button on the phone and keeping it pressed attach
"Ericsson Cable 3" to the phone.

2. Wait for the driver to be installed, if needed, and for the
dumping to continue keeping the button pressed.

3. Release the button after the dumping process continues.

Log




MSAB XRY
SIM Id Cloner

SIM_id-Cloner.pdf

Do you need a tool that helps you in these situations?

» Examine a mobile phone without the original 5IM card
» Examine a mobhile phone with a PIN locked SIM card

» Examine a mobile phone without connecting to the mobile network

If so, SIM id-Cloner is the ideal solution.

Examine a mobile phone without the original SIM card

With SIM id-Cloner the examiner can create a 5IM card, which
gives access to the phone without destroying the call list.

MOTE: The examiner needs either ICCID ar IMSI, which normally requires a contact
with the maobile network operator.

Examine a mobile phone with a PIN locked SIM card

There is a 5IM card in the phone which is PIN locked, and it is dif-
ficult at short notice to get information from the mobile network
provider [e.g. PUK code]. With the SIM id-Cloner the examiner
can create 5IM card, which gives access to the phone without
destroying the call List.

MOTE: This is suitable far phones where anly ICCID is needed. In some cases it is
possible alsa te retrieve IMSI| from the phone memary.

Examine a mobile phone without connecting to the
mobile network

The SIM card is available and not PIN locked, but the examiner
needs to do the mobile phone examination without any connec-
tion to the mobile network. The reason for that is to avoid incom-
ing calls or text messages to the mobile phone during the exami-
nation. With SIM id-Cloner the examiner can create a

SIM card that allows you to do the examina-
tion during radio silence and with-
out destroying the call list.

Micro Systemation AB
Visiting address: Hornsbruksgatan 28

Other benefits with SIM id-Cloner

Tested with many different mobile pho-
nes and SIM cards

Qur 5IM id=Cloner Examination card has
been tested with many different phone
models and SIM cards and it’s specified
to work with almost all phones. For a
detailed description for each phone

maodel, see the SIM id-Claner manual.

The SIM id-Cloner manual includas all
the information you need.

Read the SIM id-Clener manual and you
will understand how to create a 5IM id-
Clone for the individual phone madel
thay you need to examine based on our

testing of each individual phone model.

Full support through phone and email
when you need assistance

If you have guestions or need technical
advise for a certain phone or SIM card

we are available to assist you.

Well integrated with .XRY

SIM id-Claner is well integrat- -
ed in XRY. If you don't have an
XRY license you can run SIM id=Cloner
with XRY Reader, available at no charge.
If you have an _XRY license then you can
use the same SIM Card Reader as XRY.

MOTE: You need a separate License for SIM id-
Claner.

Cost effective, rewritable 5IM cards
SIM id-Cloner Examination cards are re-
writeable, which means that you don't
need one for every examination



International Mobile Subscriber Identity

* IMSI uniquely identifies a subscriber
— Always provisioned in the phone/SIM (GSM), USIM (3G) or CSIM (CDMA)
— Usually 15 digits in length
* Ex. IMSI: 240011234567890
— The first 3 digits are the Mobile Country Code (MCC)
— Followed by the Mobile Network Code (MNC)
* Either 2 digits (EU standard) or 3 digits (North American standard)
— The remaining digits are the Mobile Station Identification Number (MSIN)

MSIN 1234567890

* [IMSI analysis

— The process of examining a subscriber's IMSI to identify which network the
IMSI belongs to and whether subscribers from that network are allowed to
use a given network


http://en.wikipedia.org/wiki/IMSI
http://pt.com/page/tutorials/gsm-tutorial

Integrated Circuit Card Identifier

ICCID uniquely identifies the SIM card, one can determine issuing
service provider and country code from ICCID

International Standard ISO/IEC 7812

19 or 20 digits in length and always stored in the card

Normally printed on the outside (may be abbreviated)

Issuer Identification Number (IIN)

Major Industry Identifier (MIl), 2 digits, 89 for telecommunication purposes
Country code, 1-3 digits, as defined by ITU-T recommendation E.164.

Issuer identifier 1-4 digits, ( Total all 6 digits including the MIl)

Individual account de  FE2 SerialNumber -#® 8 d

Identlflcatlon File Info e . E.FEIEI:EFEZ Access Rights d |
.. Sh_'uu:b_lrei inary Rnlaaa U] EI Always

Max 12 digits F"%Ep'ii; ok In;%raeﬁ; 0 2 P

plus Record s Rehabitate: F " Never

. .. Record count:
Parity check digit

96 64 10|10 80 70 S0 10 58 &7



http://en.wikipedia.org/wiki/ISO_7812

r
XRY SIM Id Cloner

Inzert Destination Card
M f ; A B X RY Insert the 5IM card that will be corfigured.

Fleaze insertthe SIM card that will be configured to assume the cloned identity.
S I M I d ( : I O n e r This should be a SIM card supplied by Micre Systemation.

e

-

XRY 5IM Id Cloner

u |dertification data:

MICRO | SYSTEMATION

ICCID:  89460101080709012108 -
IMSI: 240016001551633

LP:  DBDIFFFF

Welcome to the SIM Id Cloner SPN:  Telia

GID1:  FFFFFFFF

GIDZ.  FFFFFFFF

SMSP:  54656C696120534D5343FFFFFDFFFFFFFFFFFFFFFFFFFFFFFI
02 IMEI:

Thig wizard wil help you setup the identity of a 5IM card based on the
data you input.

Please select if you have an existing S5IM card to clone or if you wish to
enter the data manually.

XRY SIM Id Cloner

@ Clone an existing SIM card
Input Source Data

) Manuall enter data Input the data you wish to be written to the SIM card.

<Back || Nedt>

J [ Cancel ]

Input the data you want to be written to the 5IM card. Different phones react differently. Some will be
Your licenseis valid until 2011-1 satisfied with one of the ICC or IMS] numbers, while othears will require both.

ICCI (up to 20 digits)
IMSI: (up to 15 digits)
LP: [{None} - l (optional)

[] Enter advanced ssttings

<Back | Ned> | [ Cancel




x R Y F -TL S ‘ Forensic Telecommunications Services

PHYSICAL cellebrite

Phones without a SIM Card BRI SaaR
Phones with PIN Locked SIM cards

Phones with the security lock set

To recover deleted evidence

Where SIM cards have been swapped

— Automatic erasure of call lists when SIM card is changed is a
standard feature in most phones

Possible on handsets with minor damage
Forensic tools like XRY, UFED and FTS Hex use flash
loader techniques for forensic acquisition of data

— Instead of directly using the built-in boot loader functionality
they use the primary boot loader to transfer custom executable
code to one of the writable device memories and start
executing that code producing a "dd” dump




UFED Physical Analyzer

g Physical Analyzer =10 x|

cellebrite |Ssassss

mobile data secured \Welcome )/Extraction Summary -
e |
E--ﬁ Apple_iPhone 2G_3G_3GS5 (iPhone 2G/3G/3G5) :
= Device infao:
Estraction Summary
=-#ex Apple_iPhone 2G_3G_3GS.zip Selected manufacturer: Apple
-7 Lockdown Service Selected model: iPhone 2G/3G/3GS
: Detected manufacturer: A&
-7 Backup Service Dietected madel: ey
-] AFC Service IMEL: M,
IMSI: M,

IEI-- Diata files
-5 Images [1008]

- wideos (5]
- [ Audio (1967) Faptent
-0 Test(15] | Ttems | Deleted items | Tatal |~ |
- [E Repart Contacts (Mot supported) o u] 1]
Call Log (Mot supported) i] ] i]
M3 - Text Messaqges (Mot supported) 1] 1] ]
Instank Messages (Mok supported) u] u] i
Images 1005 0 1008
Wideos S 1] 5 —
Audio 1967 1] 1967 =

Generate B eport

#2010 9:46:19 PM
#2010 12:06:42 PM
bl

prd

=No. 110

z Phone 26 3G 3G5.zip




MSAB XACT 1

¥ Samsung SGH-E360.xry - XACT - Data [OneNAND]

: File Edit Yiew MNode Tools Window Help
: B e ' - || o .
Wl & LI&?E ""-E-ﬂé. " %
j o x
Rt ] Data [OneNAND]
b3
= M Image -

i Data [MOR10000000-11FFFFFF]
G- J Catalog
Ei Image
-l Data [OneNAND]
Ez Translation Layer
(=43 Partition

T FAT
T FAT1
= <ae KFATO
..... | | @SAMSUNG.ESS
(-3 SOUNDS
-3 IMAGES
- MMS
-5l JAVA
-3 multimedia
=03 DEFAULT
(3 IMAGES
J downloaded images
= C@ PHOTOS
. @[3 THUMB
. Photo-0001 jpg
| | Phote-0002,jpg
| “.| | Photo-0003jpg
- my photos
i) [ favorite images
=3 VIDEOS
i @3 MUsIic
{ m[m SOUNDS

XACT is identifying the device.

Filter: [{AH =

m

| Mokia 6230
Mokia 62300
T
Mokia 66 10i
Mokia 7270
Mokiz 7360

Samsung SGH-D500

LS e i EF W B ENS




An XACT
project may
contain more
than one image
(memory
dump)

XACT Project Structure %’%J

X

. ! Image (

“Image” entries are always

+ i Data [PM Records)

+

+

) Catalog
52, User

= I Image

g <5

M Data [PM Absolute]

| Catalog

| General Infarmation

&[] Log

@)-{v] Contacts

=2-{¥] Calls
?é, abbey Kitchens
ﬁ/ =>Top up credit
s Katie
ﬁ/ arnie
ﬁf abbey Kitchens
?!5" abbey Kitchens
?,5/ Tommy The Tiler
« Abbey Kitchens
J Suowin Mazsda

&

at the top level in the XACT
Project window

“Catalog” provides a home for
decoded calls, calendar etc.

Decoded data is grouped into
“Views” (e.g. Calls etc.)

Decoded data “items” the red cross
indicates “deleted” or “inactive”



XACT Project Structure B‘éﬁ

x

=3 Image

= I Data [NOR.: 10000000-1 LFFFFFF]

?

= B Image

Create

Delete:

View
Export

[

WsI)
1
¢

- Data [OneNAND]
=~ &% Translation Layer
+ -?" Partition

All entries in the Project window are
“nodes”

Different actions are available for each
node type

— Right click on a node to select an action
Some node types can be double-clicked

to view data in a separate hex viewer
window
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MSAB XACT 2

- —— - —— — e — —~— - - = e
- [Image/NOR:44000000-45FFFFFF/GDFS Data/GDF5/0-49/14] _— [ — : g
R - — — p—
File Edit View Tools Window Help -0 X
ErEIEEYEL
Proi A 0 302 E
roject | x . _ Ec ot 1F 00
[ X 01 00 1E 00 L I ] GE EE 1E 00
5 0100 1E00 005! 00 I i ES 1E 00
= B Image i 01 0 0 oo oo
-3 NOR:44000000-45FFFFFF | : 0o oo oo 00 0
=2 GDFS Data 1
o< GDFS B |
- 0-49
BE |
L]3
L4
— 5 Bl
07
BE
B
10
g
| []12
REE
| gL 14
J Unlock Code
)16
17
18 Mode Data
ke 19 Subject
20
:—: 21 i Data
l@ ijectlg Nndel\l\faluel ':-kStringJ Deleted
Ready — I 0 CAP NUM SCRL
— - — - — yF 1 __—




Viewing ltem Propertiesw

e “Node view” is used to

B oo view the contents of a
” rovm data item
Live (not deleted)
Dialled call
o To 07749 886450

B Project




XACT Hex Viewer XRY

PHYSICAL

D0 000D ONO 1N0D 238 9CO0O0000OBLODOCOD201FFOO0OS8 20 1 21 + 111y |

00 000 016 01 0C :: FFFFO008 20100000 95 1000 00 sy 111l

00 000 032 10 00 EF D7 10 08 00 |||| 10 00 ES |||| 1|| 00 FO I 111 A-E

D0 000 048 11 F308 002863 29 20EE]¢ 59 67 68 1ol (c) @ p £ iqh
1 3 t Motordrs

1 § 736 All quht-

00 000 I'I':lF. 72 76 65 64 2E |||| 00 00 FF FF FF FF FF FF FFF rved

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF T

00 000 064 74 20 4D FF 74 FF ' |;: 30 3
00 000 080 h|_| 41 6CBC 20526967 68 74 73 2 e

The “016” here tells By default the viewer Note thc?rt'two Each hex digit is
us the position for the displays rows of 16 hex digits equivalent to a
first byte on this line  bytes (until stretched {U"4_3) are nibble (half a
or shrunk by the user) required to byte)
represent one
ASCII character

(C)



MSAB XACT 3

i =
&i Sony Ericsson KE00i_ncdecode.xry - XACT - [Image/SonyEncsson_KB00i_NAND_MNAMNDS12

File Edit Wiew Tools Window Help

D - : Text M Find Next
I IEEYIE] T~ <@ |
e 0000 0000 FF FF FE ||
i f  FF FF FF FE| ([l
[ - ] 0000 . FF FF FF FE| ([
FF FF FF FF File Signature Search
T SonyEricsson_KB00i_NAND_NANDS12R3A. bin 0000 2P ggghgdl MNumber Search
0000 . FF FF FF FH| [l v
[ ) Catalog a0 FF FF FF FE IR
i, User i FF FF FF FE Timestamp Search —_—

- armiat:

= 3 Image 0000 FF FF FF FF | GSM (7 bit packed) -

W SonyEricsson_K800i_Norflash_PF38F5060MOVOB Eg EE Eg EE — AN
[ ) Catalog AMS| Mo Caze

- IInicode Big Endian [Maotorola)
52, User IRIEIVIWIWEWID | ricode Littls Endian [PCnksl)

1000 FF FF FF FF FF FF FF ;
0000 FF FF FF FF FF FF FF pyh it
oo FF FF FF FF FF FF FF UTFS

i f FF FF FF FF FF FF FF

FF FF FF FF FF FF FF (Gomopcsop o

[ ] - 1
- FF FF FE FF FEFEF FE G5M Mo Casze [7 bit packed)
oo :  FEFF FF FF FF FF FF it (8 bit unpacked)
oo FF FF FF FF FE FF FF NP

0000 FF EF FF EF FF EF FF [ryW P

aono FF FF FE FF FF FF FF I 7 bit]

0000 AR INIWIW PR PRI 0059-1 [wiest EuropeanLatin 1]

0000 PRI RIW IV PWIWIY 00552 (Central/E ast EvroperLatin 2)

- 2353-3 [South European/Latin 3)
aooo ARIWIN IV PR PRI 5259-4 Morth European/Ballic]

aoaon FF FF FE FF FE FE FE s Cyrillic]

aoaon FF FF FE FF FE FE FE s Arabic)

4 | il | I ; ; ; ; = ~ FF FF FF FF FF FF FF 8859-? Greek]
o : 0000 01=0  FF FF FF FE FF FF FF S
| B\ Project | 8 Node | Q, Value | Q, String | 1000 01=f FF FF FF FF FF FF FF

5553- [Turkish/Latin 5]
Ready £559-15 [Latin 5]
— — | ShiftJI5




MSAB XACT 4

SMS 7-bit Encoding

- _
Sj Sony Ericsson K800i_nodecodexry - XACT - [Image/SonyEricsson_K800i_MAND_NAMNDS12R3AbInl . 0. - -

File Edit View Tools Window Help

SMS - text end start

IR |
String =
Encoding:  7Bit ¥
Codepage: Ansi ¥
Goedenmorgen schoonheid

Find s

| Regex search «| [ FindNest |

[ Start at beginning/end [ Close this dialog

Search Up

Search expression:  WO7'w9 1 13..... \WFF\wFF\wFFxFF -

Special characters:

- Wildcard character

* - Matches any number of occurences of the previous character
? - Matches zero or one occurences of the previous character
+ - Matches at least one occurence of the previous character

[abc] - Matches a or b or ¢ - any of the characters within the parentheses
[~abc] -Matches anything exceptaorborc

[a-z] - Matches any character between a and z

{A,B} -Matches A to B repetitions of the previous character

# - Matches any numeric character

wly -Matches x or y - the | character acts as a logical OR

WYY -Matches a character represented by Y'Y as a hex ASCII value

@3, Project | F3 Node %‘Jalu

Cloze

oo
00 oo
0o FF

||1 FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF F FF FF FF
FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF 1] |:| oo
iF 3E ._."'f||1||1||- 2

III-. D9 ESE1 FO 99 EE Q2
N4 FF FF FF FF FF FF FF FF

Ready

15164158




— —— T TR EES— vm———— =] i
[ Sony Ericsson KB00T nodee S XACT 5 — 1 R=RACE X

|File View Tools Help
| New... |vA|¢|E-EI4++|rm!
Open 4
| Add By File Import... |
script - Run k [Dema] Decode Samsung SMS
Close Project Edit k Carving SMS from image I
= MNew Carving 5MS from image test
Save Project As.., Browse Scripts Decode Sony Ericsson J110
1 Sony Ericsson K200i_nodecode.xry et More Scripts Iterate all M5 and print the SHAL hash of the text contents of the 5M5S
2 Sony Ericsson C702_nodecode.xry Search images for IMEL
3 Chhjo\MSAB \Testprojects.xry Search images for IMSI
4 5ony Ericsson Wa00i_nodecode.xry ra,:! ¥RY Wizard - I i i ? = | B ]

5 Sony Ericsson K250i_nodecode.xry

Select Scripts
6 Citmpismssms. bt < Back Please select optional scripts to run.

7 Sony Ericsson C702_xry

& Sony Ericsson C702_noencode.xry Available scripts: Queued scripts (executed in order listed):
9 Sony Ericsson Wa00i_noencode xry [Demo] Decode Samsung SMS c . Y
] ] Carving SMS from image nqueue == P
10 Sony Ericsson K350i_noencode.xry Carving SMS from image test
. Decode Sony Ericsson 1110
Exit Iterate all SMS and print the SHA1 i

Search images for IMEIL

X << Degueue Down
Search images for IMSI

1| 1] F
@;,F‘ru:uject “f Node | Q, Value | Q, String

Ready

MSAB XACT
P h yt on sc rl pt S I Remember queued scrpts for this mode!

Decode images Wizard (XRY starts)




MSAB no-license limitations

* XRY - cannot do data extraction or create new .xry projects
— SIM cloning is not possible without license

* XACT - cannot do image decoding or run MSAB Python scripts
— Can be done with your own tools if they are good

# XRY Wizard L= XACT Image Decoder o

Welcome

I Welcome to the XRY Wizard XACT Welcome to the XACT Image Decoder Wizard

This wizard will help you decode the contents of an image.

X RY This wizard will help you extract data from a mobile device.

License key serial number:

License key serial number:
XRY Logical: There is no valid license for this module

XRY Physical: There is no valid license for this module There is no valid license for this module

| have compiled my questions ¢ Nswers from
MSAB regarding XACT, XRY & ping
See the questions _msab*.pdf files at] [g€f¥€rllembedded forensics\MSAB.com ‘




Extracting dump data

. Spare area may or may not be
Non file based included in MSAB phone dumps!

— Lock keys, IMEI, IMSI, ICCID
— SMS, time stamps?, call logs?..., etc.
File based — for best results you need to get rid of the
NAND OOB/spare area (present in chip read dumps)
— MMS, audio files, call logs
— Videos - 3GP / MP4 with tools as NFI Defraser
— E-mail, social data
— Pictures, if damaged, the exif info may be intact (thumbnail)
— Contacts, notes, calendar, positions, ..., etc. everything!

Recover the file system if possible via FTL translation

— If format is raw read from memory (chip physical)
— If dumped via software it "should” be easier creating a filesystem

Check out all the submissions to the DFRWS 2010
challenge for tools and ideas

— http://www.dfrws.org/2010/challenge/results.shtml



Carving

dump data tools

* Phone Image Carver
* Bulk Extractor

Y77

Disk Image
EO1
AFF

split raw

Thread 0

Bulk Data

Bulk Data

image_process
iterator

Bulk Data

.

email scanner

acct scanner

2

mil scanner

GPS scanner

Histogram
procassor

i
net scanner

aes scanner
Zip scanner
17
pdf scanner
e if
hiberfile scanner

Ip histogram

email histogram

T
C =R =

Evidence Threads 1-N Feature Files GuI
Bh F.I'I'lbg- C (33) E Bulk Extractor Viewer - O -
ahe & LAnver
File Edit View Tools Help
. -
. X Lk & B
File Becover Help v W
3 Highlight: | | Match case
Ry - i Cptions :\_-::_‘ ﬂ Help |Reports Feature Fiiter [ | Match case Navigation
L - Acquisition testing & (%) [RAM-Dump.ExD1, 1232648516, e4 36 15d8 76 af 12c9 79 1db1bf 35 ca f5 83 =
- Image Fle  RAM-Dump.Ex01
M Feature File aes_keys.bat Feature File  aes_keys.txt
: feat rler get_ame(# [TTF-% Biyte Order Ma # | | Feature Path 1232648516
Files Found: 16 Scanning block 421,745 of 4,849,664 for lost]| > <_raconox iyt e gt O | =T SEEED e e
jomain.
® domain histogram. txt 955126316 ef93 40l Th 82 Wb ¥ | | fage
L » clfixt ss5126302 1o 9ads 1512 55de 3T 0825 47 60| ||} 2000 26020
» email.bt 436150876 of 1269 79 b1 W35 08 | || ponegocss
i P = Preview E'q'&l'ﬂ Lo # email_histogram. tet 1232649172 e3daad 09 Debdaa de 17 07 64 91 Yacs 1232646656
i File Type ._‘}1 Dat“-’l d ® ether.xt 1210044064 DHHDIBT A2 Secaad dbebals | || pureaeran
M g # ether_histogram. bt 1378644524 92ef 93 da 3b 01 c7 ab 82 de 40 ah a5 49 1232646784
= [ =2 Filetype List (5) Ll » exfict 1373645100 1e9ade 150255 de BT 825470260 | ||| pmopannan
. ® gps.txt 1650164908 3099 3 a3 81 9 ef d7 49 643d 18 &7 5e
v astFile ) 1z3z646812
|:| & EXE {4) - tFile_JPG_%.jpg ® pbet 1es0167212 303 03297 6408 56 41 30 62be Bt | || ,oo oo
- | ® ip_histogram. txt 1800716844 daf5ee O de 6727 Snan 6ehiGecBaats | || 5ooe o0
O i Icon (2 e JLS””“’“tL o 1o74703212 LR 074231 506301 250584 | | paseanina b ) "
I:l B OPs I:l ﬂ LostFile _JPG_334.5pg &l : e 1974704364 B4 67 db 29845 BEWE Te Le S0e20e | || pooaniee oo e LT Fudga, .
v . packets.peap 2062420268 da f5 e 9 de 6727 Saqn 26 66 Ve o6 aa 1 i .
|:| d'] LostFile_JPG_515.jpg 15 # Ram-Dump.e0L.ad1 1z3z647232 L9562 B (TV0.
D E Mg I:‘I,:I = = # Ram-Dump.e0t.adt. bt [g345410540 :Zgje;gfg‘:;éflj;;‘;%mf:f;:;' 1232647296 I T
3 Ram-Di .e01.ad2 2363380672 c3a e Ca A ol 3
D 2ot L]# LostFie_JPG_s85.jog G| » RamDumncoza Coooacecns  EESEmTETERR | |[222647000
_r_|;j|: ] — # RAM-Dump.Ex01 5 1232647424
| F T  RAM-Dump.Ex02 1232647488
T ® rfc822 bet Referenced Feature File 22647552
- h?p‘i:‘(t Referenced Feature 1232647616
val ® top_histogram. bt 1232647680
o # telephone. txt 1232647744
we : ﬁﬁ;ﬁnnﬁj\smgram.mt 232647603
1 Flan LostFi # url_facebook-address. txt 1232647872
! ename  LostRie_... | ® url faccbookd. it 1232647336
. = |® # url_histogram.txt 1232648000
. Directory G # ul_searches.txt 1232643064
Record... 0 . # url_services. txt 1232648128 . HiR..7..... L1LEjeeeen. SeBD. IS, L EE
- » voard.tet 1232648192 .h ...uE.. CEETe... VoryPoa.f. . q..
Drecta... 0 ® windirs.bxt 1232648256 AW .T[.#...A. . .+iM. Sk h. .Rh)of. .. f.. ..
- i # winpe.bxt 1232648320 4.~ 3H.0..6.0H. . I9 &6, "o a. s M.B..I].&y!.%n!lH_.Z.@{..U‘....
T yps= JFEG Sia... # wordist, txt 1232648384  vIaEPu (v dev e MTe0nbiBa§eaBLlige ia o Fuuens S PO
5 # zip. et 1232648445 coE f.. ¥l ) rhoa. HxL A
Version  JFIF:1.1 t Acquistion testing
! 1232648512 Lot FREG.. 14.T. [3.Ba. 4.
Show All  Show Deleted Height 480 1232648576 w....b’ 2,48, ..
7 s 1232648640 LNl v
< >
File Recovery Mermal Legging Showing Deleted lems Selected it
— T T




MSAB Building a file system

Building a file system

In this example we'll build a FAT file system on a memory which has 512 bytes of data
and 16 bytes of spare area. The memory contains 1024 of these pages so the memory is
540672 bytes in total size. Our goal is to filter out these 16 bytes and keep the rest
as data and remap this data into a linear partition so that the FAT file system parser
can work with it.

import xact

__contact = "hjo@du.se" bUlld_fat_fSpy
e en iear sampler from the XACT manual

__description

S oS oo o o o

# Entry point

def main (images) :
# For each image which has the type set to "NAND:10000" we'll create a FAT
# file system. The type is arbitrary and not based on any phone in particular.
for image in filter (lambda i: i.type == "NAND:10000", images) :

# Generate a list of tuples which will be the offset of each page

# and then the size of each page minus the spare area. See documentation
# for xact.Image.add partition.

segments = list(zip(range (0, 540672, 528), [512] * 1024))

# The add partition will automatically parse the FAT file system and
# generate the volumes.
partition = image.add partition("FAT partition", segments, xact.PARTITION FAT)

# Log informational message with the name of each FAT partition.
for volume in partition.volumes:
print ("Decoded FAT partition:", volume.name)




Digital Forensics Framework
with winner of DFRWS 2010 Python module script

nodebrowser K&00i-Recover

nodebrowser
View
* e “ Icon size: | Small Show attributes
MName ' Na‘me Size Accessed time Changed time Modified time Module
4 .y SonyEricsson_KB00i NAND_NANDS512R3A.bin def acc.dat 691 1;:;2010 120000 5 60100 1’:{2010 85834 Lot File System
4 ¥ 1800 hase 3/16/2010 3/16/2010
4 | fullfs _ELCOM-5 0 e 12:00:00 AM i Fat File System
partition ) : 3/16/2010 3/16/2010 :
4| KB0O-dfrws-evall = SA gmail 0 12:00:00 AM 120000 AM 155002 P Fat File System
4 part_tpa/settings/ui/bgim/cache 3/29/2010 . 372972010 .
. . W 0 12:00:00 AM 12:00:00 AM 10:43:48 AM Fat File System
FIE mon
4 partl nodebrowser K800i-Recover
Fat File System EET—
> part_ifs
4 part_system View
4 artition e
. P partl « e “ Icon size: [ show attributes
4 Fat File System
4 wap Mame
profile 4 | SonyEricsson_K800i_NAND_NAMDS12R3A.bin
4 settings Kk&00-base
4 messaging 4 k&00-restore-1
ch P part_system DSC00007.JPG
“ Email 4 partition _SCO0010.JPG _SCO0008.JPG _SC00007 JPG MOV00002.3GP
I > partl f r | 1
| —— 3
4 mms 4 part_ush 9
temp 4 partition g
4 ) partl !
4 . FatFile System DSCO0006JPG  DSCO000SJPG  DSCOO004JPG  DSCO0003JPG
music
picture
other
webpage
4 DCIM .
Recovery of the file system
system

unallocated clusters
SonyEricsson_KB00i_Morflash_PF38F5060MOYOBE. dmp

via FTL translation




FTK >= 3.2 have YAFFS and Ext4 support

DMG dump from iPhone 3G

-
ﬂ AccessData Forensic Toolkit Versien: 3.2.0.32216 Database! localhost Case: iphone = | B ||
File Edit View Evidence Fiter Tools Manage Help More iPhone dumps are
Filter: - unfiltered - - Filter Manager. .. li‘ @ 'I I f
Explore | Overview Email |Graphics Bookmarks  Live Search |Index Search Volatile aval ab e r0|“ [SeI “er] 2
Evidence Items 4 |- [File Content
L =) Evidence Hex | Text | Fitered | Natural |
|E|E:>q) iphone}__:jjdmg 00000400 |48 2B 00 04 00 00 01 00-38 2E 31 30 00 00 00 00 |H+------ g.10---- -
EQ@ P3 00000410 |C8 47 BF F7 C& 47 €O 51-00 00 00 00 C8 47 BF F7 |EG;<EGAQ- - - -EGz=
- 0000042000 00 11 FD 00 00 02 2D-00 00 10 00 00 0L 03 F&8 | ---9---—--nv--- =
00000430 |00 00 OC 43 00 00 00 Q0-00 O1 00 OO0 OO 01 0O 00| ---C------------
E--E_:)ﬂiPhonﬂG 00000440 |00 00 14 3B 00 00 00 02-00 00 00 OO0 OO Q0 0O Q1| ---7------------
EIE>E| private 00000450 |00 00 00 OO0 00 Q0 00 Q0-00 00 00 00 OO0 00 Q0 Q0| ---vvvemmmmnnnnn
N '—'—-'Dil etr 00000460 |00 00 00 00 00 OO0 OO0 Q0-00 OO0 00 00 OO0 00 00 00| ----------------
- alternatives 00000470 (00 00 00 00 00 00 30 00-00 00 30 00 00 00 00 03 ------ 0---0-----
[]"DI:I apt 00000480 |00 00 00 O1 00 QOO0 00 03-00 00 00 00 Q00 00 Q0 Q0| -------r-vmrmmn-
lel blustool 00000490 |00 00 00 OO0 00 QOO0 OO0 Q0-00 OO0 00 00 OO0 00 Q0 Q0| ---vvvemmmmnnnnn
E:)Ifl default 00000420 |00 00O 00 00 00 00 00 Q0-00 OO0 00 00 OO0 00 00 00| ----------------
-5 doka 000004k0 (00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| ------cmmmmnn--
D am.d 000004c0O |00 00 00 OO0 00 02 00 Q0-00 02 00 00 OO0 00 00 20| ---vvvemmvnnnn-
E:)I:H:' ' 00000440 |00 00 00 04 00 00 00 20-00 00 00 00 OO0 00 00 00| ------- --------
-0 pep 00000420 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| - -ccrevrmvnnnnns
-~ 5 profile.d 000004£0 (00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| - vvvvrernnenns
[]"Dljl racoan 00000500 |00 00 00 00 00 00 00 Q0-00 00 00 00 OO0 00 00 00| ----------------
E‘DCI war 000200510 |00 00 00 00 00 34 00 00-00 OZ OO 00 OO0 00 O3 40| ----- L @
-5 mobile 00000520 |00 00 00 24 00 00 00 40-00 00 04 E1 00 00 00 80| ---5---@---&----
Dl:l Applications 00000530 |00 00 11 A1 00 00 00 20-00 00 43 CA 00 00 00 & cee e CE----
E}ﬂ Library 00000540 |00 00 SR 3D 00 00 00 B0-00 00 &5 B& OO0 00 00 80| --Z=------ cf----
- ES) Media 00000550 |00 00 89 22 00 00 00 20-00 00 00 00 00 00 00 00| ---"™---ommmvn--- il
-0 preferences
Dl:l SystemConfiguration Cursor pos = 0; log sec = 0; phy sec = 64
L titioned 5 Appl - :
Q'ﬁ npartitioned Space [Apple] File Content Properties Hex Interpreter
File List
ﬂ ﬂ ﬁ] , =. . - [=- &= @ Mormal - Display Time Zone: W, Europe Standard Time (From local maching) &
| & Name |Label [1temz [Ext | Path | category | psize | LSize | MD3 | sHa1 | sHazss | created | Accessed | Modified |
D@ Partition 1 1004 iphone3g.dmg/Partition 1 Partition 260,0MB  260,0 MB nfa nfa
D.ﬁ Unpartitioned Sp... 1001 iphone3g.dmg/Unpartitioned Space [Apple] Unpartitoned S...  nfa nfa nfa nfa
| Loaded: 2 | Filtered: 2 Total: 2 | Highlighted: 1 | checked: 0 | Total LSize: 260,0 MB

iphone3g.dma/Partition 1

Ready Explore Tab Filter: [None
|




Oxygen Forensic Suite

Oxygen Forensics — many demo dumps on [server]

Oxygen Forensic Suite 2012 Anal

Main View Tools Service Help

E'QAII devices #
@ Search L@ Export @ Print =

I Tasks for files and folders

<€

>

Object information

Mame: IMG_0051.JPG

Type: JPEG-pHCYHOK

Size: 983,06 KB

Modified: 24.01.2011 15:21:56

MD5 Hash:

4811944 ce31dietbbed 170051962151
Folder: CADCIMUG0APPLEY

Exif information

o]

Geo positioning

Geo
Latitude: N 33,761499
Longitude: W 84,386333

’
B Hardy

vy Fark

from

Baker St NE

ichtree rmy

m

o ]

B

~| Brooklyn maniac E-IEPatrickPayge's iPhone 3GS - 10.05.2011 23:19:56 [012156002672455] # [ 7| File Browser » -
@Exportto(;oogle Earth [l refrest ||~ Folders E‘H‘Q Viewer ? Filters = Views - ‘[N!, Sort - @ Help
[ Selected folder(s) | (2} Images | & Melodies | B videos | () Documents | (3) Database files | [ Otherfiles | Plistfiles | @ Geofiles @ &
® ~
T. ]
IMG_0028. PG I
IMG_0233.JPG
o @ & B2 B
00000000: 1F B2 78 | 65 66 00 00 4D 4D 00 24 =
00000010: | OO 00 00 08 00 OB OF | 00 02 00 00 00 06 00 OOi:]
00000020: 00 92 01 10 00 02 00 | OO OB OO0 OO0 00 S8 01 12
000O0030: | OO0 O3 00 00 00 01 01 | 00 00 01 1A OO OS5 OO0 OO
00Q000040: | 00 01 00 00 00 24 1B | 00 05 00 00 00 01 00 0O
00000050: | 00 AC 01 28 00 03 00 | 00O 01 00 02 00 00 01 31
00Q000060: | OO 02 00 00 00 0O6 00 | 00 B4 01 32 00 02 00 0O
00000070: | 00 14 00 0D OO0 BA 13 | 00 03 00 00 00 01 OO0 01
nonnnnan. | an nn 87 &G on na on |l nn m1 oo Ao on FF oRR 28 T
e n r
Mode: Image Zoom: Fit 14 508231 | | Mode: Hex Encoding: ANSI (Windows) Mo selection

Analyst version: 4.0.1.89

A

Patrick Payge's iPhone 3G5

Total objects: 18

Selected: IMG_0051.JPG

MD5 Hash: 4811944 ce31 dfeb59ed1 709519628l




AccessData MPE+

Main | Data Views !

_’_ﬁg 8¢ . U g4 n i > u u i

Home Select Extract Forensic Enter Import Import Mount Android s IPD
Device From SIM SIM SIM Image Folder Image t
Home Devices SIMSUSIM Carve Files Images Parse User Data Reports

[Sepporedimageraiiio ] || Il
E AccessData e

ADL (*.adl)
FAT (*fat) -
Quick Links ol Product Information E01 (*.e01) ol |
YAFFS (*.yaffs)
Training | What's New | User's Guide | Products | Discussion Forum | YAFFS2 (*.yaffsd) 2
. = BXT (et ;
|E i) | 0 1 e A 2| 1000 ||| ek EXT2 (*.ext2) . E
EXT3 (.et3) iles
EXT4 (*.extd)
TAR (*.tar)
DD4 (*.dd4)
DD (*.dd8)
DD4.001 (*.dd4.001)
DD&.001 (*.dd8.001)

ting Files

AccessData
MOBILE PHONE EXAMINER

! PLUS

Support ol

= Email: sales@accessdata.com

= Discussion Forum




Time stamps and search terms

A wide variety of storage formats are used for storing
timestamp data in embedded system memories

To illustrate - the timestamp "30 April 2008 14:30:59 UTC" is
encoded as follows in some formats found in different mobile

phone memories: Y T |
— 0x80400341039500 (ETSI SMS) o - CEEEmIa ﬂ
o OXB1 9EOCA3 (NOkIa) alue to Decode: [3EBCBAZD| E‘
_ OXO7D8041 EOE1 E3B (N0k|a) Date & Time: [Sat, 10 May 2003 08:37:01 GMT
wivw, digital-detective.co.uk Cancel | Clear | | Decode |

— 0x26041EOE1E3B (Motorola) — _
— OxO0E129CBOESB2ECO (Symbian) http://www.digital-detective.co.uk/
— 0x481882A3 (POSIX)

Regular Expressions and Search Terms for Phone Examiners
— http://www.controlf.net/regexps/

Remember!

— Many forensic artifacs are stored in manufacturer-specific or
proprietary formats, it can even change between different models
and revisions from the same manufacturer!



JPG file structure and carving

identifier
Scalpel/Photorec etc. e
JFIF = OXxFFD8FFEO PG Header— wifixd8 | \ifdt [woBc8] Ex |\
Exif = OxFFD8FFE1 — e
Beware of Samsung JPG | i
header OxFFDS8FFE3
JPEG file structure dontier bitscd oo — sis2
— JPEG header ot m B stttf’;:stm
— Exif header identifier dener | X8 P e
— Exif header -~ startof scan
— Exif TIFF data
— Exif JPEG Thumbnail (may use
a JFIF header and footer) mage variable size

— Start of image data (Start of scan)
— Image data
— End of image data (End of scan)

data

\xffixd9

__End of Scan
identifier




Exif JPEG
Thumbnall

exiftool

= | damagedjpg -|Windows Photo Viewer

File = Print *  E-mail Burn * Open -

::|[j e

|EﬁUsemHhmHDeskhphdamagedipg

IFD 0 | EXIF SubIFD | EXIF Interoperability IFD

B Chutilshexiftoolexiftool{-k).exe
Cemaressian

Thumbnail Offzet
Thumbnail Length

Image Widih

Image Height

Encoding Process

Bitz Per Sample

Color Components

Y Ch Cr Sub Sampling
Aperture

Image Size

Scale Factor To 35 mm Eguivalent
Shutter Sneed

Thumbnail Image

Field Of Uiew
Focal Length
Hyperfocal Distance
Light Ualue

— press any key —

160 %120

Maker Hote

IFD 1

T humbnail ]

Bazeline DCT. Huffman coding
g

3
YChCr4:2:2 <2 13

4.8

2288x1712

1,40

C{Binary data 5138 butes. use —b option

e T T | ——
LT LTy T |

58.6 deg

6.3 mm €35 mm egquivalent: 38.1 mm>
2.880 m

13.3




Position artifacts

* Cached map queries

— Traffic/navigation or social networking applications
— GPS coordinates embedded in Exif

METADATA TaGs USED 1IN EXIF (JEITA CP-3451)

GPS IFD

Tags Relating to GPS

GPSVersionlD
GPSLatitudeRef
GPSLatitude
GPSLongitudeRef
GPSLongitude
GPSAltitude
GPSTimeStamp
GPSSatellites
GPSStats
GPSMeasureMode
GPSDOP
GPSSpeedRef
GPSTrackRef
GPSTrackRef
GPSImgDirectionRef
GPSImgDirectionRef

GPSMapDatum
GPSDestLatitudeRef
GPSDestLatitude
GPSDestLongitudeRef
GPSDestLongitude
GPSDestBearingRef
GPSDestBearing
GPSDestDistanceRef
GPSDestDistanceRef
GPSProcessingMethod
GPSArealnformation
GPSDateStamp
GPSDifferential

Digital Still Camera Forensics - SSDDFJ V1 _1 Cohen.pdf

Degrees/Minutes/Seconds
May need conversion

N35 deg 36
E139 deg 41’

Isualizgr.com,
b rforfaof Use




PmEXxplorer

* View Nokia PM tables/records (dumps), as SE GDFS?

T - T
s PmExplorer vl.ﬂ' 20(c) Sanderson FDI'EI'ISI(S Ltd 2010 - Licenced to: DEMDNSTRA'I'IDN SE—TWARE

File

-

Phone Profiles  &bout

Drag a column header here to group by that column

B )

Key Skey Current |Description Type In Report|Data
j
<Mo gtn display = > I
sanderson forensics
| | s
| e e e e e w |
PM
i‘ Data Interpreters |
|Name |Dec Litte Endian |Hex Little Endiar
<Mo data to display =
4] | »
[rame |Date Little Endian |Date Big Endian | ||
<Mo data to display = (]
4] | »
|Name |Da13
-
<Mo data to display =
Offset: ] (00000000 ] Selected: 0
oo | 1] | »
Key: Subkey:




Nokia

PM tables/records P h O n e ﬂ aS h e rS 1

Samsung
- Designed to update firmware (flash memory) 82@2'@25 o

* Usually a flash memory backup can be made

= DCTHBES TOOLS v 2.0.8.0 HAH by SarasSoft a_@X
| Dizconnect | Check Info Verily Flash Self Tests Ul Sellings ||Loc-al ]  Restan TORNADO series
L
[~ Actian ¢ Mods DCT4 |woz | BBS | UFS« |
Scenano |Flash + Ul Optione = InIl:lquc!F-Bm ﬂ Spead IFast :I Ship Erase P
E] a )l il
I Auln Cleor Flesult Windaw ¥ Autodetect Product T Import SimLocks =] foméea = [ Ignoia Fat
FF fwtn Scroll Result Window [ Usa Ini File Saltings [ Flash FEM Only ... | [ Enable Flashing [ CHT Aula
. FEnBTH
.. | I© Enable Flashing
—| _I| I Enable Fissing [ & s |I|
] naa n ng T futo
— Rezults / Events al =1olx] I Ensble Upioad 0l
Id: [18] 32 Record(s) 7| _| € Hew
Becord: B, 20 byte(s), Ok i R (T et U _
Record: 1, 28 byte(s), 0K = S = 7] Save Uset Selings [ e e~ e Setlinge llems
Record: 2, 28 byte{s), OK o =] [ <] || [reomec = | Full Ul Defauts L] Phone Bk
Record: 3, 20 byte{s), Dk |_I Ul Factory Defauts = ﬂn"_'lz_' i";_w Write Uger 5ming:1
Record: 4, 28 byte(s), Ok e I [_I Full Factory Dataults LA Ringng | onas
Record: 5, 28 byte(s), OK NCR Flash Cparabion HAHO Flash Operation Egﬂwﬂmgmfﬂfﬂm  Aux Funchans
Record: 6, 20 byte{s), 0k : !
Record: 7, 2@ byte(s), Dk B ‘ D | . I E'pnm'l N ‘ History Del_mm-l B?ﬂﬂl‘i:ﬂﬁ;mmma Format | Patch
Ricaei= 87 T8 EutacslL o T s Eolorer 12 5290) G5 S00AECE0EDBE ST a | CT1Ask/Fi Ferml
. 10 ] I Starthor Lang.age packr. Rd I.!EH;W'rLIEH
Record: 1@, 28 byte(s), 0k =] A=English Finish Swedish,D arsh Nomwegian,
Lo ettt | T
ecord: 12, yte(s), < SR FULUBIEE I S ek nolish, G erman French,Polish Aomanian, Hungarisn
Record: 13, 2@ byte(s), Ok Lo St ol Wi Long See 0 C=English.German French,talan Dutch Spanish, AdPM | Wr P
Record: 14, 20 byte(s), OK Turkssh Portuguess
: v " D=English,Gaman, Slavak Slovene,Sarbian, Hungarian, Rp BT | PM Edi
Record: 15, 20 byte(s). Ok E— = Canch Cioatian =
Record: 16, 28 byte(s), Ok R =z E~Engi P et .
Record: 17, 28 bute(s), Ok Files (sekeeta fl nd el a right buttr) Egmgmﬁgimmu?g&umﬂaﬂmm n"”'l Wi PP
Record: 18, 28 byte(s), 0k ! F=English,G erman,Hebrew Arabic Aussian
Record: 19, 28 byte(s), Dk G=Eriglish,Frerch Geimean 5 parish Arshic Rd HEH; Eraze
Record: 208, 20 byte{s), Ok FH=English. Gresk French.Geman
Record: 21, 28 byte(s), Dk [+ Now you car hﬁ%ﬂPﬁﬁﬁ;?ﬁﬁnﬁﬁw Create Ini File
LIZH bl oy o [esiiely (O 1. Downboad the P-English,Chinesa 5.Chinse T (T aisen] '
Record: 23, 28 byte(s), Dk 2, Durng NOR-FI [=English,Chinase 5.Chineze T [Hang Kong)
Record: 2%, 20 byte(s), 0k ol A=English Chinese 5.Chinase T (Chinal
Record: 25, 20 byte(s), Dk . Dume TFS ik S=Engish Chineta 5 Malaysian
Record: 26, 28 byte(s), Ok \ Check e ita L:E:gi;i;}#::jammgmjﬁﬁg.m?esa 5.Chinese T
- EH, LLArRese =
::EE::: g;: gg :ﬂE:E:%, g: = ;igﬂ;ﬁﬂb&amegé?nm?.%rpsﬂ =
7 e =En ese 5. Chinese T Hindi
LA el el R | X=Eniizh Chinese 5 Chinese T Babaza Ind =l




Phone flashers 2

* Sony Ericsson XS++

* GDFS
(Global Data File System) ‘

SE W800 from Iab\with (FAT?) FS!

X5++ - Connected phone: WB00 (DB2010 CID36)

=
09:26:29
09:26:29
09:26:29
09:26:29
09:26:29
09:26:29
09:26:29
09:26:30
09:26:30
09:26:30
09:26:30
09:26:30
09:26:30
09:26:30

09:26:30

09:27:31] After making any changes with FSX
09:27:31] you must press the 'Shutdown' button
09:27:48| After making any changes with F5X
09:27:48| you must press the 'Shutdown' button

PR UG S0 e

GDFS Operations
Phone name detected! =

Locks:
Reads the phone locks code
or, if DB2020, resets it to '0000"

Sending db2010_cid36red_fiash_r2ab.bin...
Applet ID: 050425 0904 MATCXC1326738_COMPACTFLASH
This is a FLASH loader

Phone Lock

Profile:

Profiling SEMC phone... Retrieve phone properties and

Platform: DB2010 useful debugging ID data frafiefhone:
OTP CID: 36

EROM CID: 36 Read GDF5:

EROM Color: Red ;

IMEL: 3563280000000 e polawyGNES
Phone ID: Wa00 N

Region: EUROPE_4 GDFS Script:

CDA: CDA102430/12 R2A

Firmware Version: R1BC002 E] Run Script
EROM: nja L

Ready for operation! = Restore GOFS:

[IIIIE

[-=]

Write GDFS

Stop
4 [0 | 2
¥S++ - Connected phone: W800 (DB2010 CID36) ‘: . a— - [ Configuration
\ (7) Settings () Flash (0) FSX ™ @ GDFS () Patch

U3 LT0 LA | ATLST THAMINY Ty Waniges il aa ~ st ™

09:29: 17| you must press the 'Shutdown' button

09:29: 13| Bypassing RSA... Filesystem Explorer:  ftpa/

09:29:18 ; — —

- ifs i

09:29: 18] Sending db2010_cid00_prodid_r2f.bin. ..  OUELE || Enumerated Files - - -

09:29:19] Applet ID: 050404 1011 LLECXC125872_COMPACTPRODL Q )

09:29:19] This is a PRODUCTION_ID loader (- smsdata al| PR ——

: . Communication Settings:

09:29:19 [=-messaging — H PACTPRODL

09:29:19] Sending db2010_cid00_cert_r2e.bin... - sms DO\N r |oad = ﬂash |mage Connect SelectPort:  |UsE

09:29:19] Applet ID: 040319 0923 LLECXC1326739_COMPACTCERTL E| system

03:29: 19| This is & CERTIFICATE loader ! ] -, —_ : Baud (Speed): | 921500

09:29:13| RSA security disabled! - messaging U plO’E id = save | mage |

09:29:19 - 8ms hMPACTELASH [] SMARTPHONE CONNECT

09:259:19] Sending db2010_cid00_hack_cs_v23.bin... - system o

09:29:20] Applet ID: 060118 0312 EMPCXC 1327364 COMPACT _SEM) e SRS

09:29:20| This is & CHIPSELECT loader 4 Username: Password: IP Address:

09:29:20] Activating loader. .. = ame & pl XS++ . 127.0.0.1

09:29:20| Activating GDFS... - MEssaging

09:29:21] This loader is UNLOCKED -pdh

09:259: 21| Success! C5-Hoader has been unlocked! = -preset

09:29:21] Please wait while X5 builds a list of directories. .. eett s L Wayin:

09:29:21] Activating filesystem £ Setungs 0 —— e FiE eE

. : ; :_: - :E manped : . B Cﬂntrols: reaKA. asti. ruTeA, Marts.

a0 — - Start FSX Download [ Delete ] [ Make Dir l [Shutdown ] 1
Progress: Configuration - X
e Settings () Flash @ FSx ™ (D) GDFS (O Patch Configuration
@) Settings (7)) Flash (T FSX ™ (0) GDFS (7) Patch
Enumerating files from selected path! I
—a |



http://en.wikipedia.org/wiki/GDFS

Flasher boxes

* Designed to update flash memory
— Twister
- HWK
— UFS3
— SHU box
— JAF box




Simple imaging and analyze of phones

* Some handsets can be attached in off mode and
automatically enter a special "file transfer” mode

* Windows may detect the memory (no memory card should
be present) as a storage device with a FAT file system

* Use FTK imager or similar to make an image!
* Analyze with existing forensic tools

* Paper describing the method

— RECOVERING DELETED DATA FROM FAT PARTITIONS WITHIN
MOBILE PHONE HANDSETS USING TRADITIONAL IMAGING
TECHNIQUES

* Another useful method if it is hard to interpret data is to
use an emulator to analyze and interpret the data

— Extract image or database etc. from an examined phone
— Boot up the development emulator using this data



Simpler analysis of phone dumps

If it is possible to create a filesystem of the phone image one
should export this dump to an forensic image and use a
familiar advanced tool as FTK or Autopsy etc.

This is especially true if it is a smartphone since it shares a lot
of technology with ordinary computers which will ease the
iInvestigation a lot

It can also be beneficial doing this with files in a folder

Example: http://computer-
forensics.sans.org/blog/2010/09/22/digital-forensics-quick-
cellebrite-ufed-extract-phone-data-file-system-dump/

— Using a dump from a iPhone 3G |0S 4.02

Viewing all familiar file types including SQL.ite files and plist
(property list) files etc. setting bookmarks and so on..

— iPhone .plist files are usually storing serialized objects as user
settings or application information in a binary XML format

— http://en.wikipedia.org/wiki/Property list
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