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Security Threat
Overview




* Cloud Computing
— Data
e Social Network

—Privacy
 Mobile Security
—Apps
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‘Security Threat - Type

Phishing/Defacement

Malicious Code Injection / SQL Injection
Distributed Denial of Service (DDoS)
Malware

Botnet

etc...

Hong Kong Clean PC Day 2010 Seminar (Nov)




* Financial Loss

* Data Loss
e |dentity Theft
e Service unavailability
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Securi

rgroun

Economy

Rank Item Percentage Range of Prices
1 | Credit cards 28% $1 - $30
2 El_aﬁ[ accounts 24_1;% $10 - $-125
3 Email accounts 8% $5- %12
4 Email addresses 5% $5 - 510 per MB
] Credit card dumps 4894 Mo specified prices
2 | RS7 & €99 shells 3% | $2-35
7 | Full identity 3% $3 - 320
& Mailers 3% $1-35
g Attack toolkits 3% $5 - %20 or $120 per month
10 Cash-out services 2% $200 - 100 or 50% - 70%

Fig 1 - Sales ranking on underground economy (Source from Symantec)
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Introduction of
Bothet




-

otnet?

* Botnet (aka Zombie Network, & FEH %)

e A collection of compromised computers
(called bots, zombie) under a common
command-and-control (called C&C)
infrastructure.

http://en.wikipedia.org/wiki/Botnet
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Botnet Structure

 Bot Herder/Master
* Command and Control Servers (C&C, C2)

botmaster

e Bots :ﬂ
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Website
Email

Instant Messenger (IM)
P2P file sharing network
Mobile device application
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* Code Injection

— Hidden iframe direct to the malicious website contains
vulnerability exploit

— 1H of 2010, over 2,500 Common Vulnerabilities and
Exposures (CVE) recorded. Apple is top vendors of CVE,

- N CVEs
issued about 180. 200 ®ciE-

A pple

Microsoft

Fig 3 - Source from Trend Micrc
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e Malicious Multimedia Content

— Exploit media player vulnerability
— Malicious codec file installation

e Vorarnsl ; Whibem powied by "= Sarid ™= Winfrey it |pien

P e R - e e ) ek v

Video posted by *** SantA ***

Video Responses: 10 Text Comments: 70

R

% W biwra . -

Fig 4 — Fake YouTube website delivers malware (Kooface)
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* Search Engine Optimization Poisoning (aka
Black hat SEO)

— Using unethical SEO techniques in order to obtain a higher
search ranking to post malicious link on hot topic

— Deliver Fake AV 27 eeem

Princa William Engagement
Mow 16, 2010 . Westminster Abbey 15 H11 tavounte 1o be chosen by a
¢ i
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Wesi

* Malvertisting (malicious advertising)
— Use of online advertising to spread malware

FARMTOWN

Fig 6 - In Apr 2010, malicious advertisement display fake security
warnings

Hong Kong Clean PC Day 2010 Seminar (Nov)



Emai

* Malicious attachment

— Ms office document, .doc, .xls, .ppt
— .pdf
— .Ink

— .swf

e Malicious link embedded

E.g. Pushdo, Waledac, Kooface
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Instant Messenger

* MSN, QQ
— Embedding link
— File transfer

E.g. Mariposa
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—,

-PP ie sharin netork -

* BT, eMule, Foxy etc.

s ey

BitTorrent

E.g. Storm, Waledac, Nugache
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Zeus ver 2.0, Man in the mobile (Mitmo)
Reported in Sep 2010

Installed in mobile devices like BlackBerry and
Symbian mobile phones

Sniff all the SMS messages that are being
delivered.

Steals both the online username and
password
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Germany £.08%

France 3.92%

United Kingdom 2.41 %
Italy 2.09% W
Metherlands 1.76% B
Turkey 1.74% B
lran 1.53% W

other 23 30% [INNGG
Fig 7 - Top 10 malware hosting countries (Source from SOPHOS)
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* IRC
 HTTP/HTTPS
* P2P

* Twitter
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Twitter

{zq_ ] J]ﬁl,?gi@f Hoeme Frofile Find People Sertings Help Sign out

=

b ™

Nare Lpdans
u pd 4t 3 ﬁﬁm\'mg Ellnwrrs
Tweets 25
Fefiow Favidites
aHRc:-chLEJ pdC5seS8xN2EzdFMc b sis
about 2 howrs By froem . Fol:nwu.lg
aH RUtDﬁvLEJDdCSStS?MTZEST?‘Eﬂd RwOiBvY mi0LmxSLOZE Hm m E:':.
about 2 howrs 396 from web ﬂ E 35_: -N
DoVl pdCEsesixm ;ﬂlﬁ EI ﬁnn
iquﬁ

ag froe wel

aHROcDovL 2 |pdC S seSSwhbYN LYyBodHR

about 4 howrs ago from web

m0LmxilzC3h RS5 feed of mpafid's poees

§ echo "aHROcDovLEZJpdCSse393NINUViAigaHRO0ehovLE JpdCSees8y32alhy=="
openssl kbasetd —d
huxp://fhic 1y /RE3TY huxxp://bit. ly/2EoHo

Fig 8 . Botnet use twitter to deliver the command (Source from Arbot Networks)
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Twitter

e TwitterNet Builder- A kit for building Twitter
Botnet

TwitterNET Builder

TwitkerMNET
Builder

Twitterlzername

Euild

TwitkerMNET
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Impact of Botnet
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Global botnet infection rate

Korea 6.3 6.1 17.4 14.6

Spain 69 119 153 124

ME]{IED 14.8 114
mmmm

China

Hong Kong S.AR. 13 12 1.6 1.1

Fig 9 — Microsoft Security Intelligence Report Vol.9

88 locations around the world, no of computers cleaned for
every 1,000 execution of MSRT.
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Fig 10 — Bot infection statistics (Source from Mcafee)
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Active Botnet Families

Primary Control Computers Computers Change
Mechanism Cleaned (10Q10) Cleaned (2Q10) &

Win32/Rimecud
2 Win3z/Alureon
3 Win32Hamweq
4 Win3i2Pushbot
5 Win32IRChot
6  Win32HKoobhface
7 Win32FlyAgem
8 WinizVinm
9 AwoltRenocide

10 WIn32Hupigon

Fig 11 - Top 10 bot families detected (Source from Microsoft)

Other

HTTP

IRC

IRC

IRC

HTTP

Cther

1,807,773
1,463,885
1,117,380
474,761
297,654
222,041
221,613
227,272
167,041

178,706

1,748,260
1,035,079
179,731
589,248
388,749
383,633
293,432
284,519
178,816

177,280
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Botnet Ecosystem

Bot-herder Chwmer and Dperator

Dnfine Black Market
Click fraud
"*' | M P 5
n Foc 1 f | e g .S Identity theft

Y =
Spammer M 'ﬁﬂ
Spam runs
o [
BOTMET Phishing atiacks

Thousands of
cormprormised
CompuUIters

Altacker

pam and host Makware to lure more nodes

Fig 12 - Source from microsoft
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Fight Back Botnet




Year 2010 is becoming a good year in shutting
down big botnets.

* Mariposa
 Waledac

* Bredolab
e ZeuS
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ase Study - ariposa

* Mariposa, (butterfly in Spanish)
 Discovered in December 2008

e 12.7 million bots in more than

190 countries (Top country — India, Top city -
Seoul )

e Spread via IM, P2P file sharing, website exploit
IE vulnerability
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Case Study - Mariposa

[22:33:82]1 TALK 2: 88.253.
[22:33:84] EUENT: Joined:
[E,-RR A41 EUENT: Joined:
2:33:861 EUVENT: Joined:
,:33 ﬁ?] EVENT : Joined:
2:3 EUENT : Joined:

EVENT
EUENT

EUVENMT : Joined:
EUENT : Joined:
EUEHT: Joined:
EUVEMT : Joined:

EUVENMT : Joined:

EUENT: Joined: ;

[22'33'34] TALK 1: 89.143..
-EXEe

Fig 13 Mariposa C&C server

B39: MEH link sent >
22.19:63464 L VUista 5P1 GBR
216.187:52298 W Uista SP2 USA
4? 134:62125 L WINEFP SP2 DEU
22:1873 L WINSPE SP2 EGY
.3?-65?” L Vista SP2 USA

Fhotmail.com

-124:288%27 L WINAP SP3 SLU
6.139:54794 L Vista S5P2 ITA

288.1:1886 L WINZF 5P2 BRA
2.231:53576 W Vista SPA AUT
4.212:29280 U HUINAP SP3 TUR
22.128:4858 L WINXP 5P2 RUS

-138:49884 L VUista 5PH GBR
-124:21012 L WINAP SP3 SLU

?81: MSH started, link: http:-~

 More than 200 binaries
* Connect the C&C using anonymous VPN service
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asStudy-ariosa o

* Stole credit card, banking credentials, user
identity (username, password)

* Belonging to more than 800,000 users.
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 Mariposa Working Group (MWG) established
in May 2009

e Members:
Defencelntelligence.

oy
=

“ & @ﬁmhgh |

neuscar
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ase Study - ariposa

In Dec 2009, MWG took control of the
Mariposa Botnet

In Feb 2010 arrested the leader (alias
“Netkairo” ) by Spanish Civil Guard

In Jul 2010, arrested the suspected creator
(alias “Iserdo”)by Slovenian police
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asStudy-ariosa o

Lesson Learned

e 97% bots use DNS to locate C&C, detect the
bots by DNS activity

e Sinkhole the domain used by C&C server
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Waledac

Discovered in Apr 2008

Estimated 70,000 - 90,000 infected computers
Spread via email

1.5 billion spam messages a day (about 1% of
the total global spam volume)

Connect the C&C using P2P network
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edac

Case Study — Wal

* Fraudulent greeting cards and breaking news
events.

* Email contains a link point to a malicious
websites

* Deliver exploit code when visited

— Adobe reader, Flash, IE, MS Office components
etc.
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* Fig 14 - Waledac P2P communication structure (Source from Symantec)
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* “Operation b49” initiated by Microsoft’s
Digital Crimes Unit

@ shasdowEERE =

A Symantec. .
VeriSign &
UNIVERSITAT universitatbonn
MANNHEIM

* In Feb 2010, Cut off 273 “Harmful botnet
domains used by Waledac

e Members:
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Case Study - Waledac

e Waledac Tracker

http://www.sudosecure.net/waledac/index.php

is anything truly secure...

HOME | STORM BINARY TRACKER | CONTACT | LINKS | SCRIPTS/TOOLS | COMMENT SPAMBOT TRACKER | WALEDAC TRACKER

Tracker Summary
Binaries: Harvested | Activity | Names | Longevity | Update Cycle
Fast Flux IPs: Harvested | Activity | Domains | Countries | ASNs | Longevity
MName Server IPs: Harvested | Activity | Domains | Countries | ASNs | Longevity | Name Servers
Disclaimer

Waledac Tracker Summary Data
All times CST (GMT-6)

Waledac Binary Harvests

Harvests IPs Binary Names MD5 Sums Last Harvest First Harvest
5634 3190 82 3203 2010-02-27 23:31:28 2009-01-02 16:13:57
Top 10 Binary MD5 Sums Top 10 IP Binary Retrieved Counts
(Since MS Takedown) (Since MS Takedown)

121.174.40.164

sz [

B2.244 130.67

Fig 15 — Waledac Tracker (Source from sudosecure)
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Lesson learned

* Solved legal issue

— Microsoft Corporation v. John Does 1-27, et. al.

http://www.microsoft.com/presspass/events/rsa/docs/Complaint.pdf
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Security
Protection Scheme




Anti-virus/Anti-malware

Firewall

Apply security patches

Malicious Website detection

File analysis
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* Deploy Cloud technology

* A unknown application is launched, ask the
cloud network to look up this application

 Immediate protection against the latest
threats
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In-bound and out-bound detection

Firewall

Open ports detection

Unknown application warning

System change warning

Sandbox
Logging
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Apply security patches

Vendor's OS and application update checking
features

Secunia - Personal Software Inspector (PSI)

http://secunia.com/vulnerability_scanning/personal/

Secunia PST

O‘.| Personal Software Inspector (PSI) 2.0 BETA 89%

PS| Detects and installs missing security patches for your PC

Patch Your PC

e Dashboard

0 Scan

l_:_ﬂResuIts { 17 missing )
Configuration

@ Settings
&Secunia Community Profile
@0 Integrate with Secunia €51

Learn More

@ Support / Forum
@ Privacy Statement

r_j] Scan Results

Secunia System Score

Secunia

This view shows an aggregated list of programs detected an your PC with the latest Secunia PSI scan. Click any program for additional information and details.

Detected Programs

Limit Results To:  [] Inzecure End-oi-Life [+] Patched [ | Auto-Updatable

Program # Program State =
® | [ Foxit Reader 3.x 1 @ End-of-Life
£ (E. Microzoft Office PowerPoint Viewer 2003 1 a End-of-Life
T Microsoft Siveriight 2x 2 @ End-of-Life
8 T pc-Doctor for Windows 4 x 1 a End-of-Life
H B PHP 51 x 1 @ End-of-Life
] é’ Sun Java JRE 1.2.x € Q End-of-Life
& [ truecryptex 1 @) End-of-Life

Threat Rating
O

EET A
o1

Are you missing a program?

Detected Version
331518

11.0.8184.0
Z.0.40115.0
4,1,0,0
5166
1220

6.3.1.0
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Install Solution
Waiting for update to c... #*
@ Install Solution

@ In=tall Solution

G Install Solution

Waiting for update to c...

@ Install Solution




Malicious Website detection

* |E 8, Firefox 3 built-in website detection
features

Reported Attack Page!

] a5 an attack

Attack pages try to install programs that steal private information, wuse your
computer to attack athers, or damage you =

cormprormised without the knowledge or perrission of their cwners,

Get me out of here! Why was this page blocked?
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Malicious Website detection

* Google Safe Browsing

LZEEE " 2
t512315 comis S EE sres Google

1512315.com HEyAIZHELF 7
b BT Sl SRR, - SR HARE R REE R E Y

ts12315.com

=4

sk 90 RBUR » AR —AR B 2 e 011 )

& Google IHMAREN - SREAHEE 7
3Bk 90 Fo » FPHES s LIS T 60 R4y | te12315.com EgEien L]
SRR - Coogle EUESMAET M. | s power®d by Discuzl @ - | s nEEEE |

& 20M10-10-10 e

; [IEE-'-EHE 'EEE%E;T"EW

Malicious software includes 73 trojan(s), 73 ex
EEEEEE 7 L (543 Jbic.net/, teamsec,
2 {84 (EiE xxdind, 1010gx. 1k B F 285

iﬁlﬁi ﬁﬂiiﬁlﬁi HEFT #%Rankllﬁt 4 H. 4 HIEHEE ..
1512315, comd

This site was hosted on 2 network(s) including

f*r“’“,a'\frﬁﬁ[.m_-.iﬁ ?EHE’J&TE#%T SHEEE M. FRTPE.
e 512315, -:mnfpn:urtal php?mod=listé.catid=6

ﬁp—rfn ? 123’157"‘%?%1&#—] Powered by Discuzl - Ts12315.com @

ERERI=

e : - EFopace - RiFEHET AE&U’% EfriziF - #ERF - R

T . =-=' HF, FHRTET UERERTETT, PR — A EITRT &
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Malicious Website detection

* Wepawet

http://www.mywot.com/en/download

Wepawet (alpha)

Home | About | Sample Reports | Support | Tools | News

WEPAWET 15 a service for detecting and analyzing web-based m:
T use WEPAWET:
1. Upload a sample or specify a URL ' J‘

2. Wait for the resource to be analyzed
3. Review the generated report

Mnkerench

beta version

* MonkeyWrench

http://monkeywrench.de/index.html
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Malicious Website detection

e Blocklist

— Malware Domain Block|ist s

http://www.malwaredomains.com/files/domains.txt

— ZeusS Blocklist
https://zeustracker.abuse.ch/blocklist.php

— SpyEye Blocklist e
https://spyeyetracker.abuse.ch/blocklist.php | st

Home | Mews | FAQ | SpyEye Blocklist |

DNS-BH - Malware Domain Blocklist

ZeuS Tracker

abuse.
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 VirusTotal

File Analysis

http://www.virustotal.com

] VIRUS

TOTAL

Virustotal is a service that analyzes suspicious
files and URLs and facilitates the quick detection
of wiruses, wiorms, trojans, and all kinds of malware
detected by antivirus engines. Wore information.

0%T Community user(s) with 5 total of 0 reputation credit(=) say(=) this sample is goodware. 0 % T Community
user(s) with @ total of 0 reputstion credit(s) say(s) thiz sample iz malware.

File name:
Submisgion date:
Current status:
Result:

£ Compact

@ There is a more

40d09hTd24daT0ede50866C5548613¢-2358.1xt

2009-08-09 02:02:30 (UTC)

finishedl
19 /41 (46.3%)

up-to-date report (30/41) for this file.

Antivirus
a-squared
AhnLab-V3
AntiVir
Antiy-AVL

Aduthentium

Version Last Update
4,.5.0.24 2009.058.09
5.0.0.2 2009.058.058
7.9.0.245 2009.08.07
P e e 2009.08.07
5.1.2.4 2009.058.09
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Result

Trojan-Dovmloader.Win3zZ.Banload! IK

TR/Spy. 77512, 15

Wiz /Trojan-dismuised-hased ' Maxinus

VT Community

Q.

nict reviensved

Safety score: -

Print resutts &



e MalOffice

File Analysis

http://mwanalysis.org/?site=7&page=submit
ﬂf Malware Analysis System

MalOffice :: Document Details

Submit Document

MalOffice

General

General Information

Filename Security Trend of MNewy Computing Era.doc

Filesize 30208 byte

WS hash Gcesdfeliar dadocIasobizb2becet

SHA1 hash 4dd7 191 6od0dbbofS6d321 2551 B0e3e639a00454
Document type Microsoft Word document

Added 23412010 09:11:44

Total result | —
Embedded Objects

Comment SHA1 hash MIME type

Analyses of this document

analyzer
ClamAv & Avira AntiVir

Office 2000 Professional

date result findings
2311200091729 nat rated
23412010 09:17:05 prabably benign
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Thank You
Emai: hkcert@hkcert.org
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