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General Information

The D-Link DSL-2640B is an ADSL2+ router that provides a convenient wireless
routing function. This user manual offers you with a simple and easy-to-understand
format to install and configure your router.

Package Contents

Included in the package is one of each of the following—

DSL-2640B Wireless ADSL2/2+ 4-port Ethernet Router
Power adapter

RJ-11 telephone cable

RJ-45 Ethernet cable

CD-ROM (containing User Manual & Quick Guide)
Quick Guide (booklet)

Important Safety Instructions

Place your router on a flat surface close to the cables in a location with
sufficient ventilation. Do not mount this device on a wall.

To prevent overheating, do not obstruct the ventilation openings of this
equipment.

Plug this equipment into a surge protector to reduce the risk of damage
from power surges and lightning strikes.

Operate this equipment only from an electrical outlet with the correct
power source as indicated on the adapter.

Do not open the cover of this equipment. Opening the cover will void any
warranties on the equipment.

Unplug equipment first before cleaning. A damp cloth can be used to clean
the equipment. Do not use liquid / aerosol cleaners or magnetic / static
cleaning devices.




Front Panel View

Internet

Mode

Solid Green
No light
Red
Flashing
Green

Solid Green

No Light
Slow Flashing
Fast Flashing
Solid Green
Flashing

No Light
Solid Green
Flashing
Green

No Light

Solid Green

No Light

Red

Indication

The router is powered on. (READY)
The power is off
Fai :

DSL is synchronized.

No carrier signal.

DSL attempting synch. Trying to detect carrier signal.
Carrier has been detected and modem is trying to train.
Wireless is up.

Wireless traffic is passing through.

Wireless is down.

Powered device connected to associated port

LAN activity present (traffic in either direction).

No activity, modem power off, no cable or no powered
device is connected to the LAN port

IP connected (device has a WAN [P address from IPCP or
DHCP and DSL is up or a static IP address is configured,
PPP negotiation has completed successfully (if used),

Modem power off, modem in bridge mode
connection not present.

Device attempted to become IP connected and faile
(no DHCP response, no PPPoE response, PPPoE
authentication failed, no IP address from IPCP, etc.).
(WAN IP NOT AVAILABLE)




Back Panel View

. |
- RESET
12V —1A | CONSOLE

Port Description

On/ Off Press to turn the router on and off.

Power Connects to the power adapter.

Press for less than 3 seconds to reset the router.

Press for 3 seconds or more to revert to factory settings.

Console For use by D-Link service personnel for maintenance purposes only.

LAN 4-1 RJ-45 connects the unit to Ethernet devices such as a PC or a switch.

DSL RJ-11 telephone port connects telephone cable to telephone or fax
machine.

Reset




Connecting the Router to Your Computer

Reset Console *
Button

On / Off
Button

* Console—for use by D-Link repair service personnel only.

Connect the Telephone Cable

. Connect one end of the telephone cable to the DSL port on the router and
the other end of the cable into the wall socket.

Connect the Ethernet Cable

e Connect one end of the Ethernet cable to one of the 4 LAN ports on the
back of the router and attach the other end to an Ethernet Adapter or
available Ethernet port on your computer. Or, you can attach it to a switch /
hub first and connect your computer to the switch / hub.

Connect the Power Adapter

o Complete the process by connecting the power adapter to the Power input
on the back of the router and then plug the other end of power adapter into a
wall outlet or power strip. Then turn on the router and boot up your PC and
any LAN devices, such as hubs or switches, and any computers connected to
them.




Configuring the Router

To use your web browser to access the web pages used to set up the router, your
computer must be configured to “Obtain an IP address automatically”, that is, you
must change the IP network settings of your computer so that it is a DHCP client. If
you are using Windows XP and do not know how to change your network settings,
skip ahead to Appendix A and read the instructions provided.

E}-“‘i icrosoft Internet Explorer ) !E;@;J
S gl HEG| P Open your web browser and enter ]
ol @iz o —' the URL http://192.168.1.1 in the D BN
address bar and press Enter.
Connect to 192.168.1.1
!12-7
-31_| o,
Enter “admin” in :DSLR”“f'
the User Name field ;”d 2 '] ]
and “tot” in the e
Password f]eld. | |Remember my passwmard
“—
Click OK

€] Opening page http:{/192.166.1.1/... :} & Internet
B

Ystart @ choutblak-




After you log into the router, the first screen will be the Quick Setup screen which
requires you to enter the PPP Username and Password. Click on Save/Reboot or
click on Advance Setup to go directly to the main user interface.

D-Link

Building Networks for People DSL-2640B

é Quick Setup

PPP usually requires that you have a user name and password to establish your
connection. In the boxes below, enter the user name and password that your ISP has
provided to you.

PPP Username: I
PPP Passward: I




The home section provides configurations for general use, including a Quick Setup
Wizard with steps to quickly set up your router for Internet connection. Also
included in this section are LAN / WAN setup and DNS configuration. The below
sections explains the setup for each.

This section will explain how to quickly configure the router if your only intention is
to access the Internet.

ATM PVC Configuration

To enable the auto-connect process, click on the box labeled DSL Auto-connect, a
process that will automatically detect the first usable PVC and automatically detect
PPPoE and PPPoA. To continue, click on the Next button.

Skip ahead to page 13 if you select DSL Auto-connect.

D-Link

Building Networks far People DSL-264OB

Advanced Tools Status

Quick Setup
This Quick Setup will guide you through the steps necessary to configure your DSL Router,

Wizard ATM PYC Configuration.

Select the check box below to enable DSL Auto-connect process,
Wireless

W  DSL Auto-connect

00

LAN

I Dynamic DNS

Logout

A

@

Next

If you uncheck the DSL Auto-connect box, the resulting screen is seen below. Enter
the VPI / VCI as indicated by your ISP. Also shown will be the Quality of Service.




Home Advanced Tools Status

Wizard
This Quick Setup wil guide you through the steps necessary to configure your DSL Router,

ATM PVC Configuration.

Select the check box below to enable DSL Auto-connect process,

T DSL Auto-connect

The Wirtual Path Identifier (WPI) and Yirtual Channel Identifier (WiCI) are needed for setting
up the ATM PYC, Do not change WPI and WCI numbers unless your ISP instructs you
otherwise,

WP [0-255] ID
WCI [32-65535] |35

Enable Quality Of Service

Enabling QoS for a PYC improves performance for selected classes of applications.
Howewer, since QoS also consumes systern resources, the nurmber of PYCs will be reduced
consequently, Use Advanced Setup/Quality of Service to assign priorities for the
applications.

Enable Quality Of Service [T

10



Connection Type

Following is the Connection Type screen where you select the type of network
protocol and encapsulation mode over the ATM PVC that your ISP has instructed you
to use.

The following is a PPPoA example. Click on Next to continue.

Home Advanced Tools Status

Wizard

Connection Type

Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP has
instructed you to use, Note that 802,10 YLAMN tagging is only available for PPPOE, MER and Bridging.

& PPP aver ATM (PPPo&)

' PPP over Ethernet (PPPOE)

0 MAC Encapsulation Routing (MER)
1P aver ATM (IPoA)

" Eridging

Encapsulation Mode
WC/MUX =

11



PPP Username and Password
Now, enter the PPP username and password as given by your ISP. Then decide if you

will be using any features such as Dial on demand, PPP IP extension, Keep Alive and
then click on Next.

Home Advanced Tools Status

PPF Llsername and Password

PPP usually requires that yvou have a user name and password to establish your connection,
In the boxes below, enter the user name and password that your ISP has provided to you,

PPP Usernarme: |

PPP Passward: I
Suthentication Method: |AUTO j

[T Cial on demand (with idle timeout timer)

[T PPPIP extension

[ Keep &live

[T Lse Static IP Address

[T Use the following default gateway:
I Use IP Address: [
[T Use wak Interface: |pppua_D_35fpppr11 j

Back  Next

Network Address Translation Settings

The next step is to configure the Network Address Translation (NAT) settings. For
the example, NAT will be enabled. The remaining fields are left as default and then
click on Next to continue.

12



Home Advanced Tools Status

Wizard

Metwork Address Translation Settings

MNetwork Address Translation (MAT) allowes you to share one Wide Area Metwork (WAN) IP address for
rmltiple computers on your Local Area Network (LAN).

Enable MAT |

Enable Firewall W

Enable IGMP Multicast, and WAN Service

Enable IGMP Multicast [~

Enable waN Service W

Service Marne: pppos_0_35 1

Device Setup

You can configure the DSL Router IP address and Subnet Mask for the LAN interface
to correspond to your LAN’s IP Subnet. If you want the DHCP server to
automatically assign IP addresses, then enable the DHCP server and enter the range
of IP addresses that the DHCP server can assign to your computers. Disable the
DHCP server if you would like to manually assign IP addresses. Click on Next to
continue.

13



Home Advanced Tools Status
Wizard

Cevice Setup

Configure the DSL Router TP Address and Subnet Mask for LaM interface,

IP Adldress: I192.168.1.1

Subnet Mask: I255.255.255.D

" Disable DHCP Server
% Enable DHCP Server
Start IP Address: |192.168.1.2

End IP Address: |192.16EI.1.254

Leased Time (hour):|24

™ Configure the second IP Address and Subnet Mask for LAN interface

Wireless

The router’s wireless function can be enabled on the following screen. If the
function is enabled, then continue by entering the SSID, the wireless network name.
Click on Next to continue.

Home Advanced Tools Status
Wizard

Wireless
Enable Wireless W

Enter the wireless network name (also known as 55100,
5510 |Wireless

14



Setup - Summary

After all of the configurations are done, the WAN Setup Summary screen displays all
WAN settings that you have made. Check that the settings are correct before
clicking on the Save / Reboot button. Clicking on Save / Reboot will save your
settings and restart your router.

Home Advanced Tools Status
Wizard

Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

VPl VCE 0,/3s
Connection Type: |PPPoA

Senvice Name: pppoa_0_35_ 1

Service Category: |LER

IP Adidress: Autornatically Assigred
Service State: Enabled
NAT: Enabled
Firewall: Enabled

IGIMP Multicast: Disatled

Cuality Of Service: |Disabled

Click "Save/Reboot” to save these settings and reboot router, Click "Back” to make any
rnodifications,

NOTE: The configuration process takes about 1 minute to complete and your DSL Router
will reboot,

o . i
sac

15



Wireless

Wireless -- Basic

The below Wireless - Basic screen lets you enable or disable wireless. The default
setting for wireless is enabled. You can also hide the access point so others cannot
see your ID on the network. Click on Apply to save your configurations before
clicking on Security to continue to the Security configurations.

Home Advanced Tools Status

Riir - [ ] =
Wireless -- Basic

This page allows you to configure basic features of the wireless LAN interface. You can enable or
disable the wireless LaN interface, hide the netwaork from active scans, set the wireless network
narme (also known as SSI00 and restrict the channel set based on country reguirements.,

Click "Apply" to configure the basic wireless options,

[# Enable Wireless

[T Hide Access Point

SoIly IWireless

BSSID:  O02:ED:12:00:00:01

Country; IUNITED STATES j

[T Enable wireless Guest Metwiark

Guest 5510 GLest

",

16



Wireless - Security

The next screen is the Wireless - Security screen which allows you to select the
network authentication method and to enable or disable WEP encryption. Note that
depending on the network authentication that is selected, the screen will change
accordingly so additional fields can be configured for the specific authentication
method.

Network authentication methods include the following—

Open—anyone can access the network. The default is a disabled WEP
encryption setting.

Shared—WEP encryption is enabled and encryption key strength of 64-bit or
128-bit needs to be selected. Click on Set Encryption Keys to manually set
the network encryption keys. Up to 4 different keys can be set and you can
come back to select which one to use at anytime.

802.1X—requires mutual authentication between a client station and the
router by including a RADIUS-based authentication server. Information
about the RADIUS server such as its IP address, port and key must be
entered. WEP encryption is also enabled and the encryption strength must
also be selected.

WPA—(Wi-Fi Protected Access)— usually used for the larger Enterprise
environment, it uses a RADIUS server and TKIP (Temporal Key Integrity
Protocol) encryption (instead of WEP encryption which is disabled). TKIP
uses128-bit dynamic session keys (per user, per session, and per packet
keys).

WPA-PSK (Wi-Fi Protected Access - Pre-Shared Key)—WPA for home and
SOHO environments also using the same strong TKIP encryption, per-packet
key construction, and key management that WPA provides in the enterprise
environment. The main difference is that the password is entered manually.
A group re-key interval time is also required.

WPA2 (Wi-Fi Protected Access 2)—second generation of WPA which uses
AES (Advanced Encryption Standard) instead of TKIP as its encryption
method. Network re-auth interval is the time in which another key needs to
be dynamically issued.

WPA2-PSK (Wi-Fi Protected Access 2 - Pre-Shared Key)—suitable for home
and SOHO environments, it also uses AES encryption and requires you to
enter a password and an re-key interval time.

Mixed WPA2 / WPA—during transitional times for upgrades in the
enterprise environment, this mixed authentication method allows
“upgraded” and users not yet “upgraded” to access the network via the
router. RADIUS server information must be entered for WPA and a as well as
a group re-key interval time. Both TKIP and AES are used.

Mixed WPA2 / WPA-PSK—useful during transitional times for upgrades in
the home or SOHO environment, a pre-shared key must be entered along
with the group re-key interval time. Both TKIP and AES are also used.

17



Home Advanced Tools Status
Wireless -- Security
This page allows you to configure security features of the wirgless LAl interface. vou can sets the
netwiork authentication method, selecting data encryption, specify whether a netwaork: key is required

to authenticate to this wireless network and specify the encryption strength.
Click "Apply” to configure the wireless security options.

Select SSI0: |Wire|ess vl

Metwork Authentication: |Open j

WEP Encryption: |Disab|ed vl

Back Apply

WAN

Configure the WAN settings as provided by your ISP.

Home Advanced Tools Status

WAN Setup

Choose Add, Edit, or Remove to configure WAN interfaces,
Chioose Finish to apply the changes and reboot the system,

VPIVCI | Category | Service |Interface |Protocol | State | Remowve |Edit | Action
0j35 | UBR  |epoan 35t |ppp 0351 | PPRas |Erabled| 7 | [4 "'

Click on the Add button if you want to add a new connection for the WAN interface
and to proceed to the ATM PVC Configuration screen as seen below. The ATM PVC
Configuration screen allows you to configure an ATM PVC identifier (VPI and VCI)
and select a service category.

18



Find out the following values from your ISP before you change them.

e VPI: Virtual Path Identifier. The valid range is 0 to 255.
e VCI: Virtual Channel Identifier. The valid range is 32 to 65535.
e Service Category: Five classes of traffic are listed—

o UBR Without PCR (Unspecified Bit Rate without Peak Cell Rate)—
UBR service is suitable for applications that can tolerate variable
delays and some cell losses. Applications suitable for UBR service
include text/data/image transfer, messaging, distribution, and
retrieval and also for remote terminal applications such as
telecommuting.

o UBR With PCR (Unspecified Bit Rate with Peak Cell Rate)--

o CBR (Constant Bit Rate)—used by applications that require a fixed
data rate that is continuously available during the connection time.
It is commonly used for uncompressed audio and video information
such as videoconferencing, interactive audio (telephony), audio /
video distribution (e.g. television, distance learning, and pay-per-
view), and audio / video retrieval (e.g. video-on-demand and audio
library).

o Non Realtime VBR (Non-Real-time Variable Bit Rate)—can be used
for data transfers that have critical response-time requirements
such as airline reservations, banking transactions, and process
monitoring.

o Realtime VBR (Real-time Variable Bit Rate)—used by time-sensitive
applications such as real-time video. Rt-VBR service allows the
network more flexibility than CBR.

e Quality of Service: Can be enabled only for UBR without PCR, UBR with
PCR, and Non Realtime VPR.

19



Home Advanced Tools Status

ATM PYC Configuration

This screen allows you to configure an AT PYC identifier (VP and VI and select a service
category, Choose an existing interface by selecting the checkbox to enable it,

WPL: [0-255] |2
WCI: [32-65535] |3E|

Service Category:l LIBR Without PCR j

Enable Quality Of Service

Enabling packet level QoS for a PYC improves perforrmance for selected classes of
applications, QoS cannot be set for CBR and Realtime YBR. QoS consurmes system
resources; therefore the number of PYCs will be reduced. Use Advanced Setup,/Quality
of Service to assign priorities for the applications.

Enable Quality Of Service [

The following screen shows the below types of network protocols and encapsulation
modes—

PPP over ATM (PPPoA)

PPP over Ethernet (PPPoE)

MAC Encapsulation Routing (MER)
IP over ATM (IpoA)

Bridging

If you will be using VLAN tagging, then click on the Enable 802.1q checkbox and
then enter the VLAN ID number. Note that the 802.1q function is only available
if you select PPPoE, MER, or Bridging. When finished with your selections, click
on Next to continue.

20



Home Advanced Tools Status

VA
YA

Connection Type

Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP has
instructed you to use, Mote that 802,19 YLAN tagging is only available for PPPoE, MER and Bridging.

C PPP aver ATM (PPPo&)

' PPP over Ethernet (PPPCE)

' MAC Encapsulation Routing (MER)
1P over ATM (IPod)

' Bridging

Encapsulation Mode
LLC/SHNAP-BRIDGING j

The following screen allows you to enter PPP username and password as well as

make any selections regarding your connection.

e Dial on demand: Allows you to manually connect to the Internet so you are

not permanently connected. Idle timeout timer is included.

e PPP IP extension: Used by some ISP’s. Check with your ISP to see if it is

required.
e Keep alive: Keeps you connected to your ISP even when no activity is
present for a certain period of time.
e Use static IP address: Select if you want to use a non-DHCP issued IP

address to connect to the Internet. If selected, you will be asked to enter

the static IP address.

21



Home Advanced Tools Status
WAN

PPP Username and Password

PPP usually requires that vou have a user name and password to establish your connection.
In the boxes below, enter the user name and passwiord that youwr ISP has provided to you,

PPP Lisername: |ads|
PPP Passyword: I****
Authentication Method: |AUTO j

[T Dial on dermand {with idle timeout tirmer)

[T PPP IP extension

1

Keep Alive

[T Use Static IP Address

[T Use the following default gateway:
[T Use 1P address:
[T Use WaN Interface: |pppoe_2 38/ppp33 j

Back  Next

When finished, click on Next to proceed to the NAT Settings screen.

e Enable NAT: Select enable if you wish to share one WAN IP address for
multiple computers on your LAN.

e Enable Firewall: Select if you wish to enable the router’s firewall for
security.

e Enable IGMP Multicast: Select enable if you wish to be able to provide
multicasts, mostly used in video streaming.

e Enable WAN Service: Select if you wish to use WAN service and then set
the service name.

22



Home Advanced Tools Status
WAN
Metwork Address Translation Settings

Metwiork Address Translation (MNAT) allows you to share one Wide Area Metwork (WaN] IP address for
rultiple computers on your Local Area Netwiork (LAM).

Enable MAT @

Enable Firewall [

Enable IGMP Multicast, and WAN Service

Enable IGMP Multicast [T

Enable WAk Service W

Service Mame: pppoe_2 38 1

Click Next when finished with your configurations and the below screen will follow
displaying the WAN settings that you made. When satisfied with the settings click
on the Apply button.

Home Advanced Tools Status

WAN

Setup - Summary

Make sure that the settings below rmatch the settings provided by your ISP,

VPI/VCE 2/38

Connection Type: |PPPoOE

Service Hame: popoe_2_38_1

Service Category: |UBR

IP Address: Autornatically Sssigned
Senvice State: Enabled
NAT: Enabled
Firewall: Enabled

IGMP Multicast: Disabled
Cuality OF Service: |Disabled

Click "apply" to save these settings, Click "Back” to make any rmodifications.,
MOTE: You need to reboot to activate this wak interface and further configure services
over this interface.

Back Apply

23



After you apply the configurations, it will return to the WAN Setup screen showing
the new configurations. Select the Finish button to save the changes and reboot
the router.

Home Advanced Tools Status
WAN Setup
Choose Add, Edit, or Rermove to configure Wal interfaces,
Choose Finish to apply the changes and reboot the system.
VPINCI | Category | Service |Interface |Protocol | State | Remove | Edit | Action
035 | UBR |eepes 0351 |ppp 035t | Peees |Enabled| 0 | [B -ﬁﬁ'
2/38 | UBR [peeoeznt e 2ot | peee |Enabed | [ | [ | [T

Below is the DSL Router Reboot screen that will appear during the rebooting

process.
“} D-Link ADSL Router - Microsoft Internet Explorer - 0] x|
J File Edit Migw Faworites Toaols  Help i
J EBack + = - () A | ‘hsearch [GFavorites fMedia 4 | Y- ”J T -
| Address [@] http:(/192.168.1. Lfindex html | Pao
DSL Router Reboot
The DSL Router has been configured and is rebooting.
Please wait..
If necessary, reconfigure vour PC's IP address to match
viour new configuration after reboot finishes,
(T |
@ Dane I_ I_ I_ y

24




LAN

You can configure the DSL Router IP address and Subnet Mask for the LAN interface.

An available option if you will be multicasting is IGMP snooping, for which you can
also select standard or blocking mode.

If you want the DHCP server to automatically assign IP addresses, enable DHCP
server and enter the range of IP addresses that DHCP server can assign. Disable
DHCP server if you would like to manually assign IP addresses.

Home Advanced Tools Status

Local Area Network (LAN) Setup

Configure the DSL Router IP Address and Subnet Mask for LAN interface. Save button only saves the
Lam configuration data, Save/Reboot button saves the LAN configuration data and reboots the
router to make the new configuration effective.

IP Address: |192. 16211

Subnet Mask: |255.255.255.E|

Enable IGMP Snooping
Standard Mode
Blocking Mode

Disable DHCP Server
Enable DHCP Server
Start IP Address; |192.1E|El.1.2

a0 &

End IP Address: |192.158.1.254

Leased Time (hDur):|24

" Enable DHCP Server Relay
DHCP Server [P Address: I

™ Configure the second IP Address and Subnet Mask for LAN interface

The Save button only saves the LAN configuration data, but does not apply the
configurations. Select the Save/Reboot button to save the LAN configuration data
and reboot the router and apply the new configurations.
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DNS Server Configuration

Use the DNS Server screen to request automatic assignment of a DNS or to specify a
primary and secondary DNS.

Home Advanced Tools Status

DNS Server Configuration

If '‘Enable Automatic Assigred DMS' checkbox is selected, this router will accept the first
received DMS assignment from one of the PPPos, PPPOE or MERSDHCP enabled PYC(s)
during the connection establishrment, If the checkboy is not selected, enter the primary
and optional secondary DMS server IP addresses, Click "Spply' button to save the new
configuration, You must reboot the router to make the new configuration effective,

¥ Enable automatic sssigned DNS

Apply

If you uncheck the Enable Automatic Assigned DNS checkbox, two additional fields—
primary and secondary DNS server—will appear. Enter the information and click on
Apply to save the configuration.

Home Advanced Tools Status

DNS Server Configuration

If ‘Enable Autoratic Assigned ONS' checkbos is selected, this router will accept the first
received DMS assignment from one of the PPPoA, PPPOE or MERSDHCP enabled PWiC(s)
during the connection establishrnent, If the checkbox is not selected, enter the primary
and optional secondary DMS server IP addresses, Click 'Spply' button to save the new
configuration, You must reboot the router to make the new configuration effective.

[T Enable Automatic Assigned DMS

Prirmary OMS server: |

Secondary DNS ser\rer:l

Apply
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Dynamic DNS

Dynamic DNS is a service for allowing an Internet domain name to be assigned to a
varying IP address. This makes it possible for other sites on the Internet to establish
connections to you without needing to track the IP address themselves. Click on
Add to set up a dynamic DNS configuration.

Home Advanced Tools Status

namic DNS

Thie Dynamic OMS service allows you to alias a dynamic IP address to a static hostname inany of the
rary domains, alowing your DSL router to be more easily accessed from various locations on the
Internet.

Choose Add or Rernove to configure Dynarnic DS,

‘Hos’mame |Username |Service ‘Illterface ‘Remwe ‘

This screen allows you to add a dynamic DNS address from DynDNS.org or TZO. First
select the D-DNS provider—DynDNS.org or TZO—from which you have obtained a
dynamic DNS address. Enter the hostname and the interface that you are using.
Also enter the username and password assigned by the DNS service. Click on Apply
to save these configurations.
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Home Advanced Tools Status

Add dynamic DDNS
This page allows you to add a Dynarnic ONS address frormn DynDMS.org or TZ20,

D-DMS provider I DynDMS.org v|

Hostrame I

Interface Ipppua_ﬂ_35_1,r'ppp_ﬂ_35_1 j

DynDNS Settings
lJsername I

Password |

Apply

Logout

To log out of the router’s user interface at any time during the setup, click on the
Logout button. A confirmation screen will appear confirming that you really want
to log out.

Home Advanced Tools Status

Logout

Logging out will close the broweser,

"Cogout |
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Advanced Setup

This section of the setup is an advanced version of the quick setup. If you want to
make specific configurations to your router such as creating a virtual server, DMZ,
RIP, Quality of Service (QoS), etc., consider going through this advanced setup for a
more comprehensive configuration.

ADSL

The ADSL settings page contains a modulation and capability section to be specified
by your ISP. Consult your ISP to select the correct settings for each. Then click on
Apply if you are finished or click on Advanced Settings if you want to configure
more advanced settings.

D-Link
Building Networks far People DSL_264OB

Advanced

ADSL

Select the modulation below.

Virtual Server

=

G.Dmt Enabled

G.lite Enabled

T1.413 Enabled
ADSL2 Enabled
AnnexL Enabled

ADSL2+ Enabled

El & EF R EFCE

IP Filter AnnexM Enabled

Capabiliy
Bridge Fikers ¥ Bitswap Enable

[T SRA Enable

Parental Control ra

Apply

Routing

Port Mapping

Certificate

Wireless

Logout

QOODANRAARAN:

ADSL Settings
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The test mode can be selected from the DSL Advanced Settings page. Test modes
include—normal, reverb, medley, no retrain, and L3. After you make your
selections of the test mode, click on Apply to save these settings first before you
go to Tone Selection.

Advanced Tools Status

Select the test mode below,

& farmal
' Reverb
" pedley

" Mo retrain

L3

@ |

ADSL Tone Settings

The frequency band of ADSL is split up into 256 separate tones, each spaced 4.3125
kHz apart. With each tone carrying separate data, the technique operates as if 256
separate modems were running in parallel. The tone range is from 0 to 31 for
upstream and from 32 to 255 for downstream. Do not change these settings unless
directed by your ISP.
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192.168.1.1,/adslcfgtone.html - Microsoft Internet Expl ==

ADSL Tone Settings

Upstream Tones
Vo M1 Wz Wz Wa Ws Wa W7 Wz WMo Wio M1 Wiz W1z F14 W15
Vi W17 Wiz Wi1a Woo Wz1 W2z Waz Waqa Was Was Wzr Wz Wazo Mzo Mz

Downstream Tenes
Wz Wzz W24 Was Was War Was Wao Wan Wa1 Waz Waz Maqa Was Fas W a7
W4z Wag Wso Ws1 WSz WSz WS4 Wss Wse Wsr Wse Weo Meo Wel Maz Waz
Va4 Wes Wea Wer Wes Wea W7o W71 W7z W7z Wrqa W7s Wie W77 #7z W79
Voo We1 Wez Waz Waed Wes Wes War Wea Moo Moo Wol Woz Waoz Wog4 WMos
Vos Wo7 Wog Moo MiooW 101 W 102 W 103 ¥ 104 ¥ 105 ¥ 106 W 107 W 108 @ 1092 ¥ 110 F 111
MiizWMi1iizWi1aWi11sM11e W 117 W 118 W 119 ¥ 120 W 121 W 122 W 123 W 124 ¥ 125 ¥ 126 ¥ 127
FMizeMizgWi1a0 M 131 M1z MW 132 W 134 W 1as W 136 W 137 W 138 W 139 W 140 9 141 ¥ 142 143
¥ 144 ¥ 145 ¥ 146 ¥ 147 ¥ 148 ™ 149 W 150 ¥ 151 ¥ 152 W 152 W 154 ¥ 155 ¥ 156 ¥ 157 ¥ 158 159
¥ 160 ¥ 161 ¥ 162 M 162 ¥ 164 W 165 W 166 W 167 W 168 M 160 W 170 W 171 W 172 W 173 ¥ 174 W 175
V17 W 177 ¥ 172 W 170 ¥ 180 W 181 ¥ 182 W 183 ¥ 184 W 185 W 186 W 187 W 182 W 180 W 100 W 101
¥ 102 W 102 ¥ 104 W 105 W 106 W 107 W 108 W 100 W 200 Wo201 W20z W20z W 204 W 205 W 2oe W 207
Weoe Wz WazioWzi1 Wiz Wiz Weia Wais Wole Wair Wais W z1o W ezo W 221 W 22z W 22a
WaaWazs oz Woes WoeaWeaoWeanW i Woiz Woaa W ead W2as W ez W 237 W 2ag W 23a
¥ 240 W 241 ¥ 242 W 243 W 244 W 245 W 246 W 247 W 248 W 240 W 250 W 251 W 252 W 253 W 254 W 255

v

Virtual Server

If you enable NAT (Network Address Translation), you can configure the Virtual
Server, Port Triggering, and DMZ Host.

NAT—Virtual Servers Setup

A virtual server allows you to direct incoming traffic from the WAN side to a
specific IP address on the LAN side.The following figure shows the screen that
allows you to configure your virtual server(s). Click on the Add button to configure
a virtual server.

( Home Advanced Tools Status

NAT -- Virtual Servers Setup
Yirtual Server allows you to direct incoming fraffic from the \Wal side (identified by protocol and
external port) to the internal server with a private IP address on the LAM side. The internal port is
required only if the external port needs to be converted to a different port number used by the
server on the LaN side. & maximum of 32 entries can be configured.

Server | External External Internal Internal | Server IP

Name |PortStart | PortEnd | T2 | portstart | PortEnd | Address |ReMove

Select the virtual server from the drop-down list and complete the server IP address,
then click on Apply once.
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Advanced Tools Status

MNAT -- Virtual Servers

Select the service name, and enter the server IP address and click "Apply" o forward IP packets
for this service to the specified server, NOTE: The "Internal Port End" cannot be changed. It
is the same as "External Port End" normally and will be the same as the "Internal Port
Start" or "External Port End" if either one is modified,

Remaining number of entries that can be configured:32

Server MName:
* Select a Service: |Se|ed0ne j

' Custom Server: |

Server IP Address: |192.168.1.

Apply
External Port Start External Port End|  Protocol  Internal Port Start Internal Port End

TP~
TP~
TP+
TP+
TP~
TP~
TP+
TP+
TP~
TP~
TP+
TP+

Apply
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The following screen appears after you save your selection. To add additional
virtual servers, click on the Add button. If you need to remove any of the server
names, select the check box and click on the Remove button.

Advanced Tools Status
NAT -- Virtual Servers Setup

Wirtual Server allows you to direct incoming traffic from the WaAN side (identified by protocol and
external port) to the internal server with a private IP address on the LAN side. The internal port is
required only if the external port needs to be corwerted to a different port number used by the
server on the LAMN side. & maximurn of 32 entries can be configured.

Internal

Server | External | External Internal Server IP

Name | Port Start | Port End rrojacol Spt';r:t Port End Address Remove
SE‘ZSDF 47624 47624 TCP 47624 47624 192.168.1.2 ||
Age of

Kinga 6073 6073 TCP 6073 6073 192,168.1.2 ||
Age of

s 2300 2400 TCP 2300 2400 192.168.1.2 |}
age of

kings 2300 2400 oP 2300 2400 192.168.1.2 -

DMZ

You can define the IP address of the DMZ Host on this screen. Enter the IP address
and click on Apply.

Advanced Tools Status

DMZ Host

The DSL router will forward IP packets from the Wal that do not belong o any of the applications
configured in the Virtual Servers table o the DMZ host computer,

Enter the computer's IP address and click "apply" to activate the DMZ host.

Clear the IP address field and click "apply" to deactivate the DMZ host.

DOMZ Host IP Address:

Apply
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SNMP
SNMP—Configuration

SNMP is Simple Network Management Protocol that provides a means to monitor
status and performance as well as set configuration parameters. It enables a
management station to configure, monitor and receive trap messages from network
devices.

( Home Advanced Tools Status

MR E ramficaniratism
SMVIF - Lonriguration

Sirmple Metwork Management Protocal (SNMP) allows a management application to refrieve
statistics and status from the SNMP agent in this device,

Select the desired values and click "Apply" to configure the SMWP options,

SNMP Agent Disable  Enable

Read Community: Ipublic
Set Community: Ipri\rate
System Mame: |5\,rsname
System Location: Iunknuwn
System Contact: Iunknuwn
Trap Manager IP: ID.EI.EI.D

' J

IP Filter

IP filters can be configured to manage your incoming and outgoing traffic. Click on
the Inbound and Outbound buttons to advance to the next section for further
configuration.
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[ Home Advanced

Filter -- Inbound Filter

Manage incoming fraffic,
=

Filter -- Qutbound Filter

Manage outgoing traffic

Incoming IP Filtering Setup

Incoming IP filter allows specified the WAN traffic to pass through the firewall.
Click on the Add button to add incoming filter settings.

Advanced Tools Status

Incoming IP Filtering Setup

By default, all incoming IP traffic from WAN is blocked when the firewal is enabled, but some IP traffic
can be ACCEPTED by setting up filters.

Source Dest.
Name | VPIVCI | Protocol | Address | S Address | L Remove
Port Port
Mask Mask

Enter a filter name, information about the source address (from the WAN side), and
information about the destination address (to the LAN side). Select the protocol
and WAN interface, then click on Apply to add the setting.
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Advanced Tools Status

Add IP Filter -- Incoming

The screen allows you to create a filter rule to identify incoming IP traffic by specifying a newr fitter
name and at least one condition below. Al of the specified conditions in this filter rule must be
satisfied for the rule to take effect. Click 'Apply" to save and activate the filzer.

Filter Marme: I

Protocol: Any -
Source IP Type: Any -
Source Port Type: m
Destination IP Type: Any -
Destination Port Type: Any -

WAN Interfaces (Configured in Routing mode and with firewall enabled only)
Select at least one or multiple WAN interfaces displaved below to apply this rule.

¥ select al

Apply

The following screen appears when you apply the IP filter. The screen lists the IP
filters that were added from the previous screen. To change your settings, click on
the Add or Remove buttons.
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Advanced Tools Status

Incoming IP Filtering Setup

By default, all incoming IP traffic from vl is blocked when the firewal is enabled, but sorme 1P traffic
can be ACCEPTED by setting up filters.

Dest.
Source Source Dest.
Name [VPINCI | Protocol Address | Mask Dart Address / Port Remove
Mask
Test |ALL TCR/UDR | 192.168.2.5 |

JI —

Outgoing IP Filtering Setup

The outgoing filter will block the LAN traffic from entering the WAN side. Click on
the Add button to create filters.
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Advanced Tools Status

Outgoing IP Filtering Setup

By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by
setting up filters,

Source Address / Source Dest. Address / Dest.
Name |Protocol Mask Port Mask Port Remove

el

The below screen will appear when you click on Add. Input the filter name, source
information (from the LAN side), and destination information (from the WAN side).
Then click on Apply to save.

Advanced Tools Status

Add IP Filter -- Qutgoing

The screen allows you to create a filer rule to identify outgoing IP fraffic by specifying a new filter
name and 2t least one condition below. Al of the specified conditions in this fitter rule must be
satisfied for the rule to take effect. Click 'Apply’ to save and activate the filter.

Filter Mame: I

Protocol: ANy -
Source IP Type: m
Source Port Type: Im
Destination IP Type: Any -
Destination Port Type: Any -

=
=)
=
<

The following screen appears when you apply the IP filter. The screen lists the IP
filters that were added from the previous screen. To change your settings, click on
the Add or Remove buttons.
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Advanced Tools Status

Outgoing IP Filtering Setup

By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting
up filters,

Source Address ! | Source Dest. Address | Dest.
Mame |Protocol Mask Port Mask Port Remove
Test TCP 192.168.1.5 192,168.1.8 |

0
| [

Bridge Filters
MAC Filtering Setup

MAC filtering can forward or block traffic by MAC address. You can change the
policy or add settings to the MAC filtering table using the MAC Filtering Setup
screen.

39



[ Home Advanced

MAC Filtering Setup

MAC Filtering Global Policy: FORWARDED

MALC Filtering is only effective on AT PYCs configured in Bridge mode. FORWARDED means that
all MAC layver frames will be FORWARDED except those matching with any of the specified rules
in the following table, BLOCKED means that all MAC layer frames will be BLOCKED except those
matching with any of the specified rules in the following table.

Choose Add or Remave to configure MAC filtering rules,

‘VPINCI ‘Prutncnl ‘Destinatinn MAC ‘Snurce MAC ‘Frame Direction |Remwe |

If you click on Change Policy, a confirmation dialog allows you to verify your
change.

( Home Advanced Tools Status

Change MAC Filtering Global Policy

WARNIMNG: Changing from one global policy to another will cause all defined rules to be REMOWED
AUTOMATICALLY! You will need to create new rules for the new policy,

Are you sure you want to change MAC Filtering Global Policy from
FORWARDED to BLOCKED ?

If you want to add a setting to the MAC filtering table, select protocol type, enter
the destination and source MAC address, the necessary frame direction, and WAN
interface (bridge mode only). Then click on Apply to save.
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( Home Advanced Tools Status

Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below. If muliple
conditions are specified, all of them take effect. Click "Apply" to save and activate the filker.

Protocaol Type: IAny j

Destination MAC Address:

Source MAC Address:

T

Frame Direction: LAN=<==WAN -
WAN Interfaces (Configured in Bridge mode anby)

I select al

Apply

After you save the settings, a screen showing the settings will appear. On this
screen you will be able to view and delete MAC filtering rules.

Parental Control

Time of Day Restrictions

In a home setting, parents can also restrict the day of the week certain computers
can access the router. Click on Add to set up the restrictions.

Advanced Tools Status

Time of Day Restrictions -- A maximum of 16 entries can be configured.

‘Username ‘MAC ‘I‘-’Iun ‘Tue ‘Wed ‘Thu |Fri |Sat ‘Sun |Starl |Stup |Remwe |

After you click you on Add, you will see the below screen where you will be able to
enter the MAC address of the PC that you wish to place on a time of day restriction.
Click on Apply to save the settings and to continue.
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Advanced Tools Status

Time of Day Restriction

This page adds a time of day resfriction to a special LaM device connected to the router, The
"Browser's MaC Address" automatically displays the MAC address of the LaN device where the
browesar is running. To restrict another LaM device, click the "Other MaC Address" button and
enter the MAC address of the other LaN device, To find out the MaC address of a \Windows-based

PC, open a cammand prompt window and tvpe "ipconfig Al

User Mame I

*  Browser's MAC Address |DD:D?‘:4D:FD:1C:F9

 Other MAC Address |
(30010300 D0 00 00D

Days of the week Mon(Tue We(lrﬂlurri Sat Sun
Click 1o select [ [ e [ e i e

Start Blocking Time (hh:mm) |
End Blocking Time thh:mm) |

Apply

Static route, default gateway, and RIP type routing configurations can be
performed here.
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Advanced | Tools Status

Routing -- Static Route

Allows you to manually configure special routes that your network might need.

"Static Houte

Routing -- Default Gateway

Allows yvou to configure Default Gateway used by Wak Interface,

Default Gateway

Routing -- RIP

allows you to configure RIP (Routing Infor mation Protocal),

Routing--Static Route

The Static Route page can be used to add a routing table (a maximum of 32 entries
can be configured). To proceed, click on Add.

Advanced Tools Status

Routing -- Static Route (A maximum 32 entries can be configured)

|[!Ieslinatinn |Suhnet Mask ‘Ga'ieway | Interface |Remwe |

JW Jo—
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Enter the route information and then apply your configurations.
Advanced Tools Status
Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway ANDSOR. available WA interface then
click "&pply" to add the entry to the routing table.

Destination MNetwork Address, |

Subret Mask: |

T Use Gateway [P Address I

0 Use Interface I "'|

Apply

Routing—Default Gateway

The router has the ability to accept the first received default gateway assignment
from one of the PPPoA, PPPoE or MER/DHCP enabled PVC’s. This function is enabled
by default as seen below.

Advanced Tools Status

Default Gateway

If Enable Automatic Assigned Default Gateway checkbox is selected, this router will accept the first
received default gateway assignment from one of the PPPoA, PPPOE or MER/DHCP enabled PYC
(5}, If the checkbox is not selected, enter the static default gateway AND/OR a \WAN interface.
Click 'Apply' button o save it

NOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You must
reboot the router to get the automatic assigned default gateway.

¥ Enable Automatic Assigned Default Gateway

Apply
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If you uncheck the Enable Automatic Assigned Default Gateway option, the below
screen will be shown. Enter the default gateway IP address or select the
established gateway to be used.

[ Home Advanced

Default Gateway

If Enable Autornatic Assigned Default Gateway checkboy is selected, this router will accept the first
receved default gateway assignrment from one of the PPPod, PPPoE or MERJDHCP enabled PWC(s), If
the checkboyx is not selected, enter the static default gateway AMDYOR a WaAN interface. Click "Apply’
button to save it.

NOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, vou must
reboot the router to get the automatic assigned default gateway.

[T Enable Automatic Assigned Default Gateway

' Use Default Gateway IP Address I

0 Use Interface I 'l
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Routing—RIP Configuration

If RIP is enabled, the router operation can be configured as active or passive.

Advanced Tools Status

Routing -- RIP Configuration

To activate RIP for the device, select the ‘Enabled’ radio button for Global RIP Mode. To configure
an individual interface, select the desired RIP version and operation, followed by placing a check in
the 'Enabled' checkboy for the interface. Click the ‘Apply' button to save the configuration, and to
start or stop RIP based on the Global RIP mode selected,

Global RIP Mode & [Disshled © Enabled

Imerface NPIVCI Version Cperation  Enabled
bo fqan) | 2 x| fAcive =f| T

ppp_0_35_1| 0/35 z j |Passivej O

ppp_Z_38_1| 2/38 2 j IPassivej O

Apply
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Quality of Service

You can configure the Quality of Service to apply different priorities to traffic on
the router. Click on Add to view the Add Network Traffic Class Rule screen.

Advanced Tools Status

Quality of Service Setup

Choose Add or Remave to configure network traffic classes.

MARK
Hame [Priority |IP Precedence {Type of Service WAN 802.1P |View (Remove

Differentiated Service Configuration

MARK
Class Name Priur'rlleSCP Mark [View [Remove
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This screen allows you to add a network traffic class rule.

Advanced Tools Status

Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream traffic, assign gueuing priority and
optionally overwrite the IP header TOS byte. A rule consists of a class name and at least one
condition below. All of the specified conditions in this classification rule must be satisfied for the rule to
take effect. Click 'Apply’ to save and activate the rule.

Traffic Class Mame: |

[T Enable Differentizted Service Configuration

Assign ATM Priority and/or IP Precedence and/or Type Of Service for the class
If non-blank value is selected for 'Mark IP Precedence’ and/or 'Mark IP Type Of Service',
the correcponding TOS byte in the IP header of the upstream packet is overwritten by
the selected value.

Note: If Differentiated Service Configuration checkbox is selected, you will onhy
need to assign ATM priority. IP Precedence will not be used for classification. IP
TOS byte will be used for DSCP mark.

Assign ATM Transmit Priority: (Click to Select) j
Mark IP Precedence: Mot Defined j
Mark IP Type OFf Service: Mot Defined j
Mark 802.1p if 802.1q is enzbled on WaN: Mot Defined j

Specify Traffic Classification Rules
Enter the following conditions either for IP level, SET-1, or for IEEE 802.1p, SET-2.

SET-1

Physical LAN Port: [ Any [
Protocol: [ Any =
Source IP Type: |F\HY j
Source Port Type: [ Any -
Destination P Type: [ Any =
Destination Port Type: |Any -
SET-2

802.1p Priority: [ Any -

Apply

48



Port Mapping

Port mapping is a feature that allows you to open ports to allow certain Internet
applications on the WAN side to pass through the firewall and enter your LAN. To
use this feature, mapping groups should be created.

Click on the Add button as displayed below. If you need to remove an entry, then
click on the Remove button.

( Home Advanced Tools Status

Port Mapping -- A maximum 16 entries can be configured

Port Mapping supports multiple port to PYC and bridging groups. Each group will
perform as an independent network. To support this feature, you must create
mapping groups with appropriate LAN and WAN interfaces using the Add button. The
Remove button will remove the grouping and add the ungrouped interfaces to the

Default group

™ Enable virtual ports on |LAN(1—4}

Group Name Interfaces Remowe | Edit

Default LAM{L-4), Wireless, Wireless_Guest

After clicking the Add button, the below configuration screen appears, allowing you
enter the groups and the interfaces they are associated with.
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Home Advanced

Fort Mapping Configuration

To create a new mapping group:

1. Enter the Group name and select interfaces from the available interface list and add it to the
grouped interface list using the arrow buttons o create the required mapping of the ports, The
group narme must be unigue,

2. If you like to automaticaly add LAN dlients to a PYC in the nesw group add the DHCP vendor 1D
string. By configuring a DHCP wendor 1D string any DHCP client request with the specified vendor 1D
(DHCP option 607 will be denied an [P address from the local DHCP server,

MNote that these clients may obtain public IP addresses

3. Click apply button to make the changes effective immediately

MNote that the selected interfaces will be removed from their existing groups and added to
the new group.

IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the
client device attached to the modem to allow it to obtain an appropriate IP address.

Group Name:
Grouped Interfaces Available Interfaces
LAN(1-4)
Wireless
Wireless_Guest
-
-c:—

automatically Add
Clients With the
following DHCP Yendor
IDs

Apply
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Certificate

There are two types of certificates—local & trusted CA.

[ Home Advanced

Certificates -- Local
Local certificates are used by peers to verify your identity.

"Local Cert

Certificates -- Trusted CA

Trusted Ca certificates are used by you to verify peers' certificates,

Local

A local certificate identifies your router over the network. To apply for a certificate,
click on Create Certificate Request and if you have an existing certificate, click on
Import Certificate to retrieve it.

[ Home Advanced

Local Certificates

Add, Yiew or Remove certificates from this page.
Local certificates are used by peers to verify your identity,
Maximum 4 certificates can be stored.

‘Name |In Use |Suhject ‘Type |A[:linn ‘
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If you need to create a certificate request, enter the following information—

Certificate name
Common name
Organization name
State/province name
Country/region name.

[ Home Advanced

Local Certificates

Create new certificate request

To generate a certificate signing request you need fo include Comman Name, Organization Mame,
State/Province Marme, and the 2-letter Country Code for the certificate.

Certificate Marne:

Common Mame:

State/Province MName:

|
|
Organization Name: I
|
|

Country/Region Mame: LS (United States) j

Apply
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If you already have a certificate, then you can simply import the certificate by
pasting the certificate content and private key into the space provided. Click Apply
to submit the request to import the certificate.

Advanced Tools Status

Local Certificates
Import certificate
Enter certificate name, paste certificate content and private key,
Certificate Mame:
----- BEGIN CERTIFICATE----- ;I
<insert certificate herex
----- END CERTIFICATE-----
Certificate:
----- BEGIN E34 PRIVATE KEV----- ;I
<insert private key heres
----- END R34 PRIVATE KEV-----
Private kKey:
Apply
Trusted CA
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The trusted certificate authority (CA) allows you to verify the certificates of your
peers. Note that you can store up to 4 certificates. The below screen also allows
you to view the CA’s that you may have already added and can be removed. Click
on Import Certificate to continue to the next screen.

( Home Advanced Tools Status
Trusted CA (Certificate Authority) Certificates

4dd, Yiew or Remave certificates from this page. Ca certificates are used by you to verify peers'
certificates.
Maximurm ¢ certificates can be stored,

|Name |Subien:t |Type |A|:1ion ‘

Paste the content of the certificate that you wish to add and click Apply.
Advanced Tools Status
Trusted CA Certificates
Import CA certificate

Enter certificate name and paste certificate content.

Certificate Name:

Certificate;

Apply

Wireless
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The Wireless section under Advanced contains three sections for further
configurations. Sections include—

Advanced Settings
MAC Filter

Bridge
QoS (Quality of Service)

Advanced Tools Status

Wireless -- Advance Setting

Allows you to configure advanced features of the wireless LAN interface.

Wireless -- MAC Filter

Allows you to configure wireless firewall by blocking or allowing designated MAC addresses.

Wireless -- QoS (Quality of Service)

Allows you to configure wireless Qos.

Wireless—Advance Setting

Advanced features of the wireless LAN interface can be configured in this section.
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Settings can be configured for the following—

AP [solation—if you select enable, then each of your wireless clients will
not be able to communicate with each other.

Band—a default setting at 2.4GHz - 802.11¢g

Channel—802.11b and 802.11g use channels to limit interference from
other devices. If you are experiencing interference with another 2.4Ghz
device such as a baby monitor, security alarm, or cordless phone, then
change the channel on your router.

54g™ Rate—the wireless link rate at which information will be received and
transmitted on your wireless network.

Multicast Rate—the rate at which a message is sent to a specified group of
recipients.

Basic Rate—the set of data transfer rates that all the stations will be
capable of using to receive frames from a wireless medium.

Fragmentation Threshold—used to fragment packets which help improve
performance in the presence of radio frequency (RF) interference.

RTS Threshold (Request to Send Threshold)—determines the packet size
of a transmission through the use of the router to help control traffic flow.

DTIM Interval—sets the Wake-up interval for clients in power-saving mode.

Beacon Interval—a packet of information that is sent from a connected
device to all other devices where it announces its availability and readiness.
A beacon interval is a period of time (sent with the beacon) before sending
the beacon again. The beacon interval may be adjusted in milliseconds (ms).

Xpress Technology—a technology that utilizes standards based on
framebursting to achieve higher throughput. With Xpress Technology
enabled, aggregate throughput (the sum of the individual throughput
speeds of each client on the network) can improve by up to 25% in 802.11g
only networks and up to 75% in mixed networks comprised of 802.11g and
802.11b device.

54g Mode— 54g is a Broadcom Wi-Fi technology.

54g Protection—the 802.11¢g standards provide a protection method so
802.11g and 802.11b devices can co-exist in the same network without
“speaking” at the same time. Do not disable 54¢g Protection if there is a
possibility that a 802.11b device may need to use your wireless network. In
Auto Mode, the wireless device will use RTS/CTS (Request to Send / Clear
to Send) to improve 802.11g performance in mixed 802.11g/802.11b
networks. Turn protection off to maximize 802.11¢g throughput under most
conditions.

Preamble Type— this is the length of the CRC (Cyclic Redundancy Check)
block for communication between the router and wireless clients. High
network traffic areas should select Short preamble type.

56



e Transmit Power— this is the percentage of power that should be

transmitted from your wireless router. Select from 20%, 40%, 60%, 80%, and

100%.

Wireless -- Advanced

Advanced

Tools

Status

This page allows you to configure advanced features of the wirgless LAN interface. You can select a
particular channel on which to operate, force the transmission rate to a particular speed, set the
fragrmentation threshold, set the RTS threshold, set the wakeup interval for clients in power-save
mode, set the beacon interval for the access point, set XPress mode and set whether short or long

preambles are wsed.

Click "2pply" to configure the advanced wireless options.

AP Isolation:

Band:

Channel:

Auto Channel Timer(min
54gT¥ Rate:

Multicast Rate:

Basic Rate:

Fragmentation Threshold:

RTS Threshold:

DTIM Interval:
Beacan Interval:
XPressTM Technology:
549 Mode:

S4gT¥ Protection:
Prearnble Type:

Transrmit Power:

24GHz =

G

Current; 11

= N AY]
[FNl RN
Bl B
=]

100

{

Disabled

349 Auto
ALt -

long =

HHH

100% =

=

ALt hd
ALt -
Default j
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Wireless—MAC Filter

The MAC Filter feature allows you to disable, allow or deny users access to the
wireless router based on their MAC address. To add MAC addresses, click on Add to
continue. Click on Remove if you want to take out a MAC address from the MAC
filter list.

[ Home Advanced

= SRR L
Wireless -- MAC Filter

MAC Pestrict Mode: & Disabled 0 Allow Diarry

‘Mnc Address ‘Remuve ‘

The MAC filter screen allows you to manage MAC address filters. Add the MAC
addresses that you want to manage and then select the mode that you want to use
to manage them. You can disable this feature or you can allow or deny access to
the MAC addresses that you add to the list.

( Home Advanced Tools Status

Wireless -- MAC Filter

Enter the MAC address and click "Apply" to add the MAC address to the wireless MAC address
filters.

MAC Address:

.
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Wireless—QoS

WMM (Wi-Fi Multimedia) technology is available on the wireless router, allowing you
to give multimedia applications a higher quality of service and priority in a wireless
network so applications such as videos will be of higher quality. Enabling WMM may
delay the network traffic of other lower assigned quality applications.

WMM No Acknowledgement can be enabled if you enable WMM which refers to the
acknowledgement policy used at the MAC level.

To create a QoS entry, click the Add QoS Entry button to proceed to add or remove
traffic class rules for your network. Click on Save/Apply WME Settings.

( Home Advanced Tools Status

VARARADAG Ei BilFies s A= o e s g
WIMM(Wi-Fi Multimedia) Settir 1¢S5

WA (W =Fi fultimedia) : IEnabIed vl
W Mo Acknowledge ment: IDisabled vl

Wireless Qos Classes
Choose Add or Remove to configure network traffic classes.

TRAFFIC CLASSIFICATION RULES
Class

Priority Source Source Dest Dest
Name : .
Protocol| 4 i Mask Port Addr.Mask Port
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Tools

The tools section contains various administrator functions to maintain your router.
Sections include the following—Admin, Time, Remote Log, System, Firmware, and
Test.

e Admin: Allows you to change the password for the various user
names available

e Time: Allows you to set the router’s time
Remote Log: Allows you to view logs of the router’s activities

e System: Allows you to perform functions such as save / reboot,
backup, update settings, and restore default settings

e Firmware: Allows you to upgrade your router with new available
firmware versions

e Test: Allows you to view test information for your Internet
connection

Access Control

You can enable or disable some services of your router by LAN or WAN. If no WAN
connection is defined, only the LAN side can be configured.

D-Link

Building Networks for People DSL—264°B
Home [ Advanced Tools ) status |

Access Control
Manage DSL Router user accounts,

Time

g

Remote Log

A Service Control List ("SCL") enables or disables services from being used.

TR069 Client

Permits access to local management services,

Firmware

QaAE

Test

Logout

i
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Access Control—Admin
Three user names and passwords—admin, support, and user—can be used to
control your router. The passwords for these user names can be changed on the

following screen. Enter the user name followed by the old password and the new
password that you wish to change to.

[ Home [ Advanced Tools ) Status |

Administrator Settings
Access o your DSL router is controlled through three user accounts: admin, support, and user,

The user name "admin" has unrestricted access to change and view configuration of your DSL
Router.

The user name "support” is used to allow an ISP technician to access your DSL Router for
maintenance and to run diagnostics.

The user name "user" can access the DSL Router, view configuration settings and statistics, as
well as, update the router's software,

Use the fields below to enter up to 16 characters and click "Apply" to change or create passwords.
Mote: Password cannot contain a space,

=

sername:

Old Password:

Menw Password:

Confirm Password:

Apply
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Access Control—Services

Services that can be enabled / disabled on the LAN / WAN are FTP, HTTP, ICMP,
SNMP, Telnet, and TFTP.

[ Home [ Advanced Tools ) Status |

Access Control -- Services

& Service Control List ("SCL"™) enables or disables services from being used.

Service |LAN WAN

FTP [T Enabled | [T Enahled
HTTP | M Enabled | T Enabled
ICMP | ¥ Enabled | [T Enabled
SMMP | M Enabled | IT Enabled
TELMET | ¥ Enabled | [T Enabled
TFTP | ¥ Enabled | T Enabled

Apply

Access Control—IP Address

Web access to the router can be limited when Access Control Mode is enabled. The
IP addresses of allowed hosts can be added using Access Control—IP Address.

Add the IP address to the IP address list by clicking on the Add button, then select
“Enabled” to enable Access Control Mode.
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( Home [ Advanced Tools ) Status |

Access Control -- IP Address

The IP Address Access Control mode, if enabled, permits access fo local management services
from IP adresses contained in the Access Control List, If the Access Control mode is disabled, the
systerm will not validate IP adresses for incoming packets. The services are the system
applications listed in the Service Confrol List.

Access Confrol Mode & Disabled € Enabled

‘IP Address ‘Ramwe ‘

To assign the IP address of the management station that is permitted to access the
local management services, enter the IP address in the box and click on the Apply
button.

[ Home [ Advanced Tools status |
IP Address

Enter the IP address of the management station permitted to access the local management
services, and click 'Apply.'

IP Address:

Apply
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The Time Settings page allows you to automatically synchronize your time with a
time server on the Internet.

[ Home [ Advanced Tools ) Status |

Time settings
This page allows you 1o the modem's time configuration.

[T sutomatically synchronize with Internet time servers

Apply

If you choose to set the router’s time, click on the “automatically synchronize with
Internet time servers” checkbox and the below fields appear.

f Home [ Advanced Tools m

Time settings
This page allows vou to the modem's time configuration.

¥ autorratically synchronize with Internet time servers

First MTP time server: Intpl.dlink.cnm jl

Second MTP time server: INDne jl

Time zone . : - -

bt | (GMT-12:00) International Date Line West |
Apply

Select from the list of NTP (Network Time Protocol) time servers. Then select the
time zone that you are in and click on Apply to save.
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The Log dialog allows you to view and configure the log. To view the log, click on
the View System Log button.

[ Home [ Advanced Tools ) Status |

System Log -- Intro
The Systerm Log dialog allows you o view the Systern Log and configure the Systerm Log options.
Click "Wiew Systerm Log" to view the System Log,

Click "Configure Systerm Log" to configure the System Log options.

Below is the System Log screen which shows the date/time of the log, the facility
that was logged, the severity level and the log message. Click on Refresh to view
any new information that is logged.

f Home f Advanced f Tools Status
System Log

'QNOTE : When you click
on the View System Log
button, the System Log

SySten? Log when log [Date Time |Facilily|5everily|Message| screen that you access will
mode is DISABLED —%» be located under the
Tes Status section (see screen

on left). To return to the
previous screen to
configure system log,
remember to click on the
Tools tab (located on top
row) first and then click on

Remotelog.
( Home [ Advanced [ Tools Status
System Log
System Log when log
mode is ENABLED — | DateTime |Fal:'|' Swerily| Message

To configure the system log settings, click on the Configure System Log button to
view the following screen.
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[ Home [ Advanced Tools ) Status |

atam | an

If the log mode is enabled, the system will begin to log all the selected events, For the Log Level,
all events above or equal to the selected level will be logged. For the Display Level, all logged
events above or equal to the selected level will be displayed. If the selected mode is 'Remote’ or
‘Both,' events will be sent to the specified IP address and UDP port of the remote syslog server. If
the selected mode is 'Local' or '‘Both,' events will be recorded in the local memoary,

Select the desired values and click 'apply' to configure the system log options,

Log: # Disable T Enable

Log Level: |Debugging vl
Display Level: |Err0r vI
Mode: ILDcaI vl

If the log is enabled, the system will log selected events including Emergency, Alert,
Critical, Error, Warning, Notice, Informational, and Debugging. All events above or
equal to the selected log level will be logged and displayed.

If the selected mode is “Remote” or “Both”, events will be sent to the specified IP
address and UDP port of a remote system log server. If the selected mode is “Local”
or “Both”, events will be recorded in the local memory. Select the desired values
and click on Apply to configure the system log options.

TR-069 Client

The router includes a TR-069 client, a WAN management protocol. All the values
are already filled in. If you wish to enable this protocol, then select enable.

If the Connection Request Authentication checkbox is checked, enter the
Connection Request Username / Password. You must click on the Apply button for
the setting to take place.
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Home [ Advanced Tools

TR-069 client - Configuration

WAaN Management Protocaol (TR-069) allows a Auto-Configuration Server (ACS) to perform auto-
configuration, provision, collection, and dizgnostics to this device.

Select the desired values and click "Apply" to configure the TR-089 client options.

Inform " Disable & Enable

Inform Interval: |12D

ACS URL: Ihttp:;‘;‘acs.tnt.ccu.th:8103
ACS User Mame: Itutacsl

ACS Password: Ioooﬂrroo

[T connection Request Authentication
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System

The system section includes several tools on one page, including save and reboot,
backup settings, update settings, and restore default settings.

[ Home [ Advanced Tools m

System -- Save and Reboot
Click the button below to save and reboot the router.
 EmeREsEor
System -- Backup Settings

Backup DSL router configurations. You may save your router configurations to a file on
your PC,

System -- Update Settings

Update DSL router settings, You may update your router settings using your saved files,

System -- Restore Default Settings

Restore DSL router settings to the factory defaults,

Save and Reboot

To save all configurations made, click on the Save/Reboot button. This will save all
your settings and restart the router for the settings to take effect.
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£} D-Link ADSL Router - Microsoft Internet Exp =10l =]

J File Edit Wiew Fawvorites Tools  Help

J GBack - = - G} fat | {Qsearch  [ElFavorkes fMedia 4 | Ey- 2 J & -

| Bddress |&) http:/192.168.1.1 findex. html x| oo

DSL Router Reboot

The DSL Router has been configured and is rebooting.

Please wait. ..
If necessary, reconfigure yvour PC's IP address to match
vour new configuration after reboot finishes,

|@ Dane l_l_,_ A

When completed, the below pop-up window will appear confirming that the router
has been rebooted.

Windows Internet Explorer X|

L E D5l Router has been rebooted and is up running niowvs
L

CIE |

Backup Settings

To save your configurations in a file on your computer so that it may be accessed
again later if your current settings are changed, click on the Backup Settings
button. The below pop-up screen will appear with a prompt to open or save the file
to your computer.

File Download |

Some files can harm your computer. IF the file information below
looks suspicious, or you do not fully trust the source, do not open or
zave this file,

File name:  backupsettings.conf
File type:
From: 192168.1.1

‘Would you like to open the file or save it bo your computer?

Open | Save Cancel Maore Infa

¥ Always ask before opening this twpe of file
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Update Settings

To load a previously saved configuration file onto your router, click Browse and
select the file on your computer and then click on Update Settings.

f Home [ Advanced Tools Ere

System - Update Settings

IUpdate DSL router settings, You may update your router settings using your saved files,

Settings File Mame: | Browse...

The router will restore settings and reboot to activate the restored settings.

Restore Default Settings

Restore Default will delete all current settings and restore the router to factory
default settings. Click on the Restore Default Settings button to proceed. The
following confirmation dialog will appear confirming your decision to restore
default settings. Click on OK to continue.

Microsoft Internet Explorer x|

@ Are you sure you wank bo reskore Fackory default settings?

Ik | Cancel

Click on the OK button to start. The below screen will appear with the progress of
restoring the default settings.
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¢~ D-Link ADSL Router - Windows Internet Explorer -0l |

@ ~ [&] hetpunoz 1681 1] 2| K | ive search P~
U6 @ @@ D-Link ADSL Router | |J fp v B - = - ocPage v >

DEL Eouter Eestore

The DSL Eouter configuration has been restored to defanlt
settings and the router iz rebooting. Flease wait...

If necessary, reconfizgure vour FC's IF address to match wour
new configuration after reboot finishes.

|D|:une I_ I_ I_ I_ I_ I_ |‘d Local inkranet | 1003 - v

When completed, the below pop-up window will appear confirming that the router
has been rebooted.

Windows Internet Explorer x|

" ': DSL Router has been rebooked and is up Funning now

CIE |
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Firmware

If your ISP releases new software for this router, follow these steps to perform an
upgrade.

1. Obtain an updated software image file from your ISP.

2. Enter the path to the image file location or click on the Browse button to
locate the image file.

3. Click the Update Software button once to upload the new image file.

[ Home [ Advanced Tools ) Status |

Firmware Upgrade

Step 1: Obtain an updated software image file from your ISP,

Step 2: Enter the path to the image file location in the box below or click the "Browse" button
to locate the image file.

Step 3: Click the "Update Software" button once to upload the new image file,

MNOTE: The update process takes about 2 minutes to complete, and your DSL Router will
reboat,

Software File Marne: | Browse. . |

The below page will appear when you click on the Update Software button.
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/4 D-Link ADSL Router - Microsoft Internet Explorer ] ]
J File Edit  Yiew Faworites Tools  Help ‘

J <=Back ~ = - £ fat | ‘Qhsearch [GFavorites fMedia £4 | By @ J & -

J Address I&j htkp:f192, 168, 1.1 findex, html j PGo

DSL Router Update

Uploading is in progress. The DSL Router will reboot
Lpon completion, Please wait, ..

|@ Progress: 15% I_ ’_ ’_ v

When completed, the below pop-up window will appear confirming that the router
has been rebooted.

Windows Internet Explorer X|

L E D5l Router has been rebooted and is up running niowvs
L

(0.4 |

The diagnostics screen allows you to run diagnostic tests to check your DSL
connection. The results will show test results of three connections—

e Connection to your local network
e Connection to your DSL service provider
e Connection to your Internet service provider

There are three buttons at the bottom of the page—Next Connection (appears only
if you have created more than one connection), Test and Test with OAM F4—which
will allow you to retest if necessary.

73



[

Home [ Advanced Tools l  Status |

pppoa_0_35_1 Diagnostics

Your modern is capable of testing your OSL connection. The individual tests are listed below, If a test
displays a fail status, click "Rerun Diagnostic Tests” at the bottorn of this page to make sure the fail
status is consistent. If the test continues to fail, click "Help" and follow the troubleshooting
procedures,

Test the connection to your local network

Test your ENET Connection: PASS |Heln
Test your Wireless Connection: PASS |Heln
Test the connection to your DSL service provider
Test ADSL Synchronization: FAIL Help
Test ATM OAM F5 segment ping: FAIL Help
Test ATM OAM F5 end-to-end ping: FAIL Help
Test the connection to your Internet service provider
Test PPP server session: FAIL Help
Test authentication with ISP: N/ A Help
Test the assigned IP address: FAIL Help
Ping default gateway: FAIL Help
Ping primary Domain Name Server: FAIL Help

Test With OAM F4
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The status section allows you to view general and status information for your
router’s connection.

Device Info

It shows details of the router such as the version of the software, bootloader, LAN
IP address, etc. It also displays the current status of your DSL connection as shown
below—

D-Link

Building Networks for People

DSL-2640B

f Home f Advanced f Tools Status
Device Info
Board ID: D4P-wW
Software Version: TO_DSL-2640B_3-06-06-3000.A2pB021c.d1%h
DHCP Clients Bootloader (CFE} Version: | 1.0.37-56.5
Wireless Driver Version: |3.131.35.4.cpe2.0

This information reflects the current status of your D5SL connection.

Line Rate - Upstream (Kbps):

2ant

Route Info
Line Rate - Downstream (Kbps):
LAN IP Address: 192.168.1.1
Log Default Gateway:
Primary DN S Server 162.168.1.1
Secondary DNS Server: 162.168.1.1

ire
Station Info

Logout

=
=]
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DHCP Clients

Access the DHCP Leases screen by clicking “DHCP” under “Statistics”. This shows
the computers, identified by the hostname and MAC address that have acquired IP
addresses by the DHCP server with the time that the lease for the IP address is up.

( Home [ Advanced | Tools Status

Device Info -- DHCP Leases

|Hnstname |MAC Address ‘IP Address |Expires In |
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WAN Info

The WAN Info screen displays WAN connections previously set up in the Home
section. The information added in the status section is the extra column for
connection status information, displaying either ADSL Link Down or ADSL Link Up.

( Home [ Advanced [ Tools Status
WAN Info
Service Interface IP
VPINCI | Category W Hatvie Protocol | State Status Address
ADSL Link
0_35_1 0351 | PPPoA
0/35 LBR pPPoa_0_35_ pPp__35_ o Enabled D
ADSL Link
231 2381 | PPPoE
2/38 LBR PPPos_2_38_ PPp_Z_3E_ o Enabled Do

Route Info

The Route Info section displays route information showing the IP addresses of the
destination, gateway, and subnet mask as well as other route information.

( Home [ Advanced | Tools Status

Device Info -- Route

Flags: U - up, | - reject, G - gateway, H - host, R - reinstate
D - dynamic (redirect), M - modified {redirect).

Destination | Gateway | Subnet Mask | Flags | Metric | Service |Interface

192.162.1.0 0000 255,255 2550 ] u} bro
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Log

This is the same screen as seen in the Remotelog section under tools.

( Home [ Advanced | Tools Status
System Log

Date Time |Facllrty|5werlly| Message

78



LAN

The LAN section shows received and transmitted packet information for the
Ethernet interfaces. Click on Reset Statistics to renew the information.

( Home [ Advanced | Tools Status

LAN Statistics

Interface Received Transmitted

Bytes Pkis Ers Drops  |Bwvies Pkts Enrs Drops
Ethernet |356932 (5018 ] ] 2885411 |5366 ] ]
Wireless |0 0 ] ] 11030 91 ] ]
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WAN

The WAN section shows received and transmitted packet information for the WAN
connections that you have set up. Click on Reset Statistics to renew the
information.

( Home [ Advanced [ Tools Status
WAN Statistics
Service |VPINCI Protocol literface Received Transmitted

Bytes Pkts Errs Drops Bytes Pkis Errs Drops

’gg"f:—“ 035  PPPoA ;'"1’—"—3 o la|lo|lo|lo|la|la]loe
ppoe_2 1L pp_2_3
38 1 2/38 PPPoE B 1 u} n} o n} 0 n] 0 0

ATM

The ATM section displays statistical values for your ATM interface as well as for
AAL5 and AAL5 VCC. Click on Reset Statistics to renew the values.
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Home

[ [

Statistics -- ATM
ATM Interface Statistics

Advanced

r

Tools

in Octets

2451

Out Octets

1412

fn Errors

Fn Unknown

Fn Hec Errors

Fn Irralid Wpi Vi Errors

Fn Port Not Enable Errors

Fn PTl Errors

In Idle Cells

Fn Circuit Type Errors

In OAM RM CRC Errors

Fn GFC Errors

ofo|ojfo|ofjo|lofo | oo

AALS Interface Statistics

In Octets

Out Octets

In Ucast Pkts

Out Ucast Pkts

In Errors

Out Errors

Fn Discards

bm Discards

AALENVCT Statistics

Status

VPINVCICRC Errors

SAR Timeouts

Oversized SDUs

Short Packet Errors

Length Errors

14/40

0 0

0
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ADSL

Information contained in the ADSL screen is useful for troubleshooting and
diagnostics of connection problems.

{ Home [ Advanced | Tools Status

ADSL Statistics

Mode: i5.OMT

Type: Fast

Line Coding: Trellis On

Status: o Defect

Link Power State: Lo
DownstreamUpstream

SR Margin (dB): 11.9 12.0

Attenuation (dB): 0.0 1.0

Output Power {dBm): 7.8 12.5

Attainahle Rate (Kbps): (= st 1056

Rate (Kbps): =000 =i}

K (number of hytes in DMT frame): Eih 20

R (number of check ytes in RS code word):J ]

% (RS code word size in DMT frame): 1 1.

D {interleaver depth): 1 1

Delay {msec): ] ]

super Frames: 18171 18169

Super Frame Errors: i =00

RS Words: ] (]

RS Correctable Errors: ] (]

RS Uncorrectable Errors: ] A

HEC Errors: 1 (=]

0OCD Errors: ] (]

LCD Errors: ] (]

Total Cells: 5820071 ]

Data Cells: 1040 (]

Bit Errors: 0 (]

Total ES: C ]

Total SES: il ]

Total UAS: =05 ]
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ADSL BER Test

A Bit Error Rate Test (BER Test) is a test that reflects the ratio of error bits to the
total number transmitted.

If you click on the ADSL BER Test button at the bottom of the ADSL Statistics page,

the following pop-up screen will appear allowing you to set the tested time and to
begin the test.

a hittp:#1192.168.1 1 /hers tate=0 - Microsoft I = I I:ll 5'

| v

ADSL BER Test - Start

The &DSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by transferring idle cells containing a known
pattern and cormparing the received data with
this known pattern to check for any errors,

Select the test duration below and click "Start".

Tested Time (sec): IQD vl

9 i
W&it |

When you start the ADSL BER Test, the following progress window will display the
connection speed as well as the length of time that the test will run for. At any
time during the test, click on the Stop button to terminate the test.

/23 hitp:if192.168.1 .1 e, tstPher Time=20 - bMicrosnft o ] 4
ADSL BER Test - Running
The ADSL BER test is in progress. The connection
speed is 8000 Kbps, The test will run for 20
seconds.
Click "Stop" o ferminate the test,
J
B e
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When the test is complete, the following window will display the test results
showing the test time, total transferred bits, total error bits and error ratio.

ADSL BER Test - Result

The 40SL BER test completed successfully.

Test Time (sec):

20

Total Transferred Bits:

0000000000343 1630

Total Error Bits:

Ox0000000000000000

Error Ratio:

0.00e+00

(b

Exit

[

Wireless Station Info

This page displays the stations (identified by their BSSID) that are associated with
your wireless router. Click on Refresh to renew the page for new wireless stations.

( Home [ Advanced [

Wireless -- Authenticated Stations

This page shows authenticated wireless stations and their status

Tools Status

BSSID

Associated

Authorized

00:15:00:4C2:58:4E
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