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Preface

Welcome to CompTIA: A+, Network+ and Security+ Exams in a Nutshell. 1
designed this book for the IT professional who wants to complete his Computer
Technology Industry Association (CompTIA) certifications. CompTIA offers
multiple entry-level certification exams for various fields of the IT industry. These
certifications are platform-independent and are endorsed by several leaders in the
IT industry such as Microsoft, IBM, Hewlett Packard, etc. If you are looking to
enter the exciting field of IT support, the certifications you will be most interested
in are as follows:

A+

The A+ certification is entry-level and is meant for those individuals who
want to get into the exciting field of computer hardware and software
support. You will need to pass two exams to complete the A+ certification
track. The first is A+ Essentials, and it is required. The second exam can be
chosen from one of the three exams leading to three different certifications.
Exam 220-602 is intended for those individuals who work in a mobile or
corporate environment, which calls for a high level of face-to-face client inter-
action. Candidates who pass the A+ Essentials and the 220-602 exams
receive the IT Technician certification. The second exam, 220-603, is for
those individuals who work remotely to interact with clients. The combina-
tion of A+ Essentials and the 220-603 exam leads to the Remote Support
Technician certification. The third exam, 220-604, is for those individuals
who work in repair houses that call for high level of hardware-related trouble-
shooting, and who seldom interact directly with the client. The combination
of A+ Essentials and the 220-604 exam leads to the Depot Technician
certification.

Network+

The Network+ certification is entry-level and is for those individuals who
wish to pursue a career in computer network support. Although it is not a
requirement, CompTIA does recommend that a candidate has at least nine
months of hands-on experience before she attempts to take this exam.



CompTIA also recommends that the candidate get the A+ certification before
getting the Network+ certification. This certification can be achieved by
passing only one exam: N10-003.

Security+

The Security+ certification is entry-level and is for those individuals who wish
to pursue a career in computer security. Although it is not a requirement,
CompTIA does recommend that the candidate has at least two years of
hands-on experience in computer networking with emphasis on security. It
also recommends that the candidate get the Network+ certification before
getting the Security+ certification. Like the Network+ certification, the Secu-
rity+ certification can also be attained by passing only one exam: SYO-101.

Each of these CompTIA certifications is covered in this book, and if taken appro-
priately, each track can get you an entry-level job in the IT field of your choice.
These exams just give a head start to your IT career. You can further enhance your
career in any of the IT fields by pursuing more advanced certifications from other
vendors. Several 1T industry leaders, such as Microsoft, IBM, or Hewlett Packard,
recognize the CompTIA certifications. For example, Microsoft recognizes the
combination of A+ and Network+ certifications as one of the elective exams in its
MCSA and MCSE tracks.

The focus of this book is on providing the core knowledge to prepare you for the
two A+ exams—the Network+ exam and the Security+ exam. This book is meant
to be used as part of your final preparation, and not as your only preparation.
Think of this as the notes you’d have written down if you were to highlight and
then record every essential nugget of information related to the skills being
measured in the A+, the Network+, and the Security+ exams.

Basically, what I did was to boil the required knowledge down to its finest core.
Thus, rather than having 500 to 700 pages covering each exam, there’s just
approximately 150 pages for each. With this in mind, the best way to use this
book is as part of your final review. So after you’ve built sufficient hands-on
expertise and studied all the relevant texts, grab this book and study it cover to
cover as part of your final exam cram.

&

o8 Most of the individuals start their IT support career with the A+

. certification, and then move on to the Network+ certification to

' prove their skills in computer network support. The Security+ certi-
fication is basically meant for those individuals who either work in
a secure computing environment or wish to attain more advanced
security-related certifications. It is highly recommended that if you
are just starting your IT career, you should start with the A+ certifi-
cation, choosing an appropriate A+ track.

One of the good things about the CompTIA exams is that once you pass the exam
for any of the available tracks, the certification never expires so you don’t have to
worry about the retirement of exams. But this certainly does not mean that you
should quit studying. Studies are as essential as hands-on experience in any tech-
nical field. So, upgrading yourself with newer exam objectives in order to keep
you updated with changes in technology is not a bad idea.
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Conventions Used in This Book

Each part within this book corresponds to a single Microsoft exam and consists of
the following sections:

Exam Overview
Provides a brief introduction to the exam’s topic, a list of objectives, and a
cross reference to where the objectives are covered.

Study Guide

Provides a comprehensive study guide for the skills being measured on the
exam. You should read through and and study this section extensively. If you
encounter topics you haven’t practiced with and studied extensively prior to
reading this text, you should do more hands-on work with the related area of
study and refer to an expanded discussion in a relevant text. Once you’ve
built the real-world know-how and developed the essential background
needed to succeed, you can resume your studies and move forward.

Prep and Practice
Provides exercises that we suggest to supplement your studies, highlights
from all the topics covered for the exam, and practice questions to help test
your knowledge. Sample questions are followed by answers with explana-
tions where necessary.

The following font conventions are used in this book:

Constant width
Used for code terms, command-line text, command-line options, and values
that should be typed literally.

Italics
Used for URLs, variables, and to introduce new terms.

Additionally, we will also use the following elements:

&
Notes are used to provide additional information or highlight a
LA
w4
N

. specific point.
A‘

Warnings are used to provide details on potential problems.

=

Other Study Resources

There is no single magic bullet for passing the CompTIA Certification exams.
Your current knowledge will largely determine your success with this Study Guide
and on the exams. If you encounter topics you haven’t practiced with and studied
extensively prior to reading this text, you need further preparation. Get the prac-
tical hands-on know-how and the practical knowledge before continuing.
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Throughout your preparations for certification, we recommend that you regularly
visit the CompTIA web site at http://certification.comptia.org. The related pages
will help you keep up to date with the certification process and any changes that
may occur from time to time.

A wide variety of CompTIA certification study guides, training classes, and
learning resources are available. Also, a large number of practice tests and exam
simulations are available for purchase and for free on the Web. These tests, like
this book, are useful as part of your exam preparation.

How to Contact Us

[ have worked with the good folks at O’Reilly to test and verify the information in
this book to the best of my ability, but you may find that features have changed
(or even that I have made mistakes!). To make this book better, please let me
know about any errors you find, as well as your suggestions for future editions, by
writing to:

O’Reilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

800-998-9938 (in the United States or Canada)

707-829-0515 (international/local)

707-829-0104 (fax)

You can also send us messages electronically. To be put on the mailing list or
request a catalog, send email to:

info@oreilly.com

O’Reilly has a web page for this book, which lists errata, examples, and any addi-
tional information. You can access this page at:

http:///www.oreilly.com/catalog/9780596528249

To ask technical questions, to comment on the book, or more information about
the authors, please send email to:

bookquestions@oreilly.com
For more information about O’Reilly, please visit:

http://www.oreilly.com

Acknowledgments

Special thanks go to Jeff Pepper for pioneering the entire project from start to
finish. I would like to thank John Vacca for his fine work in editing this entire
text. Chris Crayton and Erik Eckel did a superb job of finding technical issues and
making sure that all topics were covered appropriately. I also wish to thank Mary
Brady at O’Reilly for ensuring a smooth production process.
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Overview of A+ Essentials
Exam

The A+ Essentials exam is the first of CompTIA’s two exams required for
completing the A+ certification. The A+ certification is an entry-level certification
for those individuals who wish to pursue their careers in computer hardware and
software support. The candidate must pass two exams in order to get his A+ certi-
fication. You can choose one of the other three elective exams—IT Technician
Exam 220-602, Remote Support Technician Exam 220-603 or Depot Technician
Exam 220-604—to get an appropriate A+ certification. The second part of this
book (Chapters 4, 5, and 6) covers the elective exams.

The main focus of the A+ Essentials exam is to test your knowledge on the basics
of computer hardware. The exam focuses on your skills to install, build, upgrade,
repair, configure, troubleshoot, optimize, diagnose problems, and to perform
preventive maintenance of personal computers and the installed operating
systems.

Aside from testing your knowledge of computer components and operating
systems, this exam also covers networking concepts and printing and scanning
devices. It has recently been revised to include newer areas of study, such as
computer security, safety and environmental issues, and communications and
professionalism. Another new area is the knowledge of laptops and portable
devices. In each of the study areas, you are expected to be skilled in identifying
individual computer components as well as in installing, upgrading, and config-
uring them. You must also have hands-on experience in optimizing performance,
using appropriate tools to diagnose problems, and performing preventive
maintenance.

The approximate percentage of each section in Exams 220-602, 220-603, and 220-
604 is given in Table 1-1.



Table 1-1. A+ Essentials exam domains and percentage of coverage

Domain Percentage of coverage
Personal computer components 21 percent

Laptops and mobile devices 11 percent

Operating systems 21 percent

Printers and scanners 9 percent

Networks 12 percent

Security 11 percent

Safety and environmental issues 10 percent
Communication and professionalism 5 percent

CompTIA recommends that in order to be prepared for the A+ Essentials exam,
you should have approximately 500 hours of actual active experience with
computer hardware, either in the field or in a lab. It is a good idea to have studied
an A+ certification exam self-paced study guide or attended a training course
before you attempt to write any of the A+ exams. If you have, you should be ready
to use this section of the book as your final exam preparation.

&

A+ Essentials is the first of the two required exams to complete
your A+ certification. For the second exam, you can choose from
Exams 220-602, 220-603, and 220-604. The combination of A+
Essentials and 220-602 gets you the IT Technician certification. A+
Essentials and Exam 220-603 gets you the Remote Support Techni-
cian certification. Similarly, the combination of A+ Essentials and
220-604 gets you the Depot Technician certification.

ey
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Areas of Study for the A+ Essentials Exam

Personal Computer Components

* Identify the fundamental principles of using personal computers.

* Identify the names, purposes and characteristics of the following storage
devices:

— FDD
— HDD
— CD/DVD/RW (e.g., drive speeds and media types)

— Removable storage (e.g., tape drive and solid states such as thumb drive,
flash and SD cards, USB, external CD-RW, and hard drives)

* Identify the names, purposes, and characteristics of the following mother-

boards:
— Form Factors (e.g., ATX/BTX and micro ATX/NLX)
— Components:

* Integrated I/Os (e.g., sound, video, USB, serial, IEEE 1394/firewire,
parallel, NIC, and modem)

* Memory slots (e.g., RIMM and DIMM)
* Processor sockets
* External cache memory
* Bus architecture
* Busslots (e.g., PCI, AGP, PCIE, AMR, and CNR)
* EIDE/PATA
e SATA
* SCSI Technology
— Chipsets
— BIOS/CMOS/Firmware
— Riser card/daughter board

* Identify the names, purposes, and characteristics of power supplies—for
example, AC adapter, ATX, proprietary, and voltage.

* Identify the names, purposes and characteristics of processor/CPUs, such as
the following:

— CPU chips (AMD and Intel)
— CPU technologies:

* Hyperthreading

* Dual core

* Throttling

¢ Micro code (MMX)

* Overlocking

Areas of Study for the A+ Essentials Exam | 5

[=]
<
]
=
s,
]
=

sjenuassy +y




* Cache

¢ VRM

* Speed (real versus actual)
* 32-bit versus 64-bit

Identify the names, purposes, and characteristics of memory, such as the
following:

— Types of memory (e.g., DRAM, SRAM, SDRAM, DDR/DDR2, and
RAMBUS)

— Operational characteristics:
* Memory chips (8,16,32)
* Parity versus non-parity
* ECCversus non-ECC
* Single-sided versus double-sided

Identify the names, purposes, and characteristics of display devices—for
example, projectors, CRT, and LCD:

— Connector types (e.g., VGA, DVI/HDMi, S-Video, and Component/
RGB)

— Settings (e.g., V-hold, refresh rate, and resolution)

Identify the names, purposes, and characteristics of input devices—for exam-
ple: mouse, keyboard, bar code reader, multimedia (e.g., web and digital
cameras, MIDI, and microphones), biometric devices, and touch screens.

Identify the names, purposes, and characteristics of adapter cards:
— Video including PCI/PCI-E and AGP

— Multimedia

— 1/O (SCSI, serial, USB, and Parallel)

— Communications, including network and modem

Identify the names, purposes, and characteristics of ports and cables—for
example, USB 1.1 and 2.0, parallel, serial, IEEE 1394/Firewire, RJ45 and
RJ11, PS2/MINI-DIN, centronics (e.g., mini, and 36), multimedia (e.g., 1/8
connector, MIDSI COAX, and SPDIF).

Identify the names, purposes, and characteristics of cooling systems—for
example: heat sinks, CPU and case fans, liquid cooling systems, and thermal
compounds.

Install, configure, optimize, and upgrade personal computer components.
Add, remove and configure internal and external storage devices:

— Drive preparation of internal and external storage devices, including
format/filesystems and imaging technology

Install display devices.
Add, remove, and configure basic input and multimedia devices.

Identify tools, diagnostic procedures, and troubleshooting techniques for per-
sonal computer components.

6
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Recognize the basic aspects of troubleshooting theory—for example:

Perform backups before making changes

Assess a problem systematically and divide large problems into smaller
components to be analyzed individually

Verify even the obvious. Determine whether the problem is something
simple or complicated, and make no assumptions

Research ideas and establish priorities

Document findings, actions, and outcomes

Identify and apply basic diagnostic procedures and troubleshooting tech-
niques—for example:

Identify the problem using techniques such as questioning the user and
identifying any user changes to the computer

Analyze the problem, including considering potential causes and making
an initial determination of software and/or hardware problems

Test related components using avenues such as inspection, connections,
hardware/software configurations, device managers, and consulting
vendor documentation

Evaluate results and take additional steps if needed, such as consulta-
tion, use of alternate resources, and manuals

Document activities and outcomes

Recognize and isolate issues with display, power, basic input devices, stor-
age, memory, thermal, and POST errors (e.g., BIOS and hardware).

Apply basic troubleshooting techniques to check for problems (e.g., thermal
issues, error codes, power, connections—including cables and/or pins—com-
patibility, functionality, and software/drivers) with components—for example:

Motherboards
Power supply
Processor/CPUs
Memory
Display devices
Input devices

Adapter cards

Recognize the names, purposes, characteristics, and appropriate application
of tools.

Perform preventive maintenance on personal computer components.

Identify and apply basic aspects of preventive maintenance theory—for
example:

Visual/audio inspection
Driver/firmware updates

Scheduling preventive maintenance

Areas of Study for the A+ Essentials Exam | 7
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— Use of appropriate tools and cleaning materials
— Ensuring proper environment

Identify and apply common preventive maintenance techniques for devices
such as input devices and batteries.

Laptops and Portable Devices

Identify the fundamental principles of using laptops and portable devices.

Identify names, purposes, and characteristics of laptop-specific items, such
as:

— Form Factors such as memory and hard drives

— Peripherals (e.g., docking stations, port replicators, and media/accessory
bays)

— Expansion slots (e.g., PCMCIA 1, I1, and 111, and card and express bus)
— Ports (e.g., mini PCI slot)

— Communication connections (e.g., Bluetooth, infrared, cellular WAN,
and Ethernet)

— Power and electrical input devices (e.g., auto-switching and fixed-input
power supplies and batteries)

— LCD technologies (e.g., active and passive matrix, resolution, such as
XGA, SXGA+, UXGA, WUXGA, contrast radio, and native resolution)

— Input devices (e.g., stylus/digitizer, function (Fn) keys, and pointing
devices such as touch pad and point stick/track point)

Identify and distinguish between mobile and desktop motherboards and pro-
cessors, including throttling, power management, and Wi-Fi.

Install, configure, optimize, and upgrade laptops and portable devices.
Configure power management:

— Identify the features of BIOS-ACPI

— Identify the difference between suspend, hibernate, and standby

Demonstrate safe removal of laptop-specific hardware such as peripherals,
hot-swappable devices, and non-hot-swappable devices.

Identify tools, basic diagnostic procedures, and troubleshooting techniques
for laptops and portable devices.

Use procedures and techniques to diagnose power conditions, video, key-
board, pointer, and wireless card issues—for example:

— Verify AC power (e.g., LEDs and swap AC adapter)
— Verify DC power

— Remove unneeded peripherals

— Plug in external monitor

— Toggle Fn keys

— Check LCD cutoff switch

8
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— Verify backlight functionality and pixilation
— Stylus issues (e.g., digitizer problems)
— Unique laptop keypad issues
— Antenna wires
* Perform preventive maintenance on laptops and portable devices.

* Identify and apply common preventive maintenance techniques for laptops
and portable devices—for example, cooling devices, hardware and video
cleaning materials and operating environments, including temperature and
air quality, storage, and transportation and shipping.

Operating Systems
Identify the fundamentals of using operating systems

* Identify differences between operating systems (e.g., Mac, Windows, and
Linux), and describe operating system revision levels, including GIU, system
requirements and application and hardware compatibility.

* Identify names, purposes, and characteristics of the primary operating sys-
tem components, including registry, virtual memory, and filesystem.

* Describe features of operating system interfaces—for example:
— Windows Explorer
— My Computer
— Control Panel
— Command Prompt
— My Network Places
— Taskbar/Systray
— Start Menu

* Identify the names, locations, purposes, and characteristics of operating sys-
tem files—for example:

— BOOT.INI

— NTLDR

— NTDETECT.COM
— NTBOOTDD.SYS
— Registry data files

* Identify concepts and procedures for creating, viewing, and managing disks,
directories, and files in operating systems—for example:

— Disks (e.g., active, primary, extended, and logical partitions)

— Filesystems (e.g., FAT 32 and NTFS)

— Directory structures (e.g., create folders, navigate directory structures)
— Files (e.g., creation, extensions, attributes, permissions)

* Install, configure, optimize, and upgrade operating systems (references to
upgrading from Windows 95 and NT may be made).

Areas of Study for the A+ Essentials Exam | 9
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Identify procedures for installing operating systems, including:
— Verification of hardware compatibility and minimum requirements

— Installation methods (e.g., boot media—such as CD, floppy, or USB—
network installation, and drive imaging)

— Operating system installation options (e.g., attended/unattended, file-
system type, and network configuration)

— Disk preparation order (e.g., start installation, partition, and format
drive)

— Device driver configuration (e.g., install and upload device drivers)

— Verification of installation

Identify procedures for upgrading operating systems, including:

— Upgrade considerations (e.g., hardware and application and/or network
compatibility)

— Implementation (e.g., back up data and install additional Windows
components)

Install/add a device, including loading and adding device drivers and required
software, and perform the following actions, such as:

— Determine whether permissions are adequate for performing the task

— Device driver installation (e.g., automated and/or manual search and
installation of device drivers)

— Using unsigned drivers (e.g., driver signing)
— Verify installation of the driver (e.g., device manager and functionality)

Identify procedures and utilities used to optimize operating systems—for
example, virtual memory, hard drives, temporary files, services, startup, and
applications.

Identify tools, diagnostic procedures, and troubleshooting techniques for
operating systems.

Identify basic boot sequences, methods, and utilities for recovering operating
systems:

— Boot methods (e.g., safe mode, recovery console, and boot to restore
point)

— Automated System Recovery, aka ASR (e.g., Emergency Repair Disk
[ERD])

Identify and apply diagnostic procedures and troubleshooting techniques—

for example:

— Identify the problem by questioning the user and identifying user
changes to the computer

— Analyze the problem, including identifying potential causes and making
an initial determination of a software and/or hardware problem

— Test related components, including connections, hardware/software
configurations, and device managers by consulting vendor documentation

10
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— Evaluate results and take additional steps if needed, such as consultation
and using alternate resources and manuals

— Document activities and outcomes
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* Recognize and resolve common operational issues such as blue screen, sys-
tem lock-up, input/output devices, application installs, start or load, and
Windows-specific printing problems (e.g., a device/service failed to start or a
device/program in registry is not found).

* Explain common error messages and codes—for example:

— Boot (e.g., invalid boot disk, inaccessible boot drive, and missing
NTLDR)

— Startup (e.g., a device/service failed to start, a device/program in registry
is not found)

— Event Viewer
— Registry
— Windows reporting

* Identify the names, locations, purposes, and characteristics of operating sys-
tem utilities—for example:

— Disk management tools (e.g., DEFRAG, NTBACKUP, CHKDSK, and
Format)

— System management tools (e.g., device and task manager, and
MSCONFIG.EXE)

— File management tools (e.g., Windows Explorer and ATTRIB.EXE)
* Perform preventive maintenance on operating systems.

* Describe common utilities for performing preventive maintenance on operat-
ing systems—for example, software and Windows updates (e.g., service
packs), scheduled backups/restores, and restore points.

Printers and Scanners

* Identify the fundamental principles of using printers and scanners.

* Identify the differences between types of printer and scanner technologies (e.g.,
laser, inkjet, thermal, solid ink, and impact).

* Identify names, purposes, and characteristics of printer and scanner compo-
nents (e.g., memory, driver, and firmware) and consumables (e.g., toner, ink
cartridge, and paper).

* Identify the names, purposes, and characteristics of interfaces used by print-
ers and scanners, including port and cable types—for example:

— Parallel
— Network (e.g., NIC and print servers)
— USB

— Serial
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— IEEE 1394/firewire
— Wireless (e.g., Bluetooth, 802.11, and Infrared)
— SCSI

Identify basic concepts of installing, configuring, optimizing, and upgrading
printers and scanners.

Install and configure printers and scanners:

— Power and connect the device using a local or network port
— Install and update the device driver and calibrate the device
— Configure options and default settings

— Print a test page

Optimize printer performance—for example, printer settings, such as tray
switching, print spool settings, device calibration, media types, and paper ori-
entation.

Identify tools, basic diagnostic procedures, and troubleshooting techniques
for printers and scanners.

Gather information about printer/scanner problems:
— Identify the symptom

— Review device error codes, computer error messages, and history (e.g.,
event log and user reports)

— Print or scan test page

— Use appropriate generic or vendor-specific diagnostic tools, including
web-based utilities

Review and analyze collected data:
— Establish probable causes
— Review the service documentation

— Review the knowledge base and define and isolate the problem (e.g.,
software versus hardware, the driver, connectivity, or the printer)

Identify solutions to identified printer/scanner problems:
— Define the specific cause and apply a fix
— Replace consumables as needed

— Verify functionality and get user acceptance of the problem fix

Networks

Identify the fundamental principles of networks.
Describe basic networking concepts:

— Addressing

— Bandwidth

— Status indicators

— Protocols (e.g., TCP/IP [including IP], classful subnet, and IPX/SPX
[including NWLINK and NETBWUI/NETBIOS])

12
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— Full-duplex or half-duplex
— Cabling (e.g., twisted pair, coaxial cable, fiber optic, and RS-232)
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— Networking models, including peer-to-peer and client/server
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Identify names, purposes, and characteristics of the common network cables:
— Plenum/PVC

— UTP (e.g., CAT3, CAT5/5e, and CAT6)

— STP

— Fiber (e.g., single-mode and multimode)

Identify names, purposes, and characteristics of network connectors (e.g.,
RJ45 and RJ11, ST/SC/LC, USB, and IEEE 1394/firewire).

Identify names, purposes, and characteristics of technologies for establishing
connectivity—for example:

— LAN/WAN

— ISDN

— Broadband (e.g., DSL, cable, and satellite)

— Dial-up

— Wireless (all 802.11)

— Infrared

— Bluetooth

— Cellular

— VoIP

Install, configure, optimize, and upgrade networks.

Install and configure network cards.

Install, identify, and obtain wired and wireless connection.
Identify tools, diagnostic procedures, and troubleshooting techniques for net-
works.

Explain status indicators—for example, speed, connection and activity lights,
and wireless signal strength.

Security

Identify the fundamental principles of security.

Identify names, purposes, and characteristics of hardware and software secu-
rity—for example:

— Hardware deconstruction/recycling
— Smart cards/biometrics (e.g., key fobs, cards, chips, and scans)

— Authentication technologies (e.g., username, password, biometrics, and
smart cards)

— Malicious software protection (e.g., viruses, Trojans, worms, spam,
spyware, adware, and grayware)
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— Software firewalls

— File system security (e.g., FAT32 and NTFS)

Identify names, purposes, and characteristics of wireless security—for example:
— Wireless encryption (e.g., WEP.x and WPA.x) and client configuration

— Access points (e.g., disable DHCP/use static IP, change SSID from the
default, disable SSID broadcast, use MAC filtering, change the default
username and password, update firmware, and firewall)

Identify names, purposes, and characteristics of data and physical security—
for example:

— Data access (basic local security policy)

— Encryption technologies

— Backups

— Data migration

— Data/remnant removal

— Password management

— Locking workstation (e.g., hardware and operating system)
Describe importance and process of incidence reporting.

Recognize and respond appropriately to social engineering situations.
Install, configure, upgrade, and optimize security.

Install, configure, upgrade, and optimize hardware, software, and data secu-
rity—for example:

— BIOS

— Smart cards

— Authentication technologies

— Malicious software protection

— Data access (basic local security policy)
— Backup procedures and access to backups
— Data migration

— Data/remnant removal

Identify tools, diagnostic procedures, and troubleshooting techniques for
security.

Diagnose and troubleshoot hardware, software, and data security issues—for
example:

— BIOS

— Smart cards and biometrics

— Authentication technologies

— Malicious software

— File system (e.g., FAT32 and NTFS)

— Data access (e.g., basic local security policy)
— Backup

— Data migration

14
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* Perform preventive maintenance for computer security.

* Implement software security preventive maintenance techniques such as
installing service packs and patches and training users about malicious soft-
ware prevention technologies.
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Safety and Environmental Issues

* Describe the aspects and importance of safety and environmental issues.
* Identify potential safety hazards and take preventive action.

* Use Material Safety Data Sheets (MSDS) or equivalent documentation as well
as appropriate equipment documentation.

» Use appropriate repair tools.

* Describe methods to handle environmental and human accidents, including
incident reporting.

* Identify potential hazards and implement proper safety procedures, includ-
ing ESD precautions and procedures, a safe work environment, and equip-
ment handling.

* Identify proper disposal procedures for batteries, display devices, and chemi-
cal solvents and cans.

Communication and Professionalism
* Use good communication skills—including listening and tact/discretion—
when communicating with customers and colleagues.

* Use job-related professional behavior, including notation of privacy, confi-
dentiality, and respect for the customer and customers’ property.

* Behavior:
— Use clear, concise, and direct statements.
— Allow the customer to complete statements—avoid interrupting.
— Clarify customer statements—ask pertinent questions.
— Avoid using jargon, abbreviations, and acronyms.
— Listen to customers.
* Property:

— Telephone, laptop, desktop computer, printer, monitor, etc.
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A+ Essentials Study Guide

This chapter provides a study guide for the CompTIA A+ Essentials exam.
Various sections in this chapter are organized to cover the related objectives of the
exam. Each section identifies the exam objective, provides an overview of the
objective, and then discusses the key details that you should master before taking
the exam.

An overview of the sections in this chapter is as follows:

Personal Computer Components
This section describes the components of personal computers such as the
processor, memory, storage devices (such as hard disks and removable
drives), display devices, input/output devices (such as the keyboard and
mouse), and various ports and types of cables used to connect these compo-
nents. Installing, configuring, upgrading, and troubleshooting these
components are also covered in this section.

Laptops and Portable Devices
This section describes the identification of different components of portable
computers. Installing, configuring, upgrading, and troubleshooting these
portable computers is also covered in this section.

Operating Systems
This section describes requirements and installation procedures for various
operating systems used on personal computers such as Mac OS X, Linux,
Windows 98, Windows 2000, and Windows XP. Upgrading a previously
installed operating system and troubleshooting common problems is also
covered in this section.

Printers and Scanners
This section describes the basics of installing, configuring, optimizing,
upgrading, and troubleshooting printers and scanners.
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Networks
This section describes the fundamentals of wired and wireless computer
networking, including concepts, network topologies, networking compo-
nents (such as cables, hubs, switches and routers), and procedures to
diagnose and rectify common networking problems.

Security
This section describes basic concepts behind computer security, including the
identification of security threats, hardware, software and data security. Main-
taining operating system and data security by installing software updates, hot
fixes, and service packs is also covered in this section.

Safety and Environmental Issues
This section describes the aspects and importance of various safety issues
related to personal computers, including safety hazards and environmental
and human-generated accidents. It also covers the implementation of proper
precautions and procedures to prevent such accidents. Incident reporting is
covered in this section as well.

Communication and Professionalism
This section describes methods of professionalism on the job and communi-
cation techniques when interacting with customers. Active listening
techniques, customer privacy, and other standard customer service standards
are covered in this section.

There is a great deal of overlap between the objectives of the A+
Essentials exam and the A+ exams 220-602, 220-603, and 220-604.
Chapter 5 includes a detailed discussion of these topics. I recom-
mend that you read Chapter 5 before taking the A+ Essentials exam
because it may include questions from either of these chapters.

In order to complete the study for the A+ Essentials exam, I suggest that you gain
access to a computer that can be opened and, if required, have its parts inspected,
uninstalled, reinstalled, or upgraded. The personal computer should preferably
have the following hardware configuration:

* An Intel 233 MHz or faster processor (350 MHz recommended) with a CD-
ROM or DVD drive

¢ A minimum of 256 MB RAM (512 MB recommended)
* Atleast 2 GB of free hard disk space
* A Super VGA or higher-resolution monitor
* Akeyboard and a mouse
You must also have access to a printer with appropriate driver software and, if

possible, a scanner. Aside from this, you need appropriate tools in order to install,
uninstall, or upgrade the components of your personal computer.
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' The exercises included in this book should be part of your prepara-
0‘;‘. - tion for the exams. Do not perform any exercises in a production
" o' environment and do not use any PC that you use for your regular

work, but instead create a test environment with the recommended
hardware.

Personal Computer Components

This part of the A+ Essentials exam deals mainly with the identification, installa-
tion, upgrading, and basic troubleshooting of different parts of personal
computers. This part of the study guide covers about one-fifth of the exam objec-
tives. As a hardware technician, you are expected to have extensive knowledge of
different components of personal computers. These components include storage
devices, motherboards, processors, memory, power supplies, and adapter cards. It
is also necessary to have a good understanding of ports and cable types that are
used inside the computer and for connecting external peripherals. This section
provides an overview of these components.

Components of Motherboards

The motherboard or the system board is made up of several components such as
the central processing unit (CPU), memory slots, video section, and so on. Each
component on the motherboard has a specific job. In this section, we will look at
some of the most common motherboard components and their functions. Moth-
erboards are mainly divided into the following two categories:

Integrated motherboards
Integrated motherboards have most of the essential components on them,
which are otherwise installed as separate adapter cards on expansion slots.
The major advantage of this type of motherboard is that all major functions
are handled by a single circuit board. On the other hand, the drawback is that
if one of the components fails, you might need to replace the entire mother-
board. Most of the new motherboards fall into this category.

Non-integrated motherboards

Non-integrated motherboards do not have all components on them but are
installed as adapter cards on expansion slots. These components include
video cards, disk controllers, network adapters, and audio circuitry. The
main advantage is that if an individual component fails, it can be replaced
easily. The disadvantage is that the inside of the computer is full of adapters
and wires. Most of the motherboards on older computers fall into this
category.

Form Factors

Form Factor refers to the design of the motherboard. It describes how the compo-
nents are laid out and what type of case they fit into, and what type of power
supply the motherboard uses. Popular Form Factors include ATX, Micro ATX,
BTX, and NLX. These are summarized in the following paragraphs:
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ATX

ATX stands for Advanced Technology Extended. This technology was
designed by Intel to allow easier expansion. Currently, ATX motherboards
are the most popular motherboards. With most of the components inte-
grated onto the motherboard, there is still sufficient scope to add additional
components. The expansion slots are located at right angles to the processor
and memory, which makes it easier to install full-length adapter cards. More-
over, the processor and memory are located at the back of the card, in line
with the power supply, which makes better air flow for cooling them. It
supports soft power off support, meaning that the system can be turned off
using the operating system instead of using the power switch. It also supports
a 3.3 volt power supply from an ATX power supply. The power supply
connector is a single 20-pin connector.

Micro ATX

The Micro ATX Form Factor uses a smaller footprint than its big brother
ATX. The maximum motherboard size is 9.6"x9.6". It uses a compact
design, which is meant for a lower number of integrated components, lesser
expansion slots, and lesser memory slots. This simply means that the power
supply can be of lower wattage than the standard ATX motherboard to
reduce power consumption. The Micro ATX motherboard can still fit well
into a standard ATX case. To compromise with a lesser number of compo-
nents, it provides additional USB ports to connect external devices. Another
variation of Micro ATX is the Flex ATX, with the size of the motherboard
reduced to 9.6"x7.5" (the smallest in the ATX family). Both Micro ATX and
Flex ATX offer limited expandability.

BTX

The BTX Form Factor is the latest in motherboard designs. The major
concern behind this design is the layout of heat-producing components such
as chipsets, processors, and graphics controllers. This design specifies that all
heat-producing components can use the primary airflow of the computer
thereby reducing the need for additional cooling fans that produce more
noise. The BTX Form Factor specifies better placement of components for
back panel I/O controllers. Although it is smaller than the Micro ATX in size,
the BTX design is scalable and can be taken to the tower-size cases.

NLX
NLX stands for New Low Profile Extended Form Factor. In this design, most
of the expansion slots are placed sideways on special riser cards. The adapter
cards are installed on riser card expansion slots, which ultimately become
parallel to the motherboard. Motherboards with this design can use the ATX
power supplies. The NLX design did not become very popular and was even-
tually replaced by newer advanced technologies such as the Micro ATX.

Components of motherboards

In older computers, motherboards had very few integrated components and
required a large number of adapter cards for video and hard disk and floppy disk
interfaces. In contrast, as the technology advanced, several interfaces were
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integrated on the motherboard and fewer adapters were required. This section
covers a summary of different components that are generally found on the
computer motherboard. Different components of a typical motherboard are
shown in Figure 2-1.

DIMM Sockets: IDE Drive Connectors:
The new 168-pin memory module  Ultra DMA boosts performance to 33 MBps
standard that supports SDRAM

AT power supply as well as EDO and FPM RAM TAGRAM:

For caching
AT keyboard Floppy Drive Connector 64MB of RAM Triton chipset
and mouse
connectors \
USB Connector:
Provides hot PnP Secondary Cache:
port for medium 2x256 KB
bandwidth pipeline-burst
peripherals cache modules

1/0 Controllers:
Connectors for
serial and parallel

Coast Socket:
| Accomodates
“cache-on-a-stick”

ports upgrade module
SIMM Sockets:
4x72-pin sockets
for EDO or FPM ZIF Socket 7:
memory For a Pentium or
compatible
processor
PCland ISA Slots: Lithium backup Flash BIOS/CMOS Battery:
The middle slots usually share battery for the RTC Updateable via a floppy to ensure
the same backplane BIOS stays current and bug-free

Figure 2-1. Components of a motherboard

Chipsets. The chipset of a motherboard refers to the collection of semiconductor
chips that provide interfaces for expansion cards, memory, peripherals, and inter-
faces. The make and model of a chipset depends on a particular Original
Equipment Manufacturer (OEM). Each chipset is designed to offer certain features
such as onboard audio and video functionality. Chipsets are divided into two
main categories—Northbridge and Southbridge:

Northbridge

The Northbridge is a chipset that does not refer to any brand name but is the
technique used to allow communication among high-speed peripherals such
as memory, the Peripheral Component Interconnect (PCI) bus, the Acceler-
ated Graphics Port (AGP) bus and the Level 2 processor cache (L2 Cache).
The Northbridge communicates with the processor using a front side bus
(FSB). The actual performance of the motherboard depends on the perfor-
mance of the Northbridge chipset. It also manages communication with the
Southbridge chipset.
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Southbridge
The Southbridge chipset controls all of the computer’s onboard Input/Output
(I/0) functions such as USB, Firewire, PS/2, parallel, serial, wired, and wire-
less LAN ports, and IDE, audio, and so on. Southbridge usually consists of a
single semiconductor chip.

BIOS/Firmware. The Basic Input/Output System (BIOS) or firmware of the computer
is low-level software stored on a semiconductor chip, which is called the BIOS
chip. BIOS controls how the processor and chipsets interact with the installed
operating system, and it also helps detect the hardware and to allocate system
resources to it. BIOS is activated as soon as the computer is powered on. The
BIOS chip is a dual-line chip with 28 or 32 pins and is usually marked as such.
Major manufacturers of BIOS chips include AMI, Phoenix/Award, and Winbond.

The cmplementary metal-oxide semiconductor (CMOS) chip, on the other hand, is
a memory chip that stores certain computer settings (such as the date and time)
even when the computer is powered off. The CMOS chip gets its power from a
small cylindrical battery, called the CMOS battery, installed on the motherboard.

Memoryslots. The primary memory of the computer is the random access memory
(RAM), which is used to temporarily store data during normal operation of the
computer. The slots for memory on the motherboard are different for each type of
memory and for each type of motherboard design. Most motherboards have slots
for dual inline memory modules (DIMMs). DIMMs come in different pin configu-
rations, such as 168-pin, 184-pin, and 240-pin. Some old motherboards use single
inline memory modules (SIMMs) that come in 30-pin or 72-pin configurations. It is
easy to identify the memory slots on the motherboard, as they are long and
located very close to each other. A latch on each side of the slot is used to firmly
attach the memory module in place. The pair of memory sockets is also called
memory bank.

External cache memory. Computers use the processor cache memory for improved
performance. Each processor comes with a built-in cache memory, which is
known as Level 1 Cache. Another name for it is internal cache, which runs at the
speed of the CPU. To further enhance the performance of the system, mother-
boards have external cache memory, which is called Level 2 Cache or External
Cache. The External Cache runs at the speed of the system bus.

Processor sockets. The central processing unit (CPU), or simply the processor, lies at
the heart of a computer motherboard. The type, shape, size, and pin configura-
tion of a processor socket depends on the processor itself. Processor sockets or
slots are identified by standards written for installing different types of processors
on motherboards. Processor sockets are normally flat in shape and have several
rows and columns of pins. It is not difficult to identify a processor socket on the
motherboard. Most Pentium class processors are installed along with a heat sink
and a cooling fan because they generate a lot of heat during normal operation. A
processor slot is another way to connect a processor to the motherboard. Slots
were used on earlier Pentium II and Pentium III processors. The processor is
mounted on a special expansion card and is inserted vertically in the slot.
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Most of the processor sockets are square in shape, and the processor is usually
marked with a dot to correctly align it with the socket. This is done to ensure that
the processor pins are not damaged during insertion. Some processors use a
special socket called the zero insertion force (ZIF) socket that makes it easy to
insert and remove the processor.

Integrated I/0 ports. Many of the standard I/O controllers for peripherals are inte-
grated in the motherboard. Their connectors are accessible from the rear of the
computer case and are used to connect I/O devices. The most common connec-
tors include the following:

The 15-pin SVGA connector
Used to connect a CRT or LCD monitor.

The 6-pin PS/2 connector (mini DIN)
Used to connect the keyboard and mouse. Old motherboards have a 5-pin
DIN connector, which is little bigger than the PS/2 connector.

The 9-pin serial connector
Used to connect serial devices such as modems or scanners.

The 25-pin parallel connector
Primarily used to connect printers.

The 8-pin RJ-45 connector
Used to connect network cable.

The 4-pin RJ-11 connector
Used to connect the telephone cable.

USB connector
Used for USB devices.

IEEE 1394 connector
Used to connect devices that support the Firewire interface.

Expansion bus slots. Expansion bus slots on the motherboard can be easily identi-
fied, as they are located close to each other and near the rear end of the case.
Figure 2-2 shows some common expansion bus slots on the motherboard.

Each type of expansion bus slot serves a particular function, as summarized in the
following paragraphs:

Peripheral Component Interconnect (PCI)
PCI slots are available in most computers these days. These slots are used to
connect PCI compatible cards. They are usually white and are about three
inches long.

Accelerated Graphics Port (AGP)
AGP slots are used to connect video cards. The AGP port allows the video
adapter to communicate directly with the processor. The AGP slot is usually
brown.
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ISA Slots AGP Slots

PCl Slots

Figure 2-2. Expansion bus slots

PCI Express (PCle)
PCle is available on many new motherboards. This slot was designed to
replace the PCI and AGP slots. But most motherboards have PCI as well as
PCle slots.

Audio/Modem Riser (AMR)
AMR has 46 pins and is found on some old motherboards. This slot is mainly
used to separate analog devices, such as the modem, from other digital
circuits on the motherboard.

Communications and Networking Riser (CNR)
CNR has 60 pins and is mainly used to enhance the built-in capabilities of the
motherboard by installing additional components.

Industry Standard Architecture (ISA)
ISA is the oldest type of expansion slot on motherboards. This black-colored
slot is long in shape and has two parts: one small and the other long. ISA
slots are hardly visible in modern motherboards. You might find that some
old motherboards have both ISA and PCI slots.

Floppy disk and hard disk connectors. Most of the motherboards have integrated hard
disk and floppy disk controllers. The floppy disk connector is used to connect a
floppy disk drive, while the hard disk connector can be used for connecting hard
drives or CD/DVD drives. Depending on the motherboard, these connectors can
be any of the following types:

EIDE/PATA
The Enhanced Integrated Drive Electronics (EIDE) interface is the term used
to describe the Advanced Technology Attachment (ATA) interface. EIDE
connectors are found on most motherboards. These connectors have 40 pins
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and use a flat ribbon cable. The first pin on the cable is marked with a red
lining. Since the data is transferred in parallel fashion from motherboard to
the drive, the interface is also called Parallel ATA (PATA). EIDE drives use a
4-pin power connector.

SATA
The Serial Advanced Technology Attachment (SATA) transfers data between
the motherboard and the drive in serial fashion. The connectors for SATA
interfaces have seven pins. SATA drives use a 15-pin power connector.

SCSI
The Small Computer System Interface (SCSI) is rarely built on the mother-
board for desktop computers. This interface is integrated more commonly on
server motherboards. If you have a SCSI device, you can obtain a SCSI card to
connect the device.

Power supply connectors. There is only one main power supply connector on the
motherboard. There is also a small 4-pin connector for the CPU/fan assembly. It
is rectangular in shape and white in color. ATX motherboards use a 20-pin power
supply connector in which the holes are polarized to prevent incorrect
connection.

Power supplies

The purpose of the power supply is to convert 110-volt or 220-volt AC voltage
into DC voltage for different parts of the computer. The power supply unit for the
computer has its own case. These DC voltages include 3.3 volts, +5 volts, =5
volts, +12 volts, and —12 volts. The rating of the power supply unit is given in
watts, which is a measure of power. The higher the rating, the more power it can
supply to different parts of the computer.

Most common power supplies come in the range of a 250- to 500-watt rating. The
+3.3 volts and +5 volts DC supply was first used in ATX motherboards that
supported soft power off functions.

Power supply connectors. There are several different types of power supply connec-
tors used on computer motherboards and peripherals. Some of the common
connector types are listed in the following paragraphs:

Floppy drive power connector
This is a small, flat connector with four pins. This connector has 4 wires and
supplies 5 volts (red wire) and 12 volts (yellow wire) DC to the floppy drive.
The connector is polarized and cannot be connected in wrong orientation.

Molex connectors for peripherals
Peripherals such as the hard drive and CD/DVD drives use a 4-pin Molex
connector. This connector is bigger than the floppy drive power connector. It
has a particular rectangular shape that allows the connection only in correct
polarity. It uses the same color codes for wires as the floppy drive power
connector does.
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AT motherboard power connector
This is a pair of two connectors with six pins each. The connectors have
small tabs on them so that they can be securely attached to the motherboard
connector. You need to place the connectors side by side with black-colored
wires in the center, align the connectors in correct orientation, and then
slightly push them together onto the motherboard connector.

ATX power connector
This is used for supplying power to ATX motherboards. It is also known as
ATX System Connector. This is a single 20-pin connector that supplies six
different types of voltages to the ATX motherboard. The connector is rectan-
gular in shape and has a small plastic lock that secures the connector in place.
Another variation of the ATX power connector is the ATX12V standard
connector, which requires two additional power connectors for the mother-
board. One of these is a 6-pin connector that supplies additional +5 volts and
+3.3 volts. The other is a 4-pin connector that supplies two +12 volt supplies.

SATA power connector
Serial ATA (SATA) devices use a 15-pin power supply connector. This
connector supplies three sets of DC power, for +3.3 volts, +5 volts, and +12
volts.
&
.8 Remember the number of pins, wire colors, and voltages for power
a supply connectors of standard peripherals such as the floppy drive

DO
= ’? and the hard disk drive? These connectors have four pins and the
red wire carries +5 volts while the yellow wire carries +12 volts of
DC supply. The black wires are used for ground connection. The
color codes for floppy drives and hard drives or CD/DVD drive
connectors are identical.
Processors

The processor, or the central processing unit (CPU), is the heart of the computer.
It controls and directs all functions inside the computer. The term microprocessor
refers to the semiconductor chip on the motherboard that contains millions of
transistors. The CPU is the most important component of the computer so far as
the computing power is concerned. The size and packing of old CPUs used to be
very large compared to the size and shape we see these days. Old CPUs also had
limited capabilities and features. The two main manufacturers of microprocessor
chips are Intel and AMD.

Old processors came in a rectangular shape and with Dual inline package (DIP),
with two rows of connection pins on each side. New processors come in Pin Grid
Array (PGA) packaging, which is a square shape and has connection pins on all
four sides. Some processors use a Single Edge Contact Cartridge (SECC) Form
Factor. This uses a separate printed circuit board for the same PGA-type
processor. Processors are mounted on the motherboard using a special socket or a
slot. As the processor technology grows in features and advanced capabilities, the
space on the motherboard becomes the main limitation. The Staggered Pin Grid
Array (SPGA) packaging solves this problem. SPGA uses arrays of pins, which
form a diagonal square.
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Characteristics of processors. The following paragraphs summarize some basic charac-
teristics of processors:

Hyper-threading Technology (HTT)

HTT is the specialized form of simultaneous multi-threading (SMT) used in
Intel’s Pentium 4 microprocessors. This technology improves the perfor-
mance of microprocessors by providing useful work to idle execution units
and allowing multiple threads to run simultaneously. Processors using the
hyper-threading technology appear to the operating system as two proces-
sors. If the operating system supports symmetrical multiprocessing (SMP), it
can take advantage of this technology by scheduling separate processes on
the same HT T-capable microprocessor.

Multicore

A multicore processor integrates two or more processors into a single
package. The operating system treats the single multicore processor as two
separate processors. The operating system must support symmetrical multi-
processing to take full advantage of a multicore processor. Intel’s Dual Core
processor is an implementation of the multicore technology that contains two
independent processors in a single chip.

Throttling

CPU throttling is the process of controlling the time spent by the processor
on each application. The idea behind throttling is to fairly divide the CPU
time among various applications. CPU throttling is mainly used on servers
that need to distribute even time to all applications running on it.

Microcode and MMX

Microcode (or microprogram) is the instruction set of a CPU. The CPU uses the
microcode to execute various instructions. Microcode consists of a series of
microinstructions that control the CPU at its most fundamental level. Micro-
code is designed for the fastest possible execution of instructions, and it resides
in a special high-speed memory of the computer called the control store.

MMX refers to MultiMedia Extensions, a special microcode developed for
Intel’s Pentium MMX processors. MMX microcode takes the load off
executing multimedia-related instructions from the processor and acts like a
CO-Processor.

Overclocking

Overclocking is used in microprocessors and other computer components to
increase their performance. CPU overclocking forces the processor to run at
higher clock rates than that for which it was designed. When the CPU is over-
clocked, arrangements must be made to dissipate the additional heat that it
will generate due to increased processing.

Cache

Cache is a high-speed memory that is used to store data and instructions that
are most likely to be required by the CPU. The cache located within the CPU
is called Level 1 Cache (L1 Cache), and the external cache on the mother-
board is called Level 2 Cache (L2 Cache). If the cache does not have the
necessary data or instructions, a process named cache miss brings the infor-
mation from RAM and stores it in the cache.
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Voltage Regulator Module (VRM)
A VRM is an electronic device that provides the microprocessor with appro-
priate supply voltage. A VRM allows microprocessors requiring different
power supply voltages to be used on the same motherboard. At startup, the
microprocessor signals the VRM about the correct voltage supply that it
needs. The VRM then supplies a consistent correct voltage to the processor.

Speed
The speed of a microprocessor is represented by its clock frequency, which is
measured in Megahertz (MHz) or Gigahertz (GHz). Clock rates or frequen-
cies can be misleading when the speeds of the microprocessors are compared.
This is due to the fact that the amount of work a microprocessor can do in
one clock cycle varies from one CPU chip to another.

32-Bit versus 64-Bit Bus

The number of data bits that can be transmitted or processed in parallel is
represented by the bus width, which can be 32-bit or 64-bit. The 32-bit bus
transmits 32 bits in parallel while the 64-bit bus transmits 64 bits of data in
parallel. The width of the data lines that connect the microprocessor to the
primary memory of the computer is known as the bus width. The wider the
bus, the more data can be processed in a given amount of time. It is impor-
tant to note that if you are using a 64-bit operating system, you must ensure
that the CPU supports 64-bit bus width.

Memory

Random access memory (RAM) is considered the primary or main memory of the
computer, and it allows quick data storage and access. This memory is used as
temporary storage by the system and by applications during normal operation of
the computer. Memory modules, or memory sticks, are small, thin circuit boards
that are installed on the motherboard as several rows close to each. In this section,
we will look at some basic characteristics and types of memory, as well as memory
packaging.

Error checking in memory. There are two main mechanisms used for error checking in
computer memory. These are explained in the following paragraphs:

Parity RAM

Parity RAM uses a parity checking mechanism to check the integrity of digital
data stored in memory by detecting errors. Memory modules using parity
checking are known as parity RAM. These modules are hardly used these
days. A parity bit is used as error-detecting code. The parity bit is a binary
digit (0 or 1) that indicates whether the total number of bits with a value of 1
in a given set is even or odd. Two types of parity bits are used: even parity bit
and odd parity bit. The even parity bit is set to 0 when the total count of 1s in
the given set is even. If the total count of 1s is odd, the bit is set to 1. On the
other hand, the odd parity bit is set to 0 when the total count of 1s in the
given set is odd. If the total count of 1s is odd, the bit is set to 0. Parity
checking is only a method of checking errors. It does not indicate the cause of
the error and does not correct it.
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Non-parity RAM
If parity RAM is used, the memory modules need to have more chips for
calculation of parity. This not only increases the size of the module but also
increases costs. For this reason, non-parity RAM is used on most computers.

Error Checking and Correction RAM (ECC RAM)
ECC RAM automatically detects and corrects errors in memory, without the
involvement of the motherboard circuitry. The ECC mechanism generates
checksums before storing data in memory. When the data is retrieved from
the memory, the checksum is calculated again to determine whether any of
the data bits have been corrupted. ECC memory can generally detect 1-bit
and 2-bit errors, but can only correct errors that are 1 bit per word.

Types of memory. Computer memory or RAM is used to temporarily store data.
RAM can be dynamic or static. For most common functions, the dynamic random
access memory (DRAM) is used as the main memory of the computer, while the
static random access memory (SRAM) is mostly used for the system cache. The
following paragraphs summarize different types of memory:

DRAM
DRAM stands for dynamic random access memory. The term dynamic refers
to the requirement of the memory chip to be periodically refreshed in order
to retain its contents—if this fails, the stored contents can be lost. DRAM is
much cheaper than other types of memory and is most commonly used to
expand the computer memory. Popular variations of DRAM include
SDRAM, DDR, DDR2, and RAMBUS.

SDRAM
SDRAM stands for synchronous dynamic random access memory. SDRAM has
a synchronous interface, which means that it waits for a clock signal before it
responds to an input. It is synchronized with the computer’s processor. The
system bus. SDRAM interfaces with the processor in a parallel 8-byte (64-bit)
bus and thus, a 100 MHz clock signal produces 800 MBps throughput. The
100 MHz SDRAM modules are commonly identified as PC100 chips.

DDR SDRAM

DDR SDRAM refers to double data rate synchronous dynamic random access
memory. These memory modules can double the data transfer rate by using
both rising and falling edges of the clock without actually increasing the
frequency of the system bus. This means that a 100 MHz DDR has an effec-
tive clock rate of 200 MHz For a 100 MHz clock signal, the effective data rate
becomes 1600 MBps (2 x8x100). DDR SDRAM modules are also referred to
as PC1600 chips.

DDR2 SDRAM

DDR2 SDRAM refers to double data rate 2 synchronous dynamic random
access memory. This type of memory first doubles the clock rate by using
both edges of the clock signal and then further splitting a single clock into
two, thus doubling the number of operations for each clock cycle. DDR2
SDRAM uses 1.8 volts (as compared to the 2.5 volts used by DDR SDRAM)
to keep the power consumption low. DDR2 modules are referred to as
DDR2-400 or PC2-3200 chips.
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DRDRAM
DRDRAM stands for Direct Rambus dynamic random access memory, a tech-
nology developed by Rambus Corporation. These types of memory modules
are no longer really in use. DRDRAM supports the PC800 standard and oper-
ates at 400 MHz The effective data transfer rate is 1600 MBps on a 2 byte
(16-bit) data bus.

SRAM
SRAM stands for static random access memory. The term static means that the
contents of the memory are retained as long as the power is turned on. SRAM
is much faster and much more expensive than DRAM. It is mainly used for
cache memory.

Mbps stands for megabits per second and MBps stands for mega-
. bytes per second. Note the small and capital B in these notations.
' One byte contains 8 bits.

Memory modules. Memory modules, or memory sticks, are available in a variety of
packaging. The most common of them in use as of date are as follows:

SIMM
SIMM stands for single inline memory module. There are two main types of
SIMMs: 30-pin, which has an 8-bit data bus, and 72-pin, which has a 32-bit
data bus. SIMMs do not have a standard pin configuration. SIMM has largely
been replaced by DIMM.

DIMM
DIMM stands for dual inline memory module. DIMM is a 64-bit module used
for SDRAM, DDR, and DDR2 memory. A standard SDRAM has 84-pins on
each side, making it a 168-pin module. DDR DIMM has 184 pins with 1
keying notch, and the DDR2 DIMM has 240 pins with 1 keying notch. The
DDR2 DIMM also has an aluminum cover on both sides that is used as a heat
sink to prevent overheating.

RIMM
RIMM refers to Rambus inline memory module. It is a custom memory
module made by Rambus. RIMM modules come in 16-bit single channel
width or in 32-bit dual channel bus width. The 16-bit modules have 184 pins,
and the 32-bit modules have 232 pins. Sixteen-bit modules need pairs of slots
on the motherboard, while the 32-bit modules require only one. RIMM also
has an aluminum cover for dissipation of heat.

SO-DIMM
SO-DIMM stands for small outline dual inline memory module. It is mainly
used in laptop computers. The old 32-bit SO-DIMM had 72 pins, while the
new 64-bit modules come in 144-pin and 200-pin configurations.

Micro DIMM
Micro DIMM is the smallest of all DIMM packages (about 50 percent the size
of SO-DIMM) and is mainly used in laptop computers. These modules have a
64-bit bus width and come in 144-pin or 172-pin configurations.
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Storage devices

As noted earlier in this section, the RAM is called the primary memory of the
computer. The hard disk drive remains the main storage device for most personal
computers and is called the secondary storage device. Besides hard disk drives,
other secondary storage devices are also frequently used for storing data, but most
of these are categorized as removable storage devices. These include floppy disks,
zip drives, tape drives, USB drives, and CD and DVD drives. This section summa-
rizes the types and characteristics of different styles of storage devices.

Floppy disk drives. A floppy disk, or diskette, consists of a circular piece of thin
plastic magnetic sheet encased in a plastic case. These disks are read and written
in floppy disk drives (FDD). Earlier floppy disks were 8 inches in size, later
reduced to 5.25 inches, and finally reduced to 3.5 inches. The storage capacity of
a normal double-sided floppy disk is usually 1.44 MB. Many new computers do
not have a floppy disk drive at all due to high storage capacity and falling prices of
CD and DVD disks and drives.

The 5.25-inch floppy disk was known as minifloppy disk and had a capacity of 360
KB for a double-sided double-density disk, and a capacity of 1.2 MB for a double-
sided high-density disk. The capacity of 3.5-inch disks, called the microfloppy
disk, is 720 KB for a double-sided disk, 1.44 MB for a high-density disk, and 2.88
MB for an extended density disk.

Hard disk drives. Hard disk drives are the main storage devices for all personal
computers and servers. Data is stored on hard disks in the form of files, which is a
collection of bytes. A hard disk is usually 3.5 inches wide, and its capacity is
measured in gigabytes (GB). It is not uncommon to see hard disks with capacities
ranging from 20 GB to even 250 GB. The hard disk drive subsystem of the
computer consists of the following three components:

Controller board
Operates the drive. It is typically located on the hard disk itself and controls
different motors, electrical signals, and sensors located inside the disk.

Disk
Consists of a number of thin disks or platters and read/write heads. The disks
are the main medium used to store data. They are placed close to each other
inside an enclosure. The disks spin at a speed of 3600 to 7200 (or even
10,000) revolutions per minute (rpm). An arm mechanism holds the read/
write heads and moves them very precisely at a fast speed. The data is stored
on disks in sectors and tracks.

Hard disk adapter
Typically built in the motherboard. It converts signals from the disk and the
controller so that the motherboard can understand it. In old computers, the
hard disk adapter was installed on one of the expansion slots.

(D-ROM drives. A compact disc read-only memory (CD-ROM) is used for long-term
storage of data and for distribution of software. The term read-only means that
data can be written only once on the CD. Nearly all computers have a CD-ROM
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drive. The capacity of a typical CD-ROM is about 700 MB. CD-ROM drives are
rated in terms of their speed, which is a multiple of 150 Kbps. It is expressed as
2X, 4X, 8X, etc., which means that a 2X CD-ROM drive can transfer data at the
rate of 300 Kbps. Most new CD-ROM drives are rated between 48X to 52X.

(D burners. CD burners refer to drives that can write data on CD-Recordable (CD-R)
and CD-ReWritable (CD-RW) discs. The main difference between the two is that
the CD-R can be used to store data only once while the data on a CD-RW can be
erased and the space can be reused any number of times. Some advanced software
applications allow you to reuse the CD-R disc until it is full. The speed of CD-R and
CD-RW differs when reading the disk, writing data, and rewriting. A rating of 32X-
16X-4X means that the drive can read data at 32X speed, write data at 16X speed,
and rewrite at 4X speed.

DVD-ROM drives. A digital versatile disc (DVD) has a larger capacity than a CD-
ROM. DVDs can store up to 4.7 GB of data on a single-sided, single-layered disk.
Since the DVD-ROM drive is basically the same as the DVD player, you can use it
to play DVD movies on your computer. A double-sided, double-layered DVD can
store up to 17 GB of data. The DVD drive has the same appearance as the CD
drive. The only way to identify it is from the DVD logo on the front panel.

DVD burners. A DVD burner, or a DVD writer, refers to a DVD drive that can write
data on a DVD disc. A single-sided, double-layered DVD disc can store up to 8.5
GB of data. DVD burners and writable DVDs have several formats that include
DVD-ROM, DVD-R, DVD+R, DVD+RW, and DVD-RAM, depending on the
burning technology used. A drive meant for a particular technology may not
support burning on other types of DVD discs.

Tape drives. Tape drives are the traditional type of removable storage media used for
taking data backups. Tape drives can be internal or external devices and can be
digital or analog. The capacity of tape drives is much more than the hard disks.

Flash memory. Flash memory, which was at one time used as the main memory for
computers, is still used for booting devices such as network routers and switches.
For example, Cisco stores its Internetwork Operating System (IOS) in flash
memory. It is accessed at the startup time to boot the device. Other forms of flash
memory include Secure Digital (SD) cards, USB thumb drives, and PC cards. SD
cards are used in mobile phones, digital cameras, and camcorders for additional
storage space. It has a write-protect tab that prevents accidental erasure of data.
USB thumb drives are very popular for their convenience with transporting data
from one computer to another. These drives are considered a good replacement
for other types of removable media such as floppy disks, Zip, and Jazz drives. All
thumb drives are Plug and Play (PnP)-compatible.

External disk drives. External disk drives offer additional storage space and are
connected to serial, parallel, or USB ports on the computer. Most of the new
external disk drives are USB-compatible, which further offer the PnP features. PnP
allows the device to be detected and configured automatically. One interesting
thing to note is that the external disk drives use the same disk that is used in the
computer with additional circuitry to convert the interface to USB.
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Display devices

Computer display devices or monitors fall into two main categories: cathode ray
tube (CRT) and liquid crystal display (LCD). Each type of the device is supported
by a video display unit (VDU) adapter or integrated video controller on the moth-
erboard. There are several different types of video technologies, each offering
different levels of screen resolution and color depth. Resolution refers to the
number of horizontal and vertical pixels that a monitor is able to display. For
example, a resolution of 800x 600 would use 800 horizontal and 600 vertical
pixels to draw text or images on the screen. Color depth refers to the number of
colors the monitor is able to display.

Video technologies. A summary of different video technologies is given in the
following paragraphs:

Monochrome

Earlier video technology used monochrome or black and white video displays.
The monochrome video had a maximum screen resolution of 720x350
pixels. Initially, the monochrome technology was unable to display graphics.
The Hercules Graphics Card (HGC) was used to display graphics. HGC used
two separate modes: text mode for text, and graphics mode for images.
Monochrome monitors used a DB-9 D-sub connector that had nine pins
arranged in two rows.

Color Graphics Adapter (CGA)
IBM was the first to introduce the CGA video technology. It could use a
screen resolution of 640 x 200 pixels with two colors, one of which was black.
With four colors, the resolution dropped to 320 x 200 pixels.

Enhanced Graphics Adapter (EGA)
To overcome the limitations of the CGA technology, IBM introduced the
EGA video technology. EGA was able to display 16 colors and a screen reso-
lution of 640 x 350 or 320 x200.

Video Graphics Array (VGA)
The VGA uses 256 KB of on-board video memory and is able to display 16
colors with 640 x 480 resolution or 256 colors with 320 x 200 resolution. The
main difference between the earlier technologies and the VGA technology is
that VGA used analog signals instead of digital signals for the video output.
VGA uses an HDB-15 D-sub connector with 15 pins arranged in 3 rows.

Super Video Graphics Array (SVGA)
The Video Electronics Standards Association (VESA) developed the SVGA
video technology. SVGA initially supported a screen resolution of 800x 600
pixels with 16 colors. Later, the new developments made the SVGA display
1024 %768 resolution with 256 colors. SVGA also uses an HDB-15 D-sub
connector with 15 pins arranged in 3 rows.

Extended Graphics Adapter (XGA)
XGA is another development by IBM that uses the Micro Channel Architec-
ture (MCA) expansion board on the motherboard instead of a standard ISA or
EISA adapter. XGA video technology supports a resolution of 1024 x 768 for
256 colors and 800 x 600 resolution with 65,536 colors.
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Digital Video Interface (DVI)
DVl is a digital video technology that is different from the analog VGA tech-
nologies. DVI connectors look like the standard D-sub connectors but
actually are different in pin configurations. The three main categories of DVI
connectors are DVI-A for analog-only signals, DVI-D for digital-only signals,
and DVI-I for a combination of analog and digital signals. The DVI-D and
DVI-I connectors come in two types: single link and dual link.

High Definition Multimedia Interface (HDMI)
HDMI is an all-digital audio/video interface technology that offers very high-
resolution graphics and digital audio on the same connector. HDMI provides
an interface between any compatible audio/video source—such as a DVD
player, a video game system, or an AV receiver—and a digital audio video
monitor—such as digital television (DTV). It transfers uncompressed digital
audio and video for the highest and crispest image quality.

S-Video

S-video or Separate-video is an analog video signal that carries video signals as
two separate signals. It is also known as Y/C video, where Y stands for a
luminance (grayscale) signal and C stands for chrominance (color). The basic
connector for S-Video is a 4-pin mini-DIN connector that has 1 pin each for Y
and C signals, and 2 ground pins. A 7-pin mini-DIN connector is also used in
some cases. S-Video is not considered good for high-resolution video due to
lack of bandwidth.

Composite Video
Composite Video is a technology in which all components are transmitted on
a single cable. This is in contrast with Component Video, which is an analog
video technology that splits the video signals into red, green, and blue
components. Component video uses three separate RCA cables for each
color.
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Types of monitors. Monitors are mainly classified into two categories: CRT and
LCD, which are summarized in the following paragraphs.

CRT monitor

A cathode ray tube (CRT) monitor is the most commonly used display device
for desktop computers. It contains an electron gun that fires electrons onto
the back of the screen, which is coated with a special chemical called phos-
phors. The screen glows at parts where the electrons strike. The beam of
electrons scans the back of the screen from left to right and from top to
bottom to create the image. A CRT monitor’s image quality is measured by
its dot pitch and refresh rate. The dot pitch specifies the shortest distance
between two dots of the same color on the screen. Lower dot pitch means
better image quality. Average monitors have a dot pitch of 0.28 mm. The
refresh rate, or vertical scan frequency, specifies how many times in one
second the scanning beam can create an image on the screen. The refresh rate
for most monitors varies from 60 to 85 Hz.

LCD monitor
LCD monitors are used in desktop computers as well as laptops. LCD
displays are covered later in the section “Laptops and Portable Devices.”
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Input devices

An input device for a computer is used to transfer information from a user or
another device to the computer for processing. While a keyboard and a mouse are
the basic types of input devices used for user input, some other types of devices
(such as a touch screen, multimedia devices, and biometric devices) are also
considered input. The computer basically receives input, processes it, and
produces results. The following sections cover a brief discussion of some of the
commonly used input devices.

Mouse. A mouse is a pointing device used to interact with the computer. It
controls the movement of the cursor on the screen and you can point to an object
and click a button on the mouse to select it. The following are the basic types of
mouse:

Mechanical mouse
This uses a rubber ball on its bottom side, which can roll in all directions.
Mechanical sensors within the mouse detect the direction of the ball and
move the screen pointer accordingly.

Opto-mechanical mouse
This is similar to the mechanical mouse but uses optical sensors to detect the
motion of the ball.

Optical mouse
This does not have a ball or any other moving parts. It uses light signals to
detect the movement of the mouse. This mouse must be used with a special
mouse pad that reflects the optical signals. Newer optical mice use laser
signals that do not even need an optical pad.

Wireless mouse
Also called a cordless mouse, this has no physical connection with the
computer and uses infrared radio signals to communicate with it.

A mouse can be connected to the computer by a serial port, a USB port, or a PS/2
port, or it can be a wireless mouse using radio signals. You can configure the
properties of the mouse in the operating system to change the way a mouse
responds to various user actions. For example, the functions of left and right
buttons can be interchanged, the speed of a button click can be changed, or the
shape of the pointer can be selected from a variety of shapes.

Keyboard. A keyboard is the most popular and useful of all input devices. A layout
of keys on a normal keyboard resembles the keyboard of an old styled QWERTY
typewriter. A standard AT keyboard has 84 keys, while newer keyboards normally
have 101. In addition to standard alphabetic, numeric, and punctuation keys,
computer keyboards have special arrow keys and function keys labeled F1, F2,
and so on. A separate number pad allows a user to enter numbers with faster
speed. As with the mouse, a keyboard can also be connected to a computer using
the serial port, a PS/2 port, or a USB port. In addition, it can be a wireless
keyboard using infrared radio signals to communicate with the computer.
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Barcode reader. A barcode reader (or a barcode scanner) is a device that scans the
code printed on a surface. Barcode scanners are widely used in retail stores or
warehouses as input devices. It consists of an LED or laser-based light source, a
set of lenses, and a photoconductor to translate the optical signals into electrical
signals. Barcode scanners are connected to the computer using a serial port or a
USB port.

Multimedia devices. Multimedia input devices are mainly classified into two catego-
ries: audio and video. A variety of audio and video devices can be connected to
the computer to send, receive, or process information. The most common exam-
ples of multimedia input devices include web cameras, digital cameras,
microphones, and MIDI devices. The connection details of the device depend on
the type of device and may vary from one device to another.

Biometric devices. Biometric devices are security devices that are used to control
access to a system. A biometric device measures the physical characteristics
(fingerprints, eye retina scan, or voice patterns) of a person for the purpose of
identification. The information collected by the biometric device is sent to the
computer for processing. The computer matches the input from a biometric
device and compares it with its database to grant or deny access to the person.

Touch screen. Touch screens are considered a replacement for a standard keyboard
and a mouse. A user can simply touch the screen, which translates the user’s
actions into electrical signals. The computer receives these signals and processes
the user’s request. Touch screens are not only used for computers but also for a
variety of other applications, such as retail stores, PDA devices, bank machines,
vehicles, and several appliances.

Adapter cards

Adapter cards, or expansion cards, are used to extend the functionality of a
computer. These cards are separate printed circuit boards that are installed on one
of the available expansion slots of the computer. Depending on the system bus
available in your computer, you must be careful when selecting an adapter card.
For example, if you buy a PCI card, the motherboard must have PCI expansion
slots. In this section, we will take a look at different types of adapter cards.

Video card. A video card, or a video adapter, allows you to produce the video
output of the computer on a display device such as the CRT or LCD monitor.
Most of the new video cards use either the Peripheral Component Interconnect
(PCI) bus or the Accelerated Graphics Port (AGP) bus. Some new adapters are
PCle-compatible.

Network card. The network card, or network interface card (NIC) allows the
computer to communicate with other computers on the network. It translates the
parallel data stream on the system bus into serial data stream that can be trans-
mitted on the network and vice-versa. Network cards can be PCI-, PCle-, or ISA-
compatible. Each network card has at least one RJ-45 socket where the network
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cable is connected. When you install a network adapter, you must install its
device driver and configure network properties of the OS such as the network
protocol. Most new motherboards have built-in network functionality.

Sound card. A sound card is used to convert the digital signals into sound and get
sound input through a microphone for recording. These cards have audio/video
jacks for connection to speakers, headphones, and microphones. Most sound
cards support the Musical Instrument Digital Interface (MIDI) functions and have
a 5-pin mini-Din connector.

Modem card. A modem card is used when you have a dial-up Internet connection.
The term modem stands for modulator demodulator. It converts the digital signals
from the computer into analog signals that can travel on ordinary telephone lines
and vice versa. Modems have a standard RJ-11 socket where the telephone line is
connected. The modem card can be installed on a PCI, ISA, or PCle expansion
slot depending on the type of motherboard and the card. Most new mother-
boards include an integrated modem.

I/0cards. Any adapter card that extends the input/output capabilities of a
computer can be termed an I/O card. For example, an SCSI card can be an 1/O
card that can be used to connect SCSI devices. Similarly, a parallel adapter can be
used to connect a parallel printer, which is an output device. I/O adapters can use
any of the ports available in a computer or can add an additional port for
connecting I/O devices. USB 2.0 and Firewire (IEEE 1394) adapters are very
common these days, due to a variety of devices supporting these standards.

Types of port connectors

Standard ports on computers serve as interfaces where you can connect external
devices. Each type of port uses a different set of cables, and the device is attached
using a different connector. In this section, we will look at some common types of
connection ports and connectors. Figure 2-3 shows common ports found on a
typical personal computer.

Universal Serial Bus (USB). To date, the USB is the most common of all computer
interfaces. It is used to connect a wide variety of external devices to the computer.
USB 2.0 is the latest version of the USB standard. USB devices are Plug and Play
(PnP)—compatible, and you can connect up to 127 devices in star topology on the
same USB port using USB hubs. Most computers have two or more USB ports.
USB hubs can be used to extend the number of USB ports. There are two types of
USB connectors: Type A and Type B. A standard USB cable has a Type A
connector on one end and a Type B connector on the other end. The cable end
with the Type A connector is always connected to the computer. The Type B side
is connected to the USB device. Each USB connector has a polarity and cannot be
attached incorrectly.

Firewire. The Firewire (IEEE 1394) ports are used primarily for their speed advan-
tages. Firewire operates at a maximum data transfer speed of 400 Mbps. Firewire
800 (IEEE 1394b) supports a maximum throughput of 800 Mbps and a cable
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Figure 2-3. Common ports on a personal computer

distance of 100 meters. Firewire devices are hot-swappable, (can be connected
and/or disconnected while the system is powered on) and you can connect up to
63 devices. The maximum cable distance between devices can be up to 4.5
meters. The Firewire port on the computer has a 6-pin connector, and the devices
have a 4-pin connector.

Parallel. Most parallel ports use a 25-pin D-sub connector. The other end of the
parallel cable has either another 25-pin D-sub connector or a 36-pin centronics
connector. Most new printers use the USB port these days.

Serial. A standard serial port has a 9-pin socket and the connector is 9-pin D-sub.
Some other forms of serial interfaces include USB and Firewire. Serial cables are of
two types: standard and null modem. Table 2-1 lists some common configurations
of serial cables.

Table 2-1. Serial cable configurations

Cable type First connector Second connector
Standard modem cable DE-9 Female DB-25 Female

Null modem cable DB-25 Female DB-25 Female

Null modem cable DE-9 Female DE-9 Female

Serial extension cable DE-9 Female DE-9 Male
Standard serial cable or extension cable  DB-25 Female DB-25 Male
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RJ-Series. Registered Jack (R]) connectors are used for connecting the computer to
a telephone line or to the network. The telephone cables use an RJ-11 connector
and sockets. It has two pins for a single line and four pins for two lines. The
network port has an RJ-45 socket with eight pins and connects to an Ethernet
cable with a matching RJ-45 connector. A small plastic latch on the connector
locks the connector in the socket.

PS/2 (mini-DIN). PS/2, or mini-DIN, ports are mainly used to connect the keyboard
and the mouse to the computer. The connector is round in shape and has six pins.
Old computer keyboards used a 5-pin DIN connector that is little bigger than the
mini-DIN connector. The PS/2 port for the keyboard is purple in color and the
mouse connector is green. These ports are usually marked on the computer to
prevent incorrect connection. There is a small plastic pin in the center of the
connector that also helps in attaching the connector in correct polarity.

Centronics. A centronics connector is used to connect the parallel printers and SCSI
devices. This connector is not located on the computer. The connector has two
clips on each side to firmly lock it in place. On the computer side, a 25-pin D-sub
port is used for connecting a parallel device.

A/Vjacks. Most audio/video (A/V) jacks on computers are of RCA type. These
jacks are used for connecting speakers, headphones, or microphones.

Cooling systems

Computer components produce heat during operation. Some components, such
as the CPU, produce so much heat that if some arrangement is not made to dissi-
pate the heat, it can destroy itself. Nearly all computers have cooling systems to
keep the internal components cool. These cooling systems also help in main-
taining a proper flow of air inside the computer case. Additionally, heat sinks are
used with some components to dissipate the heat from their surface. In this
section, we will look at different cooling systems inside the computer.

Fans. Fans inside the computer are used to maintain the proper flow of air. The
following types of fans are found on most computers:

Power supply fan
Used to cool the power supply. It is located inside the power supply unit.

Rear exhaust fan
Used to blow out the hot air inside the computer case.

Front intake fan
Used to bring fresh cool air from outside the computer case.

CPU fan
Used to cool the microprocessor. It is located on top of the CPU heat sink.

Chipset fan
Helps cool the chipset on the motherboard.
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Video card cooling fan
Used on some high-performance video cards to keep the video chipset cool. It
is located on the video adapter.

CPU cooling. Keeping the CPU cool is very critical for the normal operation of the
computer. The CPU is one of the PC’s greatest heat-producing components. Some
motherboards have an on-board CPU heat sensor and a CPU fan sensor. These
monitor the temperature and shut down the computer if the heat reaches a level
where it can damage the CPU or other critical chips.

The most common method of dissipating the heat generated by the CPU is to
install a heat sink right on top of the CPU. A special chemical, called thermal
compound, is placed between the CPU and the heat sink to improve the thermal
transmission between the CPU’s surface and the heat sink. Additionally, a small
fan is installed on top of the heat sink that blows the hot air away from the CPU
surface. Figure 2-4 shows a CPU cooling fan.

Figure 2-4. CPU cooling fan

On some CPUs, the heat sinks use heat pipes to take the heat away from the CPU
surface. Some other manufacturers use CPU coolers that consist of a heat sink of
copper plates and high-performance cooling fans.

In some cases, a liquid cooling system is used to keep the CPU cool. In this
method, a water block is used to take the heat away from the CPU and the
chipsets. Water is circulated from the water block to the radiator, where it is
cooled. The major advantage of liquid cooling is that the cooling parts do not
produce noise as do air-cooling systems.

Phase change cooling is another, more extreme cooling technology that takes
advantage of the phase change from liquid to gas. The phase change cooler unit
contains a small compressor similar to the compressor in a freezer. This unit is
located underneath the computer. The compressor squeezes a cool gas and
condenses it to liquid form. The liquid is pumped to the processor through a pipe,
which heats it, causing its own heat to dissipate.
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Installing, Configuring, and Optimizing Personal Computer
Components

So far, you have learned about different types of components in a personal
computer. As a PC technician, you are expected to be skilled in installing,
removing, and upgrading these components. In this section, we will take a look at
some basic techniques required when performing these tasks for specific devices
such as storage, display, and input devices.

Installing storage devices

The main storage device for a personal computer is the hard disk. When
installing, removing, or upgrading the hard disk, you need to prepare the disk
before it is actually installed in the drive bay inside the computer.

Drive preparation. Drive preparation refers to the task of performing some basic jobs
before the hard disk is actually installed in the computer. In some systems, you
may be required to format the disk before installation or configure its jumper
settings to make it a Master or Slave drive. Hard drives fall into two main catego-
ries: ATA/IDE and SCSI. The procedure for configuring jumper settings is
identical for hard disks as well as for CD/DVD drives when the motherboard has
an ATA/IDE interface.

A typical computer motherboard has two IDE connectors, each with two connec-
tors on a single cable. This means that you will be limited to four drives on one
computer. When using the SCSI interface, you can connect up to seven drives on
a single SCSI cable.

The following steps are completed before installing an IDE drive in the drive bay:

1. Set the Master/Slave jumpers on the drive. The jumpers on the drive can be
set to Master, Slave, or Cable Select (marked as M, S, and CS respectively).
Look for the jumper settings diagram on top of the drive. Each IDE interface
can have only one Master connected to its cable, and the other drive must be
set as Slave. If this is the only drive connected to the interface, it must be set
as Master.

. Remove the drive bay from the computer case, if required.
. Install the drive in the drive bay.
. Reinstall the drive bay in case you have removed it.

. Connect the power supply connector with correct orientation.

SN U B W N

. Select an appropriate connector from the ribbon cable. Identify its first pin
(Pin 1) on the ribbon cable, which is usually a red-colored wire on one edge.
Pin 1 or the red-colored wire is held close to the power supply connector.
Insert the connector carefully.

7. Start the computer. Most drives are PnP-compatible, meaning that they will
be identified and configured automatically by the system BIOS. If the
computer BIOS does not automatically detect and configure the drive, you
may need to enter the BIOS setup program and manually configure the drive.

40 | Chapter2: A+ Essentials Study Guide



8. Once the drive is installed, you need to partition and format the hard disk
drive. This step is not necessary for CD/DVD drives. For hard disks, you can
use the Disk Management utility to partition and format the drive if the
computer already has an operating system installed on another hard disk. If
this is the first or only drive in the computer, the drive can be partitioned and
formatted during the installation of the operating system.

For installing Small Computer System Interface (SCSI) disks, the procedure is a
little different. An SCSI drive can be an internal or external drive, depending on
the hardware configuration of the computer. Also, the SCSI bus can be an 8-bit,
16-bit, or 32-bit bus. The main issues with preparing SCSI drives are as follows:

Cables, connectors, and termination

A typical computer may have an SCSI-1, SCSI-2, or SCSI-3 interface, each
with a different number of pins. SCSI-1 has a 50-pin connector, SCSI-2 can
have a 25, 50, or 68-pin connector, and the SCSI-3 interface can have a 68-
pin or 80-pin connector. If the SCSI devices are internal devices, the single
SCSI cable will have several connectors and the first connector is attached to
the SCSI adapter. If the SCSI devices are external devices, they can be
connected to the SCSI cable in a daisy-chain fashion. Each external SCSI
device has two connectors. The first connector is attached to the SCSI cable
from the adapter, and the second is attached to the next SCSI device using a
similar SCSI cable, and so on. The second connector on the last SCSI device
is terminated. Some SCSI devices have a built-in terminator.

Addressing
All SCSI devices must also be assigned a SCSI identification number (SCSI
ID), which must be unique on the SCSI bus. These ID numbers are from 0 to
7 on an 8-bit bus, from 0 to 15 on a 16-bit bus, and from 0 to 31 on a 32-bit
bus. A device with a lower SCSI ID always gets higher priority and performs
better than devices with higher SCSI IDs. If the SCSI drive you are installing
will be a bootable device, you must assign it SCSI ID 0.
&
The procedure for installing and configuring an SCSI device is
,‘S‘ p much more complex than installing an IDE device. Always refer to
" 4" the documentation that comes with the device in order to config-
ure it correctly. Remember that each SCSI device must be assigned
an SCSI ID, and the SCSI bus must be terminated. If any of these
settings are missing or incorrectly configured, the device will not
work.

TS

Installing/upgrading display devices

Installing or upgrading a display device is a common task for helpdesk and
support technicians. The task typically involves replacement of an old or
nonworking monitor with a new one. It seems to be a simple task, compared to
installing other devices such as the hard disk. The following are some important
steps that you must take when installing or upgrading monitors:

* Always ensure that the power supply to both the computer and monitor is
turned off. Remove the main power supply cables from the wall socket.
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* If replacing a monitor, remove the monitor cable from the rear panel of the
computer case by removing the DB-15 connector.

* Obtain the driver for the new monitor. It is usually included in the monitor
package, or you can download it from the manufacturer’s web site.

* Connect the new monitor to the computer and connect to the AC main supply.

* Turn on the computer and look to see whether the computer BIOS and the
OS detect the new hardware device.

* If required, install the driver software using an OS utility such as the Device
Manager in Windows XP/2000.

* Refer to the user manual of the monitor to adjust brightness, contrast, and
color levels. You may also need to adjust the horizontal and/or vertical
positioning.

Installing and removing input/multimedia devices

The procedure for installing or replacing input/multimedia devices depends on
the type of device. Installing or replacing a standard keyboard or mouse is fairly
simple. These devices are typically connected to either the PS/2 port or the USB
port of the computer. Both PS/2 and USB devices are PnP-compatible, meaning
that no further manual configuration is required when any of these devices are
installed. If you are replacing a PS/2 or USB keyboard or mouse with a wireless
keyboard or mouse, you need to refer to the user manual to correctly configure
the device settings. Wireless devices need a wireless adapter to be installed on the
motherboard.

Troubleshooting Tools and Procedures

Troubleshooting is one of the major tasks that helpdesk and support technicians
have to perform. Problems with computers may be a result of a user error,
hardware failure, or a software issue. In this section, we will discuss the trouble-
shooting theory, basic diagnostic procedures, and the identification of problems
with different components of the personal computer.

Basic troubleshooting theory

The basic troubleshooting theory can be summarized as follows:

Back up user data
If you need to make changes to the system, always back up the system and
user data. Although you should not expect this, it is not uncommon that the
system may break down because of the changes you make. Backing up data
will ensure that the same can be restored when the system is repaired.

Systematic approach
Always apply a systematic approach when troubleshooting a problem. More
complex problems can be easily broken down into smaller components.
These components should then be analyzed individually to correctly identify
the source of the problem.
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Make no assumptions
Always give importance to even the smallest cause of the problem. Never
assume that a certain problem is always due to a specific reason only. Similar
problems on different systems may have different reasons. Verify the identi-
fied cause of the problem before you apply a resolution.

Establish priorities
When faced with several calls, you must establish priorities. You need to
decide which problem needs your attention immediately and which problem
can wait. For example, if the entire network is down and a single user is
complaining that he cannot open a file on his computer, the network
problem needs to be resolved first.

Documentation
Whenever you resolve a problem, make sure that you complete the documen-
tation. The documentation may include the date and time the problem is
reported, symptoms of the problem, the actions you took to resolve the
problem, and whether the problem was resolved.

Basic diagnostic procedures

Troubleshooting a computer problem requires that you follow some basic diag-
nostic procedure, which starts from identification of the problem symptoms,
isolating the affected area, and so on. Following a logical procedure not only
makes troubleshooting easy but also reduces the time it takes to resolve the
problem. The following paragraphs summarize these steps:

1. Define and identify the problem. The first step in diagnosing a problem is to
define and identify it. This ensures that you are applying your diagnostic
skills to resolve a correct problem. A problem can be identified only when
you have sufficient information. Gather as much information as you can.
Check the problem symptoms and question the user. Check whether the user
has made any configuration changes to the hardware or the software.
Collected information will help in correctly identifying the problem.

2. Analyze the problem. You need to make a thorough analysis of the problem
to find out whether the problem is due to a user error, a hardware failure, or
a software bug. Most often, simply restarting the computer resolves a
problem. The best plan is to always check the simple things first. For hard-
ware-related problems, check whether the power is on, check loose
connections, and check whether all components are seated properly.

3. Test and isolate the failed component. You may also need to isolate the cause
of the problem and correctly identify the hardware component that has
failed. Once detected, you must test the failed component to make sure that
it has actually failed. For OS-related problems, you can use built-in utilities
such as the Device Manager, the System Configuration Utility (MSCONFIG),
or the Advanced Boot Options.

4. Consult documentation and other resources. Replacing a failed hardware
component or applying a fix to a software problem may require you to
consult vendor documentation. If this is not available, you may need to check
other sources of information, such as vendor’s web site, online forums, and
user groups that use the same or similar products. It is very much possible
that someone else has faced a similar problem.
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5. Apply the solution. Once you have identified the problem, you will need to
find out a solution and apply it. Applying the solution requires that you test
your solution thoroughly before handing over the computer to the end user.

6. Document your activities. When the problem is resolved, you must prepare
documentation of your activities. These include the date and time the
problem was reported, the details about the computer and the user, symp-
toms of the problem reported, what you did to identify the problem, and
what actions were taken to resolve it. Documentation is very helpful if you
face a similar problem again or if someone else needs help resolving a similar
problem.

Basic troubleshooting tools

Troubleshooting tools can be classified into two main categories: hardware and
software. These are explained in the following paragraphs:

Hardware tools. The following tools are categorized as hardware tools:

Screwdrivers
The most common screwdrivers required for installation and repair of
computer components are flat blade, Phillips head, and Torx. You may also
need a magnetic screwdriver with different types of bits to reach internal
parts that you cannot reach with smaller screwdrivers.

Long nose pliers
A long nose pair of pliers is required to hold connectors or to pick up small
screws that accidentally fall in the computer case or on the motherboard.
Additionally, you should keep a tweezers set.

Flashlight
A flashlight is very helpful in locating parts of the computer where light is not
adequate. Keep extra batteries for the flashlight as well.

Soldering iron
A soldering iron is required to make connections using a solder wire. You
may hardly need to use a soldering iron on new computers, but it is good to
keep it in your toolkit.

Wire strippers
A wire strippers set is used to cut wire and strip off the insulation.

Compressed air can
A small can of compressed air is useful in blowing off dust from internal or
external parts of the computer.

Multimeter
A multimeter is used to check resistance (continuity), voltage, and current.
You can have an analog multimeter, which shows the readings on a scale, or
you can have a digital multimeter, which shows the readings on an LCD
panel.
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Software tools and utilities. A large number of personal computer problems are caused
by software applications, incorrectly configured hardware devices, or user errors.
A variety of software diagnostic tools and utilities can be used to resolve these
problems. Some of the software tools include the following:

Bootable disks
Bootable floppy disks are very useful for starting a computer with MS-DOS.
You can make a bootable disk and include on it such essential utilities as the
FORMAT and EDIT commands. If the computer can start using the boot-
able disk, you can examine other components such as the RAM, the hard
disk, and device drivers, and you can replace any failed component, if
required.

Power-On Self-Test

Every computer has a Power-On Self-Test (POST) routine, which is typically
stored on the BIOS chip. The POST detects and tests major hardware compo-
nents installed on the computer. A successful completion of the POST
confirms that the basic components of the computer are functioning as
expected. Depending on the BIOS software used on the motherboard, certain
hardware errors can be identified from the beep codes. You will need to refer
to the user manual of the motherboard to understand the correct meaning of
these beep codes.

Hard Drive Self-Test
Normally, the POST would indicate whether there is a problem with the hard
disk. You can also use the Microsoft Diagnostics (MSD) program to test the
integrity of the hard disk. Some hard drive manufacturers include a software
utility to do the testing. For example, Hitachi has a software utility named
Drive Fitness Test to test hard disks.

Software diagnostic tools
Software diagnostic tools help test the hardware components of a personal
computer. Commonly used software diagnostic tools include Microsoft Diag-
nostics (MSD), ChecklIt Pro, AMIDiag, and QAPlus. Several software utilities
are propitiatory to manufacturers and can be used to test their hardware
devices.

Identifying problems

Problems with the components of a personal computer can be resolved only when
they are correctly identified. If a problem cannot be identified, it is difficult to
solve it. This section covers troubleshooting techniques for common problems
with computer components.

Motherboard and CPU problems. Problems with the motherboard or the CPU typically
result in a “dead” computer. If the motherboard or the CPU is not functioning,
the computer will not start. Most technicians do not repair a faulty motherboard,
and they do not have the resources to do so in an office or at a client location.
This means that a defective motherboard must be replaced. A CPU, on the other
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hand, can be damaged due to overheating if the cooling fan fails or gets jammed
due to excessive dust. If a CPU has failed immediately after installation, the most
probable cause is that it has not been installed correctly. After installation, make
sure that the CPU is inserted properly in its socket and that the cooling fan is
working. You may need to remove the CPU to verify that its pins are not bent or
broken due to incorrect insertion.

Power supply problems. If a power supply is malfunctioning, the computer will not
respond when it is started. If the power supply fans are jammed or not working,
the power supply will suddenly shut down or reset the computer during normal
operation. This symptom appears on those power supply units that are built with
thermal protection. The first thing to check with a power supply is whether the
cooling fan is working. If required, you may open the computer case and measure
voltages on different connectors using a multimeter. A completely failed power
supply unit must be replaced with another power supply unit of the same rating.

Memory problems. Most problems with memory modules (RAM) can be identified
from the slow response of the computer. If one of the memory modules has failed,
the computer performance will go down. Applications will take a long time to
open, or the computer will take a long time to process requests. On some
computers, the Power-On Self-Test indicates whether there is a problem with
memory modules. Before you replace a memory module, try to remove and rein-
stall the original modules. Sometimes, the problem is due to improper seating
and/or loose connections.

Problems with display devices. Display device problems occur due to incorrect configu-
ration, a loose connection of the video adapter, or a failed monitor. There could
be either no display at all or a bad video. A monitor can be easily checked by
connecting it to another computer. If it works well with another computer, the
problem is certainly with the on-board video controller or the video adapter card.
If the monitor does not work with another computer, the best way to resolve the
problem is to replace it with another working monitor. Make sure that you turn
off power to both the computer and the monitor before disconnecting or
connecting the monitor. It is not advisable to repair the monitor yourself at a
user’s desk or at a client location.

Problems with input devices. The most common input devices for a computer are the
keyboard and the mouse. Many problems with the keyboard are caused due to dust
that accumulates on the keys. You can try to fix the problem by cleaning it with a
special keyboard cleaning product. If that does not help, you should replace the
keyboard. It is meaningless to repair the keyboard because a new keyboard costs
much less than the time that you would spend in repairs. Mouse problems are also
due to a dirty environment. When you notice that the pointer is jumping around the
screen, you may either try to clean the mouse or replace it. First, try connecting the
mouse to another computer to verify whether it is working properly. A mouse with
a rubber ball has rollers and sensors. Dust accumulated on the ball, on the sensors,
and on the rollers causes the erratic behavior of the pointer. If cleaning the mouse
ball and rollers does not help, replace the mouse.
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Hard disk problems. A working hard disk generally generates a sound that comes
from its spinning. Problems with hard disks can be due to a faulty adapter card, a
failed hard disk, or an incorrect/loose connection. If the disk is incorrectly
connected or the adapter is loose on the expansion slot, the computer will not go
beyond POST. This symptom is fairly easy to identify. Similarly, if the hard disk
has completely failed, the POST routine will not be able to identify the bad disk.
Sometimes, you can recover a failed disk by simply reformatting it. This does not
help in all situations because a reformatted disk is likely to fail again. Due to a
failing process of computer components, it is advisable to replace the failed disks
instead of trying other solutions such as low-level formatting.

(D/DVD problems. Most problems with CD and DVD drives are related to media, i.e.,
the disc itself. Try replacing the disc with a new disc. If the new disk works well and
old discs do not, you have identified the problem. Problems with newly installed
disks are caused by incorrect jumper settings, incorrect connections, or the inability
of the system BIOS to recognize the drive. Check your connections, including the
power supply connection. Try using a different power supply connector, if one is
available.

Adapter card problems. Most of the new motherboards have built-in interfaces for
many functions that were earlier derived from adapter cards. Some of the
common adapters include the network card, the modem card, the sound card,
and the video card. If any of these are not working, you need to do a visual inspec-
tion first. Make sure that the card is seated properly in the expansion slot. For
example, if there is a network connectivity problem, check that the network cable
is securely attached to the RJ-45 socket on the card and that the LED status indi-
cators are showing normal activity. Similarly, if the modem is not responding or
not able to dial, first check that the telephone cable is properly connected and you
have a dial tone.

Preventive Maintenance (PM)

Preventive maintenance helps reduce the chances of computer breakdowns and
improves overall system performance. It is essential to perform preventive mainte-
nance at regular intervals. As a computer technician, you are expected to be aware
of different forms of preventive maintenance and how these measures can be
implemented. In this section, we will brief some essential preventive maintenance
tasks for personal computer components.

Scheduling preventive maintenance

Preventive maintenance should be done for all desktops in an office or at home. It
is good to have a written preventive maintenance schedule and to ensure that it is
followed. The schedule should outline what PM tasks are to be performed and on
which computers. Regular PM tasks include the following:

* Avisual inspection of internal and external components.

* Updating the operating system and/or device drivers.
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* Cleaning the components.
* Fragmenting the hard disk and performing a disk cleanup.

* Ensuring that the computer is operating in a healthy environment with
acceptable levels of temperature and humidity.

Visual and audio inspection

Perhaps the first and most important step in performing preventive maintenance
on a computer is to do a visual and audio inspection. Visual inspection inside the
computer will reveal if any of the components are loose in their respective sockets
or if some cooling fans are jammed. Visual indicators such as the hard disk
activity, LED, or status indicators on NICs are very helpful in determining
whether a component is working. Similarly, beep codes of the system BIOS will
usually indicate whether some hardware component is not functioning as
expected. Audio inspection also refers to listening to the spinning noise of the
hard disk or CD/DVD discs.

Driver and firmware updates

Due to continuous enhancements in technology, manufacturers of hardware
components, software applications, and operating systems keep on making
changes to their products. These changes are released to customers as updates. It
is important to check with vendors about the latest driver software for their
devices. Software/driver updates also ensure that the devices will work when the
operating system is upgraded. Similarly, the BIOS or the firmware must also be
kept updated so that it can support new devices built on new technologies.

Heat and temperature

No matter how many ventilation slots and cooling fans exist within a computer, it
is essential that the external cooling factors should also be taken care of. If the
computer is located in an area where the temperature is not controlled and no
proper ventilation exists, it will eventually heat up after prolonged hours of opera-
tion. You must make sure that the computer is operated in a room where
adequate air-conditioning and ventilation is available.

Humidity

Humidity also needs to be mentioned in this section. Computers need to be
located in areas with moderate humidity. Dry areas or areas with too much mois-
ture do affect the life and performance of computers. If the air around computers
is too dry, it will cause static electricity to build up that may damage expensive
computer parts.

PM for display devices

Display devices, or monitors, produce heat when working and are also exposed to
dust around the area where the computer is installed. If not cleaned regularly,
dust accumulates on the screen and the case, and also makes its way inside the
monitor through the ventilation slots provided for keeping the monitor cool.
Accumulated dust can also block some ventilation slots. Monitors should be regu-
larly cleaned using a lint-free cloth.
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PM for power supply

A majority of computer problems are a result of failure of the power supply. Care
must be taken to ensure that the computer gets a clean and consistent power
supply. Some of the preventive maintenance methods for power supply are as
follows:

Uninterruptible Power Supply (UPS)
Should be used to provide a clean and consistent voltage to the computer.
UPS systems protect the computer from power spikes, surges, and sags that
can cause significant damage to computer parts.

Power strips
Useful for providing extra power slots and are also helpful in protecting the
computer from sudden changes in voltage levels such as power spikes and
sags.

Surge protector
Used to supply a constant voltage to computers and prevent damage due to
power surges. A power surge refers to a sudden change of voltage in the
power line.

Regular cleaning of the computer’s power supply unit
Helps prevent the power supply unit from heating up during normal prepara-
tion (especially cleaning the cooling fan and ventilation).

PM for input devices

When possible, all input devices, including the keyboard, mouse, scanners, etc.,
should be kept covered when not in use. Keyboards collect dust from the
surrounding areas. As a result, the keys start having intermittent jamming prob-
lems. Dust accumulated on the sides of the keys can be blown out using
compressed air. You can also use a soft brush to get rid of the dust accumulated
around and between key tops.

PM for storage devices

There are a number of preventive maintenance methods for storage devices, each
suitable for a particular type of device. Even if the computer is located in clean
surroundings, cleaning internal parts of computers regularly does help in
extending the life of its components. Some of the preventive maintenance proce-
dures for storage devices are as follows:

* Hard disks should be regularly defragmented and cleaned up of unnecessary
temporary files. You can use built-in operating system utilities such as Disk
Defragmenter (defrag.exe) and Disk Cleanup. You can also check hard disks
regularly using standard procedures such as defragmentation and regular
clean up. Additionally, you can check for and fix bad sectors in disks using
the Check Disk (chkdsk.exe) utility.

* CD and DVD drives rely on laser beams and an optical lens to read and write
data. Dust accumulates on the lens surface that causes intermittent disk read/
write problems. You should regularly clean CD and DVD drives using appro-
priate lens cleaners.
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* Tape drives should be cleaned using tape drive head cleaners.

* Floppy disk drives should be cleaned using a floppy disk drive head cleaner.

PM for motherboards, memory, and adapters

Motherboards, memory modules, and add-on cards (adapters) are all thermally
sensitive devices. Ensuring that the computer is used in an area where tempera-
ture, humidity, and dust are controlled helps enhance their performance, extend
their life, and reduce breakdowns. Make sure that all the cooling fans are working
properly, that dust has not accumulated around them, and that the ventilation
slots of the computer case are not blocked. To ensure that problems are mini-
mized, regularly blow out dust from tops of motherboards, CPU fans, memory
modules, and adapter cards. Cooling fans usually get jammed due to accumula-
tion of dust around blades and walls.

Laptops and Portable Devices

Laptops are built for mobile computing. They are much smaller in size and weight
than desktop computers, and they are portable, which means that they can easily
be carried from one place to another. Due to their smaller size, the components
that make up a laptop have to be compact. Although laptops cannot beat desk-
tops in features, performance, and computing capabilities, their functionality is
comparable for everyday computing needs. Laptops use special components that
are different from normal desktops, and they need special handling and mainte-
nance. In this section, we will discuss unique features of laptop components, their
power management options, troubleshooting techniques, and preventive mainte-
nance procedures.

Overview of Laptop Components

One of the major differences between a laptop and a desktop is that the laptop is
portable while the desktop is not. Some of the other factors that distinguish
between a desktop and a laptop are as follows:

Size
A laptop is much smaller than a desktop because all of its components are in
a single case. This helps when you do not have sufficient space to keep indi-
vidual desktop components such as the CPU, the monitor, and the keyboard.

Cost
The cost of a laptop is much more than that of a desktop. It is still about 50
percent more than a standard desktop of comparable configuration, but the
gap is reducing fast.

Ease of operation
Desktops offer ease of operation due to a larger keyboard, a bigger mouse,
and larger displays. If you are used to working on a desktop, you may find
that it takes time to get used to working on a laptop.
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Performance
Due to limitations in size, the laptop components are not equal in perfor-
mance to desktops.

Expandability/Upgradability
Laptops offer limited expandability or upgradability in terms of mother-
board, memory, and storage devices. On the other hand, desktops can be
easily expanded when required.

Reparability
Desktops are easy to repair. All you have to do is open the case and repair or
replace a faulty component. Laptops require special skills and proprietary
replacement parts.

The next sections include a brief discussion of major laptop components.

Motherboards

Most laptop motherboards are proprietary, meaning that each manufacturer
follows its own standards. The only thing they have in common is that they have a
very small Form Factor as compared to desktop motherboards. The design of the
motherboard largely depends on the laptop case. In order to save space, most of
the interfaces—such as serial, parallel, USB, video, network, modem, sound, and
so on—are integrated on the motherboard itself or on a small add-on board
known as the daughter board. The main advantage of integrated components on a
single board is that it does save space, but it comes at the cost of performance and
durability. If one of the components goes bad, the entire motherboard has to be
replaced. This simply means that repairs of laptop motherboard are an expensive
affair.

Processors

Laptop processors are not as fast as desktop processors. As of this writing,
desktop processors are available in speeds of nearly 4 GHz, whereas laptop
processors are still in the 2.4 GHz range. The laptop processor has a smaller Form
Factor compared to the desktop processor. Some of the differences between
laptop and desktop processors are as follows:

* Most laptops have their processors directly soldered to the motherboard.
This means that the processor cannot be removed. If it goes bad, you will
need to replace the motherboard. Some laptops use a Micro-Flip Chip Ball
Grid Array (Micro-FCBGA) socket for mounting the processor.

* Laptop processors can be slowed down when they are not required to run in
full capacity. A process known as processor throttling allows the OS to put
the processor in active sleep mode or slow-down mode.

* Laptop processors run at lower clock rates than desktop processors, which
helps reduce the heat produced when the processor is running at its full
capacity.

* Laptop processors require less power to run than desktop processors. This
results in slower performance than desktop processors but helps conserve
battery power.
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Intel’s Centrino and AMD’s Mobile Athlon are among the popular processors
used in laptops. Intel Centrino Duo and AMD Turion 64 X2 Mobile are the current
laptop processor models as of the writing of this book.

Power supplies

Laptops rely on battery power when not connected to the mains AC power. An
AC adapter is used to supply DC power to the laptop when connected to the AC
mains. This adapter also keeps on charging the battery, as long as the laptop is
connected to the AC mains. Batteries come in a variety of shapes and sizes,
depending on the make and model of the laptop. Most laptops use Nickel
Cadmium (NiCd), Nickel MetalHydride (NiMH) or Lithium-lon (Lilon). The
Lilon batteries have become popular because of their light-weight and longer life.
NiCd batteries have limited life because they can only be charged for a specific
number of times. Moreover, these batteries suffer from memory effect, which
reduces overall battery life.

The life of a charged battery depends on how the laptop is used and how the
power options are configured to conserve power. The power management soft-
ware on operating systems allows you to configure power options that, in the long
run, also extend the life of the battery. The milliAmp-Hour (mAH) rating noted
on top of the battery pack indicates the capacity of the battery. The higher the
mAH rating of a battery, the longer its runtime.

Another variation of a laptop power supply is a DC adapter that can be plugged
into a DC power outlet in a car or an airplane. You can plug this adapter in the
cigarette lighter socket and power on your laptop. This adapter is good for people
who frequently travel.

Memory

Both desktops and laptops use dual inline memory modules (DIMMs) but they
are different in shape, size, and capacity. Laptops use smaller memory modules
that fall into two main categories: SO-DIMM and MicroDIMM. These are
explained in the following sections.

Small Outline-Dual In-line Memory Module (SO-DIMM). SO-DIMM is the most popular
memory module used in laptops. A SO-DIMM has 72, 100, 144, or 200 pins. The
72- and 100-pin SO-DIMMs support 32-bit data transfers while the 144- and 200-
pin SO-DIMMs support a 64-bit data bus. SO-DIMMs have a storage capacity of
up to 2 GB.

Micro Dual In-line Memory Module (MicroDIMM). MicroDIMM is the smallest and latest in
laptop memory modules. The most commonly used MicroDIMM has 144 or 172
pins and supports a 64-bit data bus. A MicroDIMM is about half the size of a SO-
DIMM, with a capacity of up to 1 GB, and it is more expensive than SO-DIMM.

Display devices

Laptops use LCD screens, which are driven by a video control circuitry and a
dedicated power supply unit called the inverter. The video card sends the output
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in digital format unlike the analog format for the normal monitors in desktops. In
this section, we will cover a brief discussion of LCD technologies and other terms
associated with LCD displays.

LCD technologies. LCD screens for laptops are classified into two categories: Active
Matrix and Passive Matrix, as summarized in the following paragraphs:

Active Matrix
An Active Matrix LCD screen utilizes the Thin Film Transistor (TFT) tech-
nology and is made up of a matrix of several pixels. Each pixel has a thin
transistor, which is used to align the pixel and switch its color. Active matrix
LCDs offer very good response times and good screen resolution, and
produce crisp picture quality. The only disadvantage is that they consume
more battery power than passive matrix LCD screens.

Passive Matrix
Passive Matrix LCD screens use a simple grid to supply charge to a particular
pixel in the display. Passive matrix LCD screens offer lower screen resolu-
tions, slower response times, and poorer image quality than do active matrix
LCD screens.

LCD resolution and aspect ratio. Screen resolution in CRT and LCD screens is measured
by the number of rows and columns of pixels. The higher the resolution, the
higher the image quality of the LCD screen. Aspect ratio refers to the ratio of
width and height of the screen. There are a number of resolution standards
supported by LCD technologies, such as XVGA, SXGA+, UXGA, WUXGA, and
QXGA. The main standards are summarized in Table 2-2.

Table 2-2. LCD resolutions

Standard Resolution Aspect ratio
Extended Graphics Array (XGA) 800 % 600 43

1024 < 768
Super Extended Graphics Array Plus 1400 < 1050 43
(SXGA+)
Ultra Extended Graphics Array (UXGA) 1600 x 1200 43
Widescreen Ultra Extended Graphics Array 1920 % 1200 16:10
(WUXGA)
Quad Extended Graphics Array (QXGA) 2048 <1536 43

With constant enhancements in the LCD technologies, it is diffi-
cult to keep track of different video standards, supported resolu-
tions, and aspect ratios. For the A+ exams, just remember the main
terms used in LCD video technologies such as XGA, SXGA+,
UXGA, WUXGA, and QXGA.

Native resolution. Most manufacturers make their LCD screens with a single fixed
resolution called the native resolution. This is unlike the CRT desktop monitors in
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which you can change the screen resolution depending on the frequency of the
video signal. This means that the LCD screen used with a laptop must match the
video interface inside the laptop. A mismatch of the video interface and the LCD
screen may cause a distortion in the display.

Contrastratio. The contrast ratio measures the ratio of the lightest color and the
brightest color that a video display can produce. Older LCD screens used to have
low contrast ratios of about 500:1, whereas the new LCD screens offer a better
contrast ratio of about 1200:1. Better contrast ratio means that you are able to
view good color depth for images.

Storage devices

Laptops use hard drives, floppy drives, and CD/DVD drives for data storage.
While the hard disk is an essential component of every laptop, not every laptop
has a floppy drive or a CD/DVD drive. You will find that most new laptops have a
special DVD drive that can be used to read and write DVDs as well as CDs. The
following paragraphs provide a summary of these storage devices.

Hard drive. A hard drive is an essential part of a laptop and is used as the primary
means of data storage. Due to limitations of space, the size of the hard drive is
much smaller than the normal 3.5" desktop hard drive. A laptop hard drive is
about 2.5" wide and 12" thick, and it has smaller connectors. The storage capacity
is also lesser than the desktop hard drives. Laptop hard drives use ATA and
UDMA technologies as do the desktop drives.

(D/DVD drives. As with the hard drives, the CD and DVD drives for laptops are also
much smaller in size (about 12" thick) than the desktop drives. These drives come
in many formats, such as CD-ROM, CD-R, CD-RW, DVD, DVD-RAM, etc. Most
new laptops have a CD burner or a DVD burner drive that combines the func-
tions of reader and a writer. Irrespective of their shapes and sizes, the functionality
and features of these drives remain comparable to the ones used on desktops.

Floppy drive. The floppy drive for a laptop is becoming optional because of the
popularity of CD and DVD drives. You can still connect a floppy drive to a laptop
using a drive bay, if it is available on the laptop. Most of the external floppy
devices and connecting cables are proprietary, and a device made for one make
cannot be connected to another make.

Input devices

This section covers some basic information on input devices used for laptops.
While both desktop and laptops use keyboards for typing in the input, the func-
tion of a mouse is handled by pointing devices such as a trackball or a touchpad in
a laptop.

Keyboards. The keyboard for the laptop is built into the lower portion of the case,
unlike the desktop, in which the keyboard is a separate external device. Laptop
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keyboards usually have a much lower number of keys than normal computer
keyboards. One major difference is that the number keypad is missing. But you
can still use perform number pad tasks using special function keys labeled as Fn,
which appear in blue color letters. Function keys offer several other actions such
as toggling internal and external devices.

Pointing devices. On a normal desktop, a mouse is used to control the pointer on
the computer screen. On a laptop, this function is handled by the devices
described in the following list:

Trackball
A trackball was used in earlier laptops as a pointing device. The function of a
trackball is similar to a normal mouse turned upside down. When you move
the ball with your thumb or finger, the on-screen pointer moves, and you can
use the click button to select an item on the screen.

Touchpoint
A touchpoint or a finger mouse was introduced with IBM’s ThinkPad series
of laptops. It uses a small stick with a rubber tip. When you move the stick in
a particular direction, the on-screen pointer moves in the same direction. The
harder you push the stick, the faster the movement of the pointer.

Touchpad
The touchpad was developed to overcome limitations of a trackball. It
consists of a rubber pad that is sensitive to the touch of a finger. As you touch
the pad with your finger and move it, the on-screen pointer moves in the
same direction. A touchpad has two more buttons on its left and right side for
left-click and right-click functions.

Touch Screen
A touch screen pointing device is what you see in many retail stores and on
ATMs. Just touch an appropriate button in order to select an item from the
menu. Touching the screen button produces the same result as selecting an
item on the screen by double-clicking the mouse button.

Expansion buses and ports

Laptops are smaller in size, lightweight, and compact in design. The portability of
laptops makes them ideal computing devices for traveling people. The function-
ality of laptops cannot be expanded like desktop computers but still there are
options to add external devices using standard expansion bus and ports. Some of
the ports on laptops are similar to those found on desktops while others are
totally different. In this section, we will summarize various types of expansion
buses and communication ports available on laptops.

Mini PCl. The Mini PCI bus is a laptop/notebook variation of Peripheral Compo-
nent Interconnect (PCI) bus used on desktop computers. It is essentially a 32-bit
bus operating at 33 MHz, and it uses a 3.3 volt power connection. Three different
Form Factors of Mini PCI bus are Type I, Type I, and Type III. Type I and Type

Laptops and Portable Devices | 55

wv
=3
=
S
<
a
c.
s
3

sjenuassy +y




I bus have 100-pin connectors while the Type III bus has a 124-pin connector.
Commonly used Mini PCI bus components include modems, network cards,
sound cards, ATA, and SCSI controllers. You can also use an adapter to convert
Mini PCI bus to a PCI or vice versa.

Personal Computer Memory Card International Association (PCMCIA). The PCMCIA standard
was mainly developed to expand the functionality of laptops by adding devices. It
is also known as the PC Card standard. PC Card bus adapters are now available
for desktop computers. The size of a PCMCIA card approximately equals that of a
credit card. The most commonly used standard is the 16-bit PCMCIA 2. PCMCIA
3 increased the bus width to 32 bit with a bus speed of 33 MHz. The two main
components of the PC Card are: Socket Services software and Card Services soft-
ware, as summarized in the following paragraphs:

Socket Services software
This is a BIOS-level interface for the PCMCIA expansion slot. It is mainly
used to hide the details of the PC Card from the computer and can detect the
type of the card when it is connected.

Card Services software
It is the interface between the applications running on the computer and the
Socket Services. Applications need to know the I/O ports and the IRQs that
the PC Card is using. The Card Services software gives this information to
applications.
&

l:,
ﬂ\s\\ . =
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All PCMCIA implementations support Plug and Play functionality,
and the devices are hot-swappable.

PC Cards come in different types, as summarized in Table 2-3.

Table 2-3. Types of PC Cards

Type Thickness Common use

Typel 3.3mm Memory modules

Typell 5mm Network adapters, modems, sound, and SCSI controllers
Typelll 10.5mm Hard drives

The Type II card is the most commonly used type of PC Card, and most systems
have at least two Type Il slots or one Type III slot.

ExpressBus. The ExpressBus was designed to expand the functionality of standard
USB ports. These ports were used in earlier laptops when the USB port did not
have expansion capabilities. As an alternative, manufacturers provided an
ExpressBus hub. One side of the hub was connected to a USB port on the laptop
while the other side provided seven extra USB ports for connecting USB devices.
More hubs could be connected to form a daisy chain, and up to 127 USB devices
were supported on the bus.
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USB ports. As with desktop computers, laptops also come with built-in USB ports.
Usually, every laptop has two or three of these. Most external components made
for laptops, such as the external mouse, keyboard, and removable drives, can be
connected to USB ports. USB ports are covered in detail in the first section of this
chapter.

Mouse and keyboard port. The desktop keyboard and mouse usually have PS/2
connectors. These can be connected to a laptop externally on PS/2 ports available
on the laptop. If the laptop does not have built-in PS/2 ports, you can get a USB to
PS/2 converter. On the other hand, if the laptop has PS/2 ports instead of USB
ports, and the keyboard or the mouse is a USB device, you can use a PS/2 to USB
converter.

Monitor port. Most laptops have a 15-pin connector for attaching an external
monitor. The external monitor can be a CRT or an LCD. Besides providing ease
of operation, external devices for laptops such as the monitor also help trouble-
shoot problems with built-in devices.

Communication ports. Communication ports for laptops are used for connecting a
laptop with a wired or a wireless network. Different communication ports are
summarized in the following paragraphs:

Bluetooth

Bluetooth wireless communication standards are described in IEEE 802.15.1
specifications. Bluetooth technology is popularly used for wireless personal
area networks (PANs). It supports transmission speeds from 1 Mbps (Blue-
tooth 1.0) to 3 Mbps (Bluetooth 2.0). A wireless device using Bluetooth
technology can communicate only in small distances of up to 30 feet and
needs a line of sight for its operation. Bluetooth is more of a mobile phone
technology than a wireless network technology. You can use external wire-
less devices such as a keyboard or a mouse with a laptop if they support the
Bluetooth standards.

Infrared
An infrared port allows you to connect to external wireless devices such as a
keyboard or a mouse. Infrared devices need a clear line of sight to operate.
Most common applications of infrared devices are found on home entertain-
ment appliances such as the TV or the music system. They can also be used
for connecting laptops devices. The transmission speed of infrared devices is
about 4 Mbps, and the maximum range of the signal is about 10 feet.

Ethernet
Most new laptops come equipped with both wired and wireless networking
solutions. A built-in 10/100 Mbps network adapter can be used to connect
the laptop to a wired local area network (LAN). The wired network interface
has a standard RJ-45 connection socket while the wireless connectivity is
obtained through a built-in antenna. In old laptops, you might have to use a
Type II PC Card for connecting to the LAN.
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Wireless standards are defined in IEEE 802.11 specifications and are collec-
tively known as WiFi (Wireless Fidelity) standards. The most commonly used
wireless networking standard in laptops is the 802.11b, which operates at 11
Mbps speed. The 802.11g standard is also gaining popularity due to its
higher transmission speed of 54 Mbps. Both 802.11b and 802.11g operate in
the unlicensed frequency band of 2.4 GHz.

&
s Some laptops support the IEEE 802.11a wireless standard, which
0‘;‘. 4. operates ata 5 GHz frequency band. The 802.11a devices are not
o} compatible with 802.11b or 802.11g devices.
Cellular

Though many of the new mobile phones provide Internet access and other
advanced features, the laptops are not behind the race. More and more
laptop manufacturers are adding cellular communications support in their
products. Besides the regular phone services, the ISP in this case provides its
subscribers with complete Internet connectivity solutions.

Docking station

A docking station is a platform where a laptop can be installed for everyday use.
Once inserted into a docking station, a laptop works just like a desktop computer.
The docking port contains expansion ports, drive bays for storage devices, and
connectors for peripherals. You can use a desktop monitor, a full-sized keyboard,
and a mouse, besides other peripherals, just as you would use them with a normal
desktop. Most laptops have a proprietary docking port, which is used to connect
the laptop to the docking station.

A port replicator does what its name suggests. It enables you to keep the external
components such as the monitor, keyboard, and mouse, connected to the docking
station while the laptop can be simply disconnected.

Power Management and Device Removal

Most new laptops conform to either Advanced Power Management (APM) or
Advanced Configuration and Power Interface (ACPI) standards for managing how
the system components use and conserve power. This is especially important for
laptops when they are running on battery power. In this section, we will take a
look at ACPI standards and then explain what power management features are
available in Windows operating systems. This section also covers a summary of
how you can safely remove laptop-specific components.

Overview of ACPI standards

The ACPI standard describes how the power management features are to be
implemented in desktops and laptops. For a computer to be ACPI-compliant,
both the hardware and the operating system must support the ACPI standards.
Let us first have a look at how the ACPI standards define various states of
computer components:
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Global states
The GO state specifies the normal working state of the computer. This state
describes that all devices and applications are running normally. The G1 state
describes the power-saving or sleep mode. G1 is further divided into four
states named S1, S2, S3, and S4, described here:

S1

$2

S3

$4

G2

G3

The most power-hungry sleep mode. Applications are stopped but only
unrequired devices are turned off.

This is a deeper sleep state than S1. The CPU is powered off and the
computer uses less power than in S1 mode.

This state is known as standby mode in Windows. The power is main-
tained only to the RAM. This state is also called Suspend to RAM because
all information for applications is written to RAM before sending the
computer to sleep mode.

This state is known as hibernate mode in Windows and as Safe Sleep in
Mac OS. The information in the RAM is written to the hard disk, and
the RAM is powered off. The user can bring the computer back to GO
state, but it takes a little time.

This describes the soft off mode, in which the computer can be turned off
by using the Shut Down or Turn Off button in Windows.

This is called the mechanical off, where the power is switched off using
the power switch.

Processor states
Processor states are defined in terms from CO to C3. CO is the normal opera-
tional mode, CI is the halt mode when the processor can instantaneously
come back to action, C2 is the stop-clock mode that uses less power than the
C1 mode, and C3 is the sleep mode when the processor clears its cache.

Device states
The device states are defined from in terms from DO to D3 and are device-
dependent. DO is the Fully On state when the device is in operating state. D3
is the Off state, and the D1 and D2 states depend on specific devices.

Performance states
The performance state depends on whether the device is operating (in CO or
DO state) or is in sleep mode. These states are dependent on how they are
implemented and are designated from PO to Pn, where n can be any number
between 1 and 16. The bigger the number #, the more power is saved.
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Power options in Windows

Power management features in Windows XP and Windows 2000 operating
systems help you manage the amount of power consumed by different parts of the
system. This utility is very useful for laptop computers, which are frequently oper-
ated on battery power. Windows OS also supports APM and ACPI standards. But
before you can utilize any of the power options, you must make sure that your
computer hardware—including the system BIOS—supports these features.

The Power Options utility in the Control Panel allows you to configure different
power schemes to turn the monitor and the hard disk on or off after a specified
idle time has lapsed. You can also put the system in standby mode, configure
hibernate options, and configure the UPS settings.

There are two ways to access the Power Options in Windows:

* Open Control Panel from the Start menu and click Power Options.

* Right-click an empty area on the desktop and click Properties. Click the
Screen Saver tab and then click the Power button (the Power Meter and
Alarms tabs are not available with this option, but a UPS tab is added).

The Power Options window is shown in Figure 2-5.

Power, Options Properties

Pawer Schemes |.-’-\|arms !l Fower Meter |i Advanced " Hibematel

g Select the power zcheme with the most appropriate sattings for
- this computer. Maote that changing the settings below will modify
the selected scheme.

Fower schemes

[ Save As J [ Delete ]

Settings for PortablesLaptop power scheme

wihen computer is ?Qa Plugged in Eutrtmi_ng ]
= batteries

Turr off marikar: |Afler 15 minz “ | |After 8 minz b |
Tumoff hard disks: | After 0mins | [AiterGmins |
System standby: | Mewer v | | Mewver w |

[ Ok ] [ Cancel ] [ Apply

Figure 2-5. Configuring Power Options in Windows
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Various tabs in this window allow you to configure power settings as follows:

Power schemes
The Power Options page allows you to select from one of the preconfigured
power-saving schemes. You can choose the Portable/Laptop option and
configure the monitor and hard disk to turn off timings for both AC power
and battery power. Additionally, you can configure the time to lapse before
the laptop goes into standby or hibernate mode.

Alarms
The Alarms page allows you to configure how the system will respond when
the battery power becomes very low.

Power Meter
The Power Meter page shows the current status of the battery and remaining
battery life. Alternatively, you can click the battery icon on the Taskbar to
check the battery’s status when the laptop is running on it.

Advanced
The Advanced page allows you to configure a password when the laptop
returns from standby mode, and then choose whether the computer will go
into hibernate mode or standby mode when the lid is closed. You can also
configure the function of power and sleep buttons on the laptop.

Hibernate
The Hibernate page is used to enable or disable the hibernation on the
laptop. You must have free hard disk space, which should be at least equal to
the amount of RAM in your laptop.

Removing laptop-specific hardware

Laptop hardware is mainly classified into external and internal. External devices
are easier to connect or disconnect than internal devices. Most of the external
devices connected to a laptop are USB-compatible. You will need to make sure
that the device is not in use when you are preparing to remove it. Windows
provides an icon in the Taskbar to help you safely remove USB devices. This icon
can be used to stop the device and then unplug it safely while the laptop is
powered on.

To remove an external USB device such as thumb drive or a mouse, click the
Safely Remove Hardware icon on the Taskbar. As shown in Figure 2-6, a window
pops up that shows different devices connected to the laptop. Select the device
that you want to remove and click the Stop button. Windows will stop the device
and show a message that it is safe to remove the device. At this point, you can
unplug or disconnect the device.

In case of a PCMCIA device, the process is as simple as removing the device by
using the eject button provided next to the slot. Removing or replacing internal
devices such as a CD or DVD drive requires first stopping the device, as
mentioned earlier. Then turn over the laptop to access the latches or locks that
hold it. You might also have to disconnect the cables before removing the device.
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& Safely Remove Hardware

Select the device you want to unplug or eject, and then click Stop. *When
Windows notifies pou that it iz zafe to do 2o unplug the device from wour
computer.

Hardware devices:

=g ChipsBrk Flash Disk USB Device
~fd Generc valume - (F:)

USE Mass Storage Device at Location 0

[ Properties H Stop ]

Dizplay device components

Cloge

Figure 2-6. Safely removing hardware

Troubleshooting Laptops

There may be several reasons for a laptop computer problem. The battery or an
internal component or an external peripheral, such as the data entry keypad, may
have caused the problem. A loose network connection or a distant access point
will generally cause connectivity problems, whereas problems with power supply
components will cause the laptop or a mobile device to shut down unexpectedly.
In this section, we will look at some common problems and appropriate solutions
to fix them.

Power problems

Most laptops suffer from power problems that may be due to the main AC power
adapter or to the built-in battery. When trying to fix power-related problems,
make sure that the mains AC supply is properly connected. The following simple
steps will help you verify the AC input power.

1. Verify that the mains power cord is properly attached to the adapter. If it has
become loose or does not attach properly to the adapter, try replacing it.

2. Check the small LED on top of the adapter. If it is not glowing, the AC power
may not be connected or may be turned off.
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3. Touch the AC adapter surface. A reasonably warm surface is usually an indi-
cation of a working adapter. If the power adapter seems to be overheated, it
may have to be replaced.

4. Verify that the DC power cord is not damaged and that the connector is
properly inserted into the laptop.

5. Remove the DC power cord and verify the DC power output of the adapter.

6. If there is no output or a very low DC output, the AC is properly connected,
and the LED is lit, try replacing the adapter with a new one.

Input problems

If you are having troubles with the laptop keyboard, try connecting an external
keyboard to a USB port using a PS/2-to-USB converter. You will notice that func-
tion keys in laptops are different on a laptop keyboard than on a desktop. If one
of the function keys is stuck, only those functions will work that the key is used
for. Try toggling the function key to solve the problem. In some situations, the
pointer does not move as expected due to problems with the touchpad. You can
try connecting an external mouse and turn off the touch pad in the Control Panel
to identify the cause of the problem.

Most stylus problems are caused due to rough handling. Some problems directly
relate to the alignment of the stylus pen. A soft or hard reset sometimes helps
resolve this problem or a built-in utility can be used for the purpose. You may also
use some freely available software on the Internet to get around the alignment
problem.

Display problems

The laptop display unit is made up of an LCD screen, the video controller card,
and the inverter unit that supplies backlight for the LCD screen. A cut-off switch
ensures that the backlight is switched off when the lid is closed. If you have prob-
lems with the LCD display, connecting an external monitor can quickly determine
whether the problem lies with the LCD display or the video controller card. You
will need to toggle the display using a function key. You can also try to increase or
decrease the brightness level to determine the problem. Check that the cut-off
switch is not damaged.

Networking problems

Most new laptops have built-in wired adapters as well as wireless adapters. There
can be more than one reason for a connectivity problem, and the correct solution
can be applied only after you have isolated the problem and determined the exact
reason behind the problem. If you are having troubles connecting to a wired
network, check that the network cable is properly attached and is not loose. Also
check the status LEDs on the network adapter.

If you are having troubles connecting to a wireless network, make sure that the
wireless connection is enabled in Windows, that you are using a correct SSID
setting, and that the laptop is within the coverage area of an access point. You will
not see a wireless antenna in most new laptops, but it might be required on some
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older laptops that use a PCMCIA wireless adapter. Antenna wires are very helpful
in troubleshooting connectivity problems when a laptop is placed far away from
the wireless access point.

You can also try to use the Repair utility in Windows to reconfigure the TCP/IP
protocol settings. Right-click the Local Area Connection icon in the Taskbar and
select Status. Click the Support tab in the Local Area Connection Status window.
Click the Repair button to refresh the TCP/IP connection settings.

Problems with external devices

Many problems with laptops can be resolved simply by removing unneeded
external peripherals. For example, if you do not need an external USB modem or a
hard drive permanently connected to the laptop, you should remove it.
Depending on the type of the connected device, you might have to uninstall the
driver of the device, power off the laptop, remove the device physically, and then
power on the laptop again.

Preventive Maintenance (PM)

PM helps prevent many problems with laptops and enhances their performance
and life span. Since laptops are portable devices, they need to be cared for more
than desktops. In this section, we will look at some preventive maintenance
measures for laptops.

Operating environment

Keeping the operating environment healthy for the laptop is the first and most
important preventive maintenance method to keep problems away. The main
environmental factors that affect the performance of a laptop are as follows:

* Temperature
* Humidity
* Cleanliness

Ensuring a healthy environment helps prevent several operational problems in
laptops. Laptops are compact devices that use very small components, which
produce heat during normal operation. You must ensure that the laptop is not
operated in areas with high temperatures and that sufficient cooling is available.

An air-conditioned room is perfect because both temperature and humidity are
controlled. Do not operate a laptop for long periods if proper air-conditioning is
not available or if the conditions are very hot. If you regularly operate the laptop
in areas of high temperature, you can install an external cooling pad. A cooling
pad lifts the laptop above the table about one inch and has extra fans for cooling
the bottom of the laptop.

Make sure that the area where a laptop is operated is clean and dust-free. Regu-
larly check that the cooling/exhaust fans are working and that dust has not
accumulated around ventilation slots. Clean the LCD screen regularly with a
damp soft cloth. Do not use glass-cleaning sprays on LCD screens.
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Handling

Since laptops are portable devices, they need to be handled with care when
carrying them from one place to another. Always carry them in their protective
bags, which should have sulfficient cushioning to prevent damage during travel.
Keep the laptop lid closed when the laptop is not in use. Use a piece of foam
between the LCD screen and the keyboard for protection.

Operating Systems

Computer hardware, such as the motherboard, CPU, adapter cards, display
devices, and I/O devices, are only a part of the entire computer system. To make
this hardware work, we need software that acts as an interface between human
beings and the hardware. Software can be classified into three major categories as
follows:

Operating systems
The operating system interacts directly with the computer hardware and
provides a platform for applications and device drivers. It manages computer
memory, input, output, disks, and filesystems.

Device drivers
Device drivers act as an interface between the operating system and the
specific devices for which the driver software is written.

Applications
An application is the software program that takes commands from the user
for a specific task, executes them, and produces the results.

The operating system is the primary software that makes the computer hardware
usable. In this section, we will discuss some of the fundamentals of using
operating systems, their installation and upgrade methods, troubleshooting tech-
niques, and preventive maintenance procedures.

Overview of Operating Systems

Once we start discussing various operating systems, we certainly need to know
about their revision levels. In this section, we will cover some basics of Microsoft
Windows, Apple MAC, and Linux.

Windows

Microsoft Windows is no doubt the largest used operating system to date. This
operating system evolved from Microsoft Disk Operating System (MS-DOS), which
had a command-line interface. In contrast to the MS-DOS operating systems,
Windows uses a Graphical User Interface (GUI). Windows has gone through
various revisions since its introduction. A summary of Windows versions is given
in the following sections.

Windows 1. Windows 1 was the graphical version of Microsoft’s DOS operating
system with added support for mouse, menus, and tiling windows. It supported
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running multiple applications simultaneously, a feature known as co-operative
multitasking. This version of Windows did not have the icons that we see and use
in modern versions of Windows.

Windows 2. This version of Windows included support for Program Information
Files (PIFs) and had icons to launch applications.

Windows 3.x. The main attraction of Windows 3.0 was the operating system’s
ability to effectively manage memory. When used in enhanced mode, the OS
could use a part of hard disk space for supplementing memory. This feature is still
used in modern Windows versions and is known as virtual memory or paging file.
This version had support for networking Windows and included additional
features such as the Program Manager and the File Manager.

Windows 3.1. Windows 3.1 supported multimedia devices, had an improved GUI,

and included error protection for system and applications through Object Linking
and Embedding (OLE).

Windows 3.11. Windows could support only 16-bit applications until version 3.11.
Windows 3.11, also known as Windows for Workgroups, added support for both
16-bit and 32-bit applications.

Windows 95. As is evident from the name, this version of Windows was released in
1995. It supported both 16- and 32-bit applications, and had the ability to
network computers. The major advancement in this version was the support for
Plug and Play (PnP) devices. For the PnP feature to work properly, the system
motherboard (and the BIOS), the OS, and the device, all had to be PnP-compat-
ible. Once all three conditions were met, the PnP devices could be automatically
detected and configured by the OS. At the time of this writing, most devices, oper-
ating systems and applications still support the PnP functionality.

Windows 98, Windows ME, and Windows NT. Windows 98 was released in 1998, followed
by Windows ME (Millennium Edition), and Windows NT (New Technology).
Windows NT was a major upgrade for the Windows platform and was much
more powerful than Windows 98 and Windows ME. Windows NT Workstation
and Windows NT Server had versions named Windows NT 3.5x and Windows
NT 4.0.

Windows 2000. Windows 2000 Professional and Windows Server 2000 operating
systems were released in the year 2000. These operating systems were meant as
desktop (client) and server operating systems respectively. With Windows NT,
Microsoft introduced the concept of domains, which are meant to effectively
manage users, computers, resources, and security in the network.

Windows XP. Windows XP followed after the release of Windows 2000. This oper-
ating system is mainly used as a standalone OS for home computers or as an
alternative to Windows 2000 Professional as a client operating system in a
networked environment. Most of the discussion in this section is related to
Windows 2000 Professional and Windows XP operating systems.
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Windows XP has different versions, each addressing the needs of specific applica-
tions, as follows:

Windows XP Professional
This is designed as a client operating system in networked environments.

Windows XP Home
This is designed for standalone home computers.

Windows XP Media Center
This is designed to be used in situations where multimedia capabilities are
more important than other features.
&
iy Two other editions of the Windows XP family are: Windows Tab-
a . let PCand Professional X64.
R

w4

Windows Server 2003. The most current server operating system in use today is
Windows Server 2003. This includes several enhancements to earlier server oper-
ating systems such as Windows NT Server 4.0 and Windows 2000 Server. This
OS is basically designed to overcome many drawbacks of previous server versions
of Windows and to compete with its peer operating systems such as Unix, MAC
OS, NetWare, and Linux. Different editions of Windows Server are as follows:

* Web Edition
* Standard Edition
* Enterprise Edition
* Datacenter Edition
Windows Small Business Server 2003 is also a popular network operating system
targeted for small businesses. Windows Server 2003 has a new version named
Windows Server 2003 R2.There is a long list of features supported in Windows
Server 2003, some of which are as follows:
* It supports both 32- and 64-bit microprocessors.
* It supports large amounts of physical memory (RAM) and efficiently man-
ages it.
* It supports centralized management for applications, users, data storage, and
security through a centralized database called Active Directory.

* It has strong support for client/server-based applications and services such as
SQL Server, Internet Information Server (IIS), Terminal Server, Domain
Name System (DNS) server, and Dynamic Host Configuration Protocol
(DHCP) server.

* It supports server clusters for providing fault tolerance and network load-
balancing for improved performance.

Windows Vista. Windows Vista is the latest desktop operating system. This OS is
meant to replace Windows XP. The list that follows describes different editions of
Windows Vista.
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* Home Basic

* Home Premium
¢ Business Edition
¢ Ultimate

* Enterprise Edition

One of the most attractive features of Windows Vista is Windows Aero, which is a
3-D graphical interface. Windows Vista also includes Internet Explorer 7 (the new
version of Microsoft’s web browser application), and it supports speech and
handwriting recognition. This OS will be more secure than Windows XP and
Widows 2000 Professional.

MACOS X

The MAC OS X is used primarily on Apple Macintosh computers. Apple has
recently released the Intel version of MAC OS X that can be installed in place of
Windows on Intel-based personal computers. The MAC OS has a GUI that looks
similar to Windows and is called Aqua. The most current version of this OS is the
MAC OS X. Mac OS X is considered a much more secure OS than Windows.

The applications that run on Apple computers running the MAC OS need to be
written specifically for the MAC OS platform. This is due to the fact that the tech-
nology behind microprocessors used in Apple computers is entirely different from
the technology used in Intel microprocessors. Apple computers use PowerPC
Microprocessors.

Linux

Linux has become an extremely popular operating system in the recent years. This
OS has Unix-like functionality, which is mainly used on high-end servers and
mainframe computers. It is extremely stable and reliable and provides several
advantages over Microsoft’s Windows operating systems. Different variations of
Linux are available as of this writing. Some of the main variations of Linux OS are
as follows:

* Red Hat

* Mandrake
¢ SuSe

¢ Debian

Linux OS does not require hardware as powerful as most new versions of
Windows. The hardware requirements for each variation of Linux OS are
different, depending on the particular distribution you are using or intend to use.
There is no standard graphical user interface for Linux. Also, if an organization
plans to use Linux OS as the primary operating system in the organization, it must
either develop software applications in-house or obtain applications that are
specifically written for Linux.
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Working with Windows interfaces

Microsoft Windows includes several GUIs that are used to manage the operating
systems and run applications. For most of the versions of Windows, such as
Windows Me, Windows NT, and Windows 2000, these GUIs look similar, but
the functionality of each is a little different when you start using them. This
section provides a brief discussion of some of the main interfaces.

Windows desktop. The Windows desktop is the screen that appears as soon as you
start Windows and successfully log on. This is the place where you find most of
the icons (shortcuts) for most of the system utilities and application programs. It
includes the Start menu, the Taskbar, and other icons placed as shortcuts to appli-
cation programs. You can change the way your desktop looks by right-clicking an
empty area on the desktop and selecting one of the choices from the context
menu. You can rearrange the icons or change the display settings by selecting
Properties. As shown in Figure 2-7, the Display Properties pages allow you to
configure its settings.

Display Properties

Themes |Desktop || Screen Sawver || Appearance || Settings |

A theme is a background plus a zet of zoundz, icons, and ather elements
to help you perzonalize your computer with one click.

)

l Ok ][ Cancel ] Lpply

Figure 2-7. Configuring Display Properties

Table 2-4 lists the main Desktop configuration pages available in the Display
Properties pages.
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Table 2-4. Display properties

Display Properties page Function

Themes (Windows XP only) From this page, you can select a theme to quickly customize the look and
feel of Windows, including display picture, sounds, icons, etc.

Desktop This page allows you to choose a background color and picture for the

desktop. You can also cleanup the unused icons from the desktop.

Screen Saver Change the screensaver settings and choose a screensaver program. By
default, the screensaver starts when the computer is not in use for 10
minutes. Screen savers are used to enhance monitor life.

Appearance This page several settings to configure different windows, color schemes,
button styles, and font sizes. The Effects button configures settings such as
transition effects, large icons, shadows under menus, displaying window
items while dragging, etc.

Settings The settings tab includes configuration options such as screen resolution and
color quality. This tab also includes a troubleshooting button as well as a
button for advanced setting options for each display adapter.

Effects (Windows 2000) This page contains several options to change the visual look of the desktop.

Web (Windows 2000) You can configure the Active Desktop settings from this page. Same as the
Customize My Desktop option in Windows XP.

Taskbar. The bottommost part on the Windows desktop is known as the Taskbar.
It contains the Start menu and the System Tray (systray). The System Tray
includes the Quick Launch area on the lefthand side and the Notification Area on
the righthand side. The Start menu is used to run programs as well as to configure
system settings. In the middle of the Taskbar, Windows displays buttons for
programs that are currently running. When you right-click an empty area on the
Taskbar, a menu appears from where you can configure the following settings:

* Change the Properties of the Start Menu and the Taskbar
* Launch the Task Manager utility

* Automatically hide the Taskbar when not in use

* Cascade Windows or tile them horizontally or vertically

* Lock the Taskbar at its position

Start menu. When you click the Start button located on the lefthand bottom corner
of the Windows screen, the Start menu appears, which displays the name of the
user who is currently logged on to the computer. The Start menu includes short-
cuts to installed programs, the Control Panel, a Settings button, and folders such
as My Documents, My Recent Documents, My Pictures, My Music, My
Computer, My Network Places, and so on. The appearance of the Start menu can
be changed to classic style from the Start menu tab of the Taskbar Properties.
Some of the common menu items are listed in the following paragraphs:

Shut Down
Depending on whether you are using Windows 2000 or Windows XP, the
Shut Down button gives several options, such as log off the current user,
switch user, shut down the computer, activate the Standby mode, or restart
the computer.
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Programs/All Programs
Installed application programs can be launched from the Programs/All
Program icon on the Start menu. When you see an arrow pointing towards
the righthand side, this means that the selected menu contains submenus.

Help (Windows 2000)/Help and Support (Windows XP)

The Help window is displayed in Windows 2000 when you select the Help
option in the Start menu. In Windows XP, the Help and Support shortcut in
the Start menu launches the Help and Support Center which is very helpful
for getting help with using, configuring, and troubleshooting the operating
system. The Help and Support center in Windows XP also includes online
help options from Microsoft support. You can also use the Remote Assistant
to get help from an expert when connected to the network.

Search
The Search option opens a search window where you can find files or folders

stored on the hard disk.

Run
The Run option opens the Run dialog box where you can enter a command
or the name of an executable file to launch the program. You must use the
correct path of the executable file when using the Run option.

Desktop icons. Some standard icons are available on both Windows 2000 and
Windows XP. Some of the icons have been removed from the desktop in
Windows XP and placed inside the Start menu. The following is a summary of
these icons:

My Computer
The My Computer icon is used to explore the computer (including the disk
drives) and view their contents. These drives include floppy drives, hard disk
drives and their partitions, and CD and DVD drives. You can double-click
any drive to view its contents. You can configure your computer by right-
clicking this icon and selecting Manage from the context menu. The Manage
option opens the Computer Management console.

My Network Places (Windows XP)/Network Neighborhood (Windows 2000)
This icon is used to browse the Windows network. You can view or connect
to any computer on the network where you have appropriate permissions. In
Windows XP, the My Network Places icon is available in the Start menu. The
Properties pages allow you to configure your network, wireless, or dial-up
connections.

Recycle Bin

The purpose of the Recycle Bin is to collect all files or folders that you delete
from the computer. It is actually a separate folder on the hard disk that stores
the deleted objects. The main advantage of the Recycle Bin is that you can
restore a file or folder that you might have accidentally deleted. When you no
longer need a deleted file or are running out of disk space, you can right-click
the Recycle Bin icon and select the Empty Recycle Bin option to permanently
delete the objects.
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The Windows operating system is made up of several components, including the
Windows Registry, Control Panel, Virtual memory, and File Systems. The
following sections explain the purpose and characteristics of these components.

Control Panel

The Control Panel in Windows is the utility that you can use for most of the
configuration tasks related to the operating system itself as well as to the devices
and drives. To access it, click Start and select Control Panel. In Windows XP, you
will first see a list of categories, while in Windows 2000, you will go directly to the
Control Panel folder. The Control Panel further contains icons for various utili-
ties. Table 2-5 lists some of the common utilities available in the Control Panel.

Table 2-5. Control Panel utilities

Utility

Add Hardware or Add/Remove Hardware

Add or Remove Programs or Add/Remove Programs
Administrative Tools

Date/Time or Date And Time

Display
Folder Options

Fonts
Internet Options

Keyboard
Mouse

Sound and Audio Devices or Multimedia or Scanners and
Cameras

Network And Dial-up Connections or Network Connec-
tions

Phone and Modem Options or Modems
Power Options

Printers and Faxes

System
Windows Firewall (Windows XP with SP2)

Function

Used to add and configure hardware.

Used to install or uninstall application software.

Used to perform administrative tasks on the computer.

Used to change system date and time and sets the time
zone.

Used to change display settings.

Used to configure folder settings. You can change how
folders are displayed and whether or not to display
hidden and/or system files.

Used to add or remove fonts.

Used to configure Internet connections and security
settings.

Used to configure keyboard settings.
Used to configure mouse settings.
Used to configure audio, video, and sound settings.

Used to configure networking options such as protocols,
clients, and services.

Used to configure phone and modem settings.

Used to configure power options such as power schemes
and UPS settings.

Used to add, remove, and configure printers and fax
machines.

Used to configure system settings.

Used to configure Windows Firewall in Windows XP,
which is added when Service Pack 2 is installed.

The System Control Panel

The System utility in the Control Panel is used to configure most of the system
settings such as computer name/identification, virtual memory, startup and
recovery options, remote desktop/remote assistance, hardware devices, user
profiles, and network options. Different tabs included in the System Properties
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page are General, Computer Name/Network Identification, Hardware, Advanced,
System Restore (XP), Remote (XP), Automatic Updates, etc. Figure 2-8 shows the
System Properties window in the Control Panel utility.

System Properties E”z
| - v ¥
| Systemn Restore (| Automnatic Updates || Remate | 2+
i m
ComputerMame | Hardware | Advanced | Sw
a
c 2
Systen: 2o
wv
ticrozoft Windows =P
Praofessianal
Wersion 2002
Service Pack 2

Registered to:
Uzer

B5274-640-9771731-23742

Computer:
Mobile A0 Sermpron(tra]
Processor 3100+
1.80 GHz, 448 MB of Rakd
Phyzical Addrezs Extenzion

[ 0K ] [ Cancel Apply

Figure 2-8. System Properties in Control Panel

The General tab displays information about the computer, installed operating
system, system memory, and registration information. The configuration options
in other tabs are summarized in the following discussion.

Computer Name (Windows XP)/Network Identification (Windows 2000)
This tab allows you to change the name of the computer and whether the
computer is a part of a workgroup or an Active Directory domain.

Hardware

This page includes several tools to manage hardware devices and drivers
installed on the system. The Device Manager button opens the Device
Manager snap-in where you can view and manage all hardware devices. The
Driver Signing option allows you to configure system behavior when
unsigned device drivers are installed. The Hardware Profiles button allows
you to enable/disable devices for specific hardware profiles. You can add,
delete, copy, or change user profiles. In Windows XP, the User Profiles
button is available in the Advanced tab.
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Advanced

This tab includes buttons to fine-tune system performance, system startup,
and recovery options and environment variables. The Settings button in the
Performance section provides options to configure virtual memory settings.
The Settings button in the User Profiles section (Windows XP) provides
options to add, delete, copy, or change user profiles. The Settings button in
the Startup and Recovery section provides options to configure system
startup and recovery options. You can change the default operating system to
load for a multiboot system. You can also edit the BOOT.INI file.

System Restore (Windows XP)
This utility is new to Windows XP and can be used to configure system
restore points that are used to restore the operating system to a working
condition in case it becomes unstable.

Remote (Windows XP)
This tab includes buttons to enable or disable Remote Desktop and Remote
Assistance. You can select users that will be allowed to make remote connec-
tions with the computer. These features are not available in Windows 2000
Professional.

Automatic Updates (Windows XP)
This tab is used to enable or disable Automatic Updates for the operating
system. You can choose how the updates are downloaded and whether they
are installed automatically or require user action.

Windows Registry

Windows Registry is a collection of system configuration settings stored in a hier-
archical data file. This data includes the operating system settings, user specific
settings, application data, hardware components, and installed device drivers. The
hierarchy is organized into keys and subkeys, each of which can have one or more
values. The value can be a text identifier, string, binary, word, a multiple string, or
an expandable string. There are five main subtrees in the Registry hierarchy and
are as follows:

HKEY_CLASSES_ROOT
This subtree mainly stores Object Linking and Embedding (OLE) data and
file associations. File associations link files to the programs used to run them.

HKEY_CURRENT_USER
This subtree contains data about the currently logged-on user that is taken
from her user profile.

HKEY_LOCAL_MACHINE
This subtree contains all the hardware-specific configuration data for the
machine that essentially includes OS and hardware configuration.

HKEY_USERS
This subtree contains a default set of settings as well as data for each user
profile.

HKEY_CURRENT_CONFIG
This subtree contains data about the currently loaded hardware profile.
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Registry Editor. Under extreme circumstances, if you require changes to the
Registry, you should first make a backup copy of the existing Registry files. The
Registry Editor (REGEDIT.EXE or REGEDT32.EXE) program is located in the
%SystemRoot%\System folder. It can either be run from the command prompt or
from the Run option in the Start menu.

With most of the systems settings and configurations made easy
using the Windows Wizards, you will hardly need to edit the Regis-
try directly. Unless you do not have another way to configure your
system, you should not edit the Registry to change any configura-
tion values. Improperly editing the Registry may render your sys-
tem unable to boot or generate unexpected errors.

You must have advanced level knowledge of the Windows OS and Registry keys
in order to configure the registry correctly. If you are unsure of your actions, do
not attempt to edit the Registry. Otherwise, you may damage the operating
system and may have to reinstall it.

Virtual memory

Virtual memory is a part of the hard disk that the operating system uses as tempo-
rary storage. This memory is also known as swap file or paging file. Windows
treats this hard disk space as RAM and uses it as and when the system runs out of
RAM. The operating system automatically configures the size of the paging file
during installation.

Windows system files

Several files are critical for the Windows 2000 or Windows XP operating system
to start successfully. By default, all of these files are marked as system files and are
hidden. You will need to change folder options to view these files. These files are
protected so that a user won’t delete them accidentally. While some of these files
are stored in the root of the system partition, others are located in the System32
subfolder in the drive where you installed the operating system. The most impor-
tant of all system startup files are listed in Table 2-6.

Table 2-6. Windows system startup files

Filename Function

NTLDR This file starts loading the operating system.

BOOT.INI This file contains information as to which operating system is to be loaded and from which
disk partition.

BOOTSECT.DOS This file is used in dual-boot systems and contains a copy of MS-DOS or Windows 9x 0.

NTDETECT.SYS Thisf tlile is used to detect the hardware installed on the system and also loads the hardware
profile.

NTBOOTDD.SYS This file is used to detect and load the SCSI interface.

NTOSKRNL.EXE This file loads the Windows operating system kernel.

HAL.DLL The hardware abstraction layer file.
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Managing disks

Hard disks are the primary data storage devices used in computers. Hard disks are
treated as fixed storage devices and are connected to IDE or SCSI interfaces. USB
disks, CD-ROMS, and DVDs are called removable storage media. Windows OS
supports two types of hard disks for data storage: Basic disks and Dynamic disks.

Basic disks. Basic disks are the traditional type of disks used in computer systems.
Windows OS treats all disks as Basic unless they are converted to Dynamic using
the Disk Management utility. The disks are divided into one or more partitions,
each of which can be a logical storage unit accessible by a drive letter. Windows
XP Professional stores partition information in a partition table that is not a part
of the operating system and can be accessed from any operating system besides
Windows. Partitions in Basic disks can be Primary or Extended.

Primary Partition
Each Basic disk can have up to four primary partitions, or three primary and
one extended partition. One of the primary partitions is marked as the Active
Partition and is used to boot the system. There can be only one active parti-
tion on a computer. The primary partition is formatted using one of the file
systems: FAT, FAT32, or NTFS.

Extended Partition
An Extended Partition is created on unallocated space on the hard disk. You
then create logical drives on this partition and assign them drive letters.
Extended Partitions cannot be formatted with any filesystem, and they
cannot be assigned drive letters.

Logical Partition
Logical Partitions are created inside the Extended Partitions. Logical drives
cannot be marked as active and cannot be used to boot the system. These
partitions are used to organize files and folders on the hard disk.

Dynamic disks. Dynamic disks are the disks that are specifically converted from
Basic disks using the Disk Management utility. Dynamic disks treat the entire disk
as a single partition and you can create volumes on the disk to organize your files
and folders. Dynamic volumes can be extended on single or multiple Dynamic
disks and offer fault tolerance features. You can create the following types of
volumes on Dynamic disks:

Simple volume
A Simple volume contains space from all or part of a single Dynamic disk.
They are similar to a partition on a Basic disk.

Spanned volume
A Spanned volume contains space from a single or multiple Dynamic disks.
You can add unallocated space from 2 to 32 Dynamic disks to create a large
Spanned volume. Each disk can be of any size.
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Striped volume
A Striped volume combines space from 2 to 32 Dynamic disks to make a
single Dynamic volume. Data is stored on Spanned volumes in stripes
(chunks of 64 KB) on each disk in turns so that each disk has an equal
amount of disk space. Striped volumes cannot be extended and are not fault-
tolerant. If one of the disks in a Striped volume fails, all data is lost.

Disk drives are managed using the Disk Management utility found within the
Computer Management console. Right-click the My Computer icon and select
Manage to open the Computer Management console. The Disk Management tool
is located under the Storage folder.

Creating partitions. To create a partition, right-click a disk and click Create Parti-
tion. The New Partition Wizard guides you through the process of creating a
primary, an extended, or a logical drive. Once you have created a partition, you
can format it with FAT, FAT32, or NTFS filesystem. Right-click the partition and
select Format. Existing volumes can also be formatted from Windows Explorer.
This action destroys all data on the partition. The Format option also allows you
to assign a volume label and drive letter to the partition.

Converting from Basic disk to Dynamic disk. To convert a Basic disk to Dynamic, you
must have at least 1 MB of free space at the end of the disk, and the sector size
must not be larger than 512 bytes. Right-click the disk and select Convert To
Dynamic Disk. This action does not cause any loss of data.
&
Y If the Convert To Dynamic option is not available for a particular
,‘s‘ p disk, the disk is either already a Dynamic disk or you are trying to
" a’ convert the disk on a portable computer. Remember that Dynamic
disks are not supported on portable computers. This option is also
not available on removable disks such as CD-ROMS, floppy drives,
and Zip drives.

¢y

Converting from Dynamic disk to Basic disk. Converting a disk from Basic to Dynamic is a
one-way process. Conversion from Dynamic disk back to a Basic disk destroys all
data on the disk. You must first back up all the data on the disk before attempting
to perform this conversion. To convert a disk back to Basic, right-click the disk in
Disk Management and select Convert To Basic Disk.

Filesystems. Filesystems refer to the method operating systems use to manage disk
partitions and data storage. Filesystems help the OS keep track of files and folders
on the disk. You will need to decide on a filesystem when partitioning and format-
ting a disk. The following are the main filesystems used in Windows operating
systems:

FAT
The File Allocation Table (FAT) was implemented in DOS operating systems.
Its main characteristics include:

* Supports only 8-character filenames with a 3-character extension, known
as 8.3 file format.
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FAT32

No spaces are allowed in filenames.

The maximum partition size is 2 GB in Windows 95, Windows 98, and
Windows ME. In Windows NT 4.0, Windows 2000, and Windows XP,
the maximum supported FAT partition size is 4 GB.

FAT32 is an improved version of FAT and is supported in Windows 95
(OSR2) and later operating systems. Windows XP, Windows ME, and
Windows 95 OSR2 also support the FAT32 filesystem. Main characteristics
of FAT32 include:

NTFS

More reliable storage than FAT.

Not compatible with FAT.

Uses smaller disk cluster sizes to prevent wasting disk space.
Support for long filenames of up to 255 characters.

Extended disk partition size of up to 2 TB (Terabytes) or 2048 GB.

NTES is the preferred filesystem for Windows XP Professional, Windows
Server 2003, Windows 2000, and Windows NT operating systems. Some of
the benefits of using NTFS are as follows:

CDFS

It supports long file names of up to 255 characters.
It supports disk sizes of up to 16 EB (Exabytes).
It supports file- and folder-level security.

NTFS Encrypting File System (EFS) secures files and folders from unau-
thorized access.

It supports Disk Quotas to limit the use of disk space on a per-user basis.
It supports files larger than 4 GB in size.
It provides file compression to save disk space.

It supports Dynamic disks to efficiently use and manage disks and
partitions.

CDFS stands for Compact Disk File System, which is used on compact disks
(CDs).

UDF

UDF stands for Universal Disk Format, which is used on digital versatile
disks (DVDs).

Managing files and folders

Files and folders are managed using Windows Explorer in both Windows XP and
Windows 2000. The Windows Explorer utility is located in the Accessories folder
in Programs/All Programs in the Start menu. The following tasks can be
completed using this utility:

* Viewing and navigating files and folders.

* Copying and moving files and folders from one location to another.
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* Creating new folders and subfolders.

* Deleting files or folders.

* Viewing or changing file or folder attributes.

* Executing (running) program files.

* Searching for a particular file or folder.

* Sharing folders and setting permissions.

* Formatting a disk.
A simple way to perform any of the given file or folder task is to right-click it and
select the desired action such as copy, cut (and paste at another location), delete,
rename, etc. You can select the Properties from the context menu to open the

Properties window to view or change permissions, sharing, and file/folder
attributes.

File extensions. Each file is associated with an extension. Windows operating
systems use file associations to open files with specific extensions. Common file
extensions are as follows:

.EXE
Executable files

.DLL
Dynamic link library files

.SYS
System files

.LOG
Log files

XT
Text files

DOC
Document files

.HTM and . HTML
Web page files

AVI, MPG, .MP3
Audio video files

.BMP, .TIF, and JPG
Picture files

File attributes. File and folder attributes determine the type of actions a user can
perform on them. For example, if a file attribute is set as read-only, a user cannot
delete the file or make changes to it. You can use the Properties page of a file or
folder in Windows Explorer to view or change attributes. The types of attributes
supported in Windows XP and Windows 2000 are described next.
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Read-only
A file or folder with the Read-only attribute cannot be deleted or its contents
cannot be changed.

Hidden
A file or folder with the Hidden attribute is not visible when navigating in the
Windows Explorer. It cannot be deleted or copied.

System
A file or folder with the System attribute is used by the operating system. It is
marked as both Hidden and Read-only.

When you click the Advanced button, the following attributes can be viewed or
changed:

Archiving
The file or folder has been changed after the last backup. The Windows
Backup utility uses this archive to select files and folders for backing up data.

Indexing
A file or folder marked with the Index attribute is used by Windows Indexing
Service for a faster search. This attribute is available on NTFS volumes only.

Compression
The Compression attribute is used for compressed files and folders to save
disk space. This attribute is available on NTFS volumes only.

Encryption
The Encryption attribute is used to store files and folders in encrypted format
for security purposes. This attribute is available on NTFS volumes only.
&
iy In both Windows XP and Windows 2000, encryption and compres-
0‘;‘. . sionare mutually exclusive. This means that an encrypted file can-
" o not be compressed and a compressed file cannot be encrypted.

The following exercise explains the procedure to view or change attributes:
. Open Windows Explorer and navigate to the file or folder.
. Right-click and select Properties.

. Examine the file/folder attributes in the Attributes area.

A 0w N -

. Click the checkbox for the Read-only, Hidden, or System attribute, as
required. Click OK.

5. Click the Advanced button if you want to change the Archiving, Indexing,
Compression, or Encryption attributes.

6. Click the appropriate checkbox and click OK.
7. Click OK or the Apply button.

8. If you are changing the attributes of a folder, a dialog box prompts you to
select whether you want to change the attributes of the selected folder only or

all subfolders and files under the folder.
9. Make your selection and click OK.
10. Close Windows Explorer.
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File permissions. File permissions are used to control access to files. Permissions
determine which users are allowed to access files. Windows XP and Windows
2000 support two types of permissions: NTFS file permissions and share permis-
sions. The share permissions can be configured on NTFES as well as FAT volumes,
while the NTFS permissions are supported only on disk partitions formatted with
NTES filesystem. File and folder permissions can be assigned to individual users
as well as user groups. The following is a list of standard NTFS permissions:

Full Control
The Full Control permission grants the user all rights on the resource.

Modify
The Modify permission allows a user to change the contents of the file.

Read and Execute
The Read and Execute permission allows a user to read the file and execute
(run) it.

List Folder Contents

The List Folder Contents permission allows the user to list the files and
subfolders inside a folder.

Read
The Read permission allows a user to read a file.

Write
The Write permission allows a user to write files to a folder.
&
8 When both NTFS and share permissions are assigned for a user or

,'3 - for a group, the more restrictive of the two becomes effective.
NN

To assign share permissions on a folder, open Windows Explorer and navigate to
the folder. Right-click the folder and select the Sharing and Security option. This
opens the Sharing tab of the folder properties. You can share the folder and click
the Permissions button to assign share permissions.

To assign NTFS permissions, open Windows Explorer and navigate to the file or
folder. Right-click it and select the Sharing and Security option. Click the Security
tab, which opens the NTFS permissions page as shown in Figure 2-9. Click the
Add button to select a user or a group. Select the user or group in the upper
Group or user names box. Click the appropriate checkbox in the Permissions box
to assign the desired permission.

Installing and Configuring Operating Systems

Computers are useless without the operating system or software applications. As a
PC technician, you must have good hands-on knowledge of installing operating
systems. Since Windows XP and Windows 2000 are the most widely used oper-
ating systems, the A+ exams mainly cover these two operating systems. In this
section, we will take a look at a variety of tasks involved in installing and config-
uring the Windows operating system.
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Figure 2-9. Assigning NTFS permissions

Installing the operating system

Before you start installing the operating system or upgrading an existing one, you
will be required to make some preparations that include checking the minimum
hardware requirements, verifying compatibility of components, deciding on disk
partitions, selecting the filesystem, and determining whether the computer will
join a workgroup or a domain. Next, you will decide on an installation method,
which can be CD-based or from the network, and whether the installation will be
attended or unattended. In this section, we will take a look at various installation
and upgrade scenarios.

Minimum hardware requirements. Before starting the actual installation process, you
will need to ensure that your computer meets the minimum hardware require-
ments. Although many new computers will surpass these requirements, older
computers will need to be checked against these minimum requirements. The
minimum hardware requirements for Intel-based computers are shown in
Table 2-7.
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Table 2-7. Minimum and recommended hardware requirements for Windows XP and
Windows 2000 Professional

Recommended for Recommended for
Hardware Windows XP Windows XP Windows 2000 Windows 2000
Component Professional Professional Professional Professional
Processor Pentium 233 MHz Pentium 1350 MHz ~ Pentium 133 Pentium Il or higher
or faster
Memory 64 MB 128 MB (4GB 64 MB 128 MB
maximum
supported)
Free Disk Space 1.5 GB Free 2GB 2 GB with 650 MB 2GBor4GB
free space
Display VGA Adapter and Super VGA (SVGA) VGA SVGA
Monitor Monitor and PnP
Monitor
Network Adapter Not Necessary Any Network Not Necessary Any Network
(required if Adapter (requiredif ~ (required if Adapter (required if
installing over the installing over the installing over the installing over the
network) network) network) network)
CDorDVD Required Required Required Required
Keyboard and Required Required Required Required
Mouse

Hardware compatibility. The components of the computer should be compatible with
the operating system you have selected to install. You can check the compatibility
with Windows 2000 Professional from the Hardware Compatibility List (HCL),
which contains a list of hardware tested with the OS. With the release of
Windows XP, Microsoft changed the name of this list to Windows Catalog, which
includes software applications as well.

Installation methods. You can choose from a variety of installation methods for
installing or upgrading the operating system. Unlike Windows 98 and older
versions, which were available on floppy disks, Windows XP and Windows 2000
are distributed on bootable CD-ROM:s. If you want to start the installation process
from the CD-ROM, you must first change the BIOS settings to make the CD drive
as the first boot drive. The following is a summary of installation methods:

Attended installation
When you install Windows XP/2000 from a CD-ROM and are physically
present to answer the questions prompted by the setup program, the installa-
tion is known as attended. This installation can be started from the setup CD-
ROM or from a shared network folder where all setup files are already copied.

Unattended installation
In the unattended installation method, an answer file provides answers to
most of the questions that are prompted during the installation. The answer
file contains answers to most common parameters required by the setup
program. You must first create an answer file using Notepad or the Setup
Manager utility. The answer file is usually named unattend.txt.
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SysPrep installation

The System Preparation (SysPrep) utility is actually a disk duplication
method. It is used to prepare a master image of an existing Windows XP/
2000 Professional installation. This image can then be copied to other
computers with identical hardware. The Sysprep utility removes the
computer-specific information from the image. This method can only be used
for clean installations. The computer used for this purpose is known as the
master or reference computer and can have any number of applications
installed besides the OS. After running SysPrep, you must use a third-party
utility to create the actual image of the disk.

Remote Installation Service (RIS)
You can use the RIS for unattended large-scale deployments of Windows XP
and Windows 2000 Professional. RIS requires that the computer must be
connected to a Windows domain; a domain controller running Active Direc-
tory service, and a DNS server, and that a DHCP server is available during
installation.

Installation options. The Windows setup program gives you several options for the
installation. These include the installation method, a choice of the filesystem for
the disk partition, network configuration, and provision for multibooting the
computer (installing two or more operating systems on the same computer).

Installation type
You can choose from typical, full, minimal, or custom. The typical installa-
tion installs most common components while the full installation installs all
mandatory as well as optional components. If you are experienced in installa-
tions, you can customize the installation using the custom installation option.

Network configuration
Installing the network components is optional at the time of initial setup. You
can install these components later. Even when you have selected to include
the networking components, you can initially let the setup join the computer
to a workgroup and later change it to a domain membership.

Multiple-boot system
You can install Windows XP or Windows XP Professional with any other
Windows OS and keep the system as a multiboot system. At the time of
installation, you are given the option of whether you want to delete the
existing OS, upgrade it, or keep the system as dual or multiboot.

Disk partition. One of the most important decisions when installing the operating
system is about disk partitions. A partition is a logical section of the hard disk where
the system can store data. When you start installing the operating system, the setup
program lets you install the operating system on an existing hard disk partition, or
you can create a new partition. If you decide on using the existing partition to
creatre a new one, all previously stored data on that partition will be lost

Microsoft recommends that you should create only one partition during installation
that is to be used for installing the operating system and that you make other parti-
tions after the installation is complete. When you partition the disk, you must also
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format it using the FAT or NTFS filesystem. In case you are dual-booting the system
with Windows XP/2000 Professional and another operating system, you should
install each operating system in a separate disk partition. It is recommended that
you use the NTFS filesystem for all disk partitions due to its efficiency and advanced
security features. In case you are dual-booting Windows XP/2000 with an old oper-
ating system such as Windows 95 or Windows Me, which do not recognize NTFS
partitions, you must keep the boot partition as FAT.

Installing Windows XP Professional

Windows XP Professional comes on a single CD-ROM with a product key that
will be used during the installation. If your computer BIOS supports booting from
the CD-ROM, simply insert the Windows XP Professional CD in the CD-ROM
drive and start the computer. The setup process starts with text mode, during
which the hard disk is prepared and necessary installation files are copied to the
hard disk. Setup then enters the GUI phase, when the user is prompted for infor-
mation about the computer, username, and password, etc. This phase includes
the network phase where the setup program detects the network adapter and
collects information about networking components. The installation completes
when the setup program copies final files to the hard disk, creates Start menu
items, registers components, removes temporary setup files, and restarts the
computer.

Textmode. The text mode phase copies the initial setup files to the computer,
creates hard disk partitions, and then copies setup files to the hard disk. The
following steps are completed:

1. If the computer BIOS supports booting from the CD-ROM, you can start the
text mode by inserting the Windows XP Professional CD-ROM into the CD-
ROM drive. Restart the computer, and the text mode of installation begins.

2. If you are already running an operating system, simply insert the CD-ROM
and choose whether you want to upgrade the previous operating system or
perform a clean installation from the Welcome screen.

3. If you wish to install any third-party device drivers, such as a SATA disk
controller, press F6.

4. Installation continues with copying initial setup files into memory. A
Welcome screen appears. Press Enter to continue.

5. Press the F8 key to accept the Licensing Agreement.

6. In the Disk Partitioning section, select the disk partition you wish to use for
Windows XP Professional. Press C to create a new partition or press D to
delete an existing partition.

7. The setup program checks the selected partition for errors and formats the
partition with the selected filesystem. Setup then copies necessary files to the
hard disk partition.

8. The computer restarts and enters the GUI phase, as explained in the next
section.
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GUImode. After the computer restarts, the setup wizard starts. This is known as
the GUI phase or GUI mode. The following steps explain the procedure:

1. Press Enter to continue installation. During this time, setup detects and
installs various devices and drivers. This takes several minutes before the next
screen is displayed.

2. The Regional and Language Options screen appears. Make your selections
appropriately and click Next.

3. In the Personalize Your Software page, fill in the correct information and
click Next. Enter the correct 25-digit Product Key and click Next.

4. In the Computer Name and Administrator Password screen, enter a name for
the computer and enter the password that you wish to assign to the
computer’s local administrator. Click Next.

5. In the Date and Time screen, check and, if required, correct the date, time,
and time zone settings and click Next.

6. The setup now enters the Network Phase. Networking components are
detected and installed. Choose Typical if you wish to proceed with auto-
matic configuration; otherwise, choose Custom. Typical networking
components include Client for Microsoft Networks, File and Print Sharing for
Microsoft Networks, and TCP/IP protocol with automatic IP addressing.
Click Next.

7. The Workgroup or Computer Domain name screen appears next. If you
select a domain name, you will be asked about the domain administrator’s
username and password. Enter the correct information and click Next. Setup
copies several files to the hard disk.

8. Setup completes the installation by installing the Start menu items, registers
various components you selected, saves your configuration to the registry,
removes temporary installation files, and restarts the computer.

When the computer restarts, the Welcome screen appears if you selected to join a
workgroup. If you selected to join a domain during installation, the Logon to
Windows screen appears instead.

Installing over the network. When installing Windows XP Professional over the
network, the installation files are stored on a network file server known as the
distribution server. The setup process is started using either the winnt.exe or
winnt32.exe command, depending on the operating system currently in use.

* If you are using MS-DOS or Windows 3.x versions, run winnt.exe to start the
installation process.

* If you are currently using Windows 95, Windows 98, Windows Me, Win-

dows NT 4.0, or Windows 2000 Professional operating systems, run the
winnt32.exe to start the installation.

The following are some essential steps that you must take before starting the
installation:

1. Locate the distribution server and the correct path to connect to the shared
folder.
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. Create a FAT partition on the computer where you want to install Windows
XP Professional.

. Install necessary network client software in order to enable the computer to
connect to the distribution software. If the computer does not have any oper-
ating system, you can use a boot floppy disk that contains network client
software to communicate on the network.

. Start the computer either using the currently installed operating system or

from the network client boot disk.

5. Connect to the shared folder (/i386) on the distribution server.

6. Start the installation by running the winnt.exe or winnt32.exe from the

command prompt.

Both the winnt.exe and winnt32.exe utilities include a number of parameters.
Tables 2-8 and 2-9 list some of the commonly used parameters for these

commands respectively.

Table 2-8. Parameters for the winnt.exe command

Parameter
/x[folder]
/1x[ :folder]

/s[ :sourcepath]

/t[ :tempdrive]
/ul :answer file]

/udf:id[,UDF_file]

Function
Copies and saves an optional folder.
Copies an optional folder. The folder is deleted after installation.

Specifies the location of source files in the format \\server\share\
[path].

Specifies the temp drive to contain installation files.

Specifies an answer file for unattended installation. This parameter
must be used with the /s parameter.

Specifies the identifiers that setup uses to see how a uniqueness
database file (UDF) modifies the answer file.

Table 2-9. Parameters for the winnt32.exe command

Parameter
/checkupgradeonly

/cmd:command_line

/cmdcons
/copydir:foldername
/debug[level] [:filename]
/dudisable
/makelocalsource

/noreboot
/s:sourcepath

/tempdrive:driveletter

Function

Only checks whether the computer can be upgraded to Windows XP
Professional.

Specifies a command that should be run immediately after
installation.

Installs Recovery Console as a startup option.

Creates an additional folder with the %systemroot% folder.
Creates a debug file for troubleshooting.

Disables dynamic updates during installation.

Copies all installation files to the local hard drive.

Executes another command before restarting the computer when the
text phase is complete.

Specifies the location of source files for Windows XP Professional
installation.

Copies installation files on this temporary drive and installs the oper-
ating system on that drive.
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Table 2-9. Parameters for the winnt32.exe command (continued)

Parameter Function

/udf:id[,UDF_file] Specifies the identifiers that setup uses to see how a uniqueness

database file (UDF) modifies the answer file. If you do not specify a
UDF file, you are prompted to insert a disk containing the SUNIQUES.
UDB file.

/unattend Used to upgrade previous versions of Windows 98, Windows ME,

Windows NT 4.0, and Windows 2000 without any user input. Copies
all user settings from previous version of Windows.

/unattend[num]: [answerfile] Used to perform a fresh installation of Windows XP Professional in

unattended mode using the specified answer file. The num option
specifies the time that must lapse after copying of files and the restart
of the computer. Dynamic updates are downloaded and included in
installation files.

Installing Windows 2000 Professional

Start from the Windows 2000 Professional installation CD-ROM. Make sure that
the CD-ROM is set to start before the hard disk does. Insert the CD-ROM, and
then when you are prompted, press any key to start the Windows 2000 Profes-
sional installation. The following steps explain the installation process:

1.

10.

1.

Setup inspects computer's hardware configuration, and installation begins.
When the Microsoft Windows 2000 Professional screen appears, press Enter.

. Press the F8 key to accept the terms of the license agreement.

. When the Windows 2000 Professional Setup screen appears, either press

Enter to install on the selected partition, or press C to create a new partition.

. You may choose to leave the current partition as is, format it using FAT,

convert it to NTFS, or format it using NTFS. Press Enter after you make your
selection. Setup examines the existing hard disks and then copies the
required files for installation. The computer is then restarted.

. Installation enters the GUI mode. Click Next to start the GUI wizard. Setup

detects and installs necessary devices such as the keyboard and the mouse.

. The Regional Options page appears. Customize your installation for locale,

number format, currency, time, date, and language, if necessary. Click Next.

. The Personalize Your Software dialog box appears. Type your name and the

name of your organization, and then click Next.

. In the Product ID dialog box, type the 25-character product key, and then

click Next.

. The Computer Name and Password dialog box is displayed. Either accept the

default name or type a different name for the computer. You are prompted
for an administrative password—type a password for the Administrator
account. Click Next.

The Date and Time Settings dialog box appears. Set the correct date and time
for your computer and select a time zone. Click Next.

The installation now enters the networking phase. Setup detects network
settings and installs the networking software. Choose Typical to set default
network settings such as File and Print Sharing for Microsoft Networks,
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Client for Microsoft Networks, and TCP/IP protocol. Choose Custom to
specify the network components that you require for network environment,
and then click Next.

12. In the next dialog box, specify whether to join the computer to a workgroup
or domain. If you indicate that you are part of a domain, you will need to
specify your domain username and password. Click Next.

13. The setup enters the final phase. It installs Start menu items, registers compo-
nents, saves settings, and removes temporary files. Remove the Windows
2000 CD-ROM, and then click Finish to restart the computer.

14. After the computer restarts, click Next in the Welcome to the Network Iden-
tification Wizard dialog box. Specify whether users must enter a username
and password or whether Windows 2000 should automatically log on a
specific user when the computer starts. Click Finish.
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Completing post-installation tasks. After the installation is complete, you must perform
a number of tasks such as product activation (Windows XP), updating device
drivers, copying user data files, and verifying the installation. These tasks are
explained in the following paragraphs:

Product activation (Windows XP)
The retail and evaluation copies of Windows XP Professional must be acti-
vated within 30 days of installation. Activation is not required if the copy of
Windows XP Professional is a part of volume licensing plan. After 30 days,
the Windows XP Professional ceases to work and does not allow you to log
on to the system.

Update OS and device drivers

Once the basic installation is complete, you might need to update the drivers
for certain devices such as the network adapter or a printer. Some vendors
might have updated their drivers after the release of the operating system.
You must also check whether Microsoft itself has updated the OS. For
Windows 2000 Professional, you need to install Service Pack 4. In the case of
Windows XP Professional, you need Service Pack 2 if it is not included on the
setup CD-ROM.

Copy user data files

After the installation is complete, you will need to install application soft-
ware and restore data files for the user who works on the computer. You will
also need to restore his desktop settings as well. You can use the File and
Settings Transfer Wizard in Windows XP to copy user settings and files from
another computer. This wizard is located in the System Tools subfolder in the
Accessories folder in the Start Menu. This wizard can copy application
settings and user data files as well as several other settings such as Internet
Explorer settings, Outlook settings, desktop settings, folder options, etc.

Verifying installation
After the installation is complete, you must verify that the OS and the appli-
cations work as expected. Reboot the computer and examine the
functionality of different devices. Make sure that it is able to connect to the
network and printers. Run a couple of applications and verify that they do
not produce unexpected errors.
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Upgrading an operating system

In some situations, you might be required to upgrade a previously installed
version of Windows to Windows XP or Windows 2000 Professional. You will
need to make certain checks to perform a successful upgrade installation. These
checks include verifying that an upgrade path exists, the new OS supports the
computer hardware and the applications are compatible. When you decide to
perform the upgrade, you will also be required to back up the existing data files.
In the discussion that follows, we will take a look at these aspects.

Available upgrade paths. Not all previous versions of Windows can be directly
upgraded to Windows XP or Windows 2000 Professional. Table 2-10 lists the
options available for performing an upgrade installation for both of these oper-
ating systems.

Table 2-10. Upgrade paths for Windows XP and Windows 2000

Upgrade to Windows XP Upgrade to Windows 2000
Previous operating system Professional Professional
Windows 95 No; upgrade to Windows 98 first Yes
Windows 98 Yes Yes
Windows ME Yes No
Windows NT Workstation 4.0 with SP4 Yes Yes
Windows 2000 Professional Yes N/A

Memorize the details given in Table 2-10 because questions on
a upgrading OS generally make their way into the A+ exams. Also
) make it a point to figure out a tricky question where you would be
asked to upgrade a previous server operating system (Windows NT
4.0 Server to Windows 2000 Professional or a Windows 2000
Server to Windows XP Professional). Remember that only client
operating systems can be upgraded to new client operating systems.

¢y

Checking hardware compatibility. Both Windows XP and Windows 2000 Professional
setup programs include an option to test whether the current computer hardware
and software can be upgraded or not. Run the following command from the /i386
folder on the CD-ROM drive:

winnt32 /checkupgradeonly

When the test is complete, it displays the compatibility report. This report is
saved as the file UPGRADE.TXT.

Checking application compatibility. You will need to ensure that the currently installed
applications are compatible with the new OS. If they are not compatible, choose
whether you will need to obtain newer versions of applications or apply updates
to make them so.
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Installing additional Windows components. When upgrading a previous version of
Windows to a newer version, you might need to apply OS updates before starting
the installation. The updates can be in the form of a service pack (SP), hotfixes, or
patches. For example, if you want to upgrade a Windows 2000 Professional
computer to Windows XP Professional, you will first need to install Windows
2000 Service Pack 4 (SP4).

Network compatibility. If the computer is connected or will be connected to a
network, ensure that the new OS supports the network adapter and its driver. You
might also need to obtain information on protocol configuration such as TCP/IP
addresses.

Upgrade utility. You must decide on a built-in utility to perform the upgrade.
Depending on the currently installed OS on the computer, you can use one of the
following utilities:

* Use winnt.exe to upgrade from a 16-bit OS such as Windows 95 and MS-
DOS.

* Use winnt32.exe to upgrade from a 32-bit OS such as Windows 98 and later.

Backing up user data. Considering that the upgrade installation is successful, the user
data, desktop, and application settings will be migrated to the new OS. But you
should not take chances and always plan to back up at least user data files before
starting the installation.

Performing the upgrade. Performing an upgrade install is fairly simple compared to a
fresh installation. Start the computer with its currently installed OS and insert the
bootable setup CD for Windows XP or Windows 2000, as required. You will see
an option to upgrade the currently installed OS. Click Yes and click the setup
program.

The upgrade wizard for Windows 2000 Professional guides you through the
process as follows:

License agreement and product key
You will be prompted to accept the End User License Agreement (EULA) and
enter a valid 25-digit product key.

Providing upgrade packs
This option provides an opportunity to apply upgrade packs for applica-
tions. You can still apply the upgrade packs after the upgrade is complete.

Upgrading to NTFS File System
You may choose to upgrade the disk filesystem to NTFS or leave the current
filesystem as is. Microsoft recommends that you upgrade the filesystem to
NTEFS if not already using it. If you are dual-booting the new OS with another
OS that is not compatible with NTFS, select No for this option.

Upgrade the PnP driver files
You are given an option to update driver files for PnP devices. If you do not
have these files handy, you can install them after the upgrade is complete.

Operating Systems | 91

wv
=3
=
S
<
a
c.
s
3

sjenuassy +y




Upgrade report
The setup program prepares an upgrade report that includes compatibility
issues with currently installed hardware and software. You have the option to
continue with the upgrade process or exit it in order to obtain necessary
updated software for applications of device drivers.

Once these steps are complete, the setup program proceeds with the installation
(which is more or less automated), and you are not required to answer any further
questions.

When upgrading to Windows XP, you will need to accept the EULA and enter a
25-digit product key after you choose the Upgrade option. If the computer is
connected to the Internet, the setup program checks for update files on
Microsoft’s web site and automatically downloads them to install them during the
upgrade. The upgrade to Windows XP is also a simple process, and you are not
asked many questions. After the installation is complete, you will need to activate
the product with Microsoft within 30 days of installation.

Installing devices and drivers

Once the basic installation of the OS is complete, you might be required to install
or upgrade devices and their drivers to enhance the capabilities of the computer.
These may include input/output (I/O) devices such as printers, scanners, mouse
devices, monitors, modems, or network adapters. Some of the essential tasks asso-
ciated with installing devices are covered in the following sections.

Identifying the PnP and non-PnP devices. Computer devices can be classified into two
main categories: Plug and Play (PnP) and non-Plug and Play. While PnP devices
are automatically detected and configured by the computer BIOS and the OS, the
non-PnP devices need to be manually configured. For a PnP device to function
properly, the computer BIOS and the OS should support the PnP functionality.
Almost every device on the market these days is PnP-compatible.

Permissions and rights. You must have adequate permissions in order to install
devices and drivers on Windows XP and Windows 2000 computers. If you are
logged on as an administrator or a member of the administrators group, you can
perform the installation without any problems. Otherwise, you will need to have
the load and unload device drivers right on the computer. If the device driver has
a digital signature, any user can install the device, provided that no user interac-
tion is required during installation.

Driversigning. The driver signing feature in Windows ensures that only those
drivers are installed that are verified by Windows Hardware Quality Labs
(WHQL). These drivers carry a digital signature that verifies that the driver has
been tested and approved by Microsoft or the vendor to work with the operating
system. Windows XP Professional includes another utility known as Signature
Verification (signverif.exe) to verify that the installed device drivers have digital
signatures. Only administrators or members of administrators can install unsigned
device drivers.
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Obtaining device drivers. Most device driver files are distributed on CD-ROMs that
come with the device. You will need to obtain the driver and check its compati-
bility with the OS before installing it on the computer. In case you have lost the
original driver CD or are updating a currently installed driver, you may also
download the driver from the vendor’s web site, if it is available.

Connecting the device. The device must be connected to the computer before you
install its driver. In case the device is PnP, it will be automatically detected when
you start the computer. In case of USB devices, you will install the drivers first and
then can connect them while the computer is powered on. In any case, you must
follow the manufacturer’s instructions for the correct installation process.

Installing and configuring the driver. You can use the CD-ROM that contains the device
driver, download it from the manufacturer’s web site or have the Add Hardware
wizard install the driver. After the installation is complete, you must restart the
computer so that the new device can be used. This action is not necessary for
devices that are hot-swappable, such as the USB devices.

PnP devices are automatically configured to use appropriate system resources
such as IRQ, I/O port, and DMA address during installation. For some other
devices, you must go through a series of steps to fully configure it. For example,
printers, scanners, and cameras must be configured for optimum performance and
requirements.

Adding devices in Windows 2000. The following steps explain the device installation
process in Windows 2000 Professional:

1. Turn off the computer and physically install the device in an appropriate
expansion slot or to an external port.

2. If the device is detected, Windows will try to locate an appropriate driver for
it. I it cannot find one, it will prompt for the location of driver files.

3. If the device is not detected, you can use the Add/Remove Hardware utility in
the Control Panel to manually install the driver.

4. The wizard prompts you whether you want to Add/Troubleshoot a device or
Uninstall/Unplug a device. Choose the Add/Troubleshoot option.

5. The OS searches for PnP devices that do not have a driver installed yet. You
are prompted to choose a device from a list of devices. Click the Add a New
Device option on top of the list.

6. You are prompted to have Windows search for a suitable driver, or you can
click the Have Disk button to install the driver from the CD or from another
location on the hard disk.

Adding devices in Windows XP. The following steps explain the device installation
process in Windows XP:

1. Turn off the computer and physically install the device in an appropriate
expansion slot or in an external port.

Operating Systems | 93

wv
=3
=
S
<
a
c.
s
3

sjenuassy +y




2. Restart the computer and wait for Windows XP to detect the hardware
device. You can either choose to let Windows search for and install a suitable
driver or choose to install the driver manually. With the first option,
Windows tries to search for an appropriate driver. If you insert the driver CD,
Windows will locate the driver files automatically.

3. Once the driver files are located, Windows XP checks whether the driver is
digitally signed or not. You are given an option to stop the installation in case
the driver is found to be unsigned.

4. Once you click the Continue Anyway button, the driver is installed and the
device is ready to use.

Verifying device driver installation. Once the device is installed and the driver is loaded,
you can verify it from the Device Manager. A device with an incorrect driver is
flagged with a big yellow question mark (?). A black exclamation point (!) on a
yellow field indicates the device is in a problem state. Note that a device that is in
a problem state can be functioning. You can double-click the device and view its
properties.

Optimizing performance

Optimizing Windows is the process of fine-tuning its performance. Both Windows
XP and Windows 2000 include some utilities that help optimize the OS perfor-
mance. In this section, we will discuss how the OS can be fine-tuned for optimum
performance.

Virtual memory. Windows operating systems use virtual memory to temporarily store
data when it is running out of the physical memory (RAM) in the computer. This
data is stored in a file on the hard disk (which is known as swap file or paging
file). For most Windows installations, the OS automatically manages the size of
the paging file. You can manually increase or decrease the size of this file or split
the file across multiple hard disks depending on your requirements.

If you feel that the system performance is poor, you can increase the size of this
file or divide the file into multiple disks. The following steps explain how you can
change the virtual memory settings in Windows XP:

. Click Start —+ Control Panel — System.

. Click the Advanced tab.

. Click the Settings button in the Performance area.
. Click Advanced.

. Click Change in the Virtual Memory area.

(= N, T S I

. Enter the “Initial size” and “Maximum size” and click Set. Refer to
Figure 2-10.

7. Close all windows.
In Windows 2000, the virtual memory can be fine-tuned with the following steps:

1. Click Start = Control Panel — System.
2. Click the Advanced button.
3. Click the Performance Options button.
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Figure 2-10. Virtual Memory settings

4. Select the Applications or Background Processes button, as required.
5. Click the Change button to change the size of paging file.

6. In the Virtual Memory page, enter the initial and maximum size of the paging

file.
7. Click Set and click OK.

Defragmenting hard disks. Defragmenting hard disks helps improve their read/write
performance. Hard disks become fragmented when some applications are
installed or after a large number of files are moved or deleted. Fragmentation
refers to the state of a hard disk when it no longer has contiguous space available
to store new files or folders. The Disk Defragmenter utility can analyze hard disks
and defragment them to free up contiguous space. Disk Defragmenter works on
FAT, FAT32, and NTFS volumes.

There are several ways to access the Disk Defragmenter:
* (Click Start — All Programs — Accessories — System Tools — Disk
Defragmenter.

* Open Windows Explorer; open the properties of disk or volume. Select the
Tools tab. Click Defragment Now to open the Disk Defragmenter snap-in.

* Right-click My Computer, and click Manage to open Computer Manage-
ment. The Disk Defragmenter is located under the Storage folder as shown in
Figure 2-11.
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Figure 2-11. Disk Defragmenter snap-in

At the top of the window you can select the disk or volume that you wish to
analyze or defragment. The two buttons on the bottom of the screen give you the
following two options:

The Analyze button
Used to analyze the entire disk and display the results in the graphical form.

The Defragment button
Used to start the defragmentation process. The disk is automatically analyzed
before it is defragmented.

Temporary files. The Disk Cleanup utility in Windows XP is used to free up disk
space by deleting temporary files and folders from the disk or volume. This utility
can be accessed from Windows Explorer or from the System Tools folder under
Accessories in the All Programs menu. Disk Cleanup essentially gives you options
to delete several types of files. These files include:

* Program files downloaded from the Internet, including ActiveX controls and
Java Applets.

* Temporary Internet files to clear the computer cache. These files are stored in
the Temporary Internet Files Folder.

* Temporary Files located in the Temp folder.
* Files stored in the Recycle Bin.
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Configuring services. System performance is greatly affected on the startup type of
services. Windows installs several services during the installation process. Many
of these services are never used but automatically start when the computer boots
and keep running in the background. Identifying unused services and disabling
them can improve the system performance. The Services utility in the Control
Panel is used to configure the startup behavior of services. You can stop a running
service, start a stopped service, or configure its startup type as automatic, manual,
or disabled. When the startup type for a service is configured as manual, it starts
only when some application requires it.

Troubleshooting Techniques

In order to troubleshoot problems related to the operating system, you must
understand the Windows boot sequence, the advanced boot options available,
and basic diagnostic procedures. Additionally, you must have good knowledge of
using built-in troubleshooting utilities. Familiarity with different types of error
messages and common operational problems will help you resolve problems easily
and quickly.

Understanding boot sequence

The following discussion explains the boot sequence in both Windows XP and
Windows 2000:

Pre-boot sequence. When the computer is started, it performs a pre-boot sequence in
the following manner:

1. A POST is performed to check the hardware components, which include
physical memory (RAM), video, and the keyboard. In case the computer
BIOS supports Plug and Play (PnP), the configuration of PnP-compatible
hardware devices is performed.

2. The Master Boot Record (MBR) is loaded from the selected boot device. The
MBR in turn loads the NTLDR file from the boot device. In case the
computer has a Small Computer System Interface (SCSI) device as the boot
device without its own BIOS, the NTBOOTDD.SYS file is loaded.

Boot sequence. NTLDR takes charge of the process from here on and performs the
following steps:

1. NTLDR switches the processor to 32-bit flat memory mode and loads the
filesystems driver to access the FAT, FAT32, or NTFS partitions.

2. NTLDR reads the BOOT.INI file and selects an operating system. If multiple
operating systems are installed on the computer, the BOOT.INI file prompts
the user to select an operating system. If the MS-DOS operating system is
selected, NTLDR loads the boot sector from the BOOTSECT.DOS file.

3. NTLDR calls on the NTDETECT.COM file to perform hardware detection,
which displays error messages if any hardware problems exist. If the
computer has more than one hardware profile, the user is given a choice to
select an appropriate profile.
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Kernel Load and initialization. The Kernel Load phase begins and performs the
following steps:

1. NTLDR calls on NTOSKRNL.EXE file (the Windows Kernel), which changes
the screen color from black to blue. The Kernel loads another module known
as the hardware abstraction layer (HAL.DLL).

2. The kernel initializes by creating a registry key known as HKEY_LOCAL_
MACHINE\HARDWARE. This key contains information about the hard-
ware devices on the computer based on the results of NTDETECT.COM.

3. The kernel creates a Clone Control Set by copying the control set in the
HKEY_LOCAL_MACHINE\SYSTEMA\Select subkey of the registry.

4. The kernel loads low-level device drivers and filesystems. The device drivers
initialize as they are loaded. The user mode subsystem is loaded and the
computer display changes to the GUI mode.

5. Once the kernel has loaded and is initialized, the system services are started.

Logon process. The logon process starts as soon as the Winlogon service is started.
The Local Security Authority displays the logon screen. The Service Control
Manager scans the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Services subkey of the Registry to look for services that should start automati-
cally. After you log on successfully to the system, the operating system copies the
Clone Control Set to the Last Known Good control set.

Understanding the Advanced Boot Options

Some of the Windows startup problems can be resolved using the Advanced Boot
Options during the startup phase. The most commonly used advanced options
include Safe Mode, Last Known Good Configuration and Recovery Console.
When Windows fails to complete the boot process, you can access any of these
options by pressing the F8 key immediately after the POST is complete.

Safe Mode
In the Safe Mode, Windows XP loads with minimum basic system services
and device drivers sufficient to boot the operating system. These components
include the keyboard, mouse, hard disks, the VGA monitor, and other most
essential system services. Safe Mode provides access to all system and device
configuration options so that you can enable or disable components one by
one and try to pinpoint the problem.

Safe Mode with Networking
Safe Mode with Networking is similar to Safe Mode except that networking
devices, drivers, and services are also initialized.

Safe Mode with Command Prompt
Safe Mode with Command Prompt loads the command interpreter, just like
in MS-DOS, instead of the GUIL

Last Known Good Configuration
The Last Known Good Configuration option loads the last used system
configuration that allows you to return the system to the previous working
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configuration. Windows saves two types of configurations in the Registry:
Default and Last Known Good. The Default configuration is saved to the
registry when you shut down the system. The Last Known Good Configura-
tion is saved when you log on to the system.

The Last Known Good Configuration will not be useful if you have
already logged on to the system with incorrect configuration. This
option must be used before a successful logon happens.

Enable Boot Logging
This mode enables the boot logging option that stores the boot process infor-
mation in a file named NTBTLOG.TXT. This file is stored in the /WINNT
directory and is helpful is diagnosing startup problems.

Enable VGA Mode
This mode loads Windows with basic VGA device drivers and other normal
configuration. This mode is helpful in diagnosing problems with the display
driver.

Recovery Console

The Recovery Console is useful in resolving system startup problems when the
Safe Modes and Last Known Good Configurations do not work. The Recovery
Console allows you to repair critical system files that might have been corrupted
by copying original files from the Windows XP/2000 Professional setup CD-
ROM. You can also enable or disable services that you think might be causing the
problem. The Recovery Console can either be started from the Windows setup
CD-ROM or can be installed as one of the Advanced Boot Options as explained in
the following paragraphs.

Once the Recovery Console is installed, you can type help and press the Enter key
at any time to get a list of available commands. Type exit and press the Enter key
again to close the Recovery Console and restart the system.

Starting Recovery Console from the Windows XP/2000 setup CD-ROM

1. Insert the Windows XP/2000 setup CD-ROM into the CD-ROM drive. Make
sure that the computer BIOS is set to start from the CD-ROM. Restart the
computer.

2. Press Enter when the Setup Notification message appears.

3. At the Welcome screen, press R to repair a Windows XP Installation Using
Recovery Console.

4. In case there is more than one Windows XP installation on the computer,
type the installation number corresponding to the installation that you wish
to repair, and press Enter.

5. Press C at the Windows XP Recovery Console screen to start the Recovery
Console.
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6. Type the Administrator password when prompted and press Enter. This pass-
word must be the password of the Local Administrator.

7. The Recovery Console displays a command prompt.
Installing Recovery Console as Advanced Boot Options

1. Insert the Windows XP setup CD-ROM in the CD-ROM drive while running
Windows XP Professional.

2. Select NO when you are prompted to upgrade to Windows XP Professional.

3. Click Start — Run to open the Run dialog box. Type cmd and press Enter to
open the command prompt.

4. At the command prompt, type the following command, replacing the word
drive with the drive letter of your CD-ROM drive:

drive:\i386\winnnt32.exe /cmdcons

5. Restart the computer.

Once installed, the Recovery Console appears as one of the options in the
Advanced Boot Options menu when you press F8 during the startup process.

System Restore (Windows XP)

The System Restore in Windows XP helps restore the system to a working state
after you make changes to the system settings or install applications that make it
unstable. It uses system restore points to store a snapshot of system settings at
regular intervals. When you run the System Restore, a calendar is displayed in
which you can pick a particular System Restore point. The System Restore can be
accessed in one of the following methods:

* Open the Help And Support Center, located in the Start menu. Under Pick a
Task, click Undo Changes to Your Computer Using System Restore.

* Click Start — All Programs — Accessories — System Tools — System Restore.

You can also create System Restore points manually when you expect to make
changes to your system. The following steps explain how you can create a System
Restore point:

1. Click Start — All Programs — Accessories — System Tools — System Restore.
2. Click Create A Restore Point. Click Next.

3. Type a name to identify the restore point in the Restore Point Description
box.

4. Click Create.

Automated System Recovery (Windows XP)

The Automated System Recovery (ASR) Wizard in Windows XP is located in the
Backup utility. This utility is used to restore the system after a major failure. Click
the Automated System Recovery Wizard on the Backup Utility window to prepare
an ASR backup for the computer. You will need a blank floppy disk and a full
backup of the system partition of the computer. The ASR Wizard is shown in
Figure 2-12.
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Figure 2-12. ASR Wizard in Windows

The following procedure explains how the Automated System Recovery Wizard
can be used to back up critical system components:

1.
2.

7.

Click Start — Programs — Accessories — System Tools — Backup.

Click the Automated System Recovery Wizard from the Backup Utility
window. This opens the Automated System Recovery Wizard dialog box.
Click Next.

. Select the Backup Media Type and the Backup Media or Filename. Click Next.
. Check the information on the Completing the Automated System Recovery

Preparation Wizard page. If correct, click Finish.

. It takes the system about an hour or so to back up the system files. You are

prompted to insert a blank floppy disk.

. The backup completes writing to the floppy disk and presents an option to

view the report.
Click Close to close the backup process and close the Backup Utility window.

When you need to restore the system using the ASR, you can use the floppy disk
to restore the system partition of the computer. You must also restore critical
system files that you backed up on the tape drive or a network file share. Other
applications and data can be restored using your regular backup sets.

Emergency Repair Disk (Windows 2000)

In Windows 2000 you can prepare Emergency Repair Disks (ERDs) or boot disks
(a set of four floppy disks) to help start the system when it cannot boot normally
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from the hard drive. You will need the setup CD-ROM to create the boot disk set.
As with the ASR utility in Windows XP, the ERD utility in Windows 2000 is also
located in the Backup utility. You can also create the ERD disks by running the
file MAKEBOOT.EXE from the BOOTDISK folder on the setup CD-ROM.

In order to use the ERD, you will need to choose the Repair option after starting
the installation using the setup CD-ROM. The installation process will then
prompt you to provide the ERD disk set.

Troubleshooting procedures

The troubleshooting process starts when someone reports a problem and asks for
your help to resolve it. The first step to troubleshoot a problem is to talk to the
user and gather as much information as you can. This is followed by identifying
potential causes and isolating the problem. The discussion that follows explains
the troubleshooting process that you are expected to know for the A+ exams as
well as at your workplace.

Talking to the user. As noted earlier, the first step in troubleshooting a problem is to
gather information about the problem and its symptoms. You will need to talk to
the computer user to gather necessary information that can help you get started in
the process of resolving the problem. You might need to ask a few questions and
should be patient when listening to the user. Do not jump to a conclusion at this
point.

Gathering information. Gathering sufficient information from the user or from the
system event logs will ensure that you know what happened between the time the
computer was working and when it stopped. The problem might be due to a user
error, a malfunctioning device, or a configuration change. Find out if a new appli-
cation was installed, if a new hardware device was added, if a device driver was
updated, or if the user tried to install a new version of a game or just tried to open
an application. Unless you have enough information, you will not be able to
correctly identify the cause of the problem.

Identifying potential causes. One you have enough information about the problem,
the next step is to look into several possible causes that could result in the specific
problem. Try not to make assumptions on initial information and do not over-
look even the least important cause.

Isolating the problem. Once you have identified a number of potential causes for the
problem, you will need to eliminate the causes that do not directly relate to the
problem. In case of a hardware problem, you might need to disable one or more
hardware devices and try starting the computer with minimum configuration.
Isolating the problem ensures that you have correctly identified the cause of it.

Testing related components. Sometimes problems do not come alone. One problem
leads to another and the process continues. When you have identified the cause of
the problem, check whether the problem itself created other problems. This will
ensure that you take care of other problems as well when applying a corrective
solution.
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Apply a solution and test results. Next, decide on what you need to do to rectify the
problem. The solution may be as simple as reconnecting a network cable or as
complex as reinstalling the operating system. Whatever is the solution to the
problem, you must first make sure that it will work as expected and will return
the computer to its working state. You might need to consult your seniors, refer to
the instructional manuals, or search the Internet to find a resolution. Apply the
solution and test the results before you finally hand over the computer to the end
user.

Document the solution. Once the problem is rectified, you should make a note of the
problem in the logbook, which is usually available with the help desk depart-
ment. Include the day and date, the computer name, the installed OS, the name of
the user, the type of problem reported, the cause of the problem and what you did
to rectify the problem. Documentation is helpful in backtracking future problems
with the same computer or user. It is also helpful in getting quick help when the
problem is repeated on some other computer.

Operational problems

Some of the problems with operating systems appear as users do their regular jobs
on computers. These problems are termed as operational problems, as summa-
rized in the following paragraphs.

Blue Screen. A Blue Screen error in Windows is also commonly known as the STOP
Error or Blue Screen of Death. This error is seen in many Windows operating
systems and is considered one of the most critical errors. In most cases, the STOP
errors are related to hardware issues and are identified by an 8-digit hexadecimal
number such as STOP 0X0000000A, STOP 0X0000007F, etc. Windows writes the
error in event logs. You can use the Event Viewer to diagnose these errors. If this
is not helpful, you can also search Microsoft’s TechNet or search Knowledge Base
articles on how to resolve these errors.

System lock up. System lock up or system freezing is usually caused when the system
is out of resources. It causes long delays in launching applications, delayed
responses to user’s keystrokes, or even results in permanent lockup of the system.
The most common reason for a system lock up is shortage of RAM. The most
effective resolution for system lock up problems is to increase physical RAM in
the system and configure the size of paging files (virtual memory). In case you
have recently added a hardware component or a software application, you should
remove it to see whether the problem is resolved.

1/0 device not accessible or does not function. Each I/O device has an associated software
device driver, which must be installed if it is not automatically installed and
configured by the OS. When you configure the device driver, you must be careful
about allocation of system resources. You can use the Device Manager utility to
find more information about a device that does not respond. If required, reinstall
the device driver to see whether it resolves the problem.

Operating Systems | 103

wv
=3
=
S
<
a
c.
s
3

sjenuassy +y




Application failed to start. This error is a result of a misconfigured application or a
missing component of the application. An incorrectly installed application is also
likely to cause this error. Reinstalling the application usually resolves this
problem.

Printing problems. Printing problems are also common operation issues. The
“Printers and Scanners” section later in this chapter covers printing problems in
detail.

Dr. Watsonerrors. The Dr. Watson utility (drwtsn32.exe) is included in most
Windows operating systems to interpret errors and inform the user of potential
causes. The information provided by this utility can be helpful in diagnosing
problems. Dr. Watson creates a text file named DRWTSN32.LOG, which
contains critical information about the error.

Illegal operation. The illegal operation error is reported when an application
attempts to perform an action that is not permitted by the operating system. The
text of the error message reads as:

The application has performed an illegal operation and will be shut down. If
the problem persists, contact the program vendor.

Windows displays a text box containing this error message and three buttons:
OK, Cancel, and Details. The Details button displays more information about the
error. You can click either the OK button or the Cancel button to close the
application.

General protection fault (GPF). A GPF occurs when an application attempts to access
the areas of memory that are used by other applications. To resolve GPF errors,
reboot the computer, and the computer memory will be cleared. If the error
continues to appear, you may need to identify the application that causes this
error. Once the rogue application is detected, you can contact the vendor to see
whether they have a fix for the problem.

Common error messages

The following sections cover some more common error messages that you are
likely to encounter:

Missing NTLDR

The “NTLDR is Missing” error is accompanied by a “Press Any Key to
Restart” message. This error is caused if any of the system startup files are
missing or have become corrupt. The files that can cause this error include
NTLDR, NTDETECT.COM, and BOOT.INI. You can restore these files by
using the Recovery Console, an Emergency Repair Disk (ERD in Windows
2000), or by using the setup CD-ROM and selecting the Repair option when
the installation starts. You can also restore these files using a system restore
utility in Windows XP.
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Invalid Boot Disk
This error is displayed when the system BIOS cannot access the disk parti-
tion that is supposed to contain system startup files. You might have to
reinstall the OS to address this problem.

Operating System Not Found
This error means that the BIOS cannot find an operating system on the
configured boot partition or boot device. This error is common in new
computers that do have a boot partition configured in the BIOS and on which
no OS has been installed so far.

Inaccessible Boot Device
This error is displayed when the computer finds a critical error with a boot
device. This can be due to a malfunctioning device driver or to some resource
conflicts.

Device or Service Failure
If the operating system has started, you may still receive an error saying that a
particular device or a service has failed to start. You can open the Event
Viewer console and locate the appropriate error message to get help in
finding the cause of the problem.

Missing Registry Entry
Windows Registry is a database of complete system configuration. Every
system service, driver, and application is registered in Registry before it can
work with the installed operating system. If a component fails to create an
entry in the appropriate Registry key, it will not be able to start. One of the
easiest methods to resolve these errors is to reinstall the driver or application
that has generated the error.

Troubleshooting utilities

Windows XP and Windows 2000 include some built-in management utilities that
are helpful in troubleshooting problems as well as optimizing system perfor-
mance. These are mainly classified as disk management, system management, and
file management. This section covers a summary of these utilities.

Disk Management utilities. In this section, we will look at some common disk manage-
ment tools that can be run from the Windows command prompt.

DEFRAG

The defrag.exe command is used to defragment hard disks. It can be used to
analyze and perform disk defragmentation. Disk defragmentation rearranges
files on contiguous sectors on the hard disk, which improves the disk read-
write performance. You can also run the Disk Defragmenter utility from the
Computer Management console. Another way to start the defragmentation
utility is to open the Properties window of a disk partition and select Defrag
Now from the Tools tab.

NTBACKUP
The ntbackup.exe command starts the Windows backup utility. You can also
run the backup utility from the System Tools folder under Accessories in the
All Programs menu.
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CHKDSK
The chkdsk.exe utility is used to check disks for filesystem errors and then fix
them. It can also be started from the Properties window of a disk partition
and by selecting Check Now from the Tools tab.

FORMAT
The format.exe command is used to format a disk partition using FAT or
NTES filesystems. You can also format a disk in Windows Explorer. Right-
click a disk partition and select Format from the context menu. Formatting a
disk deletes all the contents on a disk partition.

DISKPART (Windows XP)
The diskpart.exe is a new disk management utility in Windows XP that can be
used to manage all aspects of disks, volumes, and partitions except for
formatting the disk. This is an advanced utility and must be used with
caution.

System management utilities. In this section, we will look at some common system
management tools that can be helpful in diagnosing problems related to system
services, devices, and applications.

Computer Management Console

The Computer Management Console is a centralized place to manage the
entire system, services, and applications. You can also manage disks, shared
folders, and manager users and groups. It includes the Event Viewer utility,
which is a great troubleshooting tool. To start the Computer Management
console, right-click the My Computer Icon on the desktop and select
Manage. You can also access this console from the Administrative Tools
folder in the Start menu.

Device Manager

The Device Manager utility helps manage and troubleshoot hardware devices
and drivers. This utility is a part of the Computer Management console. You
can also access this utility from the Hardware tab inside System Properties in
the Control Panel. Device Manager can be used to check whether a device is
working or not and what resources it is using, to uninstall or update drivers,
and to rollback to a previously working driver in case a newly installed driver
does not work.

Task Manager

The Task Manager provides a real-time view of system performance including
CPU, memory, processes, networking, and applications. You can end an
application or a process if it is stalled or not responding. The Processes tab
provides a view of how much memory and CPU time each process is using.
The Performance tab provides a graphical view of the CPU and paging file
usage. The Networking tab (Windows XP) provides statistics about network
connection and percentage of network utilization. The Users tab (Windows
XP) provides information about users currently connected to the computer.

MSCONFIG (Windows XP)
The msconfig.exe command opens the System Configuration Utility window.
This utility is helpful in verifying the system startup environment. The options
for managing system startup include boot options, services, and applications
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configured for auto-start. You can use this utility to configure the system to
start in a diagnostic mode by selecting items from a given menu.

REGEDIT and REGEDT32

The regedit.exe and regedt32.exe commands are used to edit the settings
stored in the Windows Registry. The Windows Registry is a collection of
system configuration settings in a hierarchical data file. The configuration
data includes the operating system settings, user specific settings, application
data, hardware components, and all installed device drivers. Under extreme
circumstances, if you need to make changes to the Registry, you should first
make a backup copy of the existing Registry files. It can either be run from
the command prompt or from the Run option in the Start menu.

Event Viewer

The Event Viewer console displays error messages, warnings, and other infor-
mation about system activities. It is also used to view the contents of log files
and includes tools to search particular events from the logs. You can open the
Event Viewer console from the Administrative Tools utility in the Control
Panel or from the Computer Management console. The Application Log
contains errors, warnings, or other information generated by application
programs. The Security Log contains errors, warnings, and information about
security events and security problems such as incorrect logons that are
included here by default. The System Log contains errors, warnings, and
information about system events such as system startup and shutdown,
services, and devices and drivers. You can use the Log Filtering feature in the
event viewer to search for specific events.

File management utilities. In this section, we will look at some common file manage-
ment tools that can be helpful in troubleshooting problems related to files and
folders.

Windows Explorer
Windows Explorer is perhaps the most commonly used utility to manage files
and folders. You can manage all aspects of files and folders, configure
sharing, set sharing and NTFS permissions, copy and move files and folders,
and even format disk partitions.

The ATTRIB command

The attrib.exe command is run from the Windows command prompt to view
or change the attributes of a file or folder. File attributes include System (S),
Read-only (R), Hidden (H), and Archive (A). The System attribute protects
critical system files from being displayed or deleted by making them read-
only and hidden. The Read-only attribute prevents a file from being deleted
accidentally or deliberately. The Hidden attribute prevents a file or folder to
be displayed in Windows Explorer. The Archive attribute sets the archive bit
on files so that they are included in the next backup. Use the plus sign (+)
with an attribute to set it and use the minus sign (-) to remove the attribute.
For example, the command attrib textfile.doc +h will make the file
hidden.

The EDIT command
The edit.com command is used to edit text files in the Windows command
shell. The files are saved in ASCII file format.
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COPY and XCOPY commands
Although most of the file copy operations can be performed using Windows
Explorer, the copy and xcopy commands are still used frequently from the
command line to copy files from one location to another. These commands
include a number of optional parameters. You can type copy /? or xcopy /?
at the command prompt to view the syntax of the commands and a list of
available switches.

Windows Reporting. Windows includes a utility called Error Reporting that sends
error messages and symptoms of the error to Microsoft when an application fails.
This utility works well for those computers that are connected to the Internet.
Microsoft collects this information to check the cause of application failure and
make improvements in its applications such as MS Word, MS Excel, etc. This
utility is enabled by default. If disabled, you can enable the utility by completing
the following steps:

1. Click Start — Control Panel — System, or right-click My Computer and select
Properties.

2. Click the Advanced Tab and click Error Reporting to open the Error
Reporting window.

3. Click the Enable Error Reporting radio button.

4. Click Choose Programs and select the appropriate options by clicking the
Add button.

5. Click OK and close all Windows.

Preventive Maintenance (PM)

PM for the operating system helps maintain system performance and reduces the
chances of system failures. In this section, we will take a look at some common
preventive maintenance procedures.

Software updates

Software updates keep the operating system and application software up-to-date.
Software vendors regularly release updates to fix known bugs in their applica-
tions. For example, Microsoft regularly releases updates for its operating systems
and applications such as MS Office to address operating problems. These updates
are described in the following list.

Although most vendors provide software updates free of cost, it is
good to test them before installing them on multiple computers. Do
not install updates only because it is offered without charge. Verify
with the vendor or from documentation about the specific issues
that an update addresses.
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Hotfixes
Small pieces of software that are used to address a specific problem with the
operating system or an application.

Patches
Usually meant to immediately address some security-related issue with the
operating system.

Service Packs
A collection of a number of hotfixes and updates released by the software
manufacturer. Manufacturers usually test service packs on a variety of hard-
ware platforms and check their compatibility with various applications.

Windows Update

Windows Update (or Automatic Updates) is a built-in feature for Windows-based
operating systems. This feature can be configured to automatically check for,
download, and install updates to the installed operating system. This utility can
be accessed from the Start menu or from the System properties window located in
the Control Panel. Refer to Figure 2-13, which shows the Automatic Updates page
in Windows XP.

System Properties

| General | ComputerMame | Hardware | Advanced |
| Sustermn Restore Automatic Updates i Remate |

E=||:| Pro

Windows can regularly check for important updates and install thern For you,
[Turming on Automatic pdates may automatically update Windows Update
software first, before any ather updates. )

How does dutomatic Updates work'?

(3) Automatic [recommended]

Automatically download recommended updates for my compter
and inztall them:

|Ever_l,l day | at I3:DD A W

(7 Download updates far me, but let me choase when ta install them.
() Motify me but don't automatically download or install them.

() Tum off Automatic Updates.

Your computer will be more vulnerable unless vou install updates
reqularly.

Inztall updates fram the Windows Update 'web site,

0K ][ Cancel J Apply

Figure 2-13. Automatic Updates
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A user can configure Windows Update options in one of the following ways:

* Automatic (with user selected days and timings).

* Download updates for me, but let me choose when to install them.
* Notify me but don’t automatically download or install them.

* Turn off Automatic Updates.

When Automatic Updates are configured for particular days and times, the
computer should be left connected to the Internet so that Microsoft’s web site can
check for new updates and install them as required.

Data backup and restoration

Data backup is one of the most important aspects of preventive maintenance. It
ensures that data will be available even when a system crashes or in the event of a
disaster. As a technician, you must be aware of the software or built-in utilities
available for data backups. Data can be backed up using one or more types of
backup methods. Magnetic tapes are very popular as backup media due to their
large storage capacity, but you can also back up on CD-RW disks or on a network
drive. Backup tapes must be safely stored at an off-site and secure location.

On Windows operating systems, backup of a single computer can be taken using
the Windows Backup utility. Remember that this utility can also back up data
stored on other network drives. This utility can back up the entire contents of a
disk including the operating system data, which is called the System State Data.
You can also create ASR disks that are helpful in restoring the system in the event
of a system crash.

&

Remember that Windows XP and Windows 2000 cannot back up
data directly onto CD-RW and DVD disks. However, you can copy

? data to a hard drive or to a shared network folder and then burn a
CD-RW or a DVD disk.

Backed-up data is useless if it cannot be restored. You must perform test restores
periodically to ensure that the restoration methods used are working properly and
that the data is being correctly backed up as desired.

Antivirus software

Antivirus software keeps track of viruses and other malicious software. It helps
protect the system from viruses, Trojan horses, worms, and other malware such as
spyware and adware. Antivirus software uses virus signatures to detect the pres-
ence of malicious software. You must run antivirus software often to detect the
presence of malicious code in the computer. Virus signatures must be updated
regularly so that the antivirus application can effectively detect and clean the
system of any new viruses.

Creating System Restore Points

The System Restore utility in Windows XP uses System Restore Points to restore
an unstable system to a working state. A System Restore Point stores a snapshot
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of system settings at regular intervals. You can create System Restore Points
manually when you expect to make changes to your system. The following steps
explain how you can create a System Restore Point:

1. Click Start — All Programs — Accessories — System Tools — System Restore.
2. Click Create A Restore Point, and then click Next.

3. Type a name to identify the restore point in the Restore Point Description
box.

4, Click Create.

Printers and Scanners

Printers are output devices that convert the electronic information into hard copy
and reproduce the output on a piece of paper. Scanners, on the other hand, are
input devices that read information from a piece of paper and convert it into elec-
trical signals. Both of these devices are electromechanical, meaning that they use
electrical/electronic and mechanical parts to do their jobs. Here we will discuss
some fundamentals of using printers and scanners and installing them, and take a
look at the available tools to diagnose common problems.

Printer and Scanner Technologies

Printers and scanners are available in different types and forms, with varying capa-
bilities and pricing, depending on the technology they are built upon. In this
section, we will take a look at the printing and scanning technologies, their
components, and how they are connected to computers.

Laser printers

Laser printers use a sharp beam of light, the laser beam, to produce the text or
image on paper. This is called the ElectroPhotographic (EP) process, originally
developed by Xerox, and it is based on use of static electricity to transfer the ink,
which is in the form of toner, to the paper according to electrical signals received
from the computer. They are used for high-quality text and image printing, have
faster speed than other printers, and have low cost of printing per page. Laser
printers are known as page printers and their printing speed is represented as
pages per minute (ppm).

Components of a laser printer. An internal view of the laser printer is shown in
Figure 2-14. Different parts of a laser printer are as follows:

Main power supply
The main power supply converts the AC voltage into DC voltage used in
various circuit boards and other parts of the printer. These DC voltages
include +24 volts, +5 volts, and -5 volts.

High-voltage power supply
The high-voltage power supply produces very high voltages used in the
printing process. These high voltages are used to charge the EP drum, the
toner, paper, and the corona wires.
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Fusing
section

Figure 2-14. Components of a laser printer

EP drum
The EP drum is a revolving cylinder coated with a highly photoconductive
material (also called a photoreceptor). This drum is charged with high negative
voltage (—600 volts) by the primary corona wire. As the drum rotates, a highly
focused laser beam strips the charge from certain points on the drum.

Main motor assembly
This assembly is used for movement of different rollers in the laser printer.

Scanning motor assembly
Parts in this assembly contain motors and mirrors to move the laser beam
across the EP drum.

Primary corona wire
The primary corona wire is used to charge the EP drum with a high negative
voltage (=600 volts).

Transfer corona wire
The transfer corona wire is used to charge the paper surface with a high posi-
tive voltage so that it can attract the negatively charged toner.

Writing mechanism
The writing mechanism guides the laser beam across the EP drum according
to the image stored in the printer memory.

Toner cartridge
The toner cartridge is made up of several subassemblies that include toner,
developer, and a cleaner blade.
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Fuser assembly
The fuser assembly contains heat and pressure rollers to properly bond the

toner particles to the paper.

Erasing mechanism
The erasing mechanism is used to remove the image from the EP drum after
the image has been transferred to the paper.

Cleaning assembly
This assembly is used to remove the residual toner particles from the surface

of the EP drum.

Paper movement assembly
This assembly is used to move the paper through different parts of the

printer.

Electronic control package
This unit (also known as the logic assembly) contains the main circuit board
of the printer that communicates with computers to receive print jobs. This
assembly contains the raster image processor (RIP) that converts the
incoming signals into signals used by other sections of the printer.

Control panel
This is the main user interface located on the top of the printer and contains
different controls/buttons for the user. High-end laser printers might include
a touch screen as well as buttons to get user input.

Connection interface
This connects the printer to the computer or to the network. It can be a
parallel, serial, USB, IEEE 1394, or a network port (for network printers),
depending on the type of printer.

Some laser printers use corona rollers instead of corona wires in
order to transfer the high voltage. Corona rollers are considered
environment-friendly because they help reduce the emission of
ozone gas during the high-voltage transfer process.

The Laser printing process. The following is the printing process used in most laser
printers:

Cleaning

The EP drum must be clean of toner particles leftover from the previous
image before it can take a new image on its surface. A rubber blade in the
cleaning assembly removes the particles of toner residing on the drum
surface. The removed toner is collected in the debris cavity or waste reservoir
located on one side of the cleaning unit. A discharge lamp having a specific
wavelength then removes the remaining charge from the drum. After the
charge is removed, the drum becomes electrically neutral.

Conditioning
The electrically neutral drum is insensitive to light and cannot take any
image. A very thin wire, called the primary corona wire, is used to distribute a
high negative charge (—600 to —1000 volts) evenly on the surface of the drum.
This negative charge again makes the drum photosensitive or
photoconductive.
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Writing

At this stage of the process, the printer’s laser beam writing unit and a series
of mirrors are used to draw tiny dots on the EP drum, which represent the
final image to be produced. The area of the drum that the laser beam comes
in contact with loses some of its negative charge (by approximately —100V)
and becomes relatively more positive (the charge is still considered negative,
just not as negative as the areas not hit by the laser beam). When the laser
beam has finished creating the image on the relatively positive EP drum, the
printer’s controller starts the paper sheet-feed process by pulling a sheet of
paper into the printer. The paper stands ready at the printer’s registration
rollers until the controller directs it further into the printer.

Developing
The drum is rolled in a toner reservoir containing fine dry plastic particles
mixed with carbon black or coloring agents. These toner particles are charged
with =200 to =500 volts. The charged toner particles are electrostatically
attracted to the drum’s surface where the laser light left the image. The
surface of the drum now holds the image pattern in the form of toner
particles.

Transferring
The drum is pressed over rolled paper, which is positively charged. A
different type of corona wire known as the transfer corona wire is used to
charge the paper with very high positive charge. The positively charged paper
attracts the toner particles from the drum leaving the image on the paper.

Fusing
The paper is passed through the fuser assembly containing pressure rollers
and heating rollers. The rollers in the fuser assembly apply heat and pressure
to the paper to firmly bond the toner particles to the paper surface. The
heating rollers provide up to 200 degrees Celsius of temperature.

Once the printing process is complete, the printer paper is rolled out in an output
tray. At the same time, the EP drum is cleaned of the residual toner particles and
stripped of the negative charge to make it electrostatically neutral.

&

For the A+ exams, you must remember the steps in the laser print-
ing process. Memorize all the voltages given in these steps. Note
that the primary corona wire is used to transfer a high negative
charge to the EP drum while the transfer corona wire is used to
transfer a high positive charge to paper.

¢y

Inkjet printers

An inkjet printer creates text or image on the surface of paper by spraying small
droplets of ink. The droplets are very small in size and are positioned very
precisely. Inkjet printers are very popular because they are inexpensive, easy to
use, and can produce high quality text and graphics. The speed of these printers is
expressed as pages per minute (ppm) and resolution as dots per inch (dpi). Inkjet
printers fall into the following categories:
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Thermal Inkjet
These printers use water-, pigment-, or dye-based inks. The print cartridge
contains small, electrically heated chambers. The printer runs a pulse of
current through these chambers to produce steam that forms an ink bubble.
This ink bubble is dropped on to the paper to form an image.

Piezoelectric Inkjet

These printers use a piezoelectric crystal in each nozzle instead of heating
elements. The piezoelectric process uses crystals that react to electric charge.
When charged, a crystal draws or pulls ink from an ink storage unit held
above the crystal. In simple terms, the piezoelectric process can cut or refine
the exact amount of ink needed to refine the dot placed on paper. This
reduces the smudging effect of traditional inkjet technology and provides
better printer resolution. In fact, this process allows resolutions greater than
1440 dpi.

Continuous Inkjet
These printers are mainly used for marking and coding of products. A high-
pressure pump directs liquid ink from the ink reservoir into a small nozzle,
thereby creating a continuous stream of tiny ink drops. A piezoelectric crystal
creates ink droplets from the stream of ink. These tiny ink drops are electri-
cally charged, which are further directed to printing paper.

wv
=3
=
S
<
a
c.
s
3

sjenuassy +y

Components of an inkjet printer. Inkjet printers consist of the following components:

Printhead assembly

The printhead assembly consists of a printhead, ink cartridge, printhead
stepper motor, and belt. The printhead consists of a series of nozzles that
spray the ink on to the paper. The ink cartridge contains the ink, which can
be just black ink or a combination of different colors. The stepper motor is
used to move the printhead assembly back and forth across the paper surface.
The belt is used to attach the printhead assembly to the stepper motor. A
stabilizer bar ensures that the movement of the printhead is precise.

Paper movement assembly

The paper movement assembly consists of a paper feed tray or feeder, a paper
feed motor, paper sensors, and rollers. The paper feed tray or feeder is where
the paper is loaded. The paper feed motor moves the paper through the
printer with the help of rubber rollers. The stepper motor precisely moves the
paper from the paper feed tray through the printer and drops it in the output
tray after printing. Input paper sensors check the availability of paper in the
paper feed tray.

Power supply
The power supply unit of the inkjet printer converts the mains AC voltage
into the DC voltages used by various motors and circuit boards.

Controller assembly
The controller assembly consists of electronic circuitry that converts the
incoming signals and controls the movement of different mechanical parts.
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Connection interface
The connection interface connects the printer to the computer or to the
network. Depending on the type of printer, the interface can be a parallel
port, a serial port, a USB, or an IEEE 1394 port.

Inkjet printing process. The inkjet printing process involves the following steps:

1. The printing process starts with the cleaning of the printhead.

2. The controller assembly initiates the paper feed assembly. The stepper motor
engages a number of rollers to pick a piece of paper from the paper tray and
guides it into the printer. A sensor checks whether the tray is empty and gives
an “Out of Paper” error.

3. The printhead stepper motor uses a belt to move the printhead assembly
across the paper. This assembly stops at each point for a fraction of a second
to spray multiple dots of ink on the paper surface and then moves again to
the next position.

4. The paper feed motor moves the paper to the next line. This process
continues until the printing process is complete.

5. Once the printing process is complete, the paper feed assembly pushes the
paper onto the paper tray. The printhead is then parked in its home position.

Impact printers

Impact printers use a head or a needle that is hit against an ink ribbon to place a
mark on paper. The paper is held firmly on a solid roller called a platen. These
printers produce significant noise when they are operating but are considered very
efficient for printing multipart forms such as invoices. Some of the commonly
used impact printers include the following:

* Dot matrix printers
* Daisy wheel printers
¢ Line printers
The dot matrix printer is the most commonly used printer for personal and small

business applications. The line printer is used where speed and volume of printing
is a main requirement.

& @

o8 The speed of line printers is expressed as lines per minute (Ipm), and
the speed of dot matrix printers is expressed as characters per sec-
ond (cps). Similarly, the printing speed of laser printers and inkjet
printers is expressed as pages per minute (ppm) because these
printers are also called page printers. The printing speed varies by
the quality of printing. The higher the resolution, the lower the
printing speed.

¢y

Daisy wheel printers. As the name indicates, these printers use a wheel on the print-
head that contains raised characters on its petals. During printing, the printhead
moves the wheel to select the appropriate character on the petal in front of the
electromechanical hammer (called solenoid). When the hammer strikes, it pushes
the daisy wheel petal against an ink ribbon, which leaves a mark on the paper.
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The movement of the paper, printhead, and daisy wheel is precisely bound by the
control circuitry on the logic board (motherboard).

Dot matrix printers. Dot matrix refers to the way a printer creates text characters or
images on paper. Dot matrix printers use a printhead containing a number of pins
held vertically in one or two columns. Low-resolution printers have a printhead
with 1 column of 9 pins while high-resolution printers have a printhead with 2
columns containing 24 pins. The pins strike on an ink ribbon that makes impres-
sions on paper as small dots when the printhead moves back and forth. As the
printhead moves in a horizontal direction, the printhead controller sends elec-
trical signals and forces pins to strike against the ink ribbon. The timing of the
electrical signals is programmed in the printer for every character it is able to
print. The impressions appear as small dots and form appropriate characters on
paper. It is possible to change the character style by electronically controlling how
and when the pins strike the paper.

Thermal printers

Thermal printers use heated printhead pins that are pushed against heat-sensitive
paper called thermochromic paper or thermal paper. Some fax machines (except
plain paper faxes) and calculators with printing capability use the thermal printing
process. These printers are inexpensive, but the cost of thermal paper is one of the
considerations when calculating recurring cost of consumables. Thermal printers
also use a combination of dots to create the text or image impression on paper.
The following are two main types of thermal printers:

Direct thermal printers
These create images by burning a matrix of dots on heat-sensitive paper when
the paper is passed over a thermal printhead. The area of paper where it is
stroked by the heated printhead turns black, while other areas remain white.

Thermal wax transfer
These use wax-based ink, which is melted from the ribbon and transferred to
the paper surface to create text or graphic images. The main disadvantage of
this type of printer is that the same amount of ink is used, whether the output
is full of text/images or only a part of the paper is printed.

Solid ink printers

Solid ink printers use sticks of solid ink instead of inkjet or toner cartridges. Once
the stick is installed in a printer, the ink is melted and used to produce images on
paper. These printers are mainly used in offices for printing high-quality graphics
images. The printing process in solid ink printers is similar to that used in offset
printing. The solid ink sticks are installed in printers. The ink is melted and fed
into printheads that contain piezoelectric crystals. The printhead sprays the ink
onto a rotating drum that is coated with oil. The paper is then passed over the
drum that transfers the image onto the paper.

Solid ink printers can produce images on a variety of paper and even transparen-
cies. The image quality is superb and better than many other printing
technologies. Solid ink is helpful in protecting the environment due to reduced

Printers and Scanners | 117

wv
=3
=
S
<
a
c.
s
3

sjenuassy +y




waste output. The disadvantages of solid ink printers include high power
consumption and long warm up times.

Printer interfaces

Printers are connected to computers using standard interfaces such as parallel,
serial, SCSI, USB, or IEEE 1394. Network capable printers have a built-in network
interface and are connected directly to a network port. The following is a
summary of different interfaces that can be used to connect printers:

Parallel
A parallel interface (IEEE 1284) works by sending an 8-bit parallel data
stream to the printer. It uses a parallel printer cable, which has a DB-25
connector for connection to the computer and a 36-pin Centronics connector
for connection to the printer. The maximum length of the parallel cable is
usually limited to 10 feet.

Serial
A serial interface sends data to the printer one bit at a time. These interfaces
need to be configured to serial communication parameters such as baud rate,
parity bit, or start and stop bits. Serial printers are rarely used these days.

Universal Serial Bus (USB)
The USB is the most common type of printer interface used on small and
medium-range printers (and many other peripherals). USB is faster than other
types of interfaces. USB printers come with PnP-compatibility and can be
automatically detected and configured by the operating system.

IEEE 1394
The IEEE 1394 (also called Firewire) interface is not built-in on many printers
or computers and is mainly used where highly demanding printing applica-
tions are used.

Network
Most high-end printers come with a built-in network adapter or can be
upgraded by installing one. These printers can be directly attached to one of
the free network ports and can be assigned a network identification such as
an IP address. The printer uses a standard network cable with an RJ-45
connector. In busy offices, a dedicated computer that is used to route all print
jobs to the printer is called a print server.

Wireless
Computers and printers can also be connected using wireless connections
that support 802.11, Bluetooth, or Infrared standards. The main advantage of
wireless connections is that both the computer and the printer can be moved
freely so long as they remain within the coverage area of the wireless network.
Wireless networks mainly rely on radio signals and are prone to electromag-
netic and radio frequency interferences.

Small Computer System Interface (SCSI)
Very few printers have a SCSI. These printers are becoming obsolete due to
other, faster technologies such as the USB and the IEEE 1394. SCSI printers
use the SCSI interface on the computer, and an SCSI ID is used to identify the
device on the SCSI bus that can have more than one device attached to the
SCSI chain.
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Printer software

Printers come with their own software, which includes the following components:

Basic Input/Output System (BIOS)
The printer BIOS or firmware is just like the computer BIOS that detects
various components of the printer during startup. The BIOS is usually located
on a semiconductor chip on the motherboard or logic board of the printer.

Printer driver
A printer driver acts as an interface between the operating system and the
printer. It converts print jobs into a format that the printer can understand.
When you install a printer on a Windows XP or a Windows 2000 desktop,
you will also be required to install the printer driver if the OS does not auto-
matically configure it for you. Installing an incorrect printer driver results in
garbled printing or no printing at all.

Page description language (PDL)
The PDL is used to convert an incoming print job into electrical signals so
that the text or the image can be reproduced on paper. Common PDLs
include PostScript and Printer Control Language (PCL).

Printer memory

Printers use RAM to temporarily store print jobs during printing. High-end
printers have large amounts of RAM to accept large print jobs. Some printers also
have a built-in hard disk that further helps improve printing performance. Some
printers allow you to upgrade the printer memory to enhance its performance.

Printer supplies

Printer supplies include consumables such as inkjet or toner cartridges and paper.
Printer supplies also include spare parts for repairs and upgrades. This section
includes a brief summary of these supplies:

Paper and transparencies

Printer paper and transparencies are collectively known as print media.
Manufacturers always insist on using quality paper with their printers. This is
due to the fact that using inferior or cheap paper might degrade the life of the
printer components such as printheads and rubber rollers. Cheap paper also
causes lots of printer problems including paper jams. Paper comes in different
grades and sizes. The letter (8.5" x 11") size is the most commonly used, while
legal (8.5"x14") and tabloid (11"x17") sizes are used for larger pages. The
quality of paper is measured in terms of its weight, and the most common
type of paper is 20-pound bond paper. Paper quality also differs by its bright-
ness or whiteness. Transparencies are thin sheets of plastic used for
presentations on LCD projectors. Transparencies are made for particular
printers and should not be used on others. Consult the printer
documentation or call the vendor to get specifications of the type of transpar-
encies that can be used with a particular printer.
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Ink cartridges
Ink cartridges are used in inkjet and bubblejet printers. These cartridges are
specifically made for each make and model of printer. Manufacturers usually
provide instructions in printer documentation as well as on printers (near the
printhead assembly) on the type of cartridge used in the printer.

Ribbons
Ribbons are used in daisy wheel and dot-matrix printers. As with ink
cartridges, the ribbons are also different for different types of printers.

Toner cartridges
Toner cartridges are used in laser printers. Different types of laser printers use
different types of toner cartridges. Check the printer documentation to find
out the correct type of toner used with your printer. Toner cartridges should
be recycled when they become empty.

Spare parts
Manufacturers offer spare parts in order to repair printers. If a printer breaks
down and you are responsible for carrying out the repairs, you will need to
find out the part number of the part that you need to replace. Check the
printer documentation, which usually includes identification numbers or part
numbers for different components.

Optional upgrade components
Optional upgrade components usually include extra paper feed trays,
finishing assemblies, and printer memory. You must make sure that the
printer you need to upgrade has the options to upgrade, what optional
components are available for upgrade, and how the upgrades are to be carried
out. Consult the printer documentation or check with the manufacturer for
printer-specific instructions.

Refilled ribbons, ink cartridges, and toner cartridges are usually
available for common brands of printers. These products are
2" cheaper but may not be able to provide good quality printing.

Types of scanners

Scanners are input devices that are used to take a snapshot of a paper containing
text or images and then convert them into an electronic format or a document.
This document can be saved as a file, altered and used to reproduce the image as
another printed document, or used as part of any other electronic document.
Scanners are widely used in the printing and publishing industry and even at
home due to increased popularity of multifunction printers. Scanners are classi-
fied into the following main categories:

Flatbed
Flatbed scanners are the most widely used type of scanners. These use a glass
platform where a paper is placed face down. A motorized belt moves a lamp
to scan the image.
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Handheld
Handheld scanners scan the image using the same method as a flatbed
scanner, with the only difference being that the scanner is moved against the
stationery image.

Sheet-fed
Sheet-fed scanners are commonly found in home printers. In these, the paper
is moved over a scanning lamp that remains stationary.

Drum
Drum scanners are high-end scanners used in the printing and publishing
industry to produce high-quality graphic images. The image to be scanned is
placed on a glass drum or cylinder. The scanning process uses a PhotoMulti-
plier Tube (PMT) to convert the optical signals reflected from the image into
an electrical signal.

Components of a scanner

The following is a summary of different components of a typical scanner and their
functions:

Glass plate and scanner cover
The glass plate functions as a platform where the user places the document.
In some scanners, the plate is made of acrylic. The scanner cover has a white
surface and is used to keep the document in place during scanning.

Scanning head assembly
The scanning head contains a light source, a set of mirrors, and a lens that
focuses the light onto a charged coupled device. The light source is made up
of a Cold Cathode Fluorescent Lamp (CCFL), which is used to illuminate the
document surface. An array of charged-coupled devices (CCDs) or a Contact
Image Sensor (CIS) converts the optical signals into electrical signals.

Stepper motor assembly
The stepper motor assembly is used to precisely move the scanning head
across the surface of the document. The scanning head is attached to the
stepper motor using a belt.

Driver software
The device driver acts as an interface between the scanner and the operating
system.

&

The components of a scanner depend on the type of scanner. For
example, handheld scanners do not have a stepper motor assembly

% or any glass plate and cover. Similarly, sheet-fed scanners have a
paper movement assembly instead of a scanning head movement
assembly.

Scanning process. The scanning process involves the following steps:

1. The user places the document upside down on the glass plate and closes the
scanner cover.
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2. The document is illuminated by a CCFL.

3. The scanning head is moved across the document using a belt attached to the
main stepper motor.

4. The image of the document is passed through a set of reflective mirrors and
focused onto a lens.

5. The lens passes the image to an array of CCDs through an image filter.

6. The scanner driver passes the image of the document to the application soft-
ware used to acquire the image from the scanner.

7. The applications (Photoshop, Corel Draw, etc.) use a standard language,
such as TWAIN, that acts as an interpreter between the scanner and the
application.

Scanner interfaces

As with printers, scanners can also be connected to computers using a variety of
interfaces, which include the following:

* Parallel port

* Serial port

* USB port

* IEEE 1394/Firewire port

* SCSI port
Most of the newer scanners come with built-in USB or IEEE 1394 Firewire ports.
Some older scanners used parallel, serial, and SCSI ports. You will need to refer to

the particular scanner documentation for specific instructions on connecting and
configuring the scanner.

Installing, Configuring, and Upgrading Printers and Scanners

The A+ exams expect you to know the basic tasks involved in performing printer
and scanner installations, configurations, and upgrades. These tasks include
checking compatibility of the device with the operating system, obtaining device
drivers, installing devices, and verifying the installation. You should also be
familiar with the tasks that involve upgrading these devices. In this section, we
will take a look at some of the common tasks that you might have to perform
when working as a computer technician.

Installing printers and scanners

Installing a printer or scanner involves the following common tasks:
* Checking the compatibility of the device with the operating system installed
on the computer.
* Obrtaining necessary hardware, connection cables, and device drivers.

* Connecting the device to an appropriate port such as a parallel, serial, USB,
IEEE 1394, SCSI, wired, or wireless network port.
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* Installing the device driver if it is not automatically installed by the operating
system.

* Configuring or calibrating the device.

* Verifying the installation and testing its functionality by printing a test page
or by scanning text and graphics pages.

Verifying compatibility. It is important to verify the compatibility of a printer or
scanner with the installed desktop or network operating system and applications
before they are purchased. Compatibility with the operating system ensures that
the documents will be correctly formatted before going to the printer or that the
computer will correctly read the scanned images. Compatibility with the applica-
tion software ensures that the application can successfully use the device. This is
particularly applicable for scanners, which are mainly used by graphics applica-
tions such as Corel Draw and Photoshop. Most manufacturers test their devices
and drivers with a variety of operating systems and applications to ensure flawless
operability.

Connecting the device. A printer or scanner must be connected to an available
computer port before its device driver can be installed or configured. In the case of
a printer, you can connect it to a local port such as the parallel (LPT1 or LPT2),
serial, (COM1 or COM2) or network port. You will need an appropriate cable to
connect the device, such as the parallel printer cable or a network cable. Once the
device is connected, hook up its power cable and turn it on. The device will
perform a self-test and display a ready mode.

Install the device driver. Most new printers and scanners are PnP-compatible, which
means that they are automatically configured when they are detected by the oper-
ating system. If this is not the case, you might have to install the device driver
using the Add Hardware wizard utility in the Control Panel. The wizard will guide
you through the installation process, during which you can select the device driver
from the driver CD-ROM that comes with the product.

Installation of a printer driver completes with the printing of a test page that veri-
fies that a correct driver has been installed and that the OS can successfully print a
test page. Similarly, when you install a scanner driver, the scanner completes some
self-test routines. You can scan an image or a text page and view it using a
graphics application.

Configure the device. Configuring a printer or scanner includes tasks such as setting
the default options and preferences. These tasks are performed using the Proper-
ties pages of the device that you can access from the Printers and Scanners utility
available in the Start menu. Nearly all printers and scanners include a calibration
option in the device Properties pages. Calibrating a scanner guarantees that it will
correctly read the image using the configured resolution. Configuring a printer
ensures that the default settings such as the paper type and orientation works well
for most applications and the printer performance is optimized. Advanced config-
uration of devices depends on the type of the device—you might need to refer to
the manufacturer’s instructions.
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Verifying installation. Installation can be tested using a built-in utility included with
most printers and scanners. Windows XP and Windows 2000 include an option
to print a test page to verify that the printer has been installed correctly. Similarly,
acquiring a scanned image using a graphics application such as Photoshop or
Corel Draw can test the scanner installation.

Upgrading printers

Printers can be upgraded in several different ways that include adding memory,
updating printer driver and firmware, and installing optional components such as
additional paper trays. This section summarizes the common upgrade options
available for printers.

Memory. High-end laser printers require a large amount of built-in RAM to tempo-
rarily store the documents submitted for printing. The larger the amount of RAM,
the larger the number of documents a printer can accept for printing. Most of
these printers have the option to extend the memory by installing additional
memory modules or memory sticks. In most cases, the manufacturer’s support
technicians perform the memory upgrades. If you are asked to upgrade a printer’s
memory, you will need to make sure that expansion slots are available in the
printer to upgrade the memory, and that the memory modules are compatible
with the make and model of the printer. It is recommended that you obtain the
memory module directly from the printer manufacturer and ask for necessary
installation instructions. If none are available, you should refer to printer docu-
mentation for help.

Drivers. Like most software and hardware vendors, printer manufacturers also
regularly update the printer drivers and make these updated drivers available free
of cost on their web sites. This usually happens when the operating system is
upgraded on the print server. Printer manufactures also update printer drivers for
their old printers to make them compatible with the new version of the OS.
Updated or new printer drivers must be tested before they are finally installed on
print servers.

On a Windows XP desktop, a printer driver can be updated from the Advanced
tab of the printer Properties window. Click on the New Driver tab to launch the
Add Printer Driver Wizard. The Wizard guides you through the installation
process, which is more or less similar to the process for installing a new printer
driver.

/—— Note that the Rollback Driver feature in Device Manager is not
‘*ﬂ*@ available for printers. If a new updated printer driver does not work
for some reason, you will have to manually reinstall the previous

version from the printer Properties window.

Firmware. Firmware refers to the BIOS of the printers or scanners. In some cases, it
is necessary to upgrade the firmware to take advantage of new or advanced
features of the device. Firmware upgrades are usually done by either replacing the
firmware chip in the device or through the software application provided by the
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device manufacturer. You should consult the device documentation and follow
the manufacturer’s instructions on how to obtain and install firmware updates.

Network interface. Most high-end printers are network-capable these days. They can
be directly connected to an available network port and given some other identifi-
cation. For example, most network printers can be assigned an IP address. Some
manufacturers do not include the network interface with the standard printer but
offer it as an upgrade. In other situations, you might have to upgrade the network
interface of an older network printer to increase its communication speed. Follow
the manufacturer’s instructions or refer to the instruction manual to complete the
upgrade.

Paper feed trays and finishers. Several printer manufacturers do not include all types of
paper feed trays or finishing assemblies (folder, hole puncher, and stapler) with
the standard product. These parts are offered as optional upgrades. This is due to
the fact that the manufacturers want to keep the price of the standard product to a
minimum. If required, a consumer can just order these. In most circumstances, a
service representative of the manufacturer installs these upgrades. You will need
to follow the manufacturer’s instructions on how to install paper feed trays or
finishing assemblies.

Troubleshooting Printers and Scanners

Printers are used at almost every place where computers are used. Most printers
are now easy to use but are also difficult to troubleshoot. All-in-one, low-cost
inkjet printers now include the functionality of a fax machine and scanner. In this
section, we will take a look at troubleshooting some common problems related to
printers and scanners. But first, we will summarize the basic troubleshooting
procedure that applies to both printers as well as scanners.

Basic troubleshooting procedures

The following is a summary of basic troubleshooting procedures. Remember that
this is a generalized troubleshooting procedure that can be applied to any
situation:

1. Gather information. The first step in every troubleshooting scenario is to
gather as much information about the problem as you can. Ask questions
from the user, take a look at the errors generated by the device, try printing a
test page, or check the event logs on the computer. You may need to use any
one or all of these methods to get sufficient information about the problem.
Check with the user if he has tried to make any changes to software or
changed anything with the device hardware. It might also be helpful to use
the troubleshooting utility included with the specific device.

2. Analyze collected data. Next, you will need to review and analyze the infor-
mation you collected to identify one or more possible causes of the problem.
Check the device documentation to find out what could have caused the
problem. In some cases, checking with the vendor’s documentation on the
web site also helps a lot.
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3. Identify the most probable cause. You will need to isolate the problem and
identify the most probable cause that has generated the problem. This can be
done by eliminating the causes that are not directly related to the problem.

4. Apply the solution. Once you have identified the correct cause of the
problem, you are ready to find a suitable corrective action. This may be in the
form of simply recycling power to the device or a change in user permissions,
or it might be as complex as replacing a component. Once the solution is
applied, you must test that the solution works well and does not give rise to
further problems.

Troubleshooting inkjet printers

The following sections summarize the symptoms of common problems with inkjet
printers, as well as their possible causes and solutions:

Paper jams
Paper jams are a result of obstruction in the path that the paper travels within
the printer. Paper jams are mainly caused by one of the following reasons:

* Worn out rollers in the paper movement assembly

* Incorrect type of paper

* Poor quality of paper
Remember that loose paper sheets pick up moisture from the atmosphere
that can also cause paper jams.

Poor printing quality
There can be several reasons behind poor printing quality. Some of them are
as follows:

* Dry ink in the ink cartridge
* Damaged ink cartridge
* Alignment of printhead

Poor printing quality is a major problem where refilled ink cartridges are
heavily used. Even when you buy a new printer or replace an ink cartridge
and do not use it for long, the ink becomes dry. Misalignment of the print-
head can also cause poor printing quality. (A simple symptom of a misaligned
printhead is that horizontal or vertical straight lines do not look straight.
Most printers have a built-in utility to align printer heads.) Another reason
for poor printing quality is that the printhead needs to be cleaned.

Blank pages
If the printer or the application does not produce any errors but blank pages
are coming out of the printer, the ink cartridge is out of ink and should be
replaced.

Patches on ink
If the inkjet printer is leaving patches of ink scattered across different parts of
paper, or if the printed characters look smeared, the inkjet cartridge needs to
be replaced.
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Troubleshooting laser printers

The following list summarizes some common problems with laser printers, as well
as their possible causes and solutions:

Paper jams

Paper jams are mainly caused by poor paper quality or worn out pick-up
rollers. A broken gear may also cause this problem. The only solution is to
replace the gear or the roller, whichever might be causing the problem.
Always use a vendor-recommended paper supply and keep paper inside
plastic jackets. Loose paper picks up moisture, which can also cause paper
jams. Perform preventive maintenance at regular intervals so that the paper
path remains clear of dust and paper particles.

Blank pages
A laser printer produces blank pages due to one of the following reasons:

* The toner cartridge is out of toner and needs replacement.

* The transfer corona wire assembly is faulty. If the wire is broken or
damaged, the image cannot be transferred from the EP drum to the
paper. It is easy to replace a broken transfer corona wire.

* The high-voltage power supply is not functioning. High voltage charges
the primary and transfer corona wires. If the high-voltage power supply
is not working, both corona wires will not be able to do their respective
jobs.

Black pages
A faulty primary corona wire causes black pages. If this wire is not working, it
cannot strip the EP drum of high negative voltage. The toner sticks to the
entire surface of the EP drum, which is then transferred to the paper.

Toner marks scattered across paper
Repetitive toner marks scattered across the paper is a result of some problem
with the toner cartridge. This problem is very common with refilled toner
cartridges.

Vertical black or white lines
This problem is due to a defect on the surface of the EP drum. There might
be a little scratch on the drum where it cannot get the high-voltage charge
and attract the toner particles.

Image ghosting
Ghosted images appear when the previous image is not completely erased
from the surface of the EP drum. A broken cleaning rubber blade or some
other defect in the erasure lamp assembly causes ghosted images on paper.
Depending on the situation, you might need to replace the defective erasure
lamp or the cleaning rubber blade.

Garbled printing
An incorrect printer driver mainly causes garbled printing output. Reinstall
the driver to correct this problem.
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Troubleshooting dot matrix printers

The following list summarizes some common problems with dot-matrix printers,
as well as their possible causes and solutions:

Paper jams

Paper jam problems are very common in dot matrix printers. This is due to
the fact that they are mainly used to print multipart forms with perforations.
The paper used for these forms is usually not of very good quality. Moreover,
they use continuous sheets of paper, which if not monitored during printing,
can easily skip a hole, get misaligned, and cause paper jams. It is very
common to find small pieces of paper sticking to the paper feed assembly
inside the printer. Dot matrix printers need regular preventive maintenance
so that the paper path can be kept clear.

Poor printing quality

As noted earlier, poor printing quality can be caused by several factors. The
following is a list of some common causes of poor printing quality:

* If you see a blank line across the width of the paper, one of the pins on
the printhead is broken.

e If the printer is printing nonreadable characters (garbled prints), the
problem lies with the printer driver software.

* If the printer is producing consistently faded characters, the printing
ribbon needs to be replaced.

* If the printer is producing normal printing noise but nothing appears on
paper, the printing ribbon might be improperly installed or out of ink.

* If you notice that the printing quality reduces across the width of the
paper, the ribbon is possibly not rotating. Check the ribbon movement
assembly that advances the ribbon when the printhead moves.

Stepper movement problems

Dot matrix printers rely on stepper motors for paper movement as well as for
movement of the printhead. A problem with the stepper motor is easy to
identify because it causes irregular movement of the printhead or the paper.
The stepper motor is an expensive part, and the only way to enhance its life is
to perform regular preventive maintenance of the printer.

Common problems with scanners

The following are some of the common operational problems with scanners:

Scanner does not scan

If the scanner is powered on but does not scan when commands are issued
from the application, try to scan the document manually using the Scan
button located on the scanner’s control panel. If both actions fail to start the
scanning process, reboot the computer and the scanner to see if the problem
persists. With some scanners, it is required that the scanner should be
powered on before the computer. Check that the lock of the scanning head is
not blocking its movement. If this does not resolve the problem, reinstall the
scanner driver.
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Poor image quality of scanned document
Poor quality of the scanned document can either be caused by incorrect scan-
ning resolution or by dust on the glass plate, scanning lamps, or mirrors.

Scanner produces strange noise
Scanners usually produce strange noises when they are powered on. This is
due to the fact that the scanner must perform its self-test and calibrate its
different settings on start-up. If the noise is heard every time you turn on the
scanner, do not be alarmed. It is a normal process. If the noise continues and
the scanner does not complete scanning a document, you may need to look at
the movement of the scanning head.

Scanner does not power on
If the scanner does not turn on when you press the power button or the
switch, check that the mains AC cord is plugged in properly to the scanner as
well as to the wall socket. If the mains cord is properly plugged in, try
replacing the cord with another good cord.

Networks

Networks allow computer users to connect computers together and share resources
such as files and printers. Networking also allows better management of data, secu-
rity, and resources in large companies where hundreds of employees work on
computers. In this section, we will cover some basic fundamentals of computer
networks, installation of networks, and common troubleshooting methods.

Networking Fundamentals

A computer network refers to two or more computers linked together to share
files, printers, and other resources. The network may be as small as just two or
more computers linked together at home or in an office, or as big as a corporate
network at multiple locations spanned across the globe.

Chapter 8 covers a detailed study of computer networks.

Types of networks

The following are main categories of computer networks:

Local area network (LAN)
A LAN is a network of computers joined together in a local area such as a
small office, home, or building. The area covered by a LAN is usually
restricted to a single location. The function of a LAN is to provide high-speed
connectivity to all computers and network devices.

Wide area network (WAN)
A WAN is a network that connects two or more local area networks. A WAN
typically connects separate LANs at different geographic locations. A third-
party such as an Internet service provider or a local telephone company is
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responsible for providing the required dedicated hardware and/or connec-
tivity lines to implement a WAN. These hardware devices include modems or
routers that are required to connect the local LANs to the service providers
network.

Personal area network (PAN)
A PAN refers to a network of devices located in close proximity of each other.
The devices may include computers, PDAs, mobile phones, and similar items,
connected using a wireless or a wired network.

Metropolitan area network (MAN)
A MAN is a large internetwork connecting local area networks in a campus or
inside the boundaries of one city.

Networking models

Networking models can be divided into the following two categories:

* Centralized computing

* Decentralized computing

In a centralized computing network model, all processing is done on a central
computer. This computer provides data storage as well as controls to all periph-
erals including the clients, which are called dumb terminals. A client/server
network is based on the centralized computing model. A centralized server holds
control of all system and network resources located across the network. These
include network services, storage, data backup, security management, and access
control. The network consists of dedicated servers and desktops (clients). Servers
run network operating systems such as Windows Server 2000/2003, Unix/Linux,
etc., and the desktops run client operating systems such as Windows XP or
Windows 2000. The following are some features of client/server computing;:

* This model is scalable to very large-scale internetworks.
* Skilled administrators are required to manage the network.

* Dedicated server and network hardware may be required, which increases the
cost of ownership.

* Security of the resources can be effectively maintained from a central point.
In a decentralized computing network model, all processing and resources are
distributed among several computers, thereby increasing performance. All systems
can run independent of each other. A peer-to-peer (P2P) network or a workgroup
is based on a decentralized computing model. Every computer is responsible for
processing applications, storage of data, and controlling access to its resources.
The following are some features of a peer-to-peer networking model:

* These networks are suitable for about 10 computers only.

* They are cost effective as compared to the client/server model.

* A network operating system (NOS) or skilled administrators are not required.

¢ These networks are not as secure as the client/server model because each user
individually maintains security of resources on her computer.
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Network topologies

A topology refers to the physical layout of a network. It describes how networking
devices such as servers, desktops, printers, and network devices are connected
together.

Star topology
In a star topology, computers (or nodes) connect to each other through a
central device, called a hub or a switch. Since each device is connected indepen-
dently to the central device using a separate cable, the star network can be
expanded at any time without affecting the operation of the network. Failure of
one or more nodes also does not affect the network operation. The central
device becomes the single point of failure because all nodes are connected to it.

Bus topology
In a bus topology, all computers are connected to a single cable called a back-
bone using T-connectors. Both ends of the backbone use terminators in order
to prevent reflection of signals. If the terminator is missing or is deliberately
removed, the data transmissions are disrupted.

Mesh topology
In a mesh topology, each computer makes a point-to-point connection to every
other computer. This makes the network highly fault-tolerant and reliable
because a break in the cable or a faulty computer does not effect network oper-
ation. Data can travel from one computer to another using a number of paths.

Ring topology
In a ring topology, each computer is connected to its neighboring computer
to form a logical ring. If one of the computers in the ring fails or if the cable is
broken, the entire network becomes inaccessible. Addition or removal of
computers also disrupts network transmissions. A Multi-Station Access Unit
(MSAU) or Media Access Unit (MAU) acts as the central device.

Wireless topology

In a wireless topology, computers connect to each other using radio frequen-
cies. Wireless networks can be either Ad-hoc or Infrastructure topology-
based. In an ad-hoc wireless network, two or more computers directly
communicate to each other without using a central device. There is no central
device (hub), and these networks can be created anywhere almost spontane-
ously. In an Infrastructure network, a central wireless device known as the
Access Point (AP) is used to authenticate and configure wireless clients that
fall within its range. A special identifier known as the Service Set Identifier
(SSID) must be configured on the AP and each wireless client. The AP can
further be connected to the wired LAN so that wireless clients can access the
wired LAN also.

Full-duplex and half-duplex. In computer networking, a duplex communication system
is the one where data can be transmitted and received simultaneously in both
directions. In a half-duplex communication, setup data can flow in both direc-
tions, but only in one direction at a time. If one end is transmitting data, it cannot
receive at the same time. In a full-duplex communication setup, both ends can
transmit and receive data simultaneously.
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Network cabling

The cables used for computer networks fall into three main categories: coaxial
(thin and thick), twisted pair (unshielded and shielded), and fiber optic (single-
mode and multi-mode). Each of the cable types has its own merits and demerits in
terms of their cost, installation, maintenance, and susceptibility to interferences.
Coaxial cables are not covered in the A+ Essentials exam as these are rarely used
these days.

Twisted pair cables. Twisted pair cables use pairs of insulated cables bundled inside a
plastic sheath. The twists in cables are used to prevent electromagnetic interfer-
ence, which results in crosstalk among cables. Twisted pair cables are easy to
install and lower in cost than coaxial and fiber optic cables. These cables are iden-
tified by their category numbers, denoted as CAT-1, CAT-2, CAT-3, CAT-5, etc.
Figure 2-15 shows a piece of a twisted pair cable.

Figure 2-15. Twisted pair cable

Unshielded twisted pair
Unshielded twisted pair (UTP) cables are the most commonly used of the two
types of twisted pair cable categories. UTP cables are inexpensive and easy to
install and maintain. These cables are vulnerable to electromagnetic interfer-
ences (EMI) and radio frequencies interferences (RFI) and hence cannot carry
data signals to longer distances.

Shielded twisted pair
Shielded twisted pair (STP) cables come with a layer of shielding material
between the cables and the sheath. STP cables do provide some degree of
protection from EMI and RF disturbances and can carry signals to greater
distances. But this advantage comes with extra cost of installation.

Table 2-11 lists some of the popular UTP and STP categories.

Table 2-11. Categories of UTP and STP cables

Category Description

CAT-3 Used for both voice and data transmissions in Ethernet, Fast Ethernet, and Token Ring networks.

CAT-4 Used for both voice and data transmissions in Ethernet, Fast Ethernet, and Token Ring networks.

CAT-5 Used folz both voice and data transmissions in Ethernet, Fast Ethernet, Token Ring, and ATM
networks.
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Table 2-11. Categories of UTP and STP cables (continued)

Category Description

(AT-5e Used in Gigabit Ethernet networks.

(AT-6 Used for both voice and data transmissions in Ethernet, Fast Ethernet, Token Ring, and ATM
networks.

CAT-6 (STP) Used folz data transmissions in Ethernet, Fast Ethernet, Gigabit Ethernet, Token Ring, and ATM
networks.

Plenum/PVC. The term plenum refers to the space between the main ceiling and the
dropped ceiling of a building. This space is used for air circulation in heating and
air-conditioning systems. The network cable used in this space is known as
plenum cable. A fire-retardant plastic jacket surrounds the plenum cable. The
jacket consists of a low smoke polyvinyl chloride (PVC) or fluorinated ethylene
polymer (FEP). These cables are highly resistant to fire and should be used in
plenum space. UTP and STP cables should not be used in this space because they
pose a serious fire hazard in case of a fire.

Fiber optic. Fiber optic cable is made up of very thin glass or plastic stretched out
and put inside a sheath. The transmission in fiber optic cables is carried by light
signals and is immune to EMI and RF disturbances. They can also carry data
signals to longer distances than UTP or STP cables and is considered the most
secure of all cable types. Fiber optic cables are very expensive in terms of the cost
involved in installation and maintenance. They need expensive hardware, skilled
technicians, and special tools for installation. This is the reason that fiber optic
cable is used only in data centers for providing high-end connections to critical
servers and other network devices where high-speed data transfers are required.
Figure 2-16 shows a fiber optic cable.

Figure 2-16. Fiber optic cable

Fiber optic cables fall into the following two categories:

Single-mode fiber optic cable
The single-mode fiber optic cable is made up of 8 to 10 micron core glass or
plastic fiber surrounded by 125 micron cladding. It uses a single beam of light
and can thus travel to greater distances than multimode fiber optic cable.

Multimode fiber optic cable
The multimode fiber optic cable is made up of 50 or 62.5 micron core and
125 micron cladding. In this cable, multiple beams of light travel through the
core and are reflected by the cladding. Some of the beams even get refracted
into the cladding causing loss of signal.
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Connectors

Connectors are used for terminating cables and provide an interface to connect
the cables to devices. It is not possible to connect a cable to a device without first
terminating it with a suitable connector. Each connector has two variations: a
male and a female. The following is a brief description of connectors used for
computer networking:

Registered Jack-11 (R]-11)
The RJ-11 connector is mainly used for terminating telephone wires. It has a
capacity of three telephone lines (six pins) but only four pins are commonly
used. A single telephone line uses only two pins. but four pins are used for a
Digital Subscriber Line (DSL).

Registered Jack-45 (R]-45)
The RJ-45 is an 8-pin connector that is used for terminating twisted pair
cables. It is the most common type of connector used in computer networks.
Cables can be wired in either a straight or crossover fashion.

Subscriber/Standard Connector (SC)
An SC connector is used to terminate fiber optic cables. It uses the push-pull
mechanism to make the connection.

Straight Tip (ST)
An ST connector is an older type of fiber optic connector. It uses the “twist-
on/twist-off” bayonet mechanism to make the connection.

Lucent (LC)
An LC connector is also used for fiber optic cables with a push-pull mecha-
nism. It has a small flange on top that secures the connection in place.

Mechanical Transfer-Registered Jack (MT-R])
An MT-R]J connector resembles R] type connectors. They always hold two
fiber cables to allow full-duplex communications.

Universal Serial Bus (USB)
USB connectors are available in a variety of sizes and shapes, but the two
most popular types are USB Type A and USB Type B. The Type A connector
is mainly used on computers, and the Type B connectors are usually used for
peripherals.

IEEE 1394
An TEEE 1394 connector is also known as Firewire connector. These connec-
tors are mainly used for digital video and portable storage devices. The IEEE
1394 connectors come in 6-pin and 4-pin configurations.
&
Y Refer to Chapter 8, which shows figures of different types of net-

LA
W 4. Work connectors.
> .
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Network devices

This section covers a brief description of commonly used networking devices,
which include hubs, switches, MAUSs, bridges, and routers.

Hubs. An Ethernet hub (or a concentrator) is the central device that connects all
nodes in the segment. It receives signals on one of its ports and retransmits it to all
other ports except the receiving port. In a typical implementation, UTP cables are
used to connect nodes (computers or printers) to hubs. An active hub receives
signals at its ports and regenerates it before passing it on to all other ports. A
passive hub acts as a simple gateway for the incoming signals and does not regen-
erate the signal before passing it on to other ports. Ethernet hubs are available in a
variety of sizes and costs, depending on the number of ports. Smaller hubs with 4,
8, or 12 ports are known as workgroup hubs, while hubs with 24 or 32 ports are
known as high-density hubs. Hubs can be cascaded (joined together) to extend the
network segment.

Switches

Like a hub, a switch is also the central device that connects multiple nodes in a
network segment using UTP or STP cables. But unlike the hub that sends the
received signal to every port, a switch sends the signal only to the destination
node. A switch is an intelligent device that learns the hardware address or Media
Access Control (MAC) address of the destination from the data packet and sends
the packet only to the intended node. This results data direct communication
between two nodes, improved network performance, and a reduced number of
collisions.

Switches can work in a full-duplex mode, a mode that enables nodes to transmit
and receive data simultaneously. Thus a 100 Mbps switch working in a full-
duplex mode can provide 200 Mbps data transfer speed. Switches are preferred in
large networks where hubs can become a bottleneck for network performance.

Media Access Unit (MAU). An MAU, also called Multi-Station Access Unit (MSAU), is
used in Token Ring networks as a central device that connects all nodes in the
network segment. This is equivalent to using a hub or a switch in Ethernet
networks and results in giving the network a physical star look, though its logical
topology remains a ring. Multiple MAUs can be connected using the Ring In (RI)
and Ring Out (RO) ports in order to extend the network. The RO port of one
MAU is connected to the RI port of the second MAU, and so on. The RO port of
the last MAU is connected back to the RI port of the first MAU in the network to
complete the ring.

Bridges. A network bridge is used for two purposes: connecting to LAN segments
to form a larger segment and dividing a large network segment into smaller
segments. Like network switches, bridges also learn the MAC address of the
devices and forward data packets based on the destination MAC address. Most of
the newer bridges can dynamically build lists of MAC addresses by analyzing data
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frames. These bridges are called learning bridges due to this advanced function-
ality. Most of the functionality of bridges is now included in switches.

Routers

Routers are used to connect two or more network segments. Routers use IP
addresses to determine the source and destination of the data packet. Typically,
routers receive the data packet, determine the destination IP address, and forward
the packet to the next hop (which may either be the final destination of the packet
or another router on the path). Routers can be implemented as a software service
or as a dedicated hardware device. A wired or wireless router in a home network
is an example of a small network router that connects the home network to the
ISP’s network.

Routers communicate to each other using routing protocols. Routers maintain a
list of IP addresses in routing tables. Routing tables can be built statically or
dynamically as discussed in the following sections:

Static routing
When static routing is used, administrators manually configure routing tables
by entering appropriate routing information. This method works only for
very small networks.

Dynamic routing
In a dynamic routing environment, routers use Routing Information Protocol
(RIP) or Open Shortest Path First (OSPF) to build, maintain, and advertise
their routing tables. Most networks are based on dynamic routing.

Networking protocols

Networking protocols allow computers to communicate to each other through the
networking media. Some of these protocols are common to all operating systems
while others are platform-dependent. This section covers a brief description of the
commonly used protocols TCP/IP, IPX/SPX, and NetBEUI.

Transmission Control Protocol/Internet Protocol (TCP/IP). TCP/IP is a set of several proto-
cols. It is the most widely used protocol suite in private networks as well as on the
Internet. TCP/IP is not proprietary to any organization but is a public protocol
suite. It is a fully routable protocol and is supported by all major network and
desktop operating systems. Some of the well-known TCP/IP protocols and their
functions are listed in Table 2-12.

Table 2-12. TCP/IP protocols and their functions

Protocol Function

Internet Protocol (IP) IP is a connection-less protocol that provides IP addressing and routing
functions.

Transmission Control Protocol (TCP) TCP is a connection-oriented protocol that guarantees delivery, flow
control, error detection, error correction, and packet sequencing.

User Datagram Protocol (UDP) UDP is a connection-less transport protocol. It does not provide guaran-

teed delivery of data.
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Table 2-12. TCP/IP protocols and their functions (continued)

Protocol
File Transfer Protocol (FTP)

Trivial File Transfer Protocol (TFTP)

Simple Mail Transfer Protocol (SMTP)
HyperText Transfer Protocol (HTTP)

HTTP Secure (HTTPS)

Post Office Protocol 3 (POP3)
Internet Message Access Protocol 4
(IMAP4)

Telnet

Internet Control Message Protocol (ICMP)
Address Resolution Protocol (ARP)
Network News Transfer Protocol (NNTP)

Line Printer Remote (LPR)

Function

FTP is a client/server application used for file transfers between remote
computers.

TFTP is also used to transfer files between two remote computers. It is
faster but less reliable than FTP.

SMTP is used to transport messages between remote email servers.

HTTP allows text, images, and multimedia to be downloaded from web
sites.

HTTPS is the secure version of the HTTP protocol that authenticates web
servers and clients before the communication session starts.
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POP3 is used to download or retrieve email messages from mail servers
running the SMTP protocol.

IMAP4 s also used to securely retrieve email from mail servers.

Telnet allows connections to remote hosts such as network devices for
administrative and maintenance purposes.

ICMP provides error checking and reporting functions.
ARP is used to resolve IP addresses to MAC addresses.

NNTP provides newsgroup services such as posting and retrieving
messages on discussion forums.

LPR provides client connectivity to printers in network operating systems
such as Unix, Linux, and Windows.

Internet Packet Exchange/Sequenced Packet Exchange (IPX/SPX). IPX/SPX is a full protocol
suite used in Novell NetWare networks. The IPX/SPX protocol suite is fully
routable, but due to the increasing popularity and extended features of the TCP/
IP protocol suite, the usage of IPX/SPX has reduced significantly. Both Microsoft
and Novell have made TCP/IP their default protocol in recent versions of oper-
ating systems. Different protocols in this suite are listed in Table 2-13.

Table 2-13. IPX/SPX protocols and their functions

Protocol

Netware Core Protocol (NCP)
Service Advertising Protocol (SAP)
Internet Packet Exchange (IPX)
Sequenced Packet Exchange (SPX)
Routing Information Protocol (RIP)

NetWare Link State Protocol (NLSP)

Open Datalink Interface (ODI)

Function

Allows client/server interactions such as file and print sharing.

Allows systems to advertise their services such as file and print services.
Provides network addressing and routing services.

Provides connection-oriented services on top of the IPX protocol.

This is the default routing protocol for IPX/SPX networks. It uses Distant
Vector Routing Algorithm for building routing tables.

Provides routing services based on Link State Algorithm for routes and
building routing tables.

Allows NetWare systems to work with any network interface card.

When discussing the IPX/SPX protocol suite, it is important to include the frame
types used in NetWare networks. If there is some connectivity problem between
two systems using different versions, it is a good idea to check the frame types

Networks | 137



used on the network. NetWare uses the following types of frames for encapsu-
lating data at the Data Link layer:

* NetWare 2.x and NetWare 3.x use IEEE 802.3 as the default frame type.
* NetWare 4.x uses I[EEE 8.2.2 as the default frame type.

NetBEUl. NetBEUI stands for NetBIOS Extended User Interface. It is an old
Microsoft networking protocol used in small Windows-based networks. This
protocol uses a broadcast method of finding computer names, and it creates
significant network traffic. It is not a routable protocol and as such, cannot be
used on large routed networks. It is easy to install and the fastest of all protocols
covered in the A+ Essentials exam. Due to its severe limitations, it is not even
used in Microsoft networks these days.

Host naming and addressing

Network hosts or computers are identified either by their names or their
addresses. The term network addressing refers to the method of identifying
networks and hosts located in a particular network. Different networking proto-
cols employ different methods for addressing networks and hosts, as described in
the following sections.

TCP/IP addressing. Hosts in a TCP/IP network follow IP addressing schemes. The IP
address consists of 32 bits composed of 4 sets of 8 bytes (octet) each. It is
expressed as decimal numbers separated by a period known as dotted decimal
notation. 192.168.2.10 is an example of an IP address. IP addresses can further be
divided into public (registered) or private (unregistered) addresses. Organizations
using public addresses can be connected to the Internet while the private IP
addresses can only be used internally.

IP addresses are classified into classes A, B, C, D, and E. Only addresses from the
classes A, B and C are assigned to organizations and are known as Classful IP
Addresses. The first byte of an IP address identifies the class of IP addresses used
in the network. For example, a host with an IP address 92.137.0.10 is using a class
A TP address and a host with an IP address 192.170.200.10 is using a class C IP
address.

A second 32-bit number, known as subnet mask, is used to identify the network
address from the host address. When converted to a binary number, the network
part is assigned a binary value of 1 and the host part is assigned a value of 0 in the
subnet mask. For example, if the subnet mask is 255.255.0.0, the first 16 bits of
the IP address would represent the network address and the last 16 bits would
represent the host address.

Table 2-14 summarizes the main classes of IP addresses, the number of networks
and hosts in each class, and the default subnet masks.
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Table 2-14. Classful IP address ranges

Number of Default subnet
Class Range of firstbyte  networks Hosts per network ~ mask
A 1-126 126 16,777,214 255.0.0.0
B 128-191 16,384 65,534 255.255.0.0
C 192-223 2,097,150 254 255.255.255.0
D 224-239 N/A N/A N/A
E 240-255 N/A N/A N/A

Notice from Table 2-14 that the network ID 127 is not included in
any of the classes. This is because the IP address 127.0.0.1 is
reserved as a loopback address for troubleshooting TCP/IP configu-
ration of the computer.

Classful subnetting. Subnetting is the process of creating two or more network
segments by using the host portion of the IP address. Subnetting creates multiple
broadcast domains to reduce broadcast traffic and allows administrators to more
effectively manage the IP address range. It also increases security of the network
and helps contain network traffic to local network segments.

Consider a network with a class C IP address of 192.168.2.0. With the default
subnet mask of 255.255.255.0, you can have only one large network segment with
254 hosts. If you use some bits from the host portion, you can create two, three,
or four segments. But as the number of segments increases, the number of hosts in
each segment reduces.

IPX addressing. In a NetWare network environment, only the servers are assigned
hostnames. These names consist of a maximum of 47 characters. The clients do
not have hostnames and use their IPX addresses instead. NetWare networks are
assigned a 32-bit hexadecimal address. The servers and workstations use a 48-bit
hexadecimal address, which is the MAC address of the network interface card.
This address is appended to the network address to create a unique node address.
The following is an example of an IPX address:

0AC74E02:02254F89AE48

Note that the first part of the IPX address is the address of the logical network,
and the second part is the unique MAC address of the network interface card. If
there are any leading zeros, they are not written. Sometimes the IPX address is
also written as groups of four hexadecimal numbers separated by colons. The
above address can thus be written as:

AC7:4E02:0225:4F89:AE48

NetBEUI addressing. The NetBEUI protocol uses NetBIOS naming conventions for
the purpose of addressing computers in a network. NetBIOS computer names
consist of a maximum of 15 characters such a Serverl, Workstationl, etc.
NetBEUI uses the three methods that are shown next to resolve NetBIOS
computer names to IP addresses.
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Broadcasting
If a host does not have the IP address of a NetBIOS host in its cache, it broad-
casts the NetBIOS name in the entire network.

LMHOSTS file
This is a text file that maps IP addresses to NetBIOS computer names.

NBNS
This is the NetBIOS Name Server (known as the WINS server) that maps
NetBIOS names to IP addresses.

Since NetBIOS name resolution mainly depends on broadcasts, the NetBEUI
protocol creates significant network traffic if there are a large number of
computers on the network.

Automatic Private IP Addressing (APIPA). The default configuration on most TCP/IP
based operating systems is to dynamically obtain an IP address configuration from
a Dynamic Host Configuration Protocol (DHCP) server. When the DHCP server is
not available for some reason, the computer can assign itself an IP address auto-
matically. The automatically assigned address is from the range 169.254.0.0 to
169.254.255.255 and a subnet mask of 255.255.0.0. With an APIPA address, the
computer can connect only to the other computers with an APIPA address on the
local network segment but cannot access any other computers on a remote
network. If a computer is configured to obtain an IP address from a DHCP server
but does not support APIPA, its IP address defaults to 0.0.0.0.

Bandwidth

In computer networks, the term bandwidth refers to the speed of data transmis-
sions. It is a measure of the data that can be transmitted from one point to
another in a given amount of time. This bandwidth is expressed as bits of data
transmitted in one second or bits per second (bps). Since bps is a very small figure
for most modern networks, the bandwidth is expressed as megabits per second
(Mbps). Sometimes, the bandwidth is also expressed as bytes per second (Bps) or
megabytes per second (MBps), where 1 byte is equal to 8 bits.

N It makes sense to mention bandwidth bottlenecks in this section. In
a a complex network, the complete path from one computer to
) another is composed of several links. Each link may have its own
bandwidth. The bandwidth of the complete path is determined by
the slowest link in the path. If the bandwidth is very low, the link
becomes a bandwidth bottleneck.

¢y

LAN technologies

Ethernet networking and cabling technologies are defined in IEEE 802.3 stan-
dards. There are several variations in this standard, depending on speed, length,
topology, and cabling used in implementing networks. The following sections
provide a brief summary of the standards tested on the A+ exam.
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10 Mbps Ethernet. The 10 Mbps standards include 10Base2, 10BaseT, and
10BaseFL. All of these standards define a maximum data transfer speed of 10
Mbps. This speed is now considered obsolete for most networks. It is unlikely
that you will encounter any 10 Mbps networks in your career. The following are
different variations of 10 Mbps networks.

10Base2
This standard defines use of RG-58 coaxial cabling with a maximum segment
length of 185 meters. The network can achieve a maximum speed of 10
Mbps. The segments are typically wired in physical bus topology.

10BaseT
The 10BaseT Ethernet standard defines use of CAT 3, 4, or 5 UTP cables
with a maximum of 100 meters for each cable length. All computers (nodes)
are connected to a central device known as the hub or the switch. It is typi-
cally wired in a physical star topology.

10BaseFL
The 10BaseFL Ethernet standard uses fiber optic cables in order to increase
the cable segment lengths to 2000 meters.

Table 2-15 gives a summary of 10 Mbps networking standards.

Table 2-15. Summary of 10 Mbps networking standards

Standard Cable Length of segment  Network topology ~ Connector
10Base2 Thin Coaxial 185 Meters Bus BNC
10BaseT UTP CAT3,4,0r5 100 Meters Star RJ-45
10BaseFL Fiber Optic 2000 Meters Star SCor ST

100 Mbps Ethernet. Most of the modern networks support 100 Mbps speeds, which
provides better bandwidth for demanding applications. The following is a brief
description of 100 Mbps standards:

100BaseTX
100BaseTX networks use two pairs or UTP CAT 5 cable. The length of cable
segments can be up to 100 meters.

100BaseT4
100BaseT4 networks use four pairs of CAT 3, 4, or 5 type cables. The length
of cable segments can be up to 100 meters.

100BaseFX
100BaseFX networks use multimode or single-mode fiber optic cables and
provide up to 100 Mbps of data transfer rates. The length of cable segment
can be up to 412 meters for multimode and up to 10,000 meters for single-
mode cable.

Table 2-16 gives a summary of 100 Mbps networking standards.
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Table 2-16. Summary of 100 Mbps networking standards

Network

Standard Cable Length of segment  topology Connector
100BaseTX CATS 100 Meters Star RJ-45
100BaseT4 4Pairsof CAT3,40r5 100 Meters Star RJ-45
100BaseFX MM Fiber or SM Fiber MM Fiber-412 Star SCor ST

Meters

SM Fiber-10,000

Meters

1000 Mbps Ethernet. The 1000 Mbps (equal to 1 Gigabit) Ethernet networks are also
known as Gigabit Ethernet. These networks use either copper-based or fiber optic
cabling. These networks are implemented mainly as a backbone for large
networks. The following is a brief description of Gigabit Ethernet standards.

1000BaseX
Gigabit standards include 1000BaseLX, 1000BaseSX, and 1000BaseCX. The
1000BaseLX and 1000BaseSX use multimode or single-mode fiber optic
cables. The 1000BaseCX standard specifies use of shielded twisted pair (STP)
cables.

1000BaseT
This standard uses four pairs of CAT 5 UTP cable. Each pair of the CAT 5
cable can achieve maximum data transfer speeds of up to 25 Mbps, making it
an overall 1000 Mbps.

Table 2-17 gives a summary of Gigabit Ethernet networking standards.

Table 2-17. Summary of Gigabit Ethernet networking standards

Standard Cable Length of segment
1000BaseLX MM fiber optic or SM fiber optic MM Fiber =550 meters
SM Fiber 5,000 meters
1000BaseSX MM Fiber —50 Micron 550 meters
1000BaseCX STP 25 meters
1000BaseT utp 75 meters
WAN technologies

A wide area network (WAN) consists of two or more interconnected connect local
area networks (LANs). Usually a third party—a telephone company or an ISP—is
involved in providing a connectivity solution to the organization that needs to set
up a WAN. A WAN can be set up using a dial-up telephone line for low band-
width requirements, or it may be set up using a high-bandwidth dedicated line. It
is also possible to tunnel the WAN connection through the Internet. The
following sections describe various technologies used for WAN connectivity.

Internet Service Provider (ISP). The term Internet Service Provider refers to an organiza-
tion that provides Internet access or wide area networking facilities. ISPs provide
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low-cost Internet connectivity to home users via dial-up, cable modem, ISDN
(BRI), or Digital Subscriber Lines. For large organizations that require high speed
and bandwidth, the connectivity is provided through Gigabit Ethernet, ATM,
ISDN (PRI), T-carriers, or Sonet.

On the Internet, there is actually a hierarchy of lower-level and higher-level ISPs.
Just as customers connect to an ISP, the ISPs themselves are connected to their
upstream ISPs. Several ISPs are usually engaged in peering, where all ISPs inter-
connect with each other at a point known as Internet Exchange (IX). This is done
to allow routing of data to other networks. ISPs who do not have upstream ISPs
are called Tier 1 ISPs. These ISPs sit at the top of the Internet hierarchy.

Integrated Services Digital Network (ISDN). ISDN is a packet-switched network that
allows transmission of data and voice over telephone lines. This results in better
quality and higher data transfer speeds than regular dial-up connections. ISDN
requires dedicated telephone lines or leased lines and hence is expensive. When
the two ends need to communicate, one dials the specified ISDN number and the
connection is set up. When the communication between the two nodes is over,
the user hangs up and the ISDN line becomes free. Computers using the ISDN
line need a special network interface known as an ISDN adapter or terminal
adapter.

ISDN communications use two types of channels: a bearer channel (B channel)
used for data (or voice), and a delta channel (D channel) used for control signals.
The two main implementations of ISDN as follows:

Basic Rate Interface (BRI)
BRI ISDN uses 2 B channels of 64 Kbps each for data/voice, and a D channel
of 16 Kbps. The total data transfer speed of BRI ISDN using two B channels
is 128 Kbps. The two B channels can also be used separately with 64 Kbps
speed.

Primary Rate Interface (PRI)
PRI ISDN uses 23 B channels of 64 Kbps each for data/voice, and a D
channel of 64 Kbps. The total data transfer speed of PRI ISDN is up to 1.544
Mbps. The PRI ISDN is usually carried over dedicated (leased) T1 lines.

Table 2-18 summarizes the two ISDN implementations.

Table 2-18. BRI and PRI ISDN connections

Characteristic BRI PRI

Carrier line ISDN T
Channels 2B+1D 23B+1D
Total speed 128 Kbps 1.544 Mbps

Digital Subscriber Line (DSL). DSL is a family of technologies that uses ordinary analog
telephone lines to provide digital data transmissions. It uses different frequencies
for voice and data signals, and the same telephone line can simultaneously be
used for phone and data transfer. It is commonly used for high-speed Internet
access from homes and offices. Different DSL technologies are collectively noted
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as xDSL and support data transfer speeds from 128 Kbps to 24 Mbps, as given in
the following list:

Asymmetrical DSL (ADSL)
ADSL is the most common of all types of DSL variations. The download
speed of data is faster than upload speeds. It uses one channel for analog
voice (telephone) transmissions; a second channel for data uploads, and a
third channel for data downloads.

Symmetrical DSL (SDSL)
SDSL supports equal speeds for both data uploads and downloads. It cannot
be used for voice transmissions and hence is suitable only for Internet access
at offices.

ISDN DSL (IDSL)
IDSL is a variation of symmetric DSL. It does not support analog voice trans-
missions and is used only in those environments where ADSL and SDSL are
not available.

Rate Adaptive DSL (RADSL)
RADSL is a variation of asymmetric DSL that can vary the transfer speeds
depending on line conditions. It supports both data and voice transmissions.

Table 2-19 provides a summary of different DSL variations and their data transfer
speeds.

Table 2-19. DSL variations

DSL variation Download speed Upload speed Phone usage
ADSL 8 Mbps 1 Mbps Yes
SDSL 1.5 Mbps 1.5 Mbps No
IDSL 144 Kbps 144 Kbps No
RADSL 7 Mbps 1 Mbps Yes

Broadband. Broadband Internet Access, or simply Broadband, is provided by the
cable companies that provide digital cable services. It is a reliable and efficient
means of Internet access. The coaxial cable connects to a cable modem that
further connects to the computer or other network device (hub, switch, or router)
using a UTP cable. The cable connection can be shared among several computers
in a home or in small offices using low-cost wired or wireless routers.

With a cable modem, the user does not have to dial the ISP and the connection is
always there. This might pose a security risk for computers that are used for crit-
ical purposes. Most cable modems support bandwidths from 1.5 Mbps to 3 Mbps
for the Internet access. The cable modem usually supports up to 10 Mbps data
speeds for the LAN. The actual Internet access speed depends on the utilization of
the shared cable signals in the area. The available bandwidth is always shared
with other users in the area and may vary from time to time. In the periods of
peak usage, the speed may be low compared to the periods when usage is low.
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Satellite. In such areas where DSL or cable is not available, satellite is the only
option for high-speed WAN connectivity and Internet access. For this reason, it is
commonly used in rural areas. The signals travel from the ISP to a satellite and
then from the satellite to the user. The data transmission speeds vary from 512
Kbps (upload) to 2 Mbps (download). Major drawbacks of satellite Internet
access are that it is expensive and offers low-transfer speeds compared to DSL and
cable.

Satellite Internet access suffers from propagation delays or latency problems.
Latency refers to the time taken for the signal to travel from ISP to the satellite,
located in the geostationary orbit at 35,000 Km. above earth, and then back to the
user. Latency also depends on atmospheric conditions.

Dial-up. Dial-up networking using the Plain Old Telephone System (POTS) and
the Public Switched Telephone Network (PSTN) is the traditional method of
connecting to the Internet or to remote access servers. The user typically dials the
telephone number of the ISP to authenticate and get Internet connectivity or to
connect to another remote network. The telephone line is connected to a modem,
which is further connected to a serial or USB port of the user’s computer. Most
computers these days have built-in modems that can be directly connected to the
telephone line. POTS/PSTN provides a maximum data transfer speed of 56 Kbps.

Wireless. Wireless networks rely on radio frequencies to communicate instead of
network cabling used for normal computer networks. Radio frequencies create
electromagnetic (EM) fields, which become the medium to transfer signals from
one computer to another. As you go away from the hub, or the main equipment
generating the radio frequency of the wireless network, the strength of the EM
field reduces and the signal becomes weak.

Wireless networks defined in IEEE 802.11 standards use radio frequencies with
spread spectrum technology. The two spread spectrum technologies are as follows:

Frequency-hopping spread spectrum (FHSS)
This is the method of transmitting RF signals by rapidly switching frequen-
cies according to a pseudorandom pattern, which is known to both the
sender and the receiver. FHSS uses a large range of frequency (83.5 MHz.)
and is highly resistant to noise and interference.

Direct-sequence spread spectrum (DSSS)
This is a modulation technique used by wireless networks, which uses a wide
band of frequency. It divides the signal into smaller parts and then transmits
them simultaneously on as many frequencies as possible. DSSS is faster than
FHSS and ensures data protection. It utilizes a frequency range from 2.4 GHz
to 2.4835 GHz and is used in 802.11b networks.

The most popular of the IEEE 802.11 wireless network standards are 802.11b,
802.11a, and 802.11g. Table 2-20 gives a brief comparison of the characteristics of
different 802.11 standards.
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Table 2-20. Comparison of 802.11 standards

802.11 standard Operating frequency Maximum speed

802.11 2.4 GHz 1 Mbps or 2 Mbps

802.11b 2.4 GHz 11 Mbps

802.11a 5GHz 54 Mbps

802.11¢g 2.4 GHz 54 Mbps
Infrared

Infrared technology uses electromagnetic radiations using wavelengths that are
longer than the visible light but shorter than radio frequency. Common examples
of Infrared devices are the remote controls used in TVs and audio systems. The
following are some of the key characteristics of IrDA wireless communication
technology:

* It provides point-to-point wireless communications using a direct line of

sight.

* Infrared waves cannot penetrate through walls.

* It supports data transfer speeds ranging from 10 to 16 Mbps.

* Infrared devices consume very low power.

* Infrared frequencies do not interfere with radio frequencies.

* It provides a secure wireless medium due to the short distance (usually 3 to
12 feet).

Bluetooth. Bluetooth wireless networking technology provides short-range commu-
nications between two or more devices. It is a low-cost networking solution
widely used in telephones, entertainment systems, and computers. It is designed
to overcome the limitations of IrDA technology. The following are some of the
key characteristics of Bluetooth-based wireless communications:

* It supports transmission speeds from 1 Mbps (Bluetooth 1.0) to 3 Mbps
(Bluetooth 2.0) over the unlicensed frequency range of 2.4 GHz.

* The devices must be within a short range of less than 10 meters.

* It offers high resistance to electromagnetic interferences.

* Unlike the Infrared signals, it does not require direct line of sight.

* It consumes very low power.

* Two or more Bluetooth computers form an ad-hoc wireless network.

Cellular. A cellular wide area network is made up of a large number of radio cells.
A separate transmitter located at a fixed site powers each radio cell. This site is
known as a base station. The coverage area of a particular cellular network
depends on the number of base stations. The most common example of a cellular
network is the mobile phone network.

VoIP. VoIP stands for Voice over Internet Protocol. Other popular names for this
technology are Internet Telephony, IP Telephony, and Broadband Phone. VoIP is
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a mechanism to transmit voice signals over Internet Protocol (IP). The special
protocols used to carry voice signals over an IP network are called VoIP protocols.
One of the major advantages of VolIP is the ability of a user to make telephone
calls from anywhere in the world. Since the VoIP service is heavily dependent on
availability and reliability of the Internet connection, this technology is still in the
development process.

Installing and Maintaining Networks

As a computer technician, you must be able to install and configure a network
adapter. Most new computer motherboards have an integrated network interface.
In case you are required to install an additional network adapter or install it on a
nonintegrated motherboard, you must know how to complete the required tasks
such as obtaining the network connection and configuring the properties of
networking protocol. This section covers a brief study of network related exam
objectives.

Installing and configuring network cards

Most new desktops come equipped with built-in network adapters. In newer
computers, the network interface is integrated with the motherboard. But you
might have to install, replace, or upgrade network adapters in some old desktops.
For example, you might be asked to replace a 10 Mbps network adapter with a
10/100 Mbps fast network adapter.

Installing a network adapter. When installing a network adapter, you will need to
make sure that:
* The adapter is compatible with the existing computer hardware.

* The adapter driver is meant for the operating system installed on the com-
puter.

* The operating system supports the adapter driver.
* Whether the adapter is PnP or not.
* The adapter driver is available for installation if it is not automatically
installed by the operating system.
The following exercise explains the steps involved in installing a network adapter:

1. Turn off the power to the computer.

2. Remove the computer case cover. Locate an expansion slot and remove the
plastic or metal strip that covers the case opening.

3. Insert the network adapter into the expansion slot and tighten the screw, if
required.

4. Put the computer case cover back and tighten the screws.

5. Obtain a network patch cable and connect it to the RJ-45 socket provided on
the network adapter and the wall outlet.

6. Turn on the computer.
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Configuring the network card. Most new network adapter are PnP-compatible. PnP
adapters are automatically detected and configured by most operating systems.
This configuration includes setting aside system resources such as IRQ, I/O, and
DMA for the adapter as well as installation of an appropriate driver.

In case the network adapter is not PnP, you will be required to install the network
driver manually. You will need to obtain the driver, which may be available either
on the CD-ROM accompanying the network adapter or from the vendor’s web
site. On Windows XP and Windows 2000 Professional computers, you can use
the Add/Remove Hardware applet in the Control Panel to add the network
adapter. The Device Manager snap-in can be used to install the network adapter
device driver.

Troubleshooting Techniques

The following sections cover some of the common network problems and basic
troubleshooting techniques.

Status indicators

One of the easiest methods to troubleshooting network connectivity is to check
the visual status indicators on network devices. Almost every network device has
some form or other visual indicator that can help find out if the device is working
or not. Some network devices have LEDs that change color according to the
condition of the device or an interface of the device.

The following list provides guidelines for diagnosing a connectivity problem
depending on the status of the LED lights:

No light or yellow
The device or the port is not operational. It is either not connected or is
faulty.

Solid green
The device or port is connected but there is no activity on the port.

Flashing green
The device or the port is functioning properly. It is transmitting and receiving
data as expected.

Flashing amber
The network is congested and collisions are occurring on the network media.

Certain devices provide separate LEDs for power, activity, and network colli-
sions. Each of these LEDs can be a good indicator of the connectivity problem.

Troubleshooting network media

The cables and connectors used to interconnect network devices are often the
cause of a network connectivity problem. Some of the key points to remember
while troubleshooting network media are as follows:

* Verify that a correct cable type and connectors are used and that they are
properly attached.
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* The total length of a cable used to connect devices must not exceed the
specifications.

* UTP cables are also prone to interferences generated by crosstalk and electro-
magnetic interferences. UTP cables should not be run in areas of high EMI
(such as near transformers or beside high-voltage electric cables). For ceilings
and ducts, a special type of cable known as plenum-rated cable should be used.

Troubleshooting network devices

The following are some of the common problems with network devices:

* If a hub fails, all computers connected to the hub will experience connectiv-
ity problems.

* A failed switch will also result in connectivity problems to all computers in
the network segment.

* Routers are used to connect network segments. If a router fails, computers on
one of the network segments will not be able to connect to any other net-
work segment.

Troubleshooting wireless connectivity

The following list provides a quick review of the factors that may affect the wire-
less networks:

* Wireless signals degrade as they travel away from a wireless signal-generating
device such as the access point. This degradation or attenuation of signals is
caused by several environmental factors such as EMI, RFI, walls, etc.

* Make sure that the wireless devices such as wireless router, access points, and
wireless adapters all support the standard used on the network.

* The Service Set Identifier (SSID) enables wireless clients to connect to a wire-
less access point and access network resources. If a wireless client is report-
ing connectivity problems, wireless configuration should be checked to make
sure that the client is using the correct SSID.

* If a user cannot log on to a wireless network, make sure that he has sufficient
permissions to log on. Additionally, confirm that the encryption and authen-
tication settings are configured correctly on his computer.

Security

Security was not a big concern when computers were not networked and when
the Internet was not as widely used as it is used today. Connecting to the Internet
opens your computer or the entire network to the outside world. If security
methods are not implemented, the computers or the Internet may be at risk of
being exploited. Security threats come in various forms and can cause loss of
connectivity or loss of valuable data. As a PC technician, you are expected to have
a good knowledge of basic security concepts. In this section, we will discuss some
fundamental security concepts.
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Principles of Security

In this section, we will study some basic elements of computer security. These
topics include authentication technologies and protocols, malicious software, and
elements of wireless security.

Authentication technologies and protocols

Authentication is the process of verifying the identity of a person. It is considered
the first point of controlling access to a system. In the context of computer secu-
rity, authentication is the method of verifying that the identity of a person or an
application seeking access to a system, object, or a resource is true. For example,
if a user wants to access a computer, the identity of the user is usually verified by
having the user enter a valid username and password. If the username and pass-
word of the user matches the ones stored in the security database of the computer,
the user is allowed access. This process is known as the authentication process.
Depending on the requirements of an organization, one or more authentication
mechanisms can be implemented to ensure security of an individual computer or
for the entire network.

The following sections discuss a number of authentication technologies and
protocols used in computer networks.

Username and password. Almost all operating systems implement some kind of
authentication mechanism wherein users can simply use a locally created user-
name and password to get access to the system. When the user enters his
credentials (the combination of username and password), the local security data-
base is checked to verify that the credentials match the ones stored in the local
security database of the computer. If a match is found, the user is granted access;
otherwise, the user is not allowed to log on to the system. This is the simplest
form of authentication and can be implemented easily, but it also comes with its
own limitations. Many organizations document and implement password policies
that control how users can create and manage their passwords in order to secure
network resources.

Biometrics. Biometrics refers to the authentication technology used to verify the
identity of a user by measuring and analyzing human physical and behavior char-
acteristics. This is done with the help of advanced biometric authentication
devices that can read or measure and analyze fingerprints, scan the eye retina, and
facial patterns, and/or measure body temperature. Handwriting and voice
patterns are also commonly used as biometrics. Biometric authentication provides
the highest level of authenticity about a person, which is much more reliable than
a simple username and password combination. It is nearly impossible to imper-
sonate a person when biometric authentication is used for authentication.

Smart cards. Smart cards store a small amount of data that is generally used to
authenticate the holder or owner of the card. These cards typically come in the
size of a standard credit/debit card. When used for authentication and identifica-
tion purposes, they prevent modification of the data stored on them. Smart cards
are designed well to protect them against theft of data and are immune to EMI
and RFI and have built-in protection against physical damage.
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Security tokens. A security token (also known as an authentication token or a hard-
ware token) is considered to be the most trusted method for verifying the identity
of a user or a system. Tokens provide a very high level of security for authenti-
cating users because of the multiple factors employed to verify the identity. It is
almost impossible to duplicate the information contained in a security token in
order to gain unauthorized access to a secure network. In its simplest form, an
authentication token or a security token consists of two parts: a hardware device
that is coded to generate token values at predetermined intervals, and a software-
based component that tracks and verifies that these codes are valid.

Security tokens are also known as key fobs because they are small enough to be
carried on a key chain or in a wallet. Some security tokens may contain crypto-
graphic keys while others may contain biometrics data such as fingerprints of the
user. Some tokens have a built-in keypad, and the user is required to key in a
personal identification number (PIN).

Digital certificates. Certificates or digital certificates are widely used for Internet-
based authentications, as well as for authentication of users and computers in
network environments, to access network resources and services where directory
services such as Microsoft’s Active Directory service are implemented. Certifi-
cates are a part of public key infrastructure (PKI). In a PKI, certificate servers are
used to create, store, distribute, validate, and expire digitally created signatures
and other identity information about users and systems. Certificates are created
by a trusted third-party known as a Certification Authority or Certificate Authority
(CA). Examples of commercially available CAs are Verisign and Thwate. It is also
a common practice to create a CA within an organization to manage certificates
for users and systems inside the organization or with trusted business partners. In
Windows 2000 and later server operating systems, certificates are used for authen-
ticating users and granting access to Active Directory objects. CA used within an
organization is known as an enterprise CA or a Standalone CA.

Another common use of certificates is for software signing. Software is digitally
signed to ensure the user that it has been developed by a trusted software vendor.
It also ensures that the software has not been tampered with since it was devel-
oped and made available for download. Certificates are also implemented in
Internet services to authenticate users and verify their identity.

Multifactor. In computer authentication-using secure methods, a factor is a piece of
information that is present to prove the identity of a user. In a multifactor authen-
tication mechanism, any of the following types of factors may be utilized:

* A something you know factor, such as your password or PIN.

* A something you have factor, such as your hardware token or a smart card.

* A something you are factor, such as your fingerprints, your eye retina, or
other biometrics that can be used for identity.

* A something you do factor, such as your handwriting or your voice patterns.

Multifactor authentication is considered to be acceptably secure because it
employs multiple factors to verify the identity of the user.
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Challenge-Handshake Authentication Protocol (CHAP). This protocol is widely used for
local and remote access authentication. CHAP is a modified form of Password
Authentication Protocol (PAP), which transmits user credentials in clear text.
CHAP periodically verifies the authenticity of the remote user using a three-way
handshake even after the communication channel has been established. CHAP
authentication involves an authentication server and the client. The process is
carried out as follows:

1. When the communication link has been established, the authentication
server sends a “challenge” message to the peer.

2. The peer responds with a value calculated using a one-way hash function
such as Message Digest 5 (MD5).

3. The authentication server checks the response to ensure that the value is
equal to its own calculation of the hash value. If the two values match, the
authentication server acknowledges the authentication; otherwise, the
connection is terminated.

4. The authentication server sends the challenge message to the peer at random
intervals and repeats steps 1 to 3.

One drawback of CHAP is that it cannot work with encrypted password data-
bases and is considered to be a weak authentication protocol. Microsoft has
implemented its own version of CHAP known as MS-CHAP, which is currently in
version 2.

Kerberos. Kerberos is a cross-platform authentication protocol used for mutual
authentication of users and services in a secure manner. Kerberos V5 is the
current version of this protocol and is used on Windows servers as the default
authentication protocol. The protocol ensures the integrity of authentication data
(user credentials) as it is transmitted over the network. It is widely used in all
other major operating systems, such as Unix and Cisco 10S.

Kerberos works in a Key Distribution Center (KDC), which is typically a network
server used to issue secure encrypted keys and tokens (tickets) to authenticate a
user or a service. The tickets carry a timestamp and expire as soon as the user or
the service logs off. The following steps are carried out to complete the authenti-
cation process:

1. The client presents its credentials to the KDC for authentication by means of
username/password, smart card, or biometrics.

2. The KDC issues a Ticket Granting Ticket (TGT) to the client. The TGT is
associated with an access token that remains active until the time the client is
logged on. This TGT is cached locally and is used later if the session remains
active.

3. When the client needs to access the resource server, it presents the cached
TGT to the KDC. The KDC grants a session ticket to the client.

4. The client presents the session ticket to the resource server, and the client is
granted access to the resources on the resource server.

The TGT remains active for the entire session. Kerberos is heavily dependent on
synchronization of clocks on the clients and servers. Session tickets granted by the
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KDC to the client must be presented to the server within the established time
limits or else they may be discarded.

Protection from malicious software

Malicious software or malware are software applications specifically written to
launch attacks against individual computers or networks. The basic purpose of
malicious software is to gain unauthorized access and cause damage to the system
or steal confidential information. Examples of code attacks include viruses, Trojan
horses, worms, logic bombs, spyware, and adware. These are discussed in the
following paragraphs.

Virus. A virus is a self-replicating application that inserts itself into executable files
on the computer and spreads itself using the executable. A computer virus is typi-
cally created for the sole purpose of destroying a user’s data. In order for the virus
to work or infect a computer, it must first load itself into system memory. When
the hosting executable file is run, the virus code is also executed and destroys user
data or critical system files.

A virus must first infect an executable file to run successfully. The
infected file is known as the virus host. The infected program must

' be executed before the virus can spread to infect other parts of the
system or data.

The following are different types of viruses:

Boot sector or bootstrap virus
Infects the first sector on the hard disk, which is used for booting or starting
up the computer. The boot sector virus becomes active as soon as the
computer is started.

Parasitic virus
Infects an executable file or an application on a computer. The infected file
actually remains intact, but when the file is run, the virus runs first.

If the infected computer is connected to the network, the virus can travel from one
computer to another and can infect every computer on its way. A virus can infect
data stored on floppy disks, hard disks, and even on network storage devices.

Trojans. A Trojan horse (or simply a Trojan) is a malicious code that is embedded
inside a legitimate application. The application appears to be very useful or inter-
esting and harmless to the user until it is executed. Trojans are different from
other computer viruses in that they must be executed by the victim who falls for
the “interesting software.”

Most of the modern Trojans contain code that is basically used to gather informa-
tion about the user. These Trojans fall into the category of spyware and appear as
pop-up windows on a user’s computer screen. The sole purpose of these Trojans
is to somehow trick the user into executing the application so that the code can
execute. Some Trojans are written very precisely to allow the user’s computer to
be controlled remotely by the attacker.
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The main difference between a virus and a Trojan is that viruses are
. self-replicating programs while Trojans need some action taken on
2" the part of the user. If the user does not fall into the trap of the Tro-
jan, it does not execute.

Worms. A worm is a computer virus that does not infect any particular executable
or application but resides in the active memory of computers. This virus usually
keeps scanning the network for vulnerabilities and then replicates itself onto other
computers using those security holes. The effects of worms are not easily notice-
able until entire systems or network resources appear to have been consumed by
the virus. The most common type of worm is the email virus that uses email
addresses from the address book of a user to spread itself.

Spam. Spam, or email spam, refers to unsolicited junk mail that fills up your mail
box everyday. These messages come from unknown persons and are rarely of any
interest or use to the recipient. Spammers collect email addresses from user
forums, news groups, and so on. They also use specially created applications
known as Spamware to collect email addresses and send messages to them. In
most cases, the sending email address of spammers is not traceable by a normal
computer user.

Spyware. Spyware software is used to collect personal information stored in the
computer and send it to a third party without the permission or knowledge of the
user. This process is carried out in the background, and the user does not even
know that his personal information has been stolen. The personal information is
usually stored in cookies. The information may include your name and password
that you use on other web sites. The third parties who receive this information use
it to send you unsolicited advertisements for selling their products.

Adware. The term adware is used for software that displays advertisements on your
computer. Adware appears as unsolicited pop-up windows on the computer
screen. These advertisements appear when the computer is connected to the
Internet. Most of these advertisements offer free software, screen savers, or
tickets.

Grayware. The term grayware is used for those software programs that work in an
undesirable or annoying manner. These programs may also negatively affect the
performance of the computer. Grayware includes software programs such as
spyware, adware, and so on. Pop-up windows are also classified as grayware.

Software firewalls

A firewall is a hardware device or a software application that sits between the
internal network of the organization and the external network to protect the
internal network from communicating with outside networks. A properly config-
ured firewall blocks all unauthorized access to the internal network. It also
prevents internal users from accessing potentially harmful external networks.
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Firewalls can be implemented in the form of dedicated hardware devices or
through the use of special software applications. When a computer or a network
is protected using software applications, the firewall implementation is known as
software firewall. Windows Firewall in Windows XP SP2 is a simple example of
software firewall, which can be implemented on personal computers.

The three common firewall technologies are:

Packet-filtering firewalls

Packet-filtering firewalls inspect the contents of each IP packet entering the
firewall device and, based on predefined and configured rules, allows or
blocks packets inside the network. These firewalls permit or block access to
specific ports or IP addresses and work on two basic policies: Allow by
Default and Deny by Default. Following the Allow by Default policy, all traffic
is allowed to enter the network except the specifically denied traffic. In the
Deny by Default policy, all traffic entering the firewall is blocked except the
one specifically allowed. Deny by Default is considered the best firewall
policy, as only authorized traffic is allowed to enter the network using speci-
fied port numbers or IP addresses.

Application layer firewalls

Application layer firewalls are also known as Application firewalls or Applica-
tion Layer gateways. This technology is more advanced than packet filtering,
as it examines the entire packet to allow or deny traffic. Proxy servers use this
technology to provide application layer filtering to clients. Inspection of data
packets at the application layer (of the OSI model) allows firewalls to
examine the entire IP packet and, based on configured rules, allow only
intended traffic through them. One of the major drawbacks of application
layer firewalls is that they are much slower than packet filtering firewalls
because every IP packet is broken at the firewall, inspected against a complex
set of rules, and reassembled before allowing it to pass.

Stateful inspection firewalls

Stateful inspection firewalls work by actively monitoring and inspecting the
state of the network traffic, and they keep track of all the traffic that passes
through the network media. This technology overcomes the drawbacks of
both packet filtering and application layer firewalls. It is programmed to
distinguish between legitimate packets for different types of connections.
Only those packets are allowed that match a known connection state. This
technology does not break or reconstruct IP packets and hence is faster than
application layer technology.

Filesystem security. Windows operating systems provide file- and folder-level secu-
rity using the NT File System (NTES). Files can even be stored and transmitted
over the network in secure encrypted form. To keep tight control of access
permissions of shared resources, the Windows operating system allows you to
configure two types of permissions: Share permissions and NTFS permissions.
Share permissions provide an outer layer of control, while NTFS permissions
provide more granular control on file and folder access. A list of standard NTFS
permissions is shown next.
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Full Control
Grants the user all rights on the resource.

Modify
The Modify permission allows a user to change the contents of the file.

Read and Execute
Allows a user to read the file and execute (run) it.

List Folder Contents
Allows the user to list the files and subfolders inside a folder.

Read
Allows a user to read a file.

Write
Allows a user to write files to a folder.
&
Y NTFS permissions are available only on those disk partitions that
are formatted using NTFS. These permissions cannot be config-
ured on disks formatted with the FAT filesystem. Moreover, Share
permissions do not apply to a user who is logged on locally to the
computer.
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Wireless security

Wireless networks rely on radio frequencies to communicate instead of the
network cabling used for normal computer networks. Radio frequencies create
electromagnetic (EM) fields, which become the medium to transfer signals from
one computer to another. Wireless networks are also prone to malicious attacks if
they are not properly secured. This section covers a brief discussion of different
mechanisms that can be used to protect computers using wireless networking.

Wireless networking protocols. Wireless networks defined in IEEE 802.11 standards
use radio frequencies with spread spectrum technology. The two spread spectrum
technologies are as follows:

Frequency-hopping spread spectrum (FHSS)
This is the method of transmitting RF signals by rapidly switching frequen-
cies according to a pseudorandom pattern, which is known to both the
sender and the receiver. FHSS uses a large range of frequency (83.5 MHz) and
is highly resistant to noise and interference.

Direct-sequence spread spectrum (DSSS)
This is a modulation technique used by wireless networks that uses a wide
band of frequency. It divides the signal into smaller parts and transmits them
simultaneously on as many frequencies as possible. DSSS is faster than FHSS
and ensures data protection. It utilizes a frequency range of 2.4 GHz to 2.4835
GHz and is used in 802.11b networks.

The most popular of the IEEE 802.11 wireless network standards are 802.11b,
802.11a and 802.11g. The most popular of the IEEE 802.11 wireless network
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standards are 802.11b, 802.11a and 802.11g. Security standards for these proto-
cols are defined in the 802.11i standard.

Wireless authentication. Wireless authentication is implemented in one of the
following methods:

Open system
This is actually not authentication. Every computer trying to connect to a
wireless network is granted a connection.

Shared key
This method requires that every wireless client knows the shared secret key.
The access point and all wireless clients must use the same shared secret key.

IEEE 802.1x
This method requires use of advanced encryption and authentication tech-
niques to provide strong authentication.

WPA or WPA2 with preshared key
This method can be used for smaller home or office networks that cannot
implement the IEEE 802.1x authentication mechanisms. The preshared key
consists of a 20-character-long paraphrase containing upper- and lowercase
letters and numbers.

Wired Equivalent Privacy (WEP). WEP is the primary security standard for 802.11 wire-
less networks and is designed to provide privacy in transmissions occurring
between the AP and wireless client. It uses shared key authentication that allows
encryption and decryption of wireless transmissions. Up to four different keys can
be defined on the AP and the client, and these keys can be rotated to enhance
security. WEP encryption can use either 40- or 128-bit keys. When WEP is
enabled on the AP and the wireless clients, the encryption keys and the SSID must
match on both ends. WEP is easy to implement because the administrator or the
user can define the keys.

WEP uses CRC-32 checksum for data integrity, and privacy is ensured with RC4
encryption algorithm. RC4 is a stream cipher, and both the AP and the client
encrypt and decrypt messages using a known preshared key. The sender runs the
plain-text message through an integrity check algorithm (CRC-32) to produce the
integrity check value (ICV). The ICV is added to the plain text message. A random
24-bit initialization vector (IV) is generated and added to the beginning of the
secret key to ensure security of the key. The IV is changed every time to prevent
reuse of the key.

Wireless Transport Layer Security (WTLS). WTLS is designed to provide end-to-end secu-
rity for WAP devices. WTLS is based on the Transport Layer Security (TLS)
protocol that is a further derivative of Secure Socket Layer (SSL). WTLS is
designed to provide privacy and availability for both the WAP server and the
WAP client. WTLS works for applications that run on devices with low-
processing capabilities, low bandwidth, and limited memory. WTLS uses a
compressed certificate format following the X.509v3 standard but defines a
smaller data structure.
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Protecting wireless networks from attacks

It is important that steps are taken to protect wireless networks from potential
outside threats and attacks. Some of the protective measures are listed here:

Administrators should keep their software and hardware updated by regu-
larly checking for updates on vendors’ web sites.

When installing a wireless network, the default settings of the AP, such as the
SSID, should be changed. Hackers usually know the default settings of
devices.

WEP should always be used. Even if 40-bit encryption is used, it is better
than not using encryption at all. WEP can be easily cracked, but the network
can still be protected from a number of amateur hackers.

Wherever possible, wireless adapters and AP devices should support 128-bit
WEP, MAC filtering, and disabling of SSID broadcasts.

If SSID broadcasts are not disabled on APs, use of a DHCP server to automat-
ically assign IP addresses to wireless clients should be avoided. Wardriving
software can easily detect your internal IP addressing scheme if SSID broad-
casts are enabled and DHCP is in use.

Static WEP keys should be frequently rotated so that they are not compro-
mised.

Place the wireless networks in a separate network segment. If possible, create
a separate perimeter network (also known as a Wireless Demilitarized Zone)
for the wireless network that is separate from the main network of the organi-
zation.

Conduct regular site surveys to detect the presence of rogue APs near your
wireless network.

Placement of the AP is critical for wireless security. Place APs in the center of
the building and avoid placing them near windows and doors.

Data security. Data security refers to securing critical user and system data using
authentication mechanisms, encryption, and access control. A number of
methods can be implemented to ensure security of critical data stored on
computers. Some of these methods are listed in the following sections.

Data access. Access to data must be granted only to authorized employees of the
organization. The following are some of the important considerations when
setting access control:

Files and folders should be secured using appropriate NTFS permissions.

Local security policies such as the right to Log On Locally and Access This
Computer From Network should be defined on computers to restrict access.

Users who need not access or work on critical or confidential files should not
be allowed to access them.

Access to critical data files should be audited.
Use of floppy disks or CD/DVD discs to copy data should be prohibited.
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Backups. Data backup is one of the fundamental elements of ensuring data secu-
rity in the event of a disaster. Backed-up data is copied to another media such as
magnetic tapes or compact disks (CDs or DVDs), which are safely and securely
stored at an offsite location. Commonly used backup methods include the
following:

Full backup
This method backs up all the data in a single backup job. The backed-up data
includes systems files, applications, and all user data on a computer. Full
backup changes the archive bit on files to indicate that it has been backed up.
It takes longer to complete the backup process, but the data can be restored
faster, as only a single backup set is required.

Incremental backup
This method backs up all the data that has changed after the last full or incre-
mental backup was taken. It uses the archive bits and changes them after the
backup process is complete. It takes the least amount of time to complete the
backup process but it is the slowest method when data needs to be restored.
The last full backup tape and all incremental tapes after the full backup are
required to completely restore data.

Differential backup

This method backs up all the data that has changed after the last full backup.
It does not change the archive bits and thus does not disturb any scheduled
incremental backups. Since it does not use the archive bits, if differential
backup is taken more than once after a full backup, the differential backup
tapes will contain duplicate data. When restoring data, only the last full
backup tape and the differential backup tape are required. It is faster to
restore than the incremental backup

Most organizations implement a mix of one or more backup types to create
weekly, monthly, and yearly backup plans. Depending on the requirements of an
organization and the amount of data to be backed up, different organizations may
adopt different backup schemes. One of the commonly used backup methods is
to use a combination of full backup on weekends and incremental backups on
weekdays.
&
iy Backup tapes must be stored at a secure offsite location so that they
0‘;‘. 4. ArC readily available in the event of a disaster. As a routine practice,
" af test restores should be performed to ensure that data could be
restored from backup media.

¢y

Encryption. Encryption is the process of encoding a message using cryptographic
algorithms so that it is not readable unless it is decrypted. Encryption converts
readable plain text into cryptographic text, or cyphertext. Encryption is used as a
protective cover for the locally stored data as well for data transmitted over
network media from one computer to another. Encryption keeps the data secure
from unauthorized access by users and by professional hackers. Encryption algo-
rithms lay the foundation for such security mechanisms as confidentiality,
authentication, digital signatures, and public key cryptography. Encryption algo-
rithms are used to calculate a secret key, which is used to encrypt and decrypt
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messages. Only the persons who possess the key can encrypt or decrypt messages.
Encryption algorithms fall into the following main categories:

Symmetric algorithms

Symmetric algorithms, or symmetric key algorithms, use one key for both
encryption and decryption of messages. The sender of data and the receiver
each keep a copy of the secret key. The process is also known as secret key
encryption or shared secret encryption. CompTIA refers to this mechanism as
Private Key Encryption. Some of the popular symmetric algorithms are Data
Encryption Standard (DES), 3DES, Advanced Encryption Standard (AES),
and International Data Encryption Algorithm (IDEA).

Asymmetric algorithm
Asymmetric algorithms are commonly used for Public Key Cryptography.
Asymmetric algorithms use two keys, one for encryption (public key) and the
other for decryption (private key). The encryption key can be freely distrib-
uted, but the private key must be held in strict confidence. Deffie-Hellman,
RSA, and El-Gamal are examples of asymmetric algorithms.

Hashing algorithm

A hashing algorithm (also called Hash Function) creates a small and unique
digital “fingerprint” from any kind of data. This fingerprint is known as the
hash value. The hash value is represented as a short string of random letters
and numbers. If the original data changes even by one character, the hash
function will produce a different hash value. Thus, the receiver will know
that original data has changed. The hashing function is considered a one-way
process because it is not possible to create the original text using any reverse
hashing function. This is why hashing functions are also known as one-way
hashing functions. Message Digest 5 (MD5) and Secure Hashing Algorithm
(SHA-1) are examples of hashing algorithms.

&

The terms encryption and cryptography are used interchangeably.

,'3 a- Similarly, the encrypted data is also known as cyphertext.
A‘

Data migration. Data migration is the process of transferring data from one oper-
ating system platform to another or from one database application to another.
This process converts the data from one format to another. Data migration also
refers to the transfer of data from one computer to another or from one partition
of the hard disk to another partition. The process is typically performed after a
full backup of data so that if the data becomes unavailable or is accidentally
destroyed during migration, a working copy can be restored from the backup set.
When the data has been successfully migrated, administrators may need to recon-
figure access control permissions. Data migration is a common scene when
organizations upgrade their operating systems or migrate from one OS platform to
another.

Data remnant removal. Data remnant removal refers to the process of secure destruc-
tion of data stored on unused disks and other storage media such as magnetic
tapes, floppy disks, CD/DVD discs, etc. This process is required when old systems
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are replaced or old storage media is upgraded with new media. Data destruction
ensures that the data stored on old storage media does not fall into the wrong
hands and cannot be misused by a third party. One of the common methods used
for removing data from magnetic media is to degauss them. Hard disks can be
formatted before they are sent out as garbage.

Password management. A password management policy describes how users should
create, use, and change their passwords. A password is the user’s key to gaining
access to the organization’s resources stored on computers. Without having a
sound password policy, employees may make their passwords weak or disclose
their passwords to unauthorized people. Professional hackers may exploit an
organization’s confidential resources by guessing insecure passwords. Password
policies include the following essential elements:

* Use of blank passwords should not be allowed for any employee.
* Passwords should have at least eight characters.

* A password should be made up of a combination of upper- and lowercase let-
ters, special characters, and numbers.

* Employees should be forced to change their passwords regularly.

* Employees should not be allowed to reuse their old passwords for a certain
amount of time.

* Administrators should use normal user accounts when not performing any
administrative tasks. Only designated IT employees should have administra-
tive privileges.

Passwords should be longer and stronger to prevent brute force or dictionary
attacks. Password policies can be enforced through operating systems.

Physical security

Physical security refers to physically securing servers and desktops in a network.
Some of the common methods used to ensure physical security are listed here:

Locking workstations
Users should be educated to keep their workstations locked when not in use.
For example, when a user has to go out for lunch, she should lock her work-
station so that any unauthorized person may not get access to data stored on
the computer. Additionally, users can configure screensaver passwords to
protect their desktops.

Physical barriers
Most organizations keep the critical servers and network equipment in a
locked room, and unauthorized access is denied. Server rooms should be
locked and equipped with alarm systems. Logbooks should be maintained for
entries to the secure room. All equipment should be locked down with strong
passwords. If some outsiders need to work inside secure rooms, an employee
of the organization must remain with them all the time.
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Incident reporting

Incidents related to security can be disastrous for an organization. It can cause
disruptions in network services, failure of one or more systems, or failure of the
entire network. An organization can loose confidential and valuable data due to
a security breach. If there is a security breach in the network or the network is
under attack from an outsider, there should be a plan to handle the incident
promptly. Incident reporting refers to the method of informing the manage-
ment or any other responsible employee of the organization as soon as the
incident is detected. If the incident is about to occur or is in progress, the
management can take immediate action to prevent damage. If there is an Inci-
dent Response Policy in the organization, it should be followed. If there is
evidence, it should be secured and preserved. Some organizations contract
third-party organizations to investigate security related incidents.

Social engineering

Social engineering is the process of getting personal or confidential informa-
tion or information about an organization by taking an individual into
confidence. The so-called “social engineer” generally tricks the victim over
the telephone or on the Internet to reveal sensitive information about the
organization. Unfortunately, no technical configuration of systems or
networks can protect an organization from social engineering. There is no
firewall that can stop attacks that result from social engineering. The best
protection against social engineering is to train users about the security poli-
cies of the organization.

Security Problems and Preventive Maintenance

Security should be implemented in such a way that it secures system and network
resources. It should not become a problem for users who need to perform their
everyday jobs on computers. Users should be able to access system and network
resources with convenience but should be restricted from accessing confidential
data of the organization. The following sections outline some of the common
security-related problems and methods of performing regular preventive mainte-
nance tasks for ensuring a secure working environment.

Security-related problems

The following sections provide a summary of some common security-related
problems:

BIOS
BIOS in computers can be protected with a password. If a user does not
know the password for accessing the BIOS setup, she will not be able to
access the BIOS setup program and make any changes.

Smart cards
Smart cards are used to authenticate users. Problems with smart cards appear
when the card is either worn out or an unauthorized person uses it.

Biometrics
Biometric devices use human characteristics to verify the identity of a person.
A biometric device will immediately detect if an unauthorized person is trying
to gain access to a secure system.
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Malicious software
The purpose of malicious software is to destroy data on a user’s computer or
to obtain personal information. If an antivirus application is installed, it
should be able to detect the presence of malicious software, provided that
virus signatures are up-to-date.

Filesystem and data access
Filesystem problems result due to incorrect settings of NTFS permissions. In
some cases, unauthorized users may gain access to data that they are not
supposed to. On the other hand, authorized users may complain that they are
unable to access data that they should be usually allowed to access.

Backup
Backup problems result from a system’s inability to access backup media, bad
media, or an incomplete backup process. The best way to ensure that backup
problems are prevented is to perform test restores.

Data migration
Problems arising after data migration are related to differing sets of permis-
sions on the source and target computers.

Preventive maintenance procedures

Some of the important preventive maintenance procedures for computer security
include installation of antivirus software, keeping the applications and operating
system updated, securing network devices, configuring auditing and logging, and
educating users. The following is a summary of these procedures.

Antivirus software. Every computer in a network should have antivirus software
installed on it. This software regularly monitors for the presence of viruses and
malicious software in computers. It helps with early detection and removal of
malicious code. Antivirus applications use virus signatures to detect the presence
of a malicious code in a computer. As new virus programs are written, the vendors
of antivirus applications also update virus signatures for their applications.
Administrators should ensure that the virus signatures are updated regularly.

Operating system updates. Manufacturers of operating systems such as Microsoft,
Novell, and others keep updating their operating systems and applications. These
updates are known as software updates and are available free of cost for down-
loading from the manufacturers’ web sites. Every computer user is not required to
download and install all updates. Some updates are meant to add a new feature to
an application, and some others are meant for repairing a security bug. Operating
system updates fall into the following categories:

Hotfixes
This is a small piece of software that is used to address a specific problem
with the operating system. Hotfixes are generally released as soon as the
manufacturer discovers a serious issue with the operating system. Test the
hotfixes on nonproduction desktops before installing them on production
systems. In some rare situations, hotfixes have opened up security holes in
critical servers.
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Patches
Software patches are released to immediately address a small problem in an
application or an OS. Most of the patches are related to security but they
often address other problems, such as compatibility issues or malfunctioning
of a particular component of the OS.

Service packs
This is a collection of a number of hotfixes and updates released by the
manufacturer of the OS or NOS. Manufacturers usually test service packs on
a variety of hardware platforms and check their compatibility with various
applications. As with updates and hotfixes, service packs must be fully tested
on nonproduction servers before they are installed on production servers.

Application updates. Software applications should be kept updated with the latest
patches or hotfixes. These updates are usually available free of cost from the
vendors’ web sites.

Auditing and logging. Auditing is the process of tracking or monitoring activities of
users and services. Auditing allows administrators to keep an eye on malicious
activities of internal users as well as of outside attackers. For example, the Object
Access audit policy can reveal which users have tried to get unauthorized access to
confidential data files. Audit entries are written to log files. Log files should be
regularly checked to detect potential problem areas with system, network, or data
access.

Network devices. As with operating systems and applications, network devices also
need to be updated with the latest device drivers, firmware updates, and proper
configurations. An improperly configured network router can expose the entire
network and critical servers to outside attackers. Default configurations of several
network devices are known to professional attackers. Administrators should
disable default usernames and passwords so that attackers do not use these
credentials to launch attacks against the corporate network.

Security policies. Security policies in an organization ensure that everyone follows
the same set of rules related to computer and data security. Security policies in
large networks are usually implemented using Group Policies. Procedures ensure
that the policies are followed as required. If required, administrators can perform
auditing to monitor that the security policies are followed as expected.

User education. Perhaps the most important aspect of effectively implementing secu-
rity polices in a network is to train and educate users about the importance of
computer security in the organization. For example, there is no use implementing
a strong password policy if users write their username or password on a piece of
paper and stick it to their monitors. Users should know how important the secu-
rity of the organization’s data is for conducting its business. They should be
trained to secure their individual workstations, applications, and data.
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Safety and Environmental Issues

This section is not covered in Exam 220-603.

As a computer technician, you must be aware of safety and environmental issues
related to installation and maintenance of computers and their peripherals. This
section covers some important aspects of safety and environmental protection.

Safety and Environment Issues

This discusses identification of safety hazards at the workplace and explains stan-
dard procedures to create a safe working environment.

Identifying potential safety hazards

A hazard is something that can potentially cause physical harm or injury and that
can directly affect the employees (such as exposure to dangerous chemicals), or
can affect the environment in general such as waste materials used in the organiza-
tion. Organizations need to ensure that all hazards, physical or environmental, are
identified and appropriate measures are taken to reduce the risks associated with
hazardous materials used in the workplace.

In busy workplaces such as an organization using hundreds of computers, a loose
and trailing cable, exposed electrical wiring or a slippery surface can all be poten-
tial safety hazards. It is important to identify any potential safety hazards. A risk
assessment must be done to evaluate the hazards. Identification of hazards
requires that you are able to distinguish between the following:

* Hazards in the workplace, such as its layout.

* Hazards associated with activities of the employees.

* Hazards that cause harm to the environment.
Most hazards can be easily spotted or their risk can be reduced. There are still
some hazards that are generally ignored and can be dangerous. The following
general guidelines can help identify potential health, safety, and environmental
hazards:

* Loose or trailing network and electrical cables must be contained.

* Network and electrical cables should be running through proper routes and
should not be exposed in areas where employees walk.

* Faulty electrical equipment should be either repaired or stored safely.

* Workstations located near hazardous materials should be relocated else-
where.

* Persons working on computers, printers, and other network devices should
take precautions to prevent electrostatic discharge (ESD), such as wearing
wrist straps.

* Ladders must be used properly.

* Material Safety Data Sheets should be on hand and consulted for proper han-
dling, usage, transportation, and storage of hazardous materials.
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* Flammable material should be handled appropriately.

* Chemicals, batteries, and cleaning products must be stored at appropriate
designated places.

* Waste materials should be disposed of using appropriate guidelines.
* Proper protective wear should be used.
* Employees should be trained on safe use of hazardous materials.

* Only trained personnel should be allowed to work in locations where haz-
ards exist. For example, a qualified electrician should be called to work on an
electrical problem.

Aside from the above precautions, the workplace should be well lit and there
should be adequate ventilation. A poorly laid out workplace increases the chances
of accidents.

Material Safety Data Sheet (MSDS)

The MSDS is an important document required at workplaces that deal with
hazardous materials such as chemicals. It is a printed document that accompanies
every chemical product or other hazardous materials. MSDS provides guidance on
the material’s safe usage, its potential hazards, and methods for its safe disposal.
In the United States, the Occupational Safety and Health Administration (OSHA)
requires that every hazardous material be accompanied by an MSDS. In Canada,
the Workplace Hazardous Materials Information System (WHIMS) program
enforces this requirement.

The MSDS is required to identify the health and safety risks of a material and its
impact on the environment. The MSDS may come as a label on the product or as
a separate sheet accompanying the product packaging. Figure 2-17 shows a
sample MSDS sheet.

The MSDS for a particular hazardous product essentially contains the following
information:

* The name of the product, its chemical name, and the name of the manufac-
turer, address and telephone number.

* The ingredients of the product that are considered hazardous. For example, a
product can be listed as hazardous due to reasons such as toxic, corrosive, or
flammable nature.

* The physical properties of the product such as its state (solid, liquid, or gas)
and its color, odor, boiling point, etc.

* Health hazards associated with the product, including guidelines for its safe
usage.

* The explosive nature of the product. For example, a product might burn or
explode when subjected to certain conditions.

* Procedures for safe storage, handling, moving, and transportation of the
product. Information on labels or signs should be posted inside and outside
the designated storage place.
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Figure 2-17. Material Safety Data Sheet

* Information on how to contain spillage or leakage of the product.

* Special precautions such as any protective clothing, equipment, or tools that
are required to handle the product.

Workplace safety requires that the MSDS be easily accessible to all employees
working near the hazardous products. It is also important that employees be
provided proper training in handling of the hazardous products.

Using appropriate repair tools

When you are working as a computer support technician, you will need a bunch
of tools to accomplish a given service task. It is important that you use appro-
priate tools in order to successfully complete the job. Using incorrect tools for a
given job will not only cause unnecessary delays but can also cause personal
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injury. As a simple example, removing the cover from a computer cabinet requires

« »

that you have a “+” or “-” screwdriver. You cannot do this job with a set of pliers.

Similarly, you must use a correct method or technique to rectify a problem. This
implies that you must also use all safety precautions when using a particular tool.
As a service technician, you should carry your commonly used repair tools in your
tool kit to avoid using an incorrect tool.

Handling safety incidents

Incidents related to the health and safety of the employees must immediately be
reported to the management or appropriate department. Incident reporting proce-
dures should be in place in all organizations where safety hazards exist. For
example, a company involved in electrical wiring should train all its employees on
safety procedures and how to handle and report incidents.

All unexpected hazards, unusual incidents, accidents, and injuries must be imme-
diately addressed. The reporting may be in the form of verbal communication
when the injury needs immediate attention. Later, an appropriate document
should be prepared to elaborate on the sequence of events. Incidents can be
minor, such as a simple injury that does not require immediate treatment or medi-
cation. In some situations, the incident may be serious and the affected person
might require immediate medical treatment. Depending on the type and severity
of the incident, any of the following approaches may be adopted for reporting the
incident:

Observation of a hazard
A person working near a hazard observes a potential problem such as leakage
of a gas or spillage of a chemical. The person observing the hazard can submit
a written report to the concerned supervisor. The concerned department
should address the incident immediately to stop deterioration of the
situation.

Incident without injury
An incident occurs that does not involve the injury of anyone or there is no
harm to the environment. The person observing or involved in such an inci-
dent should report it to the concerned department or staff. The department
should take steps to address the problem so that the incident is not repeated
in the future.

Incident involving serious injury or illness
All incidents involving serious injury or illness of one or more persons need
instant attention and action from the concerned staff. The incident should be
immediately reported verbally or over the telephone. A detailed report can be
completed later. These types of incidents must be investigated by an internal
or external agency.

Incident involving damage to the property
Incidents that might cause damage to the property or where the safety of the
workplace is at stake must also be reported to the concerned staff. The
concerned department might want to close the area until the problem is
resolved.

168 | Chapter2: A+ Essentials Study Guide



Incident resulting in disturbances
There are certain incidents that do not directly relate to the workplace but
that cause a significant disturbance to the employees. Examples of such inci-
dents include a gas leak in a nearly building or smoke coming from external
fire. If it is unsafe to continue working, the building may be evacuated until it
is declared safe.

All incidents need to be reported. Serious incidents must be addressed imme-
diately. An investigation should be done to find out the cause of the incident
and prevent similar incidents in future. Detailed documentation should be
prepared in order to train and educate employees regarding potential safety
hazards. Employees must also be educated on existing safety policies and
incident reporting methods.

Safety Procedures

Working with computer and network equipment requires that you conform to
common safety procedures. Following safety procedures ensures that the equip-
ment is not damaged and that you do not get involved in any unforeseen incident
causing personal injury. Common safety procedures include ESD precautions and
equipment handling methods.

ESD precautions

Electrostatic discharge (ESD), or static electricity, is the sudden discharge of a high
voltage from electric or electronic equipment. It usually happens when two bodies
with different electric charges come in contact with each other. Most electrostatic
discharges are visible in the form of a spark while they are not visible to human
eyes but still can cause significant damage to electronic components. Most people
experience electrostatic discharge after walking on a carpet or when getting out of
a car.

As a computer technician, you must be aware of the loss it can cause to
computers, printers, network equipment, and their components. ESD can cause
immediate and noticeable failure of a component that contains semiconductor
devices such as processors and memory chips. It can also cause gradual degrada-
tion in performance that eventually results in complete failure. Computer parts
such as motherboards, network adapters, video cards, and hard drives are very
sensitive to ESD. Technicians must take necessary precautions to prevent ESD-
related incidents when handling this type of equipment. Figure 2-18 shows an
ESD wrist strap, which is an essential part of ESD precautions.

i

Figure 2-18. Antistatic wrist strap
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Some basic ESD precautions include wearing ESD wrist straps, using ESD floor
mats, and storing computer parts in ESD bags. People working on electronic
components must also discharge themselves by touching a metal object before
touching the component. Controlling humidity levels can also reduce the effects
of ESD. Electrostatic charge is maximum when the humidity level is between 10
and 25 percent. It can be reduced by maintaining the relative humidity between
60 and 80 percent. For example, just walking on a carpet can generate approxi-
mately 35,000 volts when the humidity level is 10 to 25 percent.

Some of the essential ESD precautions include the following:

* Wearing ESD wrist straps when working on computer components.

* Placing components on antistatic ESD table mats. Do not remove the compo-
nents from the packaging until they are ready to be installed.

* Discharging static electricity in your body by touching a grounded metal sur-
face before handling computer components.

* Holding printed circuit boards such as network adapters and memory cards
from edges. Avoid touching the semiconductor chips and connection pins on
these cards.

* Using conductive flooring in places where repairs are done.

» Using ESD-safe protective packaging for storing and transporting compo-
nents.

* Controlling humidity levels. Increasing humidity levels to 70 percent or above
helps reduce static charge build-up. Cool and dry temperatures build up
static electricity.

* Keeping insulating materials (such as plastic bags) prone to electrostatic
charging away from static sensitive devices.

Equipment handling. Most accidents in the workplace can be prevented by safe
equipment handling practices. As a computer technician, you must be trained in
safety procedures involving movement, handling, and storage of expensive equip-
ment. Safety precautions must also be taken when handling hazardous materials.
Whether you are working as an in-house helpdesk technician or as an onsite tech-
nician, you must take necessary precautions to prevent accidental injury and
equipment safety. The following are some of the essential safety procedures
involving equipment and personal safety:

* Using ESD precautions to prevent damage to electronic components.

* Electrical and electronic equipment should be connected using grounded 3-pin
power cables.

* Checking the power cords regularly for possible damage.

* Powering off and unplugging the equipment before opening the cover for
service or repair.

* Moving computer parts such as CPUs and printers in carts.

* Not lifting or carrying any heavy equipment by hand.

* Storing computer equipment in designated places where humidity and
temperature are controlled.

* Storing hazardous materials in designated places where proper caution signs
are posted.

170 | Chapter2: A+ Essentials Study Guide



Disposal Procedures

As a computer service technician, you may be tasked with the disposal of
damaged, unused, or irreparable material, such as computer monitors and UPS
batteries. You are expected to know the procedures for safe disposal of compo-
nents and chemicals. This will not only help prevent accidents due to exposure to
hazardous materials but also help save the environment. In this section, we will
explain procedures for safe disposal of batteries, display devices, and chemicals.

Batteries

Batteries are used almost everywhere these days. A battery is an electrochemical
device that converts chemical energy to electrical energy and provides power to
electronic devices. They contain metals and chemicals such as cadmium, copper,
mercury, zinc, manganese, lithium, or nickel. These substances may be hazardous
if not disposed of properly. Smaller-sized batteries such as AA, AAA, C, and D are
commonly thrown in the garbage when they are exhausted. These ultimately go to
landfills along with other household waste. Potential environmental and health
hazards associated with batteries include the following:

* They contribute to pollution of lakes as the metals vaporize into the air.
* They expose the water and environment to lead and acid.

* They can cause burns and are dangerous to eyes and the skin.

Most batteries collected from a household are disposed of in hazardous waste
landfills. One way to reduce hazards due to battery waste is to buy rechargeable
batteries. Rechargeable batteries have longer life but they still contain heavy
metals. Batteries can also be given to recycling programs where they exist.

Some municipal and provincial governments have waste battery collection and
recycling programs. Battery dealers and retailers also collect used batteries.
Batteries should not be stored in areas of high temperature to prevent explosion.
They should also not be burned because the metals inside them may explode.
When burned, the heavy metal such as mercury evaporates and pollutes the air
quality.

Large-sized batteries such as those used in Uninterruptible Power Supplies (UPSs)
and automobiles contain larger quantities of chemicals and heavy metals. These
batteries should be stored in safe areas when they are not needed any longer or are
completely exhausted. You should check with your municipal office for proce-
dures and guidelines on safe disposal or a recycling program for these batteries.

Display devices

Computer display devices or monitors contain cathode ray tubes or CRT, which
can contain a significant quantity of lead. Lead is considered a hazardous mate-
rial, and it must be recycled or disposed off properly. The Environmental
Protection Agency (EPA) has banned the dumping of CRTs in landfills. Local and
statewide regulatory agencies now monitor the recycling and disposal programs
for computer equipment, including CRTs.

Safety and Environmental Issues | 171

wv
=3
=
S
<
a
c.
s
3

sjenuassy +y




CRTs contain toxic substances such as lead, mercury, cadmium, phosphorus, and
barium. When CRTs are sent as waste to landfills, they are crushed by heavy
machinery. This causes the hazardous materials inside the CRTs to be released
into surrounding areas. These toxic materials ultimately contaminate our regular
water supply. Similarly, when glass is crushed, it causes airborne hazards.

Recycling old, used, and irreparable CRT monitors is the best way to dispose of
them. As with the disposal of batteries, most local municipalities collect
hazardous materials. You should check with your local municipal office on proce-
dures and guidelines for safe disposal of CRT monitors.

Chemicals

Some chemicals and solvents pose serious risks of personal injury, burns, itching,
or other health hazards. Chemicals should be used, stored, and disposed of using
the guidelines that accompany the product. In most countries, there are regula-
tions that prohibit the draining of chemicals. Drained chemicals ultimately pollute
the environment, including water and air. You must consult the label on the pack-
aging to make sure that they are stored and disposed of using correct procedures.
Chemical wastes are considered hazardous if they are:

* Corrosive
* Highly toxic
* Reactive
* Flammable
The following are some guidelines on disposing chemicals:
* Check the label on the container or read the MSDS instructions on how to
safely dispose of the chemical.
* Keep unused chemicals in their original containers.

* Check with your local municipal office for procedures for disposing of
chemicals.

* Do not drain the unused part of chemicals in household drainage.

Improperly drained chemicals pose serious environmental hazards. They can
cause fires, or can explode and pollute the air. They may also corrode drain pipes
and may mix with other chemicals to form poisonous gases.

Communications and Professionalism

This section is not covered in Exam 620-604.

Communication and professionalism are major components of customer support.
A customer support or helpdesk technician should not only be skilled technically
but also be a good communicator and well behaved. This is particularly true when
the customer support technicians are visiting onsite customer locations for service
calls. In this section, we will explain different aspects of communication and
professionalism as related to computer customer support.

172 | Chapter2: A+ Essentials Study Guide



Communication Skills

Effective communication skills are required for every computer support techni-
cian. It does not matter whether you are working as an in-house helpdesk
technician for an organization, or whether you have to travel to a customer’s place
for service and support calls. These include maintaining customer privacy and
confidentiality, effective talking and listening skills, and asking the right ques-
tions to understand and resolve the problem. At the same time, you will try not to
use technical jargon to unnecessarily impress the customer and will refrain from
being judgmental. This section explains the essentials of communication skills.

Privacy and confidentiality

Due to increasing competition in almost every field today, organizations needs to
ensure that its confidential data is not stolen or misused, client confidentiality is
maintained, and the support technician completes his work to maintain the
mutual trust.

Customer privacy, as related to computer support, refers to the fact that support
technicians do not copy, take away, or misuse confidential data belonging to the
organization. Most organizations take certain measures to prevent undesired
disclosure of data to third parties including computer support technicians. As a
support technician, you will need to abide by these rules when you visit a client
organization to resolve a computer-related problem. Chances are that you will
come across such confidential data stored on a user’s computer or her home direc-
tory. You are not supposed to copy this data or take it outside the client office in
any case. If you do this, you may be subject to legal actions as per the rules of the
organization or regulatory consumer privacy laws.

Client confidentiality refers to the principle that any individual or an organization
should not reveal or disclose confidential information about their clients to any
third party without the consent of the client. The only exception is that this
disclosure is required for legal reasons. In most of the countries, this principle is
enforced by law. As a computer support technician, it is your primary responsi-
bility to respect and maintain the trust of your client.

Apart from physical theft of data, you should also keep yourself from talking to
the customer in such a way that he thinks that you are being too personal and
trying to obtain private information. This is social engineering. It is the process of
gathering personal information about a client in order to use it later for commer-
cial gains. This is particularly important when you are trying to gather
information about a problem over the telephone or when you are talking face-to-
face with a customer. You must ensure that the customer does not suspect your
questioning skills.

For example, a user may reveal his username and password to you to help you
resolve a connectivity problem. In case this user has remote access permissions to
the network, these credentials can later be misused to get unauthorized access to
the network. This is unethical and you should not indulge in any such activities.

Talking to the customer

Control your facial expressions. Do not look upset, confused, or frustrated when
the user is talking. When talking to the client, make sure that your tone of voice
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matches your body language and facial expressions. You should not give an
impression that you do not have time to talk to the client. Hurriedly asking about
a problem with just a few questions and suddenly jumping to a conclusion
without letting the client properly explain the problem usually results in an incor-
rect resolution.

When the client is talking, listen to him. Active listening is one of the most impor-
tant constituents of good communication skills that a customer support
technician must have. The following are some important aspects of talking to
clients:

* Listen carefully and attentively.

* Let the client complete his statement.

* Do not interrupt the client.

* Do not be judgmental.

* Do not jump to conclusions.

* Use effective voice tone.

* Control your body language.

* Do not use obscene jokes or talk about sex or race.
Another important aspect of talking to clients is paraphrasing. Paraphrasing refers
to the repetition of what the client has said in order to give him a feeling that you
understand correctly what he is saying. Secondly, it gives the client a good impres-

sion that you are interested in what he has to say. Finally, it gives the client an
opportunity to correct any misunderstanding.

Your verbal and nonverbal language should not contradict each other. For
example, you are trying to assure the client that you are very much interested in
resolving his problem, but your body language or facial expressions give the
impression that you are feeling tired or frustrated. Make sure that your facial
expressions, body movement, and gestures match with what you are saying.

Active listening

When talking to a user, you will need to employ the technique of active listening.
Active listening ensures that whatever the user has to say is fully understood by
you. In other words, active listening techniques improve mutual understanding. It
is often noticed that support technicians do not listen properly, which results in
misunderstanding the actual user problem and an incorrect resolution. Active
listening techniques consist of the following components:

* Listen attentively and respond with a nod when needed.

* Do not look distracted.

* Do not look angry, frustrated, or confused.

* Do not keep thinking about something else.

* Keep the problem in focus.

* If necessary, take notes.
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The user should not at any point in time think that you are not paying attention to
what she is saying. It is quite obvious that if you do not listen to the user prop-
erly, you will either miss half of the information she is providing or completely
misunderstand the problem. This often results in an incorrect approach in
resolving the problem. Your first goal should be to gather as much information as
you can, which should be helpful in diagnosing the problem.

Active listening does not necessarily mean that you have to agree with the user.
Simply repeating what she has said confirms to the user that you are attentively
listening to her and trying to understand her problem. Based on the information
provided by the user, you may have to ask questions to further clarify a point or to
obtain more information about the problem. When the user feels that you are
paying attention and understanding her, she is encouraged to talk more and
provide more information.

Asking questions

Active listening is closely related to asking reasonable questions in order to clarify
the problem. The first thing you must do is listen carefully to what the client has
to say. During the process, you may feel that you need more information. This
information can only be gathered by asking meaningful questions. You will need
to have good questioning skills to get to the root of the problem. Usually you will
ask questions in order to do the following:

* Seck clarification on client statements.

* Learn whether the client has some other needs.

* Encourage the client to elaborate more on certain points.

* Gather more facts and details.
When asking questions, you must keep the following things in mind:

* The questions must be directly related to the problem.

* The customer should not feel embarrassed or let down.

* The questions should be open-ended so that the client is encouraged to come
up with a variety of answers.

* Itis good to show interest when the client is responding. It’s useless to ask a
question if you do not bother listening to the answer.

* Do not ask too many questions in a row. Let the client respond to one ques-
tion before you ask the next.

When you ask questions, listen to the answers. Do not interrupt the client but let
him complete his sentence or statement. Do not just say, “Oh, I know what you
mean. I faced these problems before.” This is incorrect. When asking questions,
make sure that your questions do not offend the client in any way.

Use nontechnical vocabulary

Your client may or may not be a technical person. He may just be an accountant
who does not know anything about computer components or software applica-
tions and may just be working on a computer to get his job done. When talking to
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a client, you should not use technical vocabulary (jargon) just to impress him.
This will have a negative impression on the client and he may feel confused. He
may also not feel like talking to you anymore, thinking that you will figure out the
problem yourself. This is a dangerous step so far as problem-solving is concerned.
If a client stops talking, you may not gather sufficient information to resolve the
issue.

Always talk to the client in a friendly way. Use terms that the client can under-
stand. This is known as the frame of context. Give examples that are relevant to
the problem or to the client’s job. Your target should be to get as much informa-
tion as possible to correctly resolve his problem in minimum possible time.

Don’t be judgmental

As a sincere customer support technician, you should not be judgmental while
listening to a client’s problem. This ensures that you will understand the problem
correctly, diagnose it properly, and apply a resolution effectively. Nonjudgmental
listening involves the following factors:

* Do not finish the sentence for your client. Let him complete what he has to
say.

* Do not respond too soon or jump to a conclusion. Interpret the client’s state-
ment, think of a suitable response, and then start talking.

* Do not react emotionally to a client’s statement.
* Do not try to minimize a problem.

* Never ask something like “Why?” or say something like “You should not do
this.”

* Never criticize a client if the problem is a result of some of his actions.

* Do not try to teach the client.

Professional Behavior

In order to work to the satisfaction of your client as well as your employer, you
must follow certain basic ethical standards of customer support. These include
respect for the client, professional behavior, and proper use of his property.
Whether you need to use his laptop, his Internet connection, or his telephone,
you must ask the client for his permission. This section explains some of the
common aspects of professional behavior.

Professional behavior

A customer support technician should not only be skilled in his technical
problem-solving skills but should also have a clear understanding of professional
behavior. This is not only applicable to in-house helpdesk support technicians but
also to those technicians who provide onsite customer support. Some of the
common elements of professional behavior are as follows.

Positive attitude. Keeping a positive attitude simply means that you should avoid
negative thinking. It helps find a faster and meaningful solution to problems. A
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positive attitude not only makes the life of a customer support technician easier but
also helps maintain interest in the job. This certainly creates a good customer base
for the organization he works for. You must always feel energetic about your job
and motivate yourself in order to achieve success in your profession. A positive atti-
tude will not only earn you respect, but people will also love to work with you.

A positive attitude can be maintained by positive thinking. If you are called to
attend to a customer support call, the first thing you should think is that it is your
duty. Do not feel that you are being forced to solve another problem. If the clients
do not make mistakes or do not get into trouble, there would be no need for
customer support technicians.

Keeping a positive attitude always helps you look at the brighter side. For
example, when you talk to a client about a problem, keep in mind that you are the
one who can solve it. Maintain a good tone in your voice and listen to the client
actively. Get involved in the conversation and give the client the impression that
you fully understand the problem.

Avoid arguments. It is very easy for a customer support technician to get involved in
arguments with her clients. This is often the result of one or two statements and
counter-statements. Arguments with clients sometimes lead to developing bitter
relationships between organizations. They can even result in cancellation of valu-
able service.

Even when you are extremely annoyed by the statements of a client, you should
try to keep your calm. If you are facing an in-house user, he may be trying to spit
out the frustration caused by his workload. If you are attending to an onsite
customer support call, you may find that the client is upset by the loss of business
due to computer downtime. He may start arguing with you as soon as you arrive
at the site. Your job is to attend to the problem and not to get involved in the
arguments. You must try to listen to the client and understand whether the reason
for the argument is the computer problem or some other reason, such as a left-
over unresolved problem by one of your colleagues.

Understand the problem. A solution to a computer problem can only be reached
when you fully understand it. Understanding the problem correctly is like getting
half the job done. Talking to the client, listening to him attentively, and asking
pertinent questions leads to correctly identifying the problem.

Information gathering is the first step in understanding and resolving a computer
problem. In order to understand it, you must first round up information by
talking to the client or by analyzing the system status. This may be in the form of
a symptom noticed by the client. If the client does not have any idea how the
problem occurred, you may have to collect information from the system log files.
Once you have enough information, you may think of a corrective action to
resolve it.

Be respectful. You will be involved in actively interacting with the client right from
the moment you arrive at the client’s site or the client’s desktop. This interaction
is usually in the form of talking to the client. You must maintain a positive atti-
tude and be respectful to him. Never use offensive language or dirty jokes, or get

Communications and Professionalism | 177

wv
=3
=
S
<
a
c.
s
3

sjenuassy +y




involved in political, racist, or sex talks. Do not let the client feel that you are
there to just attend another support call. Be respectful to the client as well as to
his workplace.

As noted earlier in this section, actively listening to the client is one of the best
ways to be respectful. It also shows that you are a true professional and not just
another support technician. While you talk to the client, pay attention to the
details hidden in his words. Sometimes, a mention of a very unrelated thing
reveals the cause of the problem.

If there are language differences or the client is not able to use the language
correctly to describe the problem, ask questions. Do not try to correct language or
grammar mistakes and do not paraphrase his sentences only to correct what he is
trying to say. These actions embarrass the client. Just make him feel that you
understand what he is trying to say, instead of laughing at his language or
correcting it time and again. Having said this, when it is your turn to talk to a
client who has language difficulty, you should speak slowly and pause between
sentences so that he can easily understand you.

Being respectful to a client also means that you should trust him when he is telling
you about the problem. Also, make him feel that you understand and trust what
he is saying. Do not think that the client is lying to cover his actions that may have
caused the problem. If you trust the client, he will also trust in return that you are
the right person to do the job. The way you look at the client while he is talking
makes a big difference when it comes to respect. You should never frown at the
client when you two are talking.

Interruptions. When the client is talking, you should not interrupt him. Let him
complete what he has to say. Never break the conversation by just saying, “Oh, I
know that. I have faced this problem many times.” Interrupting the client makes
him feel that you are not interested, or that you are too experienced for problems
like this. He might think that you have enough knowledge to resolve the problem
without his help. Listen to the client and repeat back to him what you believe he
is saying. (Use the paraphrasing technique.)

One important aspect of customer support is to keep the client involved in the
problem-solving process. Do not forget that if you do not listen to the client prop-
erly or do not let him say what he is trying to say, he may feel offended and may
not be willing to help you. He may also leave you there alone to resolve the
problem. In some situations, it is very important to take help from the client to
completely resolve the problem. Consider a situation where you need to test the
connectivity of a computer after rebooting it and logging on to the domain. If the
client has left you at the desktop alone, you may not be able to complete the test.

Use of property

Customer support technicians working at onsite locations are regularly faced with
using client property such as telephones, fax machines, and Internet access. The
client organization’s property must be used with care and not damaged acciden-
tally or otherwise. There are certain rules that the support technician must follow
in order to maintain good rapport among clients. This section explains some of
the essential parts of professional behavior as related to use of client property.
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Telephone and fax. When you need access to a telephone or a fax machine, you must
get permission from the appropriate authorities. In case you just want to use the
telephone on your client’s desk, it is a good idea to seek his permission instead of
simply picking up the phone and starting to dial a number. Once you have used
the fax machine, make sure that you leave it in the same power condition as it was
before you used it. This means that if the machine was powered on, leave it on,
and if it was powered off and you turned it on for sending or receiving a fax, turn
it off when you are done.

Desktops. As a computer support or helpdesk technician, you are supposed to
resolve desktop problems. It is obvious that you will work on the desktop to iden-
tify and resolve the problem. In some situations, you might need to use another
desktop to test a component or install software on another desktop. In such a
situation, you must ask the user of that desktop or seek permission from her
manager so that you do not violate the security policy of the organization. In case
you need to move a desktop, you must be very careful while handling it.

Laptops. Laptops are portable devices that can be kept and operated anywhere.
You may find that most laptops are connected to a wireless part of the client orga-
nization’s network. In some situations, they may also be connected to the wired
network. If you are carrying your own laptop to the organization, ask for permis-
sions from the appropriate manager or network administrator before connecting it
to the wired or wireless network.

Internet. It is not unusual to use the Internet connection from remote locations
these days. For example, you may need to connect to the Internet in order to
download a software update, a service pack, or a new device driver from a
vendor’s web site. In such a situation, you should check the client organization’s
policy regarding guidelines or permissions for Internet usage for external users.

Printers. The same principles apply to the usage of printers as to fax machines and
desktops. If you need to print some documents, you should get permission or at
least inform the network administrator that you will be printing a few pages.
When you are on a printer support call, you will need to print test pages to test
printer configuration. Most importantly, if there is a printer problem and some
documents are stuck in the printer spooler, you might need the administrator’s
help to clear the print queue. You should not delete any documents that are held
in the print queue without first getting permission from the network
administrator.

Monitors. A monitor is a delicate part of the computer and must be handled care-
fully. If you need to move a monitor in order to test it on a different computer or
replace it with another one, ask the administrator for her help. You might get a
cart to move the monitor. In case you need to test the computer using another
user’s monitor, ask for permission. Do not disconnect a monitor from another
desktop for testing purposes without getting permission from its user or the
network administrator.

Communications and Professionalism | 179

wv
=3
=
S
<
a
c.
s
3

sjenuassy +y




Although cafeteria and restrooms are not mentioned in the A+
exam objectives, it is important to add these places in this section.
These places are part of the client organization’s property. It is a
good idea to ask someone for permission before using these facili-
ties. For example, instead of simply walking to the cafeteria and
pouring a cup of coffee, you should accompany the onsite network
administrator there. You should also be careful to leave the place
clean before leaving.
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Prep and Practice for the A+
Essentials Exam

The material in this chapter is designed to help you prepare and practice for the
A+ Essentials exam. The chapter is organized into four sections:

Preparing for the A+ Essentials Exam
This section provides an overview of the types of questions on the exam.
Reviewing this will help you understand how the actual exam works.

Suggested Exercises for the A+ Essentials Exam
This section provides a numbered list of exercises that you can follow to gain
experience in the exam’s subject areas. Performing the exercises will help
ensure that you have hands-on experience with all areas of the exam.

Highlighters Index
This section compiles the facts within the exam’s subject areas that you are
most likely to need another look at—in other words, the areas of study that
you might have highlighted while reading the Study Guide. Studying the
highlights is useful as a final review before the exam.

Practice Questions for the Exam
This section includes a comprehensive set of practice questions to assess your
knowledge of the concepts. The questions are similar in format to the exam.
After you've reviewed the Study Guide, performed the Suggested Exercises,
and studied the Highlighters Index, read the questions and see whether you
can answer them correctly.

Before you take any of the A+ exams, review the exam overview, perform the
suggested exercises, and go through the practice questions provided. Many online
sites provide practice tests for the exam. Duplicating the depth and scope of these
practice exams in a printed book isn’t possible. Visit CompTIA’s certification web
site for pointers to online practice tests (http://certification.comptia.org/a).
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Preparing for the A+ Essentials Exam

The A+ exams are computer-generated. The exams are timed, and an onscreen
timer clock displays the amount of time remaining on the exam. Most questions
on the exam are multiple choice. The multiple-choice questions are either one of
the following:

Multiple-choice, single answer
A radio button allows you to select a single answer only.

Multiple-choice, multiple answer
A checkbox allows you to select multiple answers. Usually the number of
correct answers is indicated in the question itself.

CompTIA reserves the right to change the testing techniques at any time. It is
recommended that you visit the CompTIA A+ certification web site regularly to
get updates on any changes in exam format. Individuals with adequate hands-on
experience who have reviewed the Study Guide, performed the practice exercises,
memorized the essentials, and taken practice tests should do well on this type of
exam. Individuals who lack adequate hands-on experience and have not prepared
appropriately will find the exam hard to pass.

CompTIA suggests the following tips for taking the exam:

* Read the question slowly and carefully.

* Do not expect to find clues in every question, though they may be present in
some.

e Be aware of the distractions/confusions in statements. The first choice is
often the best choice.

* Do not attempt to create situations based on a question. Your answer should
be based on whatever information is provided.

* If you are retaking the exam, utilize your previous score report to concen-
trate on areas that need more study or practice.

* If you get stuck, mark and skip the question. You can do it later.

Typically, the test environment will have Previous/Next and Mark For Review
options. You can navigate through the test using the Previous/Next buttons. You
can click the Mark For Review checkbox to flag a question for later review.

Suggested Exercises for the A+ Essentials Exam

The A+ Essentials exam expects you to have a good understanding of concepts
related to computer hardware and software. Hands-on experience is recom-
mended and is good to have. You should be very conversant with hardware
terminology, operating systems, and basic security concepts, and you should have
the basic skills to troubleshoot problems. You will need to review the Study Guide
and pay close attention to the areas that are new for you and with which you feel
uncomfortable.
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This section includes some exercises that you can perform either on a standalone
computer or in a network to gain some hands-on experience. Since the A+ Essen-
tials exam mainly covers basic knowledge and skills in installing, configuring, and
troubleshooting computer hardware and software, you will need plenty of experi-
ence in completing these tasks. You must know what specifications to look for
when selecting a component and how to correctly install the hardware and
configure device drivers.

It is recommended that you do not perform any of the suggested
exercises in your organization or on any computer running in a pro-
duction network. Create a test environment for completing these
exercises. Even if you just want to view configuration settings for
different components of a personal computer in a production envi-
ronment, make sure a senior administrator accompanies you or you
get permissions from your supervisor. In any case, you should fol-
low the policies of the organization. For most exercises where you
need to work on internal parts of a computer, make sure that you
are wearing a properly grounded antistatic wrist strap.

Examine the Motherboard

. Open the PC’s case.
. Examine the motherboard.
. Determine the motherboard’s Form Factor.

. Determine whether it is an integrated or non-integrated motherboard.
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. Determine which components are on the motherboard and which are on
adapter cards.

BIOS/Firmware

1. Examine the chipset on the motherboard.

2. Locate the BIOS chip.

3. Note the BIOS manufacturer and its version number.
4. Locate the CMOS battery.

Identify Processor and Memory

1. Locate the microprocessor.

2. Examine the motherboard to see whether it uses a socket for the processor or
a slot.

3. Locate the RAM modules.

4. Determine whether extra slots are available for expanding memory.
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I/0 Ports and Expansion Bus Slots
. Identify the I/O ports on the motherboard.

. Determine which ports are integrated.

. Make a list of I/O ports/connectors and the numbers of pins for each.
. Examine the expansion bus and determine its type.

. Determine whether the motherboard has an on-board AGP slot.

. Locate the connectors for the hard disk and the floppy drive.
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. Determine the type of hard disk ports.

Power Supply and Its Connectors

1. Locate all power supply connectors.
2. Examine the color codes of wires for each connector.

3. Examine the difference between the hard disk/CD/DVD drive connector and
the floppy drive connector.

4. Disconnect the connector from the motherboard and count the number of
pins and determine polarity.

Memory Modules

1. Locate the latches that hold the memory modules.
2. Remove one of the installed memory modules.
3. Determine the type of the module and its capacity.

4. Reinstall the memory module after inspection.

Hard Disk Drive

1. Determine how to remove the hard disk.

2. Disconnect the hard disk’s data and power connections.
3. Remove the hard disk from the drive bay.

4. Examine the Master/Slave jumper settings.

5. Reinstall the drive and reconnect data and power cables.

Input Devices

. Remove the keyboard and mouse cables.

. Examine the female connectors on the computer.

1
2
3. Examine the male connectors on the keyboard and the mouse.
4. Determine the type of mouse.

5

. Remove and replace the rubber mouse ball.
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Common Ports on a PC

1. Make a list of all expansion ports available on the computer.

2. Identify the type and number of pins for each connector.

3. Count the number of USB ports.

4. Discover the difference between an RJ-11 and RJ-45 connector.
5. Check the colors of the keyboard and mouse connectors.

6. Note the markings on audio connectors.

Cooling Fans

1. Examine the CPU fan and determine how it is installed.
2. Check the type of heat sink and its installation.
3. Carefully remove the CPU heat sink and the fan.

4. Examine the thermal compound.
5. Reinstall the heat sink and fan.

6. Locate any additional cooling fans inside the computer.

Software Diagnostic Utilities

1. Turn on the computer and read the information during startup.
2. Enter the BIOS setup and exit without saving changes.
3. Prepare an ERD disk for a Windows 2000 computer.

4. Examine the Automated System Recovery (ASR) Wizard for a Windows XP
computer.

Troubleshooting

1. Remove the power supply connector from the hard disk.

2. Turn on the computer and notice symptoms or error messages.
3. Remove the data cable from the hard disk and repeat step 2.

4. Reconnect the data and power supply cables.

Preventive Maintenance

. Perform a visual inspection of internal and external components.
. Check whether any connectors are loose or whether any cables are damaged.

. Turn on the computer.

1
2
3
4. Run the Disk Defragmenter utility and analyze the disk for fragmentation.
5. Clean the floppy drive using a cleaning diskette.

6

. Clean the CD/DVD drive using an optical cleaning disk.
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Laptop Motherboard, Processor, and Memory

. Obtain the manuals for the laptop.

. Determine how to open the laptop case.

. Carefully open the case and examine the motherboard.
. Locate the CPU and memory modules.

. Determine the type of memory modules.
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. Close the laptop case carefully.

Laptop Display
1. Determine the type and size of the LCD screen.

2. Check the laptop documentation to learn the features of the LCD screen.

3. Determine the aspect ratio, contrast ratio, and maximum and native
resolution.

4. Read the procedure for cleaning the LCD screen.

Safely Removing Hardware

1. Connect a USB thumb drive to a working laptop.

2. Locate the Safely Remove Hardware icon on the Taskbar.

3. Open Windows Explorer and examine the contents of the removable drive.
4. Close Windows Explorer.

5. Use the Safely Remove Hardware icon to stop and remove the drive.

Configuring Power Options

1. Open the Control Panel.

2. Open the Power Options utility.

3. Select the Portable/Laptop power scheme.

4. Configure the monitor and hard disk settings when running on battery.

5. Turn on the Hibernate mode.

Configuring Windows Desktop

1. Click on an empty area of the Windows desktop and select Properties.
2. Change the appearance and screensaver using appropriate pages.

3. Change the screen resolution from the Settings tab.

Configuring Taskbar
1. Right-click an empty area of the Taskbar and select Properties.
2. Click the Auto-Hide the Taskbar checkbox and click OK.
3. Examine how the Taskbar hides when not in use.

4. Change the settings back to always show the Taskbar.

186 | Chapter3: Prepand Practice for the A+ Essentials Exam



Control Panel

1. Open the Control Panel from the Start menu.
2. Examine the icons for different utilities.

3. Double-click the System icon, examine its various tabs and settings, and then
close it.

Changing the Computer Name

1. Open the System Control Panel from the Start menu.
2. Click the Computer Name tab.
3. Change the name of the computer using the Change button.

4. Restart the computer.

Exploring Windows Registry

1. Open the Run dialog box from the Start menu.

2. Type REGEDIT.EXE and press the Enter key to open the Windows Registry.
3. Examine the Registry subtrees but do not make any changes.

4. Close the Windows Registry.

Creating a Disk Partition
1. Open the Disk Management snap-in from the Computer Management
Console.
. Locate an unallocated space on a disk.
. Right-click the unallocated space, select New, and then select Partition.
. Create an Extended Partition.

. Format the partition using the NTFS filesystem.
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. Examine the status of the partition.

Using Windows Explorer

. Open Windows Explorer from the Accessories folder in the Start menu.
. Expand all drives and locate your working folder.

. Copy some files from one folder to another.

. Move some files from one folder to another.

. Click the Tools menu and click Folder Options.

. Click the View tab, and then click the radio button for Show Hidden Files
and Folders.
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Changing File Attributes

1. Open Windows Explorer and locate a folder.
2. Right-click the folder and select Properties.
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3. Change the attributes of the folder to make it a hidden file.

4. Locate another folder and change its compression attributes from the
Advanced Attributes page.

Configuring File Permissions

1. Right-click a folder in Windows Explorer and select Sharing and Security.
2. From the Security tab, share the folder and enter a share name.

3. Click the Security tab and examine the available NTFS permissions.

4. Click the Advanced button and examine special NTFS permissions.

Configuring Paging File

1. Open the System Control Panel utility.

2. Click the Advanced tab and click the Settings button in the Performance area.
3. Click Advanced and click Change in the Virtual Memory area.

4. Enter the Initial Size and Maximum Size and then click Set.

Examining Advanced Boot Options
1. Restart the computer and press the F8 key immediately after POST is
complete.

. Examine the Advance Boot menu.

. Select Safe Mode and press the Enter key.

. Examine the Windows Desktop in Safe Mode.

. Check whether you can connect to a network drive.
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. Repeat the process and select Safe Mode with Networking.

Preparing an ASR
1. Obtain a blank floppy disk.

2. Start the Windows Backup utility from System Tools in Accessories folder in
the Start menu.

3. Click the ASR Wizard button.

4, Follow the onscreen instructions to create an ASR disk.

Creating System Restore Point (Windows XP)

1. Log on to a Windows XP Professional computer.
2. Select System Restore in the System Tools menu in the Accessories folder.

3. Create a System Restore Point and provide a name for identification.
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Configuring Automatic Updates

1. Open the System Control Panel utility.
2. Click the Automatic Updates tab.
3. Enable Automatic Updates.

4. Configure Automatic Updates to download and install updates
automatically.

Laser Printing Process

. Print a document on a laser printer.
. Hold the printed page. Notice that it is warm.

. Print another document, selecting a different paper tray.

. Verify the type of memory in the printer and whether it can be upgraded.

1
2
3
4. Obtain the user manual for the printer and read maintenance procedures.
5
6

. Check the recommended supplies for the printer.

Inkjet Printers

1. Obtain the user manual of an inkjet printer.

2. Check the instructions for changing the ink cartridge.
3. Read the instructions to clean and align the printhead.
4. Follow the instructions to change the print cartridge.

5. Open the Device Manager and note the details of the printer driver.

Scanners

1. Examine the interface and the type of cable used to connect the scanner.

2. Turn on the scanner and examine the startup and calibration process.

3. Use a graphics application (Photoshop or Corel Draw) to scan a document.
4. Scan another document using the Scan button on the scanner.

5. Open the Device Manager and note the details of the scanner driver.

Printing Problems

1. Replace the toner cartridge of a laser printer with an empty cartridge.
2. Print a document from a computer connected to the printer.
3. Examine the quality of the printed document.

4. Replace the original toner cartridge.

Network Topologies

1. Obtain the layout diagram of your office network.

2. Determine the network topology.
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3. Examine a few network cables and connectors.

4. Check how the network devices (hub or switch) are connecting the
computers.

5. Examine how the cables are run from network devices to computers.

Network Cables and Connectors

1. Determine the type of cables used in the network.

2. Remove the network cable from one of the computers and examine the type
of connector.

3. If fiber optic cables are in use, check where and why they are used.

Network Protocols, Services, and Addressing

1. Contact your network administrator.

2. Determine which networking protocol is used in the network and why.

3. Determine which network services are running.

4. Verify the method of network addressing.

5. Verify whether addresses are assigned to desktops automatically or manually.

WAN/Internet Connectivity

1. Determine how the computers are getting Internet Connectivity.
2. Determine the name of the ISP and the type of WAN technology.
3. Determine the bandwidth of the Internet connection.

4. Determine whether a Proxy Service is being used.

Network Troubleshooting

1. Examine the status indicators on the network adapter on a desktop.
2. Examine the color of lights when the computer is connected.
3. Remove the network cable and examine the color of indicators again.

4, Reconnect the network cable.

Authentication Methods

1. Contact your system or network administrator.
2. Determine which authentication method is used and why.
3. Determine the authentication protocol used for local users.

4. Determine the authentication protocol used for remote users.

Protection from Malicious Software
1. Log on to a Windows XP/2000 computer.

2. Check whether antivirus software is installed.
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3. Determine whether the software is configured to automatically detect and
clean viruses.

4. Download the latest virus signatures from the vendor’s web site and update
the software.

Password Management

1. Contact the system or network administrator.

2. Determine whether any password policies are in effect.

3. Determine what the policies are and how they are implemented.
4. Determine how often users should change their passwords.

5. Determine how many invalid logon attempts are allowed.

Preventive Maintenance for Security

. Contact the system or network administrator.

. Determine how preventive maintenance is carried out for security.
. Determine the tasks performed.

. Determine how the schedule is followed.
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. Determine whether users are allowed to update the OS and applications
themselves.

Highlighters Index

In this section, we’ve attempted to compile the facts within the exam’s subject
areas that you are most likely to need another look at—in other words, the areas
of study that you might have highlighted while reading the Study Guide. The title
of each highlighted element corresponds to the heading title in the A+ Essentials
Study Guide. In this way, if you have a question about a highlight, you can refer
back to the corresponding section in the Study Guide. For the most part, the
entries under a heading are organized as term lists with main points that you need
to memorize for the exam.

Personal Computer Components

This subsection covers a summary of highlights from the “Personal Computer
Components” section in the A+ Essentials Study Guide.
Types of motherboards

* There are two types of motherboards: integrated and nonintegrated.

* Integrated motherboards natively possess most essential components (a video
adapter and network interface card are two examples) on it.

* A nonintegrated motherboard needs such components to be installed as add-
on cards.

* Most new personal computers have integrated motherboards.

* The Form Factor specifies the design of the motherboard as well as details
such as size and layout of components.
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ATX

* ATX is an integrated motherboard Form Factor, which allows for easier
expansion.

* The expansion slots are located at right angles to the processor and memory.

* The ATX Form Factor allows for better airflow for cooling the core compo-
nents.

* The ATX supports soft power off, meaning that the OS can be used to turn off
the computer.

* The power supply uses a single 20-pin connector.
Micro ATX

* Uses a smaller Form Factor than ATX and offers limited expandability.

* Contains fewer expansion slots for add-on cards and memory.

* Can fit into an ATX case.

* Provides a number of USB ports for connecting external components.
BTX

* BTX uses a smaller Form Factor than ATX and Micro ATX.

* The design provides better airflow inside the computer and reduces the need
for additional cooling fans.

* It offers better placement of components for back panel I/O ports.
NLX

* Most of the components are placed sideways on riser cards.

* The add-on cards are parallel to the motherboard.

* This design uses an ATX power supply.
Chipsets

* Refers to the collection of semiconductor chips on the motherboard.

* Provides interfaces for expansion cards, memory, peripherals, and interface
cards and ports.

* Each is designed to offer certain features.
* The Northbridge and the Southbridge are two types of chipsets.

* Northbridge chipset communicates with the processor using front side bus
(ESB).

* Southbridge chipset controls all of the computer’s onboard Input/Output (1/O)
functions.

BIOS/Firmware
* This software is stored on a semiconductor chip called the BIOS chip.
* ltis activated as soon as the computer is powered on.
* It detects the hardware and allocates system resources to it.
* It controls how the processor and chipsets interact with the OS.
* The CMOS chip stores certain computer settings such as the date and time.
* It gets its power from a small battery, called the CMOS battery.
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Memory slots and cache

Random Access Memory (RAM) is the primary memory of the computer.
Motherboards have slots for expanding the memory.

Computers use the processor cache for improved performance.

The built-in memory inside the processor is called L1 Cache.

The external cache memory is called L2 Cache.

Processor sockets

The type, shape, size, and pin configuration of a processor socket depend on
the processor.

Processor sockets or slots are identified by standards.
Sockets are flat in shape and have several rows and columns of pins.

Most Pentium class processors use heat sinks and cooling fans because they
generate considerable heat.

The Zero Insertion Force (ZIF) socket makes it easy to insert and remove
processors.

Pentium II and I1I processors use slots.

The processor is mounted on an expansion card, which is inserted vertically
in the slot.

Integrated I/O ports

Connectors for integrated 1/O ports are accessible from the computer’s rear
side.

The 15-pin SVGA connector is used to connect a CRT or LCD monitor.

The 6-pin PS/2 (mini DIN) connectors are used to connect keyboards and
mice.

The 9-pin serial connector is for serial devices such as modems or scanners.
The 25-pin parallel connector is mainly used to connect printers.

The 8-pin RJ-45 connector is used to connect network cables.

The 4-pin RJ-11 connector is used to connect telephone cables.

USB connectors are used for USB devices such as printers and digital cameras.

The IEEE 1394 connector is used to connect devices with Firewire interface.

Expansion bus slots

Peripheral Connect Interface (PCI) slots are usually white and are about three
inches long.
The Accelerated Graphics Port (AGP) slot is brown and is for video.

The PCI Express (PCle) slot is designed to replace the PCI and AGP slots and
possesses different sizes depending upon version (x1, x4, and x16 are the
most common).

The Audio Modem Riser (AMR) slot has 46 pins and is used on some old
motherboards.

The Communications and Networking Riser (CNR) slot has 60 pins.
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The Industry Standard Architecture (ISA) slots are black and are long in
shape.

ISA slot has two parts: one small and the other long.

Floppy disk and hard disk connectors

The term Enhanced Integrated Drive Electronics (EIDE) interface is used for
the Advanced Technology Attachment (ATA) interface.

EIDE/ATA connectors have 40 pins and use a flat ribbon cable.

The first pin on the cable is marked with a red line. Since the data is trans-
ferred in parallel fashion from the motherboard to the drive, the interface is
also called Parallel ATA (PATA).

EIDE/ATA drives use a four-pin power connector.
The connectors for SATA interfaces have seven pins.

SATA drives use a 15-pin power connector.

Power supplies

A power supply converts 110-volt or 220-volt AC voltage into DC voltage.
The rating of the power supply unit is given in watts.

DC voltages include +3.3 volts, +5 volts, =5 volts, +12 volts, and —12 volts.
The +3.3 volts and +5 volts DC supply is used in ATX motherboards.

Characteristics of processors

Hyper-Threading Technology (HTT) is a form of simultaneous multithread-
ing (SMT) used in Intel’s Pentium 4 processors.

A multicore processor integrates two or more processors into a single
package.

CPU throttling is the process of controlling the time spent by the processor
on each application.

Microcode (or microprogram) is the instruction set of a CPU.

CPU overclocking forces the processor to run at higher clock rates for
improved performance.

Cache is a high-speed processor memory used to store data and instructions.

A Voltage Regulator Module (VRM) provides appropriate voltage to the
microprocessor.

The speed of a microprocessor is measured in megahertz (MHz) or gigahertz
(GHz).

Random Access Memory (RAM)

This is the primary or main memory of the computer.
It is used as temporary storage by the system and applications.

Parity RAM uses Parity Checking for checking the integrity of data stored in
RAM.

ECC RAM automatically detects and corrects errors in memory.
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Types of memory

Dynamic Random Access Memory (DRAM)
— Mainly used as RAM.

— DRAM requires that the memory be periodically refreshed in order to
retain its contents.

— Variations of DRAM include SDRAM, DDR, DDR2, and RAMBUS.

— SDRAM has a synchronous interface, and it waits for clock signal before
it responds to an input.

— SDRAM interfaces with the processor in a parallel 8-byte (64-bit) bus.

— DDR SDRAM can double the data transfer rate by using both rising and
falling edges of the clock.

— DDR2 SDRAM doubles the clock rate by using both edges of the clock
signal and then further splits a single clock into two, thus doubling the
number of operations for each clock cycle.

Static Random Access Memory (SRAM)
— SRAM is much faster than DRAM and is mainly used for system cache.

Memory modules (Packaging)

SIMMs have 30 pins with 8-bit data bus and 72 pins with 32-bit data bus.
DIMM is a 64-bit module used for SDRAM, DDR, and DDR2 memory.
Standard SDRAM has 84 pins on each side, making it a 168-pin module.
DDR DIMM has 184 pins with one keying notch.

DDR2 DIMM has 240 pins and an aluminum cover as a heat sink to prevent
overheating.

RIMM modules come in 16-bit (184 pins) single channel or 32-bit 232 dual
channel.

SO-DIMM, used in laptops, has 32-bit (72 pins) or 64-bit (200 pins).

Micro DIMM has a 64-bit bus width and comes in 144-pin or 172-pin config-
urations.

Hard disk drives

Hard disk drives are the main storage devices for all computers.

A hard disk is usually 3.5 inches wide, and its capacity is measured in
gigabytes (GB).

The hard disk controller that operates the drive is located on the hard disk.

The disk itself consists of a number of thin disks or platters and read/write

heads.

The disks spin at a speed of 3,600 to 7,200 (and even 10,000) revolutions per
minute (rpm).

The hard disk adapter, typically built-in on the motherboard, is used for sig-
nal conversion.
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CD drives

A CD-ROM is used for long-term storage and distribution of data.
The capacity of a typical CD-ROM is about 700 MB.

Most new CD-ROM drives are rated between 48X to 52X.

CD burners are drives that can write data on CD-R and CD-RW discs.

DVD drives

DVDs can store up to 4.7 GB of data on a single-sided, single-layered disk.
A double-sided, double-layered DVD can store up to 17 GB of data.

A DVD burner or a DVD writer can write data on a DVD disc.

DVD formats include DVD-R, DVD+R, DVD-RW, and DVD-RAM.

Flash memory

Flash memory is mainly used for booting devices such as network routers and
switches.

Various forms of flash memory include Secure Digital (SD) cards, USB thumb
drives, and PC cards.

SD cards are used in mobile phones, digital cameras, and camcorders.

USB thumb drives are used for transporting data from one computer to
another.

Video technologies

Monochrome video had a maximum screen resolution of 720 x 350 pixels.

CGA supports resolution of 640x200 pixels with two colors, and 320 %200
pixels with four colors.

EGA supports 16 colors with a resolution of 640 x 350 or 320 x 200 pixels.

VGA can display 16 colors with 640 x 480 resolution or 256 colors with 320 x
200 resolution.

VGA uses an HDB-15 D-sub connector with 15 pins arranged in 3 rows.
SVGA supports a resolution of 800 x 600 pixels and 16 colors.
New SVGA technologies support up to 1024 x 768 resolution and 256 colors.

XGA supports a resolution of 1024 x 768 with 256 colors or 800 x 600 resolu-
tion with 65,536 colors.

HDMI is a digital audio/video interface offering very high-resolution graph-
ics and digital audio on the same connector.

S-video is an analog video signal that carries video signals as two separate
signals.

Component video is an analog video technology that splits the video signals
into red, green, and blue components.

Types of monitors

A Cathode Ray Tube (CRT) monitor is the most commonly used display
device.

It uses an electron gun that fires electrons onto the back of the screen coated
with phosphors.
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The screen glows at parts where the electrons strike.

The dot pitch specifies the shortest distance between two dots of the same
color.

Average monitors have a dot pitch of 0.28 mm.

The refresh rate specifies how many times the scanning beam can create an
image in one second.

The refresh rate for most monitors varies from 60 to 85 Hz.
Liquid Crystal Display (LCD) monitors have a flat screen.
LCD monitors are used with both laptops and desktops.

Types of port connectors

Standard port connectors on computers are used to connect external devices.
The USB is a common computer interface.

A standard USB cable has a Type A connector for the computer and a Type B
for the device.

The Firewire port on the computer has a 6-pin connector, and the devices
have a 4-pin connector.

Most parallel ports use a 25-pin D-sub connector.
A standard serial port has a 9-pin socket, and the connector is 9-pin D-sub.

Serial cables are of two types: standard serial cable and null modem serial
cable.

RJ connectors are used for telephone (RJ-11) and network (R]-45)
connections.

PS/2 (mini DIN) ports have six pins and are mainly used to connect the key-
board (identified with a a purple color) and the mouse (identified with a
green color).

A centronics connector is used to connect the parallel printers and SCSI
devices.

Cooling fans

The power supply fan is located inside the power supply unit.

The rear exhaust fan is used to blow out the hot air from inside the computer
case.

The front intake fan is used to bring fresh cool air from outside the computer
case.

The CPU fan is located right on top of the CPU above a heat sink.
The chipset fan helps cool the chipset on the motherboard.
A video card cooling fan is used on some high-performance video cards.

CPU cooling

The CPU is one of the greatest heat-producing components.

The most common method of cooling the CPU is to install a heat sink right
on top of it.

A thermal compound is placed between the CPU and the heat sink.
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In liquid cooled systems, a water block is used to remove the heat from the
CPU and the chipsets.

Phase change cooling is an extreme cooling technology that takes advantage
of the phase change from liquid to gas.

Drive preparation

A typical computer motherboard has two IDE connectors for connecting up
to four drives.

The Master/Slave jumpers on IDE drives can be set to Master, Slave, or Cable
Select.

Each IDE interface can have only one Master connected to its cable. The
other drive must be set to Slave.

If connecting only one drive, set it as Master.
You can connect up to seven drives on a single SCSI cable.
An SCSI bus can be 8-, 16-, or 32-bit wide.

SCSI-1 has a 50-pin connector, SCSI-2 can have a 25-, 50-, or 68-pin connec-
tor, and the SCSI-3 interface can have a 68- or 80-pin connector.

The first connector on an internal SCSI cable is attached to the SCSI adapter,
and devices are connected in a daisy-chain fashion.

All SCSI devices are assigned a unique SCSI ID.
A device with lower SCSI ID always gets higher priority.
The SCSI bus must be terminated.

Installing/upgrading display devices

Ensure that the power supply to both the computer and monitor is turned

off.
If replacing a monitor, remove the monitor cable.
Obtain the driver for the new monitor.

Connect the new monitor, connect the AC mains, turn on the computer, and
let the computer detect the new hardware.

If required, install the driver software using an OS utility such as the Device
Manager in Windows XP/2000.

Adjust brightness, contrast, color levels, and the horizontal and/or vertical
positioning.

Basic troubleshooting theory

Always back up the system and user data before making changes.
Break complex problems into smaller components.

Do not ignore even the smallest cause of the problem.

Establish priorities when faced with several calls simultaneously.

Complete the documentation after the problem is resolved.
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Basic diagnostic procedures

Define and identify the problem.

Analyze the problem thoroughly to find out whether it is due to a user error,
a hardware failure, or a software bug.

Test a failed component before concluding that it has actually failed.

Consult documentation and other resources, such as the vendor’s web site,
online help, or user forums.

Apply the solution and test to confirm that it has fixed the problem.

Prepare documentation of your activities.

Hardware tools

The most common screwdrivers required for installation and repair of com-
puter components are the flat blade, Phillips head, and Torx.

Long nose pliers are required to hold connectors or pick up small screws.

A flashlight is very helpful for locating parts of the computer where light is
not adequate.

A soldering iron is required to make connections using a solder wire.
A wire stripper set is used to cut wire and strip off the insulation.

A small can of compressed air is useful for removing dust from internal and
external parts of the computer, fans, and other components.

An analog or digital multimeter is used to check resistance (continuity), volt-
age, and current.

Software tools and utilities

Bootable floppy disks are very useful for starting a computer using MS-DOS.

The POST routine detects and tests major hardware components installed on
the computer.

A successful completion of POST confirms that the basic components of the
computer are functioning as expected.

Software diagnostic tools, such as MSD, help test hardware components.

Identifying problems

Problems with the motherboard or the CPU typically result in a “dead” com-
puter.

If a power supply is malfunctioning, the computer will not respond when it is
started.

Problems with memory modules (RAM) can be identified from slow response
of the computer.

Display problems occur due to incorrect configuration, loose connections, or
a failed monitor.

Problems with the keyboard are caused due to a dirty environment.

When the pointer is jumping around the screen, you may clean the mouse or
replace it.

HighlightersIndex | 199




Problems with hard disks can be due to a faulty adapter, a failed hard disk, or
an incorrect/loose connection.

Problems with CD and DVD drives are mainly related to media—i.e., the disc
itself.

Preventive maintenance (PM)

Regular PM helps reduce the chances of breakdowns and improves system
performance.

The scheduled PM should outline what PM tasks are to be performed and on
what intervals.

Visual inspection reveals whether any components are loose in sockets or
whether some cooling fans are jammed.

Device drivers, applications, and BIOS should be updated as and when new
updates become available.

Temperature and humidity should be controlled in areas where computers
are installed.

Regular cleaning of the monitor, keyboard, and mouse should be done with
appropriate cleaning products.

UPS and surge protectors should be used for a clean power supply.

Hard disks should be regularly defragmented and unnecessary temporary files
should be cleaned out.

CD and DVD drives should be cleaned using lens cleaners.
Tape drives should be cleaned using tape drive head cleaners.

Floppy disk drives should be cleaned using floppy disk drive head cleaners.

Laptop and Portable Devices

This subsection covers a summary of highlights from the “Laptop and Portable
Devices” section in the A+ Essentials Study Guide.

Laptop components

The size of a laptop is much smaller than a desktop because all of its compo-
nents are in a single case.

The cost of a laptop is more than a standard desktop of comparable configu-
ration.

Laptop components are not equally good in performance compared to desk-
tops, and offer limited expandability.

Laptops require special repair skills and proprietary replacement parts.

Laptop motherboards and processors

Most laptop motherboards are proprietary and have a small form factor com-
pared to desktop motherboards.

Most interfaces—such as serial, parallel, USB, video, network, modem, and
sound—are integrated due to shortage of space.

Laptop processors are usually soldered directly to the motherboard.

200

| Chapter3: Prepand Practice for the A+ Essentials Exam



Processor throttling allows the OS to put the processor in active sleep mode
or slow-down mode when not in use.

Laptop processors require less power to run than desktop processors.

Laptop power supply

Laptops use battery power when not connected to the AC mains.

The AC adapter charges the battery as long as the laptop is connected to the
AC mains.

A DC adapter can be plugged into a DC power outlet in a car or an airplane.

Nickel Cadmium (NiCd), Nickel Metal Hydride (NiMH), or Lithium-lon
(Lilon) are leading types of batteries used for laptops.

The milliAmp-Hour (mAH) rating indicates the capacity of the battery.

Most laptops use Lilon batteries because they are lightweight and have a
longer life.

Laptop memory

Laptops use smaller memory modules called MicroDIMM or SO-DIMM.
MicroDIMM has 144 or 172 pins and supports a 64-bit data bus.

MicroDIMM is about half the size of a SO-DIMM and has a capacity of up to
1 GB.

SO-DIMM has 72, 100, 144, or 200 pins.

The 72- and 100-pin SO-DIMMs support a 32-bit data transfer while the 144-
and 200-pin SO-DIMMs support a 64-bit data bus.

SO-DIMMs have a storage capacity of up to 2 GB.

LCD technologies

An Active Matrix LCD screen utilizes the Thin Film Transistor (TFT)
technology.

An Active Matrix LCD screen is made up of a matrix of several pixels.

Active Matrix LCDs offer good response time, high screen resolution, and
crisp picture quality.

Passive Matrix LCD screens use a simple grid to supply a charge to a particu-
lar pixel in the display.

Passive Matrix LCD screens offer lower screen resolution, slower response
time, and poorer image quality than does an Active Matrix LCD.

Resolution, native resolution, aspect ratio, and contrast ratio

The number of rows and columns of pixels measure screen resolution.
Aspect ratio refers to the ratio of width and height of the screen.
The single fixed resolution of the LCD screen is called the native resolution.

Contrast ratio is the ratio of lightest color and the brightest color that a video
display can produce.
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Storage devices

Laptops use hard drives, floppy drives, and CD/DVD drives for data storage.

A laptop hard drive is about 2.5" wide and 12" thick, and has smaller connec-
tors.

The CD and DVD drives for laptops are about 12" thick.
A floppy drive is optional in most laptops.

Pointing devices

A trackball functions just like a normal mouse turned upside down.

A touchpoint or a finger mouse uses a small stick with a rubber tip that
moves the on-screen pointer.

The touchpad consists of a rubber pad, which is sensitive to a finger’s touch.

On a touch screen, you just have to touch an appropriate button in order to
select an item from the menu.

Laptop expansion buses and ports

The Mini PCI bus is a 32-bit bus operating at 33 MHz that uses a 3.3 volt
power connection.

Three different form factors of Mini PCI bus are Type I, Type I, and Type III.

Type I and Type II buses have a 100-pin connector while the Type III bus has
a 124-pin connector.

A Type I PC Card is used for memory modules, Type 1I is used for network
and modem adapters, and Type IIl is used for hard drives.

The PCMCIA bus standard is also known as the PC Card standard.
PCMCIA 2 has a 16-bit bus, and the PCMCIA 3 has a 32-bit bus.

Socket Services Software and Card Services Software are two main compo-
nents of a PC Card.

External devices such as thumb drives, keyboards, or a mouse can be con-
nected using USB ports.

Most laptops have a 15-pin VGA connector for attaching an external monitor.
Laptops support a variety of wireless connections for networking.
An Ethernet connection can be made using the RJ-45 port.

A telephone line is connected for a dial-up modem using the RJ-11 port.

Docking station

A docking station is a platform where a laptop can be installed for everyday
use.

A proprietary docking port is used to connect the laptop to the docking
station.

The docking port contains expansion ports, drive bays for storage devices,
and connectors for peripherals.

A port replicator enables you to keep the external components connected to
the docking station.
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Power management

Laptops conform to ACPI or APM standards for managing how the system
components use and conserve power. These standards describe how the
power management features are to be implemented. For a computer to be
ACPI/APM-compliant, both the hardware and the operating system must
support the standards.

The ACPI standard describes the global states, processor states, device states,
and performance states.

The S3 state defines the standby mode, and the S4 state defines the hibernate
mode in Windows.

The G2 state defines the soft off mode and the G3 state defines the mechani-
cal off mode.

Power Options in Windows

The Power Options utility is located within the Control Panel.

The Power Options page allows you to select from preconfigured power-
saving schemes.

The Alarms page allows you to configure system response on low battery
power.

The Power Meter page shows the current status of the battery.

The Advanced page allows you to configure a password when the laptop
returns from standby mode.

The Hibernate page is used to enable or disable the hibernation.

Safely removing devices

Most of the external devices connected to a laptop are USB-compatible.
The device should not be in use when you are preparing to remove it:
1. Click the Safely Remove Hardware icon on the Taskbar.

2. Select the device that you want to remove in the Safely Remove Hard-
ware window and click the Stop button.

3. Unplug the device when the window prompts that it is safe to remove
the device.

Power problems

Power problems may be due to the AC adapter or due to the battery pack.

Verify that the mains power connection is good and check the small LED on
top of the adapter.

A reasonably warm adapter surface is usually an indication of a working
adapter.

Verify that the DC power cord is not damaged and that the connector is
properly inserted into the laptop.

Remove the DC power cord and verify the DC power output of the adapter
with a multimeter.

If there is no output, or a very low DC output, the AC is properly connected,
and the LED is lit, try replacing the adapter with a new one.
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Keyboard and pointing device problems
* If the built-in keyboard does not work, try connecting an external keyboard.

* If the pointer does not move as expected due to problems with the touchpad,
try connecting an external mouse.

* Stylus problems are usually caused due to rough handling.

* A soft or hard reset helps resolve this problem, or a built-in utility can be
used for this purpose.

Display problems
* The laptop display has an LCD screen, a video controller, and the inverter.
* A cut-off switch switches off the backlight when the lid is closed.

* By connecting an external monitor, you can quickly figure out whether the
problem is with the LCD screen or the video controller.

* Verify that the cut-off switch is not damaged.
Networking problems

* There can be several reasons for a connectivity problem, such as loose con-
nections, incorrect configuration, or insufficient permissions.

* For a wired network, verify that the network cable is properly attached.

* For a wireless network problem, verify that the wireless connection is enabled
in Windows, that a correct SSID setting is used, and that the laptop is within
the coverage area of an access point.

* You can try to use the Repair utility in Windows to reconfigure the TCP/IP
protocol settings.

Preventive maintenance (PM)

* The main environmental factors that affect the performance of a laptop are
temperature, humidity, and cleanliness.

* Laptops use very small components that produce heat during normal
operation.

* You must ensure that the laptop is not operated in areas with high tempera-
tures, and you must ensure that sufficient cooling is available.

* Make sure that the area where a laptop is operated is clean and dust-free.

* Always carry laptops in protective bags.

Operating Systems

This subsection covers a summary of highlights from the “Operating Systems”
section in the A+ Essentials Study Guide.

Windows 3.x
* Windows 3.x was the first 16-bit OS to effectively manage computer memory.
* Windows 3.1 supported multimedia devices and had an improved GUL

* Itincluded error protection for system and applications through Object Link-
ing and Embedding (OLE).

* Windows 3.11 (Windows for Workgroups) supported both 16- and 32-bit
applications.
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Windows 95/98/Me/NT/2000

Windows 95 supported both 16- and 32-bit applications.

It had the ability to network computers, and supported Plug and Play (PnP)
devices.

Windows 98 was released in 1998, followed by Windows Me.

Windows NT Workstation and Windows NT Server had versions named
Windows NT 3.5x and Windows NT 4.0.

Windows NT supported multitasking.

Windows NT introduced domains for effectively managing users, comput-
ers, resources, and security in the network.

Windows 2000 OS has Windows 2000 Professional and Windows 2000
Server editions.

Windows XP

Windows XP Professional Edition is used as a client operating system in net-
worked environments.

Windows XP Home Edition is used for standalone home computers.

Windows XP Media Center Edition is used where multimedia capabilities are
more important than other features.

Windows Server 2003

Windows Server 2003 R2 is the current server OS.

Editions of this OS include Windows Small Business Server, Web, Standard,
Enterprise, and Datacenter.

It supports both 32- and 64-bit microprocessors.

It supports centralized management for applications, users, data storage, and
security through a centralized database called Active Directory.

It has strong support for client/server-based applications and services.

It supports server clusters for providing fault tolerance and network load bal-
ancing for improved performance.

Windows Vista

Windows Vista is the latest desktop operating system from Microsoft.

Different editions of this OS include Home Basic, Home Premium, Business,
Ultimate, and Enterprise.

Windows Aero (which is a 3-D graphical interface) and centralized manage-
ment are some of the attractions of Windows Vista.

Windows Vista includes Internet Explorer 7.

MAC OS

The MAC OS is used primarily on Apple Macintosh computers.
Its GUI is similar to Windows and is called Aqua.
The most current version of this OS is the MAC OS X.

Older Apple computers used PowerPC microprocessors but now use both
Power PC and Intel processors.
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Linux

Linux has Unix-like functionality and is an extremely stable and reliable OS.
Some distributions of Linux are Red Hat, Mandrake, SuSe, and Debian.
The hardware requirements for each variation of Linux OS are different.

There is no standard graphical user interface for Linux.

Windows desktop

The Windows desktop is the screen that appears after logon.

It includes the Start menu, the Taskbar, and other icons for application short-
cuts.

You can rearrange the icons or change the desktop settings.

The Themes page allows you to select a theme to quickly customize the look
and feel of the Windows desktop.

The Desktop page allows you to choose a background color and picture for

the desktop.
The Screen Saver page allows you to change the screensaver settings.

The Appearance page has several settings to configure different windows,
color schemes, button styles, menus, icons, and font sizes.

The Settings tab includes options for troubleshooting and setting screen reso-
lution and color quality, and displaying adapter configuration.

The Effects page in Windows 2000 contains options to change the visual look
of the desktop.

The Web page in Windows 2000 contains Active Desktop settings.

Taskbar

The Taskbar is the bottom-most part on the Windows desktop.
It contains the Start menu, the Quick Launch area, and the Notification Area.
The Start menu is used to run programs as well as configure system settings.

In the middle of the Taskbar, Windows displays buttons for programs that
are currently running.

You can change the properties of the Start menu and the Taskbar by right-
clicking the Taskbar and selecting an option.

Start menu

The Start menu appears when you click the Start button.

The Start menu includes shortcuts to installed programs, the Control Panel, a
Settings button, and folders such as My Documents, My Recent Documents,
My Pictures, My Music, My Computer, and My Network Places.

The Start menu’s appearance can be changed to Classic style.

Desktop icons

The My Computer icon is used to explore the computer—including the disk
drives—and to view their contents.

The My Network Places/Network Neighborhood icon is used to browse the
Windows network.

The Recycle Bin is a folder that collects all deleted files or folders.
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Control Panel

* You can use the Control Panel utilities for most of the configuration tasks
related to the operating system itself as well as to the devices and drives.

¢ To access the Control Panel, click Start and select Control Panel.

* Windows XP first displays a list of categories of configuration items.

* Windows 2000 opens the Control Panel directly.

The System Control Panel

* The System utility in the Control Panel is used to configure system settings.

* The Computer Name (Windows XP)/Network Identification (Windows
2000) tab allows you to change the computer name and workgroup or
domain membership.

* The Hardware page includes tools to manage hardware devices and drivers.

* The Advanced tab has buttons to fine-tune performance, system startup,
recovery options, and environment variables.

* The System Restore utility (Windows XP) is used to restore the OS to a work-
ing condition in case it becomes unstable.

* The Remote tab (Windows XP) has options to enable/disable Remote Desk-
top and Remote Assistance.

* The Automatic Updates tab (Windows XP) is used to enable/disable Auto-
matic Updates for the OS.

Windows Registry
* Windows Registry is a collection of system configuration settings.
* The Registry hierarchy is organized into keys and subkeys.

* The HKEY_CLASSES_ROOT subtree stores Object Linking and Embedding
(OLE) data and file associations.

* The HKEY_CURRENT_USER subtree contains data about the currently
logged-on user.

¢ The HKEY_LOCAL_MACHINE subtree contains all the OS and hardware-
specific configuration data.

* The HKEY_USERS subtree contains a default set of settings and data for each
user.

* The HKEY_CURRENT_CONFIG subtree contains data about the currently
loaded hardware profile.

* The Registry can be edited using the REGEDIT.EXE or REGEDT32.EXE
utilities.
Virtual memory
* Virtual memory is the hard disk space used for temporary data storage.
* Itis also known as the swap file or paging file.

* Windows uses virtual memory when the system runs out of RAM.
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Windows system files

These files are critical to startup and normal operation of the OS.
These files are marked as System and Hidden and are protected as Read-only.
The NTLDR file is used to start loading the operating system.

The BOOT.INI file is used to select an OS and the disk partition where the
OS is installed.

The BOOTSECT.DOS file is used in dual-boot systems and contains a copy
of MS-DOS or Windows 9x OS.

The NTDETECT.SYS file is used to detect installed hardware and to load a
hardware profile.

The NTBOOTDD.SYS file is used to detect and load the SCSI interface.
The NTOSKRNL.EXE file loads the Windows operating system kernel.
The HAL.DLL is the hardware abstraction layer file.

Basic disks

Basic disks are the traditional type of disks.

Windows OS treats all disks as Basic unless they are converted to Dynamic.
Basic disks are divided into one or more partitions.

Windows stores partition information in a partition table.

Each Basic disk can have four primary partitions or three primary and one
extended partition.

One of the primary partitions is marked as the Active Partition and is used to
boot the system.

An Extended Partition is used to create logical drives.
Logical drives cannot be marked as Active.

Extended Partitions cannot be formatted.

Dynamic disks

Dynamic disks are converted from Basic disks using the Disk Management
utility.

Dynamic disks treat the entire disk as a single partition.

Dynamic volumes can be extended on single or multiple Dynamic disks.

A Simple volume contains space from all or part of a single Dynamic disk.

A Spanned volume contains space from single or multiple (2 to 32) Dynamic
disks.

A Striped volume combines space from 2 to 32 Dynamic disks to make a sin-
gle Dynamic volume.

Dynamic disks on Windows XP and Windows 2000 Professional do not sup-
port fault tolerance.

Filesystems

FAT supports 8.3 file format naming and a maximum partition size of 2 GB
in Windows 95/98/Me and of 4 GB in Windows NT 4.0/2000/XP.

FAT32 is supported in Windows 95 (OSR2) and later operating systems.

208

| Chapter3: Prepand Practice for the A+ Essentials Exam



FAT32 supports long filenames up to 255 characters, and disk partitions up
to 2 TB (2048 GB).

NTES supports Dynamic disks, long filenames up to 255 characters, disk
sizes up to 16 EB (Exabytes), file-level security, Encrypting File System (EFS),
compression, Disk Quotas, and files larger than 4 GB.

Windows Explorer

Windows Explorer is used to manage files and folders.

You can view, navigate, copy, and move files and folders.

You can create new folders and subfolders and/or delete them.

You can view or change file or folder attributes.

You can search for a particular file or folder and execute program files.
Sharing folders and setting permissions is also done in Windows Explorer.

Windows Explorer can be used for formatting a disk.

File attributes

Attributes determine the actions a user can perform on a file or folder.

A file or folder with the Read-only attribute cannot be deleted or its contents
cannot be changed.

A file or folder with the Hidden attribute is not visible in Windows Explorer.

A file or folder with the System attribute is marked as both Hidden and Read-
only.

Advanced attributes include Archiving, Indexing, Compression, and
Encryption.

File permissions

File permissions are used to control access to files.
The Full Control permission grants a user all rights on the resource.
The Modify permission allows a user to change the contents of the file.

The Read and Execute permission allows a user to read the file and execute
(run) it.

The List Folder Contents (folders only) permission allows a user to list the
files and subfolders inside a folder.

The Read permission allows a user to read a file.

The Write permission allows a user to write files to a folder.

OS installation methods

Attended installation can be started from the setup CD-ROM or from a
shared network folder.

In an unattended installation method, an answer file provides answers to the
questions that are prompted during the installation.

The System Preparation (SysPrep) utility is a disk duplication method that is
used to prepare a master image of an existing Windows XP/2000 Profes-
sional installation.

The Remote Installation Service (RIS) is used for large-scale unattended
deployments of Windows XP and Windows 2000 Professional.
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Installing Windows

e Start the installation from the Windows 2000 Professional installation CD-
ROM.

¢ Make sure that the CD-ROM is set to start before the hard disk starts.

* The setup process starts with text mode, during which the hard disk is pre-
pared and necessary installation files are copied to the hard disk.

* In the GUI phase, the user is prompted for information about the computer,
username, and password.

* The GUI phase includes the network phase, in which the setup program
detects the network adapter and collects information about networking com-
ponents.

* The installation completes when the setup program copies final files to the
hard disk, creates Start menu items, registers components, removes tempo-
rary setup files, and restarts the computer.

Installing over the network

¢ The installation files are stored on a network file server known as the distri-
bution server.

* The setup process is started using either the winnt.exe or winnt32.exe
command.

e From MS-DOS or Windows 3.x, run winnt.exe to start the installation
process.

¢ From Windows 95/98/Me/NT 4.0 or Windows 2000 Professional, run
winnt32.exe to start the installation.

Post-installation tasks

e Activate the retail and evaluation versions of Windows XP Professional
within 30 days of installation.

* Update the hardware device drivers.
* Install software updates for the operating system, including service packs.
* Install application software and restore user data files.
Installing devices and drivers
* You must have administrative rights in order to install devices and drivers.

* If the device driver has a digital signature, any user can install the device pro-
vided that no user interaction is required during installation.

* PnP devices are automatically detected and configured by the computer BIOS
and the OS.

* Non-PnP devices need to be manually configured.
Optimizing performance
* Change the settings of the virtual file from the System Control Panel or divide
it into multiple disks.

* Defragment hard disks using the Disk Management utility to improve their
read/write performance.
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Use the Disk Cleanup utility to free up disk space by deleting temporary files.

Use the Services utility in the Control Panel to identify and disable unused
services.

Understanding boot sequence

Power-On Self-Test (POST) checks the hardware components and MBR is
loaded.

The MBR loads the NTLDR file from the boot device.

The NTBOOTDD.SYS file is loaded if the boot device is SCSI and does not
have its own BIOS.

NTLDR loads the filesystems driver to access the FAT, FAT32, or NTFS
partitions.

NTLDR reads the BOOT.INI file and selects an operating system.
NTLDR calls on the NTDETECT.COM file to perform hardware detection.

NTLDR calls on the NTOSKRNL.EXE file and the Windows kernel, which
changes the screen color from black to blue.

The kernel loads another module known as hardware abstraction layer (HAL.
DLL).

The kernel is initialized, and it loads low-level device drivers and filesystems.

The device drivers initialize as they are loaded. The user mode subsystem is
loaded, and the computer display changes to the graphical user interface
(GUI) mode.

Once the kernel has loaded and is initialized, the system services are started.

The Winlogon service is started, and a logon screen is displayed.

Advanced boot options

Safe Mode loads only minimum basic system services and device drivers suffi-
cient to boot the OS.

Safe Mode with Networking is similar to Safe Mode but networking devices,
drivers, and services are also initialized.

Safe Mode with Command Prompt loads the command interpreter.

The Last Known Good Configuration option loads the last used system con-
figuration that worked well.

The Enable Boot Logging mode is used for diagnosing startup problems.
The Enable VGA Mode starts Windows with basic VGA device drivers.

Recovery Console

This is useful in resolving system startup problems.
It allows you to repair critical system files.
You can also enable or disable services that may be causing startup problems.

Recovery Console can be started from the Windows setup CD-ROM, or it
can be installed as one of the Advanced Boot Options.
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System Restore (Windows XP)

This helps restore the system to a working state if it has become unstable.

It uses System Restore points to store a snapshot of system settings at regular
intervals.

It can be accessed from the System Tools in Accessories or from the Help
And Support Center.

Automated System Recovery (ASR) (Windows XP)

This is located in the Windows Backup utility.
It is used to restore the system after a major failure.

An ASR disk and a full backup of the system partition of the computer is
required.

Troubleshooting procedures

Talk to the user and gather information about the problem.
Identify the potential causes.

Isolate the problem.

Test-related components.

Apply and test the solution.

Document your activities.

Operational problems

The Blue Screen or the STOP errors are related to hardware and/or incorrectly
configured drivers. They are identified by an 8-digit hexadecimal number.

System lockup is usually caused when the system is out of resources.

Problems with I/O devices are due to incorrect configuration of device driv-
ers or failed devices.

An incorrectly installed or configured application will result in the Applica-
tion Failed to Start error.

The Illegal Operation error is reported when an application attempts to per-
form an action that is not permitted by the operating system.

A General Protection Fault (GPF) occurs when an application attempts to
access the areas of memory that are used by other applications.

The NTLDR is Missing error appears if any of the system startup files are
missing or have become corrupt.

The Invalid Boot Disk error is displayed when the system BIOS cannot access
the boot partition of the disk.

The Inaccessible Boot Device error appears when the computer finds a criti-
cal error with a boot device.

Disk management utilities

The defrag.exe utility is used to defragment hard disks.
The ntbackup.exe command starts the Windows backup utility.

The chkdsk.exe utility is used to check disks for filesystem errors, and then fix
them.
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The format.exe command is used to format a disk partition.

The diskpart.exe utility in Windows XP is used to manage disks, volumes,
and partitions.

System management utilities

The Computer Management Console is a centralized place to manage the
entire system, services, and applications.

The Device Manager utility helps manage and troubleshoot hardware devices
and drivers.

The Task Manager provides a real-time view of system performance includ-
ing CPU, memory, processes, networking, and applications.

The msconfig.exe command opens the System Configuration Utility, which is
helpful in verifying the system startup environment.

The regedit.exe and regedt32.exe commands are used to edit the settings
stored in the Windows Registry.

The Event Viewer console displays error messages, warnings, and other infor-
mation about system activities.

Printers and Scanners

This subsection covers a summary of highlights from the “Printers and Scanners”
section in the A+ Essentials Study Guide.

The laser printing process

Laser printing involves cleaning, conditioning, writing, developing, transfer-
ring, and fusing processes.

In the cleaning process, a rubber blade in the cleaning assembly removes the
particles of toner residing on the drum’s surface, and a discharge lamp
removes the remaining charge from the drum and makes it neutral.

In the conditioning process, the primary corona wire charges the drum sur-
face with a high negative voltage (—600 to —1000 volts).

In the writing process, a highly focused beam of laser light scans the drum
surface and removes some of the charge.

In the developing process, the toner particles charged with —200 to —500 volts
are electrostatically attracted to the drum’s surface where the laser light left
the image.

In the transferring process, the positively charged paper attracts the toner
particles from the drum, leaving the image on the positively charged paper
when the drum is pressed over the paper.

In the fusing process, the paper is passed through the fuser assembly contain-
ing pressure rollers and heating rollers to apply heat and pressure to the paper
that firmly bonds the toner particles to the paper surface.

Inkjet printing process

The printing process starts with cleaning the printhead.

The stepper motor engages rollers to pick a piece of paper from the paper tray
and guide it into the printer.
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The printhead stepper motor moves the printhead assembly across the paper
and stops at each point for a fraction of a second to spray multiple dots of ink
on the paper surface.

The paper feed motor then moves the paper to the next line. This process
continues until the printing process is complete.

Once the printing process is complete, the paper feed assembly pushes the
paper onto the paper tray, and the printhead is then parked in its home
position.

Impact printers

These printers use a head or a needle that is hit against an ink ribbon to place
a mark on the paper.

These produce significant noise but are very efficient for printing multipart
forms.

Dot matrix, daisy wheel, and line printers are all impact printers.

Dot matrix printers

These printers use a printhead containing a number of pins.

Low-resolution printers have one column of nine pins in the printhead.
High-resolution printers have 2 columns containing 24 pins in the printhead.
The pins strike an ink ribbon that makes impressions on paper.

The impressions appear as small dots and form appropriate characters on
paper.

Thermal printers

These printers use heated printhead pins.
These use heat-sensitive paper called thermochromic or thermal paper.
Direct Thermal printers create images by burning a matrix of dots on paper.

Thermal Wax Transfer printers use wax-based ink, which is melted from the
ribbon and transferred to the paper surface.

Solid ink printers

These printers use sticks of solid ink.
These are used for printing high-quality graphics images.
The ink is melted and fed into printheads that contain piezoelectric crystals.

These printers have high-power consumption and long warm-up times.

Printer interfaces

A parallel interface (IEEE 1284) sends an 8-bit parallel data stream to the
printer.

Parallel printers use a parallel printer cable, which has a DB-25 connector
(computer) and a 36-pin Centronics connector (printer).

A serial interface sends data to the printer one bit at a time.

The Universal Serial Bus (USB) is the most common type of printer interface.
The IEEE 1394 (Firewire) is the fastest of all types of computer interfaces.
Very few printers have a Small Computer System Interface (SCSI).
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Printer software

The printer BIOS/Firmware detects various components of the printer dur-
ing startup.
The printer driver acts as an interface between the OS and the printer.

The Page Description Language (PDL) is used to convert an incoming print
job into electrical signals.

Printer supplies

Printer paper and transparencies are collectively known as print media.

Ink cartridges are used in inkjet and bubblejet printers.

Ribbons are used in daisy wheel and dot-matrix printers.

Toner cartridges are used in laser printers.

Spare parts are considered supplies because they are used to repair printers.

Optional upgrade components include extra paper feed trays, finishing
assemblies, and printer memory.

Types of scanners

Flatbed scanners use a glass platform where a paper is put face down. A
motorized belt moves a lamp to scan the image.

Handheld scanners move the scanner across the image.
In sheetfed scanners the paper is manually moved over a scanning lamp.

Drum scanners are used for high-end applications. The image is placed over a
drum, and photomultiplier tubes (PMT) are used to convert optical signals
into electrical signals.

Components of a scanner

The acrylic glass plate functions as a platform for placing documents.

The scanning head assembly contains a light source, a set of mirrors, and a
lens that focuses the light onto a charged coupled device.

The light source is made up of a cold cathode fluorescent lamp (CCFL).

An array of charged coupled devices (CCDs) or a contact image sensor (CIS)
converts the optical signals into electrical signals.

The stepper motor assembly is used to precisely move the scanning head
across the surface of the document.

The device driver acts as an interface between the scanner and the operating
system.

The scanning process

The user places the document upside down on the glass plate.
The document is illuminated by a CCFL.

The scanning head is moved across the surface of the document using a belt
attached to the main stepper motor.

When the entire document is scanned, the scanner completes one pass.

The image is passed through a set of reflective mirrors and focused onto a
lens.
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The lens passes the image to an array of CCDs through an image filter.
The scanner driver passes the image to the application software used to
acquire the image from the scanner.

The application (Photoshop, Corel Draw, etc.) uses a standard language,
such as TWAIN, that acts as an interpreter between the scanner and the
application.

Scanner interfaces

Most of the newer scanners come with built-in USB or IEEE 1394 Firewire
ports.

Some older scanners use parallel, serial, and SCSI ports.

Installing printers and scanners

Check the compatibility of the device with the OS.
Obtain necessary hardware, connection cables, and device drivers.

Connect the device to an appropriate port such as parallel, serial, USB, IEEE
1394, SCSI, wired, or wireless network port.

Install the device driver.
Configure and calibrate the device.

Verify the installation and test the device’s functionality by printing a test
page or by scanning a text and graphics pages.

Troubleshooting inkjet printers

Paper jams are a result of obstruction in the path that the paper travels.

Paper jams can be a result of worn out rollers, the incorrect type of paper, or
poor paper quality.

Poor image quality is a result of dry ink, a damaged ink cartridge, or misalign-
ment of the printhead.

Blank pages are a result of an empty ink cartridge.

Troubleshooting laser printers

Paper jams are mainly caused by poor paper quality or worn out pick up roll-
ers.

Blank pages appear when the toner cartridge is out of toner or when the
transfer corona wire is broken.

A faulty primary corona wire causes black pages.

A bad toner cartridge can cause repetitive toner marks scattered across the
paper.

A damaged drum can produce vertical lines across the page.

Ghosted images appear when the previous image is not completely erased
from the surface of the EP drum.

An incorrect printer driver causes garbled printing output.
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Troubleshooting dot-matrix printers

Dot-matrix printers need regular preventive maintenance to keep the paper
path clear.

If one of the pins on the printhead is broken, a blank line appears across the
width of the paper.

If the printer is printing nonreadable characters (garbled prints), the problem
lies with the printer driver software.

If the printer is producing consistently faded characters, the printing ribbon
needs to be replaced.

If you notice that the printing quality reduces across the width of the paper,
the ribbon is possibly not rotating.

Problems with scanners

If a powered-on scanner does not scan from the application, try to scan man-
ually.

Try to resolve the problem by rebooting the computer.

Incorrect scanning resolution and dust on the glass plate, scanning lamps, or
mirrors can cause poor quality of the scanned documents.

The scanning noise is caused at startup because the scanner calibrates itself.

If the scanner does not turn on, check the power cord and the AC mains
supply.

Networks

This subsection covers a summary of highlights from the “Networks” section in
the A+ Essentials Study Guide.

Types of networks

A local area network (LAN) is a network of joined computers in a small
office, a home, or a building.

A wide area network (WAN) connects two or more LANs.

A personal area network (PAN) is a network of devices located in close prox-
imity of each other.

A metropolitan area network (MAN) connects LANs in a campus or inside
the boundaries of one city.

Networking models

In the centralized computing model, all processing is done on a central com-
puter, and the clients are called dumb terminals.

A client/server network is based on the centralized computing model.
A client/server network is scalable to very large-scale internetworks.

In a decentralized computing model, all processing and resources are distrib-
uted among several computers.

A peer-to-peer (P2P) network or a workgroup is based on a decentralized
computing model.
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Network topologies

In a star topology, computers (or nodes) connect to each other through a cen-
tral device, called a hub or a switch.

In a bus topology, all computers are connected to a single cable called a back-
bone using T-connectors.

In a mesh topology, each computer makes a point-to-point connection to
every other computer.

In a ring topology, each computer is connected to its neighboring computer
to form a logical ring using a Multi-Station Access Unit (MSAU).

In a wireless topology, computers connect to each other using radio
frequencies.

Twisted pair cables

These cables use pairs of insulated cables bundled inside a plastic sheath.

The twists are used to prevent electromagnetic interference, which causes
crosstalk.

These cables are identified by category numbers denoted as CAT-1, CAT-2,
CAT-3, CAT-5, etc.

Unshielded twisted pair (UTP) cables are inexpensive. CATS5 UTP is the most
commonly used type.

Shielded twisted pair (STP) cables come with a layer of shielding material
between the cables and the sheath for preventing interferences.

Plenum/PVC

Plenum refers to the space between the main ceiling and the dropped ceiling.

The network cable used in this space is known as plenum cable and is sur-
rounded by a fire-retardant jacket.

The jacket consists of a low-smoke polyvinyl chloride (PVC) or fluorinated
ethylene polymer (FEP).

Fiber optic cable

This cable is made up of very thin glass or plastic stretched out and put inside
a sheath.

The data transmission is through light signals and is immune to EMI and RF
disturbances.

Fiber optic cables are very expensive and need skilled professionals for instal-
lation and maintenance.

The single-mode fiber optic cable uses a single beam of light and is made up
of 8 to 10 micron core glass/plastic fiber surrounded by 125 micron cladding.

The multimode fiber optic cable uses multiple beams of light and is made up
of 50 or 62.5 micron core and 125 micron cladding.

Network connectors

The Registered Jack-11 (RJ-11) is a 4-pin connector and is mainly used for
terminating telephone wires.

The Registered Jack-45 (RJ-45) is an 8-pin connector used for terminating
twisted pair cables.
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* An SC connector (subscriber/standard connector) is a push-pull connector
used to terminate fiber optic cables.

* An ST (Straight Tip) connector uses the “twist-on/twist-off” bayonet mecha-
nism and is an older type of fiber optic connector.

* An LC (Lucent Connector) is also used for fiber optic cables with a push-pull
mechanism.

Network devices

* An Ethernet hub (concentrator) is the central device that connects all nodes
in the segment.

* A switch connects multiple nodes in a network segment and sends the signal
only to the destination node based on the MAC address.

e A MAU, also called a Multi-Station Access Unit (MSAU), is used in Token
Ring networks as a central device.

* A network bridge connects LAN segments to form a larger segment and
divide a large network segment into smaller segments.

* Routers are used to connect two or more network segments.
Transmission Control Protocol/Internet Protocol (TCP/IP)

* This is the most widely used protocol suite in private networks as well as on
the Internet.

* Itis a fully routable protocol.

* Itis supported in all major network and desktop operating systems.
Internet Packet Exchange/Sequenced Packet Exchange (IPX/SPX)

 This is a full protocol suite used in Novell NetWare networks.

* Itis fully routable.
TCP/IP addressing

* TCP/IP networks use IP addresses to identify networks and hosts.

* [P addresses are divided into public (registered) or private (unregistered)
addresses.

* The IP address consists of 32 bits composed of 4 sets of 8 bytes (octet) each.

* Itis expressed in dotted decimal notation.

e (lassful IP addresses are divided into classes A, B, and C.

* A subnet mask is used to identify the network address from the host address.
Subnetting

* This is the process of creating two or more network segments by using the
host portion of the IP address.

* It creates multiple broadcast domains to reduce broadcast traffic.

* It also increases security and helps contain network traffic to local network
segments.
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IPX addressing

In NetWare, network-only servers are assigned a maximum of 47-character
hostnames.

IPX/SPX clients do not have hostnames and use their IPX addresses.
NetWare networks are assigned a 32-bit hexadecimal address.

The servers and workstations use a 48-bit hexadecimal address.

LAN technologies

The 10 Mbps standards include 10Base2, 10BaseT, and 10BaseFL.

Most of the modern networks support 100 Mbps network speed based on
100BaseTX and 100BaseFX standards.

Gigabit Ethernet networks work at 1000 Mbps and use either copper or fiber
optic cabling.

Gigabit standards include 1000Basel.X, 1000BaseSX, and 1000BaseCX.

The 1000BaseT standard uses four pairs of CAT 5 UTP cable.

Internet Service Provider (ISP)

ISP refers to an organization that provides Internet access or WAN
connectivity.

ISPs provide low-cost Internet connectivity to home users via dial-up, cable
modem, ISDN (BRI), or Digital Subscriber Lines (DSL).

High-speed connectivity to large organizations is provided through gigabit
Ethernet, ATM, ISDN (PRI), T-carriers, or Sonet.

A hierarchy of lower- and higher-level ISPs exists to provide connectivity.

ISPs interconnect with each other at a point known as Internet Exchange (IX).

Integrated Services Digital Network (ISDN)

This allows transmission of data and voice over telephone lines.
It requires dedicated or leased telephone lines.
Computers using the ISDN line need an ISDN adapter or terminal adapter.

BRI ISDN uses 2 B channels of 64 Kbps each for data/voice, and a D channel
of 16 Kbps.

PRI ISDN uses 23 B channels of 64 Kbps each for data/voice, and a D chan-
nel of 64 Kbps.

Digital Subscriber Line (DSL)

DSL technologies use ordinary analog telephone lines to provide digital data
transmissions.

A DSL supports data transfer speeds from 128 Kbps to 24 Mbps.

Asymmetrical DSL (ADSL) is the most common and offers higher download
speed than upload speed.

Symmetrical DSL (SDSL) supports equal speeds for both data uploads and
downloads.
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Wireless
*  Wireless networks rely on radio frequencies to communicate.

* Wireless networks defined in IEEE 802.11 standards use radio frequencies
with spread spectrum technology.

* Frequency-hopping spread spectrum (FHSS) is the method of transmitting RF
signals by rapidly switching frequencies.

* Direct-sequence spread spectrum (DSSS) uses a wide band of frequency and
is a modulation technique used by wireless networks.

* The most popular of the IEEE 802.11 wireless network standards are 802.11b,
802.11a, and 802.11g.

Infrared

* This provides point-to-point wireless communications using direct line of
sight.

* Infrared radio waves cannot penetrate through walls.

* Infrared supports data transfer speeds ranging from 10 Mbps to 16 Mbps.
* It provides a secure wireless medium due to the short distance.
Bluetooth
* This provides short-range communications and is widely used in telephones.
* Bluetooth 2.0 supports transmission speeds up to 3 Mbps.
* It works over the unlicensed frequency range of 2.4 GHz.
* It offers high resistance to electromagnetic interferences.
* It does not require direct line of sight.
Installing a network adapter
* Ensure that the adapter is compatible with the existing computer hardware.
* Ensure that the adapter driver is meant for the OS installed on the computer.
* Check whether the adapter is PnP or non-PnP.
*  Most PnP adapters are automatically detected and configured.

* Use the Add/Remove Hardware utility in the Control Panel to add a non-PnP
network adapter.

Status indicators

* Status indicators on network adapters help troubleshoot connectivity prob-
lems.

 If the LED light status is “no light or yellow,” then the device or the port is
not operating, not connected, or faulty.

 If the LED light status is “solid green,” then the device or port is connected
but there is no activity on the port.

 If the LED light status is “flashing green,” then the device or the port is func-
tioning and is transmitting and receiving data.

* If the LED light status is “flashing amber,” then the network is congested and
collisions are occurring on the network media.
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Troubleshooting network media

Verify that connectors are properly attached.
Verify that the cables or connectors are not damaged.
Verify that the total length of cables does not exceed the specifications.

Ensure that UTP cables are not run in areas of high EMI such as near trans-
formers or beside high-voltage electric cables.

Troubleshooting network devices

If a hub fails, all computers will get disconnected.
A failed switch will also result in connectivity problems to all computers.

If a router fails, an entire network segment will not connect to other
segments.

Troubleshooting wireless connectivity

Wireless signals degrade due to environmental factors such as EMI, RFI, or
walls.

Make sure that all devices support the same wireless standard on the
network.

Verify that the clients and the access point are using the correct SSID.

Verify the encryption and authentication settings for the wireless protocol are
in use.

Security

This subsection covers a summary of highlights from the “Security” section in the
A+ Essentials Study Guide.

Authentication technologies and protocols

Authentication is the process of verifying the identity of a person.
It is the first point of controlling access to a system.

In computer security, authentication protocols are used to verify the identity
of a person or an application seeking access to a system, object, or resource.

Username and password

The username and password combination is used in all operating systems for
authentication.

When the user enters her username and password, the local security data-
base is checked to find a match.

Access is granted only if a match is found.

Biometrics

Biometric devices verify the identity of a user by using human physical and
behavior characteristics.

Biometric devices can read or measure and analyze fingerprints, as well as
scan the eye retina and facial patterns and/or measure body temperature.

Biometric authentication provides the highest level of security.
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Smart cards

These cards store a small amount of data that is used to authenticate a
person.

These prevent modification of the data stored on them.

They are immune to EMI and RFI and have built-in protection against physi-
cal damage.

Security Tokens

A security token is the most trusted method for verifying the identity of a user
or a system.

Security tokens are also known as Key Fobs.
They employ multiple factors to verify the identity.

A security token consists of two parts: a hardware device that generates token
values at predetermined intervals, and a software component that tracks and
verifies the validity of codes.

Digital certificates

These are mainly used for Internet-based authentications.
Certificates are a part of the public key infrastructure (PKI).

They are created by a trusted third party known as the Certification Author-
ity or the Certificate Authority (CA).

Certificate servers are used to create, store, distribute, validate, and expire
digital certificates.

A CA used within an organization is known as an Enterprise CA or a Standal-
one CA.

Revoked certificates are published in a Certification Revocation Lists (CRL).

Certificates are also used for software signing.

Multifactor

In computer authentication, a factor is a piece of information that is present
to prove the identity of a user.

Utilize a something you know factor such as the password or PIN.
Utilize a something you have factor such as a hardware token or a smart card.

Utilize a something you are factor such as fingerprints, eye retina, or other
biometrics that can be used for identity.

Utilize a something you do factor such as handwriting or voice patterns.

Challenge Handshake Authentication Protocol (CHAP)

This is widely used for local and remote access authentication.
It is a modified form of Password Authentication Protocol (PAP).

It periodically verifies the authenticity of the remote user using a three-way
handshake even after the communication channel has been established.

CHAP authentication involves an authentication server and the client.
CHAP cannot work with encrypted password databases.
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Kerberos

e This is a cross-platform authentication protocol used for mutual
authentication.

e Kerberos v5 is used on Windows servers as the default authentication
protocol.

* It ensures the integrity of authentication data as it is transmitted over the
network.

* It works in a Key Distribution Center (KDC), which is a network server.

* The KDC issues secure, encrypted keys and tokens (tickets) for
authentication.

* The tickets carry a timestamp and expire as soon as the user or the service
logs off.

Virus
* This is a self-replicating application that inserts itself into executable files.
* ltis created for the sole purpose of destroying a user’s data.

¢ The boot sector virus infects the first sector of a hard disk and becomes active
as soon as the computer is started.

* A parasitic virus infects an executable file or an application on a computer.
Trojan
* This is a malicious code that is embedded inside a legitimate application.

* The application appears to be very useful, interesting, and harmless to the
user until it is executed.

* Most modern Trojans are used to gather information about the user.

* Some Trojans allow the user’s computer to be controlled remotely by the
attacker.

Worm
* This does not infect any particular executable file.
* It resides in the active memory of computers.

* It keeps scanning the network for vulnerabilities and replicates itself onto
other computers.

Spam
* Spam, or email spam, refers to unsolicited junk mail.
* Spam comes from unknown persons and is rarely of any use.
* Spammers collect email addresses using Spamware.
Spyware, adware, and grayware
* Spyware is used to collect personal information stored in the computer.

* Adware is the software that displays pop-up advertisements on your
computer.

» Grayware programs work in an undesirable and annoying manner and may
negatively affect the computer’s performance.

224 | Chapter3: Prepand Practice for the A+ Essentials Exam



Software firewalls

A firewall is used to protect a private network from external networks or
users.

Windows Firewall in Windows XP SP2 is an example of personal software
firewall.

Packet Filtering Firewalls inspects the contents of each Internet Protocol (IP)
packet and allows or blocks packets inside the network based on predefined
and configured rules.

Application Layer Firewalls (application layer gateways) are more advanced
than packet filtering, because they examine the entire packet to allow or deny
traffic.

Stateful Inspection Firewalls work by actively monitoring and inspecting the
state of the network traffic.

Filesystem security

Windows provides file- and folder-level security using the NT File System
(NTES).

Files can also be stored and transmitted in encrypted form.
Share permissions provide an outer layer of access control.

NTFS permissions provide more granular control on file and folder access.

Wireless authentication

Open system authentication is no authentication, and any computer trying to
connect is granted a connection.

Shared key authentication requires that the access point and every wireless
client know the shared secret key.

The IEEE 802.1x authentication method requires use of advanced encryption
and authentication techniques to provide strong authentication.

WPA or WPA2 with Preshared Key authentication methods can be used for
smaller home or office networks that cannot implement the IEEE 802.1x
authentication mechanisms.

Wired Equivalent Privacy (WEP)

This provides privacy in transmissions between the AP and wireless client.
It uses a CRC-32 checksum for data integrity and privacy.

It uses shared key authentication that allows encryption and decryption of
wireless transmissions.

It can use either 40- or 128-bit keys. Up to four different keys can be used.

When it is enabled, the encryption keys and the SSID must match on the AP
and the clients.

Data access security

Files and folders should be secured using appropriate NTFS permissions.
Local security policies should be defined on computers to restrict access.

Access to data should be based on job roles of users.
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Access to critical data files should be audited.
Use of floppy disks or CD/DVD discs to copy data should be prohibited.

Backups

Data backup ensures data security in the event of a disaster or system failure.
The full backup method backs up all the data in a single backup job.

The incremental backup method backs up all the data that has changed after
the last full or incremental backup was taken and changes the archive bit.

The differential backup method backs up all the data that has changed after
the last full backup but does not change the archive bit.

Backup tapes must be stored in a secure offsite location.

Encryption

This is the process of encoding a message using encryption algorithms.

It converts readable plain text into unreadable cryptographic text or cypher-
text.

Encryption algorithms provide such security mechanisms as confidentiality,
authentication, digital signatures, and public key cryptography.

They are used to calculate a secret key, which is used to encrypt and decrypt
messages.

Symmetric algorithms use one key for both encryption and decryption of
messages.

Asymmetric algorithms use two keys—one for encryption (public key) and
the other for decryption (private key).

A hashing algorithm is used to provide integrity of data.

Data migration

This is the process of transferring data from one OS platform to another or
from one database application to another.

This process converts the data from one format to another.

It is typically performed after a full backup.

Data remnant removal

This is the process of secure destruction of data.
It is required when old systems are replaced or when old storage media is
upgraded.

It ensures that the data does not fall into the wrong hands and cannot be mis-
used by a third party.

Password management

A Password Management Policy describes how a user should create, use, and
change his passwords.

Blank passwords should not be allowed for any employee.
Passwords should have at least eight characters.

A password should be made up of a combination of upper- and lowercase let-
ters, special characters, and numbers.
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Employees should be forced to change their passwords regularly.

Employees should not be allowed to reuse their old passwords for a certain
amount of time.

Administrators should use normal user accounts when not performing any
administrative tasks.

Physical security

Users should be educated to lock their workstations when not in use.

Users can also configure screensaver passwords to protect their desktops.
Critical servers and network equipment should be located in a locked room.
Server rooms should be equipped with alarm systems.

Servers and network devices should be configured with strong administrative
passwords.

Incident reporting

This is the method of informing the management or other responsible staff as
soon as an incident is detected.

If there is an Incident Response Policy in the organization, it should be
followed.

The purpose of incident reporting is to prevent the incident or minimize its
effects.

Social engineering

This is the process of getting personal or confidential information or informa-
tion about an organization by taking an individual into confidence.

User education is the best defense against social engineering attacks.

Preventive maintenance procedures for security

Every computer in a network should have antivirus software installed on it,
and the virus signatures should be kept updated.

NTFS and share permissions should be correctly configured.

Administrative access to systems and network devices should be granted only
to authorized employees.

Operating systems should be updated with the latest service packs, hotfixes,
or security patches.

Applications should be configured properly, and the latest updates should be
installed.

Firmware/BIOS should be updated as and when updates are available.

Auditing should be enabled on critical systems and data, and audit logs
should be regularly monitored.

Network devices should be configured for optimum security.

The default configuration of network devices and wireless devices should be

disabled.

Users should be educated and trained for creating a secure and safe working
environment.
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Safety and Environmental Issues

This subsection covers a summary of highlights from the “Safety and Environ-
mental Issues” section in the A+ Essentials Study Guide.

Safety hazards

A safety hazard can potentially cause physical harm or injury.
A poorly laid-out workplace increases the chances of accidents.
Hazards in the workplace must be identified.

Most hazards can be easily spotted or their risk can be reduced.

Identifying safety hazards

Identify loose or trailing network and electrical cables or cables that are not
running through proper routes.

Faulty electrical equipment should either be repaired or stored safely.

Workstations located near hazardous materials should be relocated else-
where.

Persons working on electronic devices should use precautions to prevent elec-
trostatic discharge (ESD).

Consult MSDS for proper handling, usage, transportation, and storage of
hazardous materials.

Flammable material should be handled appropriately.

Chemicals, batteries, and cleaning products should be stored at designated
places.

Waste materials should be disposed of using appropriate guidelines.

Proper protective wear should be used when working with hazardous
materials.

Employees should be trained on safe use of hazardous materials.

Only trained personnel should be allowed to work on locations where haz-
ards exist.

Material Safety Data Sheet (MSDS)

This is a document accompanying chemicals or other hazardous materials.

It provides instructions on safe usage, potential hazards, and methods for safe
disposal of a hazardous material.

The MSDS contains the product name, its chemical name, the name of the
manufacturer, and the address and telephone number.

A product can be listed as hazardous due to reasons such as toxic, corrosive,
or flammable nature.

A product might burn or explode when subjected to certain conditions.

The MSDS contains procedures for safe storage, handling, moving, and trans-
portation of the product.

It explains what labels or signs should be posted inside and outside the desig-
nated storage place.

It explains how to contain spillage or leakage of the product.
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Handling safety incidents

The person observing a hazard should immediately report it to the concerned
Supervisor.

Incidents that do not involve personal injury should also be reported.
Incidents involving serious personal injury need immediate attention.

Safety incidents can also cause damage to the property.

ESD precautions

Wear ESD wrist straps when working on computer components.
Place components on antistatic ESD table mats.

Discharge static electricity in your body by touching a grounded metal sur-
face.

Hold printed circuit boards from the edges.

Avoid touching the semiconductor chips and connection pins on cards.

Use conductive flooring in places where repairs are done.

Use ESD safe protective packaging for storing and transporting components.

Humidity levels should be controlled. Increasing humidity levels to 70 pecent
or above helps reduce static charge build-up.

Equipment handling

Electrical and electronic equipment should be connected using grounded 3-
pin power cables.

Check the power cords regularly for possible damage.

Power off and unplug the equipment before opening the cover for service or
repair.

Move computer parts such as CPUs and printers in carts.
Do not lift or carry any heavy equipment by hand.

Store computer equipment in designated places where humidity and tempera-
ture are controlled.

Disposal procedures

Batteries contain metals and chemicals such as cadmium, copper, mercury,
zinc, manganese, lithium, and nickel.

Batteries collected from households are disposed of in hazardous waste land-

fills.

CRT monitors contain toxic substances such as lead, mercury, cadmium,
phosphorus, and barium.

Batteries and monitors should be sent to recycling centers.
Read the MSDS instructions on how to safely dispose of chemicals.
Keep unused chemicals in their original containers.

Do not drain the unused part of chemicals into household drainage.
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Communication and Professionalism

This subsection covers a summary of highlights from the “Communications and
Professionalism” section in the A+ Essentials Study Guide.

Privacy

Customer privacy means that support technicians should not copy, take
away, or misuse a customer’s confidential data.

Client confidentiality means that any individual or an organization should not
disclose confidential information about their clients to any third party with-
out the consent of the client.

Respect and maintain the trust of your client.

Talking to the customer

Listen carefully and attentively.

Let the client complete his statement and do not interrupt.
Do not be judgmental or jump to conclusions.

Use effective voice tone and control your body language.

Do not use obscene jokes or talk about sex or race.

Active listening

Listen attentively and respond with a nod when needed.
Do not look distracted, angry, frustrated, or confused.
Do not keep thinking about something else.

Keep the problem in focus and, if necessary, take notes.

Asking questions

The questions should be directly related to the problem.
The customer should not feel embarrassed or let down.

Ask open-ended questions that encourage the client to come up with a vari-
ety of answers.

Show interest when the client is responding.
It’s useless to ask a question if you do not bother listening to the answer.

Let the client respond to one question before you ask another question.

Do not be judgmental

Do not finish the sentence for your client. Let her complete what she has to
say.

Do not respond too soon or jump to a conclusion. Interpret the client state-
ment, think of a suitable response, and then start talking.

Do not react emotionally to a client’s statement.

Do not try to minimize a problem.

Never ask something like “Why?” or say something like “You should not do
this.” Never criticize a client if the problem is a result of some of her actions.

Do not try to teach the client.
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Professional behavior

* Keep a positive attitude.

* Avoid arguments with the client.

* Try to understand the problem.

* Be respectful to the client.

* Do not interrupt the client when he is talking.
Use of property

* Ask for permission before using a client’s telephone, fax machine, or other
equipment.

* Ensure that the client’s property is used with care.

* Ask for permission when using the Internet connection.

Practice Questions for the A+ Essentials Exam

1. You have just been hired as field technician with a computer support
company. Which of the following types of motherboards are you most likely
to see more than others while on the job?

O A AT

O B. Baby AT
O CATX

O D.NLX

Answer C is correct. Although you can find any of the listed motherboards in
the field, the most popular of the given designs is the ATX and its variations.
The AT and Baby AT designs are almost obsolete. The NLX design also did
not become very popular.

2. Which of the following motherboards uses a riser card for providing expan-
sion slots?

O A AT

O B. Baby AT
O CATX

O D.NLX

Answer D is correct. The NLX design specifies the use of a special riser card
to provide expansion slots. The expansion or add-on cards become parallel to
the motherboard when installed on the riser card. In all other designs, the
expansion slots are available directly on the motherboard, and the add-on
cards are installed in a vertical position.

3. Which of the following is another (and official) name for IDE and EIDE
drives?

O A ATA
O B.SATA
O C SCSI
O D. EISA
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Answer A is correct. The IDE/EIDE drives are the most popular ones used on
personal computers. The official name for this interface is Advanced Tech-
nology Attachment (ATA). SATA refers to the Serial Advanced Technology
Attachment interface, SCSI refers to Small Computer System Interface, and
EISA refers to Extended Integrated Device Electronics expansion bus.

. Which of the following ports is commonly used to connect a keyboard and a

mouse?

O A RJ-45

O B.PS/2

O ( DB-25

O D. Serial

Answer B is correct. A 6-pin mini DIN connector is used to connect a
keyboard and a mouse. The difference between two connectors is that the
keyboard connector is purple while the mouse connector is green. The RJ-45
connector is for network connections, the DB-25 connector is for parallel

devices, and the 9-pin serial connector is for serial devices. You may find a
mouse connected to the serial port in some old computers.

. One of the following storage devices has a large storage capacity, is used for

data storage for frequent access, and does not loose its contents even when
the power is turned off. Identify this device from the given list.

O A. Cache
O B.RAM
O (. ROM
O D. Hard disk

Answer D is correct. The hard disk has the largest storage capacity among all
the given devices. It does not lose its contents even when the computer is
turned off. System cache and RAM are also storage devices but they retain
their contents while the power is on only. Data in a ROM (Read Only
Memory) can be written only once. The type of ROM used for BIOS/Firm-
ware is called Electrically Erasable Programmable ROM (EEPROM) and can
be programmed or flashed.

. Which of the following expansion ports is always used for a high-speed, high-

resolution, 3-D graphics video adapter?
O A AGP

O B. PCI

O C PCle

O D.ISA

Answer A is correct. The Accelerated Graphics Port (AGP) is specially
designed for high-speed, high-resolution, graphics video adapters and is
always used for these cards. Other video adapters can be connected to ISA,
PCI, or PCle expansion slots.
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7.

10.

You have been asked to install an internal SCSI hard disk on a computer.
Which two things must you take care of during the installation?

[ A. Select the disk as Master.

(1 B. Leave the default Master/Slave configuration.
[ C Configure the SCSIID.

(d D. Terminate the SCSI bus.

[ E. Format the disk.

Answers C and D are correct. When installing an SCSI hard disk or any other
SCSI device, you must assign it a unique SCSI ID and make sure that the SCSI
bus is terminated. An SCSI device cannot function if any of these settings is
missing or incorrectly configured. You can format the disk after installation.

. Which of the following devices are most commonly used for keeping

computer components cool during normal operation? Select three answers.
d A Fan
(1 B. Cooling liquid
(1 ¢ Compressed air
(d D. Heat sinks
(1 E. Thermal compound

Answers A, D, and E are correct. Most computers have cooling fans and heat
sinks. Compressed air is rarely used as a cooling agent. The thermal
compound is applied between the CPU surface and the heat sink for conduc-
tion of heat from the CPU to the heat sink.

. Which of the following ports is considered the fastest and supports a number

of external devices for a laptop as well as for desktops?
O A.PS/2

O B. Parallel

O € USB

O D.RJ-11

Answer C is correct. The Universal Serial Bus (USB) port is available on both
desktops and laptops and is the fastest port. Most new devices—such as the
keyboard, mouse, printers, and scanners—have USB interfaces these days.
The PS/2 port is usually meant for the keyboard and mouse on desktops
while the parallel port is mainly used to connect parallel printers. The RJ-11
port is used for connecting a telephone wire for built-in modems.

Which of the following types of PC Cards are commonly used for devices
such as network adapters, sounds cards, and modems in laptops?

O A Typel
O B. Type II
O C Type I
O D. Type IV
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Answer B is correct. The Type II PC Cards are most commonly used for
expansion devices such as network adapters, sound cards, and modems.
Type I bus is used for memory modules while the Type III bus is used for
hard drives.

11. One of the following pointing devices has a flat surface and can convert touch
signals into electrical signals to select an item on the menu displayed on the
screen. Identify this device.

O A. Trackball
O B. Digitizer
O C Touch button
O D. Touch screen

Answer D is correct. A touch screen (also called touch pad) converts touch
signals into electrical pulses when a button on the screen is touched with a
finger. A trackball is just like an ordinary mouse turned upside down.

12. Which of the following ACPI-defined power states specifies the standby
mode in Windows?

OASs1
O B.S2
OCS3
O D.54

Answer C is correct. The S3 power state is defined in ACPI standards as the
standby mode in Windows. In this state, the computer maintains power only
to the RAM. The S1 state is considered to consume the most power of all
power-saving modes. The S2 state powers down the processor. The S4 state is

called hibernation in Windows, and all the contents of the RAM are copied to
the hard disk.

13. Which of the following operating systems is distributed as open source and
does not have a standard GUI?

O A Windows 3.11
O B. Windows NT 4
O ( Linux

O D.Mac OSX

Answer C is correct. The Linux OS is distributed as open source by several
vendors. It does not have a standard GUI. Windows-based operating systems
and MAC OS X are proprietary and have a standard GUI in each version.

14. Which of the following attributes are not available on files and folders stored
on a FAT32 partition? Select two answers.

(d A. System

d B. Compression
1 C Encryption
(d D. Hidden

1 E. Read Only
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16.

17.
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Answers B and C are correct. The compression and encryption attributes are
available only on files and folders that are stored on partitions formatted with
the NTFS filesystem. Other attributes are available on both FAT32 and NTFS
partitions.

Identify the tasks associated with files, folders, and disks that can be
completed using Windows Explorer. Select all correct answers.

(1 A. Copy and move files.

(1 B. Rename and delete files.

[ C Perform disk defragmentation and cleanup.
[ D. Create disk partitions.

(1 E. Format a disk.

Answers A, B, C, and E are all correct. You can use Windows Explorer to
copy and move files, rename and delete files, perform disk defragmentation
and disk cleanup, and format a disk. You cannot, however, create disk parti-
tions using Windows Explorer. For formatting a disk, you must use the
FORMAT command (by right-clicking a drive within Windows Explorer) or
the Disk Management snap-in.

How can you restore a deleted file in Windows without using the backup
tapes?

O A. Using the Recycle Bin.
O B. Using the ASR wizard.
O (. Using the ERD.

O D. From the Control Panel.

Answer A is correct. Deleted files are stored in the Recycle Bin, which is a
separate folder on the hard disk. But when you delete a file using the Shift
and Delete keys together, the file is not stored in the Recycle Bin and is
permanently deleted. The Automated System Recovery (ASR) Wizard and the
Emergency Repair Disk (ERD) are used to restore corrupt system files. You
cannot use the Control Panel for restoring deleted files.

Which of the following file permissions is not a standard NTFS permission
but a special permission?

O A Read

O B. Execute

O ( Read Attributes
O D. Full Control

Answer C is correct. The Read Attributes is a part of the set of special NTFS
permissions. Special permissions are configured using the Advanced button
in the NTFS permissions dialog box. Read, Execute, and Full Control are all
standard NTFS permissions.

Which of the following Windows startup files is used only if there is an SCSI
interface in the computer?

O A NTBOOTDD.SYS
O B. BOOTSECT.DOS
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O (. NTOSKRNL.EXE

O D. BOOT.INI
Answer A is correct. The NTBOOTDD.SYS file is used to detect the SCSI
interface installed in a computer. This file contains the SCSI device driver and
is stored on the partition from where the computer starts up. The NTBOOT-
SECT.DOS is used in dual boot systems and contains a copy of MS-DOS or
Windows 9x OS. The NTOSKRNL.EXE file loads the Windows operating
system kernel. The BOOT.INI file contains information about operating
systems and the partition where they are installed.
How can you create an ERD for a Windows XP Professional computer?

O A. From the Windows Backup utility.

O B. From the System Tools.

O C From the Disk Management utility.

O D. You cannot do it.
Answer D is correct. The ERD is used on Windows NT and Windows 2000
computers and is not supported in any version of the Windows XP operating
system. In Windows XP, you can use an AS disk for restoring the operating
system. The ASR Wizard is located in the Windows Backup utility.

You want to keep your Windows XP Professional computer up to date with
the latest service packs and security patches. Which of the following utilities
will you use for this purpose?

O A. Task Manager

O B. Download Manager

O ( Automatic Updates

O D. Update Manager

Answer C is correct. The Automatic Updates utility is used to configure a
Windows XP computer to automatically download and install updates
including the service packs and security patches. This utility is located in the
System Control panel. You cannot use the Task Manager or the Disk
Management tools for this purpose. There is no such term as “Update
Manager” in the Windows XP operating system.

How much voltage is discharged from the EP drum in a laser printer by the
laser beam that scans the drum with the information about the image?

O A. +600 volt

O B.-600 volt

O € +100 volt

O D.-100 volt
Answer D is correct. The EP drum is charged to a voltage of —600 volts by the
primary corona wire. When the laser beam scans the drum, it discharges
parts of the drum by about —100 volts. These parts of the drum now have a

negative charge of about —500 volts that is relatively higher than the
remaining parts of the drum.
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Which of the following measures is used to represent the printing speed of a
dot-matrix printer?

O A. Characters per second
O B. Lines per minute

O C Dots per second

O D. Pages per minute

Answer A is correct. The printing speed of dot matrix printers is measured in
terms of characters per second (cps), the speed of line printers is measured in
terms of lines per minute (Ipm), and the speed of laser printers is measured in
pages per minute (ppm). Dots per second is not used for measuring the speed
of any kind of printer.

Which of the following processes help deposit the toner from the EP drum
onto paper?

O A Writing

O B. Developing

O C Transferring

O D. Fusing
Answer C is correct. The transferring process deposits the toner from the EP
drum to the paper. The transfer corona wire charges the paper with a high
positive charge that attracts the toner from the EP drum. There are two
corona wires (or corona rollers in some laser printers) in a laser printer. The
primary corona wire transfers a high negative charge (—600 volt) to the EP
drum.

Which of the following devices is used as a central device in a network using
the star topology. Select two answers.

1 A. Hub

(1 B. Bridge
[ C Switch
1 D. Router
A E. Gateway

Answers A and C are correct. The central device in a star network can be a
hub or a switch. A hub just acts as a multiport repeater (which receives a
signal and sends it to all connected devices) while the switch is an intelligent
device that forwards signals received on its ports only to the computer to
which it is addressed. Switches use the computer hardware addresses to
locate and forward network traffic.

Which of the following types of cables is most expensive in terms of cost,
installation, and maintenance?

O A. Plenum

O B. Fiber optic
O . uUTP

O D.STP
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Answer B is correct. The fiber optic cable is the most expensive of all given
types of cables in terms of cost, installation, and maintenance. The advan-
tage of a fiber optic cable is that it has low attenuation, supports longer cable
segments, and is immune to electromagnetic and radio frequency interfer-
ences. Plenum-rated network cables are used in plenum areas of the building.
STP cables are more expensive than UTP cables and offer better protection
against electromagnetic interferences.

26. Which of the following IP addresses is used as a loopback address?
O A 172.16.0.1
O B.127.0.0.1
O ( 169.254.0.1
O D.192.168.0.1
Answer B is correct. The IP address 127.0.0.1 is reserved as a loopback
address and is used for troubleshooting a network adapter and its configura-
tion. IP addresses 172.16.0.1 and 192.168.0.1 are from IP address ranges
reserved for private networks. The IP address 169.254.0.1 is from the IP
addresses range reserved for Automatic Private IP Addressing (APIPA).
27. Which of the following protocols is responsible for addressing hosts in a
TCP/IP-based network?
O A TCP
O B.UDP
O (. DHCP
O D.IP
Answer D is correct. The Internet Protocol (IP) is responsible for addressing
hosts in a TCP/IP network. The Transmission Control Protocol (TCP) and
the User Datagram Protocol (UDP) are used for sending and receiving
messages between TCP/IP hosts. The Dynamic Host Configuration Protocol
(DHCP) is used for automatic assignment of IP addresses to DHCP-enabled
clients.
28. Which of the following troubleshooting utilities is common to all operating
systems and is used for testing connectivity of two hosts on a network?
O A. Tracert
O B. Ipconfig
O C Ping
O D. Nslookup
Answer C is correct. The Ping utility is supported in almost all operating
systems to test the connectivity between two network hosts. This utility is a
part of the TCP/IP protocol suite and uses Internet Control Message Protocol
(ICMP) echo packets. The Tracert utility is used to trace the route a network
packet takes from the source to destination. The Ipconfig utility is used in
Windows to examine the TCP/IP configuration of one or more network
adapters. The Nslookup utility is used to test the name resolution
functionality.
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29. Which of the following authentication technologies utilizes a challenge text?
O A. CHAP
O B. PAP
O C EAP
O D. Kerberos

Answer A is correct. The Challenge Handshake Authentication Protocol
(CHAP) uses a challenge text for authenticating a user. The Microsoft version
of CHAP is called MS-CHAP. Password Authentication Protocol (PAP) is a
simple authentication method that transmits usernames and passwords (user
credentials) in clear text. Kerberos is the default authentication protocol for
Windows servers and uses access tokens. Kerberos is supported in other
network operating systems also. Extensible Authentication Protocol (EAP) is
a general authentication protocol that supports several other authentication
methods such as tokens, Kerberos, certificates, and smart cards.

30. Which of the following is not a factor in multifactor authentication?

O A. Something you know.

O B. Something you have.

O C Something you are.

O D. Something you want to have.

Answer D is correct. The factors used in multifactor authentication tech-
niques are: something you are, something you have, and something you know.
Something you want to have is not a factor because this is what you want to
have after you are authenticated.

31. Which of the following methods provides an outer layer of security for shared
folders stored on an NTFS volume?

O A. Special permissions
O B. File permissions

O C Share permissions
O D. Password policies

Answer C is correct. Share permissions provide an outer level of access
control for shared folders on NTFS drives. Share level permissions are not
applicable when a user logs on locally to the system. On the other hand,
NTFS permissions provide a higher level of security for both local and
network users. Note that share permissions can be configured on both
FAT32 and NTFS volumes while file permissions are available on NTFS
volumes. Password policies define how users should create and maintain
their passwords.
32. What is the main purpose of a software firewall? Select two answers.

[ A. Prevent external attacks.

[ B. Detect malicious software.

([ C Improve network performance.

[ D. Enforce security policies.
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Answers A and B are correct. Software firewalls prevent external attacks on a
network as well as detect malicious code that potentially affects network
services. Firewalls do not help improve network performance. They also do
not help enforce security policies. The best way to enforce security policies in
a Windows Server-based network is to use Group Policies.

Which of the following is the best method for preventing social engineering
attacks?

O A. User education
O B. Security tokens
O C Biometric devices
O D. Encryption

Answer A is correct. The best protection against social engineering attacks is
to educate users on the importance of security. Users must know why secu-
rity is important for individual and organization data. Security tokens and
biometric devices are used for authenticating users while encryption is used
to secure data while it travels on network media.

Which of the following safety measures help reduce the effects of static
discharge? Select all correct answers.

[ A. Antistatic bag

[ B. Antistatic wrist strap
([ C Antistatic table mat
(1 D. Antistatic body wraps
[ E. Antistatic head covers

Answers A, B, and C are correct. Antistatic bags, antistatic wrist straps, and
antistatic table and floor mats all help reduce the effects of static electricity.

What should you do with batteries that are no longer useful?
O A. Recycle them.
O B. Put them in the trash.
O C Flush them in the nearest sewer.
O D. Burn them in a safe place.

Answer A is correct. Batteries must be taken to a recycling center. They
should not be thrown in the trash or flushed in the sewer, which will eventu-
ally send them to a landfill.

Which of the following contains essential information about the handling,
storage, and safe disposal of hazardous chemicals?

O A. OSHA

O B. MSDS

O C Product label
O D. All of above

Answer B is correct. The Material Safety Data Sheet contains information
about the handling, storage, transportation, and disposal of hazardous
chemicals.
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You have removed a faulty CRT monitor from your manager’s computer and
replaced it with a new LCD monitor. What should you do with the old CRT
monitor?

O A. Putit in the trash.

O B. Discharge the high voltage and put it in the trash.
O C Send it to the recycling center.

O D. Take it home.

Answer C is correct. Monitors have a definite lifetime and should be sent to
the recycling center after the end of their life cycle.

You have been called to attend to a failed server at a customer’s site. Upon
arrival, you find that the manager is worried about losing critical data stored
on the server. How should you react?

O A. Tell him it happens everywhere and with everybody.

O B. Cheer him up with jokes.

O (. Remain serious all the time.

O D. Tell him confidently that you will do your best to rectify the problem.

Answer D is correct. You should show confidence in resolving such prob-
lems and ensure the customer that you will try to save the data stored on the
failed server.

You have been asked to solve a problem on a Windows XP computer. What
should you do when the user is telling you about the problem?

O A. Keep smiling.

O B. Nod repeatedly to let the user know that you are listening.
O C Take small notes.

O D. Just tell the user that you know all about this problem.

Answer C is correct. Taking notes when the user is telling you about the
problem shows that you are listening attentively. Active listening is one of the
most important aspects of communication.

You need to shut down the DNS server, which will leave the network with
only one DNS server. What should you do before you shut down the server?

O A. Inform the IT manager.

O B. Send a message to all users.

O (. Ask the users to stop using the DNS server.

O D. Postpone the shutdown until after office hours.

Answer B is correct. The DNS server usually affects all users. Although it is
important to inform the IT manager about the shutdown event, you must
also send a message to all users that the DNS server is being shut down.
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Overview of the A+ Exams
220-602, 220-603, and 220-604

After you have passed the A+ Essentials exam, you must pass one of the three
available elective exams to complete your A+ certification. These exams are
numbered 220-602, 220-603, and 220-604 and are for getting your IT Techni-
cian, Remote Support Technician and Depot Technician credentials, respectively.
As noted earlier in this book, the A+ certification is an entry-level certification for
those individuals who wish to pursue their careers in computer hardware support.
The elective A+ exams let you choose the right role in the computer support
industry where you intend to work or want to demonstrate your skills. Unlike the
A+ Essentials exam, the elective exams are designed to test your skills beyond
basic identification, installation, upgrade, and troubleshooting of personal
computer hardware. The areas of study for these exams depend on the track you
choose to complete your certification. The following tracks are available:

IT Technician

The IT Technician Exam 220-602 is meant for those individuals who work or
intend to work in a corporate or mobile environment, which has a high level
of face-to-face client interaction. Job titles for these skills may include Enter-
prise Technician, IT Administrator, Field Service Technician, or PC
Technician. According to CompTIA, this certification may also be useful for
some nontechnical positions such as students, sales personnel, and small
business office managers.

Remote Support Technician
The Remote Technician Exam 220-603 is meant for those individuals who
work or intend to work in a remote-based hardware support environment
where client interaction, client training, operating systems, and connectivity
issues are important. Job titles for these skills may include Remote Support
Technician, Helpdesk Technician, or Call Center Technician.
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Depot Technician
The Depot Technician Exam 220-604 is meant for those individuals who
work or intend to work in environments where client interaction is limited,
but the main emphasis is on computer hardware repairs. Job titles for these
skills may include Depot Technician or Bench Technician.

The A+ exams have recently been revised to include newer areas of study such as
computer security, safety and environmental issues, and communications and
professionalism. Another new area is knowledge of laptops and portable devices.
In each of the study areas, you are expected to be skilled in identifying individual
computer components as well as in installing, upgrading, and configuring them.
You must also have hands-on knowledge of using appropriate tools to diagnose
problems, perform preventive maintenance, and optimize performance.

The approximate percentage of each section in Exams 220-602, 220-603, and 220-
604 is shown in Table 4-1.

Table 4-1. A+ exam domains and percentage of coverage

Domain 220-602 220-603 220-604
Personal computer 18 percent 15 percent 45 percent
components

Laptops and mobile 9 percent Not covered 20 percent
devices

Operating systems 20 percent 29 percent Not covered
Printers and scanners 14 percent 10 percent 20 percent
Networks 11 percent 11 percent Not covered
Security 8 percent 15 percent 5 percent
Safety and environmental 5 percent Not covered 10 percent
issues

Communication and 15 percent 20 percent Not covered

professionalism

CompTIA recommends that in order to be prepared for the A+ exams, you should
have approximately 500 hours of actual hands-on experience with computer hard-
ware either in the field or in a lab. It is a good idea to have studied an A+
certification self-paced study guide or attended a training course before you
attempt to write any of the A+ exams. You will then be ready to use this section of
the book as your final exam preparation.

&

This section of the book covers all three A+ elective exams: 220-
602, 220-603, and 220-604. It is highly recommended that you pass

' the A+ Essentials exam before attempting the elective exam of your
choice. Although it is not a requirement, some experts suggest writ-
ing both of the A+ exams on the same day because some of the
study areas overlap. Interestingly, Exam 220-602 covers most of the
skills required for other exams. The last two sections “Safety and
Environmental Issues” and “Communication and Professionalism”
are covered in Chapter 2 in the A+ Essentials Study Guide. Refer to
Chapter 2 for revision of these topics.
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Areas of Study for A+ Exams 220-602, 220-603,
and 220-604

Personal Computer Components

Install, configure, optimize and upgrade personal computer components.

— Add, remove, and configure personal computer components, including
selection and installation of appropriate components.

Identify tools, diagnostic procedures, and troubleshooting techniques for per-

sonal computer components.

— Identify and apply basic diagnostic procedures and troubleshooting
techniques.

— Recognize and isolate issues with peripherals, multimedia, input devices,
internal and external storage, and CPUs.

— Identify the steps used to troubleshoot components (e.g., check proper
seating, installation, appropriate components, settings and current
drivers).

— Recognize names, purposes, characteristics, and appropriate application
of tools.

Perform preventive maintenance of personal computer components.

— Identify and apply common preventive maintenance techniques for
personal computer components.

Laptops and Portable Devices

This section is not covered in Exam 220-603.

Identify the fundamental principles of using laptops and portable devices:

— Identify appropriate applications for laptop-specific communication
connections such as Bluetooth, infrared, cellular WAN, and Ethernet.

— Identify appropriate laptop-specific power and electrical input devices
and determine how amperage and voltage can affect performance.

— Identify the major components of the LCD, including inverter, screen,
and video card.

Install, configure, optimize, and upgrade laptops and portable devices:

— Removal of laptop-specific hardware such as peripherals, hot-swappable
devices, and non-hot-swappable devices.

— Describe how video sharing affects memory upgrades.

Use tools, diagnostic procedures, and troubleshooting techniques for laptops
and portable devices.

— Use procedures and techniques to diagnose power conditions, video,
keyboard, pointer, and wireless card issues.
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Operating Systems

This section is not covered in Exam 220-604.

* Identify the fundamental principles of operating systems.

— Use command-line functions and utilities to manage operating systems,
including proper syntax and switches.

— Identify concepts and procedures for creating, viewing, and managing
disks, directories, and files on operating systems.

— Locate and use operating system utilities and available switches:

Device Manager and Task Manager
MSCONFIG.EXE

REGEDIT.EXE

REGEDT32.EXE

CMD

Event Viewer

System Restore

Remote Desktop

* Install, configure, optimize, and upgrade operating systems.

— Identify procedures and utilities used to optimize operating systems.

* Identify tools, diagnostic procedures, and troubleshooting techniques for
operating systems.

— Demonstrate the ability to recover operating systems (e.g., boot
methods, recovery console, ASR, or ERD).

— Recognize and resolve common operational problems.

— Recognize and resolve common error messages and codes.

— Use diagnostic utilities and tools to resolve operational problems.

* Perform preventive maintenance for operating systems.

— Demonstrate the ability to perform preventive maintenance on oper-
ating systems, including software and Windows updates (e.g., service
packs), scheduled backups/restores, and restore points.

Printers and Scanners

* Identify the fundamental principles of using printers and scanners.

— Describe processes used by printers and scanners, including laser, ink
dispersion, thermal, solid ink, and impact printers and scanners.

* Install, configure, optimize, and upgrade printers and scanners.

— Install and configure printers and scanners.

— Install and configure printer upgrades including memory and firmware.

— Optimize scanner performance including resolution, file format, and
default settings.
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* Identify tools and diagnostic procedures for troubleshooting printers and
scanners.

— Gather information about printer and scanner problems.

— Review and analyze collected data.

— Isolate and resolve identified printer and scanner problems, including
defining the cause, applying the fix, and verifying functionality.

— Identify appropriate tools used for troubleshooting and repairing printer
and scanner problems.

* Perform preventive maintenance of printers and scanners.

— Perform scheduled maintenance according to vendor guidelines (e.g.,
install maintenance kits or reset page counts).

— Ensure a suitable environment.

— Use recommended supplies.

Networks

This section is not covered in Exam 220-604.

* Identify the fundamental principles of networks.
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— Identify names, purposes, and characteristics of basic network protocols
and terminologies.

— Identify names, purposes, and characteristics of technologies for estab-
lishing connectivity.
* Install, configure, optimize, and upgrade networks.
— Install and configure browsers.
— Establish network connectivity.
— Demonstrate the ability to share network resources.
* Use tools and diagnostic procedures to troubleshoot network problems.
— Identify names, purposes, and characteristics of tools.
— Diagnose and troubleshoot basic network issues.

— TCP/IP (e.g., gateway, subnet mask, DNS, WINS, and static and auto-
matic address assignment).

— IPX/SPX (NWLink).

* Perform preventive maintenance of networks including securing and protect-
ing network cabling.

Security

* Identify the fundamentals and principles of security.

— Identify the purposes and characteristics of access control.

— Identify the purposes and characteristics of auditing and event logging.
* Install, configure, upgrade, and optimize security.

— Install and configure software, wireless, and data security.
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* Identify tool and diagnostic procedures and troubleshooting techniques for
security.

— Diagnose and troubleshoot software and data security issues.
* Perform preventive maintenance for security.

— Recognize social engineering and address social engineering situations.

Safety and Environmental Issues
This section is not covered in Exam 220-603.

* Identify potential hazards and proper safety procedures, including power
supply, display devices, and environment (e.g., trip, liquid, situational, atmo-
spheric hazards, and high-voltage and moving equipment).

Communication and Professionalism

This section is not covered in Exam 220-604.
* Use good communication skills, including listening, tact, and discretion,

when communicating with customers and colleagues.
— Use clear, concise, and direct statements.
— Allow the customer to complete statements—avoid interrupting.
— Clarify customer statements—ask pertinent questions.
— Avoid using jargon, abbreviations, and acronyms.
— Listen to customers.

* Use job-related professional behavior including notation of privacy, confiden-
tiality, and respect for the customer and customers’ property.

— Behavior

— Property
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Study Guide for A+ Exams
220-602, 220-603, and 220-604

This chapter provides a study guide for CompTIA A+ Exams 220-602, 220-603,
and 220-604. Various sections in this chapter are organized to cover the related
objectives of the exam. Each section identifies the exam objective, provides an
overview of the objective, and then discusses the key details that you should grasp
before taking the exam.

Note that the Exam 220-602 includes all sections given in this chapter. Some
sections are omitted in Exams 220-603 and 220-604 and have been noted at
appropriate places in the chapter. An overview of the sections in this chapter is
provided in the following paragraphs:

Personal Computer Components
This section covers the basic steps involved in installing, configuring,
upgrading, and troubleshooting personal computer components, such as
processor, memory, and storage devices, including hard disks, removable
drives, display devices, and input/output devices. Preventive maintenance of
these components is also covered in this section.

Laptops and Portable Devices
This section covers a discussion of communication technologies used for
laptops and mobile devices; installation and optimization of laptop specific
hardware; and basic diagnostic procedures to troubleshoot and resolve prob-
lems. This section is not covered in Exam 220-603.

Operating Systems
This section discusses configuring various components of the operating system,
performance optimization, troubleshooting tools and techniques, and preven-
tive maintenance procedures. This section is not covered in Exam 220-604.

Printers and Scanners
This section covers the basics of printing and scanning processes, optimizing
performance, troubleshooting techniques, and preventive maintenance of
printers and scanners.
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Networks
This section covers the fundamentals of computer networking, installation,
troubleshooting techniques, and preventive maintenance procedures. This
section is not covered in Exam 220-604.

Security
This section discusses the basic concepts of computer security, including
access control methods, configuration of software, data security, and trouble-
shooting. Also covered in this section are preventive maintenance measures
for maintaining a secure working environment.

&

The objectives for A+ Exams 220-602, 220-603, and 220-604 also
include “Safety and Environmental Issues” and “Communications
and Professionalism” topics. Refer back to Chapter 2 for a review of
these topics. Also note that “Safety and Environmental Issues” is
not covered in Exam 220-603, and “Communications and Profes-
sionalism” is not covered in Exam 220-604.

TS

In order to complete study for these A+ exams, we recommend that you get access
to a computer that can be opened and, if required, its parts can be inspected,
uninstalled, reinstalled, or upgraded whenever necessary. The personal computer
should preferably have the following hardware configurations:

* An Intel 233 MHz or faster processor (350 MHz recommended) with a CD-
ROM or DVD drive

¢ A minimum of 256 MB RAM (512 MB recommended)
* Aleast 2 GB of free hard disk space
* A Super VGA or higher-resolution monitor
* A keyboard and a mouse
You must also have access to a printer with appropriate driver software and, if

possible, a scanner. Besides this, you will need appropriate tools in order to
install, uninstall, or upgrade the components of the personal computer.

&

The exercises included in this Study Guide should be part of your
preparation for the exam. Do not perform any exercises in a pro-
duction environment and do not use any PC that you use for your
regular work. Instead, create a test environment with the recom-
mended hardware.

¢y

Personal Computer Components

This part of the A+ exam deals mainly with installing, upgrading, and basic trou-
bleshooting of different parts of personal computers. As a hardware technician,
you are expected to have good knowledge of installation and upgrading proce-
dures for different components of personal computers, including storage devices,
motherboards, processors, memory, power supplies, adapter cards, ports, and
cable types used both inside the computer and for connecting external periph-
erals. This section provides an overview of installation, optimization,
troubleshooting, and preventive maintenance procedures for these components.
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iy Chapter 2 includes a detailed discussion of various components of
0‘;‘. p personal computers, their identification, characteristics, and basic
" #} installation and troubleshooting procedures. I encourage you to
review the fundamentals one more time before you take Exams
220-602, 220-603, or 220-604.

¢y

Adding, Removing, and Upgrading Computer Components

Every component inside and outside a computer needs to be installed or upgraded
using certain standard procedures. Most of these procedures come in the form of
instructions from the vendor. In some situations, when no predefined procedure
or instructions are available, you might have to use your common sense, knowl-
edge, skills, and experience to complete the given task. The installation and
upgrade process starts right from selecting an appropriate component, installing
it, and testing it to verify that it works as expected. This section provides a discus-
sion of some basic procedures to install, remove, and upgrade computer
components.

Storage devices

Hard disks, floppy disks, CD-ReWritable (CD-RW), and DVDs are all catego-
rized as storage devices in computers. Among these, the hard disks remain the
primary means of data storage. The normal size of a hard disk drive is 3.5 inches
(as opposed to 5.25 inches for CD and DVD drives). When installing additional
drives, you might require appropriate screws to fix the drive into the cage. It is a
good idea to test the screws for their size before installing a drive in the drive cage.
In this section, we will look at adding, removing, and upgrading procedures for
these devices.

Selecting an appropriate storage device. Storage devices are available in various makes,
models, types, and capacities. You need to have a good understanding of your
requirements. When installing or upgrading a storage device, you must make sure
the following is true:

* The device fulfills your storage requirements.

* The device is compatible with the existing computer hardware.

* The computer Basic Input Output System (BIOS) supports the type of device
you are going to install.

* The operating system can recognize the device and use its full storage capacity.
* There are provisions in the existing system for adding another device.

* When you have selected a drive and its specification, check the return or
refund policy of the vendor.

* Shop around a little to get the best price and after-sales support.
As a simple example, if you are running out of hard disk storage and want to add

another drive, you must make sure that there is enough room inside the computer
case for installing another drive. Some computers are already full of CDs, DVDs,
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and multiple hard drives and do not have room for additional devices. For CD
and DVD ROM drives, you need to verify the speed of the drive. CD-Recordable
(CD-R) and CD-RW drives have different speeds for reading and writing the disk.
Check your requirements before you select a drive. In the case of DVD writers,
make sure that the drive supports the format you are already using or intend to
use. Most new drives support multiple formats such as DVD-R or DVD+R.

Installing a hard disk. Installing hard disk drives requires special attention. Make sure
that the drive is kept in its protective cover until you are ready to install it. When
you take out the drive from the cover, avoid touching the bare areas of the drives
where its circuit board or small semiconductor parts are located. The following
steps should be followed when installing a hard disk:

1. Set the jumpers on the hard disk to configure it for Cable Select, Master, or
Slave (in case of multiple drives). If you put the jumper on Cable Select, the
motherboard will view the drive as primary or secondary. Be careful about
the orientation of the jumpers. Jumper configuration is usually printed on top
of the drive. Setting the jumpers incorrectly is a common mistake when
installing hard disks.

2. Select the primary or secondary hard drive cable (IDE cable) and appropriate
connector. Most IDE cables have two connectors, while some of them have
only a single connector. In the case of Cable Select, you can connect the hard
drive to any of the connectors. The extra connector is used to install another
hard drive or a CD/DVD drive.

3. In case you are replacing the drive, carefully remove the installed drive by first
removing the connectors and then its screws. Make sure that you do not force
the screw. In some computer cases, you might have to remove the drive cage

itself that holds all drives.

4. Insert the new drive carefully in the drive cage and connect the IDE cable
connector. Tighten the screws and connect the power connector. The power
connector has polarity that ensures that you will not connect it in the wrong
direction.

5. Reinstall the drive cage if you removed it to install the hard disk.

New hard disks must be formatted before you can use them. You can run the Disk
Management snap-in on a Windows XP or Windows 2000 computer to partition
and format the disk and assign drive letter(s) and volume label(s). You can also
run the format.exe command from the command prompt to format the disk. The
DISKPART utility in Windows XP can be used for all disk related tasks except
formatting the disk.

&
w5 You can test whether a newly installed hard drive is working even
. 4. Defore you format it. Connect the data cable and the power supply
" o} connector with proper orientation and turn on the computer

power. The spinning sound of the hard disk confirms that the hard
disk is working.

Installing a CD/DVD drive. Some computer cases do not require screws for CD and
DVD drives. The drive is simply pushed, and it snaps-in and secures in its place
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inside the drive cage. In some other cases, the drive must be inserted and then the
screws need to be tightened. The following steps should be followed when
installing a CD or DVD drive in case it needs to be tightened using screws:

1. Remove the plastic slot cover from the computer case.

2. Set the appropriate jumpers on the drive to configure it as a slave drive. In
most cases, the CD or DVD drive is configured as a slave drive.

3. Select the appropriate IDE cable to connect it to the primary or secondary
port.

4. Insert the drive and tighten the screws. Make sure that you do not use force
while using the screwdriver.

. Connect the IDE cable carefully with the correct orientation and polarity.
. Connect the audio cable, if available.

. Connect the power cable.

o N o WU

. Reinstall the drive cage, in case you removed it before installing the drive.

Installing a floppy disk drive. The screws used for floppy drives are different from the
ones used for hard drives and CD and DVD drives. Floppy drives use small screws
with fine threads. Make sure that you have the correct size of screws available.
Test one or two screws before installing the drive into the cage. Follow the steps
below when installing a floppy disk drive:

1. Insert the floppy drive into the drive cage at an appropriate location.
2. Tighten the screws gently. Do not use force.

3. Locate and connect the cable with the correct orientation. If this is an addi-
tional floppy drive (Drive B:), use the correct connector from the cable.

4. Connect the power cable.

5. Reinstall the drive cage, in case you removed it before installing the drive.

Motherboards

Motherboards may need to be taken out and reinstalled in computers for the
purpose of troubleshooting or when they need to be replaced with new ones.
When you are required to replace a motherboard, you must be careful when
selecting an appropriate motherboard. The following are some guidelines for
selecting motherboards:

* Define your requirements clearly and make sure your selection meets or sur-
passes these requirements.

* Do your homework regarding selection of a make, model, and vendor.

* Check the technical details of the board, such as the chipset used, the speed
of the system bus, and the type of memory modules (RAM). The system bus
speed determines how fast the data is transferred to different parts of the
computer.

* Check the amount of onboard memory and the maximum supported mem-
ory, and whether there is a provision to add memory when required.
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Check what components are built onboard and what features will require
add-on cards. For example, many motherboards have built-in dial-up modem
and network adapters.

Check how many expansion slots are available for add-on cards (adapters).

Check what different kinds of 1/O ports are available on board. Also check
the number of ports. For example, most new motherboards have built-in
firewire and several USB ports.

If the computer is to be used for graphics applications, check the amount of
video RAM available on the motherboard.

There may be other special requirements depending on how the computer is to be
used. Make sure that you ask for and understand the vendor’s support and return
and refund policies.

Installing a motherboard. Complete the following steps to remove and/or install a
motherboard in the computer case. But first, make sure that you are wearing an
antistatic wrist strap, and that you keep the new motherboard in its protective
cover (called the antistatic bag) until you are ready to install it.

1.

Open the case covers carefully. The correct procedure depends on the type of
case you have on the computer.

. Remove the IDE and power cable connectors from the hard disk and CD/

DVD drives as well as all the connectors from the floppy disk drives.

. Check whether you will need to remove the drive cage in order to remove the

existing motherboard and install a new one. Put all the screws in a safe place.

. Carefully remove the front cover and then the drive cage (by removing any

required screws).

. Examine the back panel of the computer case to determine which screws

need to be removed.

. Remove the main screws that hold the motherboard to the case. You might

have to remove the I/O shield as well.

. Remove the old motherboard carefully and put it aside.

. Hold aside all the power cables and the cables from parts such as speakers so

that the area is clear of any hindrances.

. Take out the new motherboard from its protective cover. Place the mother-

board inside the case and see whether it fits well in its place. Hold the
motherboard only from its sides and do not touch any components to avoid
damage by static discharge from your body. Make sure that the screws can be
fixed at appropriate locations (called standoffs). You might have to move
some standoffs to appropriate places, as required by the new motherboard.

10. Secure the motherboard to the case using proper screws. This completes the
physical installation.

11. Connect the power cable, the speaker cable, the reset switch cable, the hard
disk LED, and other LED cables, depending on the type of motherboard and
the computer case. Consult the motherboard manual for specific instructions.

12. Reconnect all cables at appropriate places.
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13. Reinstall the drive cage in case you removed it earlier.

14. Test the motherboard by connecting the monitor, the keyboard, the mouse
and other devices as appropriate.

15. When the testing is done and everything works perfectly, reinstall the case
covers as required.

&

After you have installed the motherboard, test it by installing the
minimum number of components required to boot the system.
Once you are sure that the motherboard is working fine, install all
other components, one by one, and repeat the testing. This way
you can easily detect whether any of the add-on components are
not compatible with the new motherboard.

¢y

Power supplies

If you are assembling a new computer, you will find that the power supply unit
comes preinstalled with the case. Most vendors of computer cases deliver power
supplies with the case. If you are replacing a defective power supply, the proce-
dure is very simple. Before you purchase a power supply unit, consider the
following:

* Make sure that you select a power supply with correct voltage and current
ratings.

* Different motherboard chipsets require different types of power supplies.
Make sure that you obtain the correct type of power supply unit.

* Ensure that the power supply will fit into the computer case.
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* Check with the vendor about the return or refund policy.

The following is a general procedure to replace and install a power supply unit:
1. Turn off the computer and remove the power cord from the wall socket as
well as from the rear panel of the computer.

2. Open the computer case and put it aside. If the computer was on for long
hours, let it cool down for about 15 minutes.

3. Remove the power supply connectors from the motherboard and disk drives.

4. Remove the front panel and disconnect the two mains cables from the power
switch.

5. Remove the screws that hold the power supply from the rear panel of the
computer.

6. Determine whether you will need to remove additional components to safely
remove the power supply unit from the case.

7. Remove the power supply unit gently so that it does not hit any internal parts
of the computer.

8. Place the new power supply in the computer case and tighten the screws on
the rear panel.

9. Connect all connectors back one by one. Do not use force.

10. Replace the front panel of the computer after connecting the power switch.
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1.

12.

Reconnect the power cable. Turn on the computer to test that the new power
supply unit is functioning as expected.

When the testing is done, replace the computer case.

Processors/CPUs

Installing a CPU requires that you always wear the antistatic wrist strap. Do not
remove the new CPU from its protective cover until you are ready to insert it in
the CPU socket on the motherboard. The following steps explain the general
procedure for installing or replacing a CPU:

1.

10.

Open the computer case and examine the existing CPU and type of socket.
Check the type of CPU socket and whether you will need any special tools to
remove the CPU from the socket.

. Some CPUs come preinstalled with a heat sink and a cooling fan. On some

other CPUs, you must use the old heat sink and fan. Examine how these can
be removed safely and reinstalled on the new CPU.

. Most CPU sockets have a lever on one side that frees the CPU from the

socket.

. Pull the CPU socket lever (also called the Zero Insertion Force lever) gently to

loosen the CPU from the socket. Remove the CPU carefully and put it aside
in a protective cover.

. Examine the small pinholes on the socket. You will notice that the CPU

cannot be inserted with the wrong orientation.

. Take out the new CPU from its cover. Examine it and hold it only from its

edges in the correct direction. Place the CPU in the socket with the correct
orientation.

. Push the socket lever down gently to secure the CPU in the socket.

. If you need to install the heat sink and the cooling fan, you will need a

thermal conductive compound or tape that sits between the CPU and the
heat sink. This compound or tape ensures the flow of heat from the CPU
surface to the heat sink. Place a drop or two of the compound on the CPU
surface or place the thermal tape on the bottom of the heat sink, as required.
Follow the instructions that come with the CPU package.

. Place the heat sink and the fan assembly on top of the CPU and secure it in its

place by locking the steel clips or other mechanism as required.

Connect the cooling fan wires to the appropriate connector on the
motherboard.

You can test the installation by simply turning on the computer. The initial BIOS
test displays the speed of the processor. This test will indicate whether there is any
problem with the installation. When you are done, reinstall the cover of the
computer case.
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You can test a new power supply even before you install it in the
computer case. If you know different voltages on connector pins,
turn on the power supply, take a multimeter, and measure all DC
voltages on all connector pins one by one. You can also use a power
supply tester for this purpose. You will need to short circuit the
main cables that are connected to the power switch by using a sim-
ple wire. Be careful and do this before you plug in the main cable to
the wall socket.

Memory (RAM)

There are a few important things that you must make sure of before purchasing a
new memory module. These are as follows:

* There is a provision for expanding memory on the motherboard. This means
that free slots (also called memory banks) are available. If not, you might have
to replace the old memory modules with new ones (as opposed to simply
adding more RAM).

* If you are adding memory modules in free slots, make sure that the new mod-
ules are compatible with the existing ones. Incompatible modules will either
not work at all or will create intermittent system problems.

* If you need to buy new memory modules, check the motherboard manual to
see what type of memory it supports and the maximum amount of installable
memory.

Consult the motherboard manual to verify that the system bus will support the
memory module you are buying or installing.
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Make sure that you are wearing a properly grounded antistatic wrist
strap all the time. Static charge from your body can immediately
damage the memory module. Hold the module only from its edges.

The following is a general procedure for adding or removing memory modules:
1. Keep the memory sticks in their protective antistatic covers until you are
ready to install them.
2. Always wear grounded antistatic wrist straps.
3. Remove the old memory sticks carefully by releasing the side levers.

4. Hold the new memory stick in the correct orientation, align it to the socket,
and push it down firmly using your two thumbs.

5. Push the levers back into place.

You can test the new memory module or expanded memory capacity by turning
on the computer. The BIOS test on system startup will indicate the amount of
memory you have on the system. If the total amount of memory does not match
the expected capacity, there may be some problem with the memory module or
with your installation.
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Display devices

Adding or removing a display device or a monitor is a simple process. You must
select an appropriate monitor to suit your requirements. Verify that the new
monitor supports the number of colors and the resolution you need. For graphics
applications, you might require a monitor with 1280x 1024 pixels or better reso-
lution with high 32-bit color depth. Moreover, you might have to look for an LCD
monitor if space is limited.

To replace an old monitor, power off the monitor and remove the power cord
from the wall socket. Remove the cord that connects the monitor to the
computer. Place the new monitor and make the necessary connections. If no
driver needs to be installed, the monitor is ready to use when you turn on power.

Monitors are usually automatically detected, and the operating system will install
the necessary drivers for them. For most applications, you can configure the
monitor colors and screen resolution from the Display properties window. Right-
click an empty area on the desktop and click Properties. Click the Settings tab to
configure the color depth and screen resolution. For some graphics applications
such as Photoshop, you may need to configure the monitor properties appropri-
ately to set the display. This is known as adjusting the monitor gamma.

Input devices

The procedure for adding or removing an input device depends on the type of
device you are installing. Simple input devices such as the keyboard and mouse
are easy to remove and install. On some older computers, the mouse is installed
on the serial port and a driver is installed for the operating system to recognize it.
Most newer computers use the PS/2 ports or the USB ports for both devices, and
the Plug and Play (PnP) feature automatically detects them and the operating
system automatically installs appropriate drivers.

Adapter cards

The installation of an adapter card depends on the card’s type and purpose. Most
of the cards are installed on one of the available expansion slots on the mother-
board. When you are replacing an old adapter or buying a new one for the
computer, verify the following things:

* Check the type of expansion slots available in the computer. In new comput-
ers, all expansion slots are the PCI type, while some old computers have ISA
or EISA slots. Some computers have a mix of ISA and PCI slots. If you are
working on an old computer, make sure that the system bus will support the
type of adapter you are going to buy or install in the computer.

* Check that the adapter driver is supported by the operating system. Go for an
adapter that has been tested by Windows Hardware Quality Labs (WHQL).
WHQL tests and verifies the functionality of the adapters and other devices.
Insist on signed device drivers.

* Check with the vendor whether an upgraded device driver is available. The
driver might have been upgraded after the adapter was manufactured and
shipped to the retailer.
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* Check whether the new adapter is PnP-compatible. PnP adapters are auto-
matically detected by computer BIOS and the operating system.

&
5 Always check with the vendor or manufacturer of adapter cards if
Q. 4. A updated drivers are available. If a supplier does not know, you
" #% can check the web site of the manufacturer for the latest versions of

the device driver.

The following is a general procedure for replacing or installing an adapter card:

1. Remove the computer case by removing the screws.

2. Find an empty expansion slot. Use a slot that is easily accessible so that you
can insert the card without disturbing other installed adapters.

3. Remove the slot cover from the computer case using long nose pliers.

4. Insert the adapter in the selected expansion slot and push it gently so that it
sits well in the slot. Tighten the screw, if required.

5. Turn on the computer to see whether the BIOS and operating system recog-
nize the adapter. If the adapter is not PnP-compatible or the system BIOS
does not support PnP, you might have to test the adapter by installing its
device driver.

When the testing is done and the adapter works as expected, you may close the
computer cover.

Troubleshooting Tools and Techniques

Troubleshooting personal computers requires special skills that you learn by expe-
rience. The more experience you have, the more quickly you will be able to
identify the cause of the problem and apply a correct solution. This section deals
with some very general and basic troubleshooting tools and techniques that will
help you build a basic understanding of the computer troubleshooting process.

Basic diagnostic procedures

Basic troubleshooting procedures include gathering information about the
problem from the user, looking at problem symptoms, and determining the most
probable cause. Then you can isolate the problem and determine an appropriate
solution to rectify the problem.

Visual inspection. Visual inspection of problem symptoms is very helpful in starting
the troubleshooting process. For example, if some user has reported a network
connectivity problem, you can verify that the network cable is securely connected
to the computer, that the connector is attached properly, and that the LED indica-
tors are showing normal operation.

Similarly, if the problem is with an internal component of a computer, you can
open the computer case and make a visual inspection to make sure that the
adapters and memory modules are seated well in their respective slots. In case a
drive is not functioning, check whether the power cable or the data cable is
disconnected or loosely connected.
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Audible inspection. Audible inspection refers to beep codes generated by the
computer BIOS when the computer is powered on. The Power-On Self-Test
(POST) is run on system startup to determine that the system is functioning prop-
erly. It detects various components installed in the system. Since this test is run
during system startup and the BIOS does not yet have access to the video card or
the monitor, it produces audible signals or beeps to report any error messages.
The pattern of beeps usually indicates the type of problem.

To exactly understand the meaning of a beep pattern, you might need to refer to
the motherboard manual or the documentation of the BIOS manufacturer. Amer-
ican Megatrends Incorporated (AMI), Award, and Phoenix are the three main
vendors of computer BIOS programs.

You will need to know the correct BIOS make and its version number to deter-
mine the meaning of beep patterns. A missing beep usually indicates a problem
with the motherboard. Beep codes can be a long beep, a short beep or a combina-
tion of long and short beeps to make a specific pattern, indicating a problem with
a certain part of the motherboard. If the beep pattern indicates normal system
startup and there is no display, make sure that the monitor is properly connected.
You can also replace the monitor to verify that the problem is not with the
monitor.

Minimum configuration. Removing add-on components from the computer and
starting it with a minimal configuration can help trace several problems. For
example, you can remove the network adapter, the modem card, or an extended
graphics card one by one and restart the computer to see whether the computer
starts working again.

On the software side, Windows XP and Windows 2000 Professional include
advanced boot options to help determine problems with system components. You
can use Safe Mode to start the system with minimum configuration. If this works
well, you can use Safe Mode with Networking to add the networking compo-
nents. Safe Mode allows you to disable additional hardware components and their
associated drivers one by one to help find out the exact cause of the problem.

Troubleshooting steps

Troubleshooting system components involves a basic procedure that can be
applied to any computer. This includes verification of the physical installation of
the components, that the correct device drivers are installed, and that they are
correctly configured to use system resources. These steps are discussed briefly in
this section.

Verifying proper installation. When you replace a component, you must verify that it is
properly installed. You must follow the installation procedure and instructions
provided by the manufacturer. Make sure that components such as adapter cards
and memory modules are seated properly in their respective slots. Verifying the
compatibility of adapters and input and output devices, and their proper configu-
ration is very important to make sure that they will perform as expected with
minimum troubles. Whenever you install or replace a computer component, test
it thoroughly before handing it over to the end user.
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Verifying device drivers. Device drivers function as an interface between the device
and the operating system. Make sure that you have installed a driver that is
compatible with the operating system you are using. Incompatible device drivers
can be easily uninstalled or updated using the Device Manager snap-in. Make sure
that you are using the most current version of the device driver.

Verifying resource usage. Every component in a computer requires certain system
resources to interact with the CPU. These include the IRQ, DMA, and 1/O
addresses. In old computers, the resource settings were configured using jumpers
on adapters. New computers have PnP-compatible system BIOS and operating
systems, and most devices support PnP functionality. The PnP feature allows
systems to detect system components and assign resources to them automatically.

If you suspect that a problem is caused by the incorrect allocation of system
resources, you can use the Device Manager snap-in on Windows XP and
Windows 2000 computers to see whether there are resource conflicts. You can
view Resources by Connection or Resources by Type from the View menu to
detect resource allocation conflicts. If you suspect that a particular device is
causing trouble, you can open its Properties window and click the Resources tab
to find out whether there are any conflicts. Windows Device Manager is discussed
later in this chapter.

Verifying configuration settings. You should verify that the replaced or newly installed
components or input/output devices are configured according to the instructions
provided by the manufacturer. Improper configuration not only causes problems
with the installed component but can also pose problems for other devices. For
example, if you have manually configured incorrect resource settings for an add-
on card, and some other device uses these settings, both of the components might
stop responding. Incorrect configuration sometimes results in a system crash.

Troubleshooting tools

As a computer technician, you are expected to have a good quality toolkit for
installing, removing, upgrading, or troubleshooting computers and associated
peripherals. You can either go for a ready-made PC toolkit or buy different tools
separately to make your own. Even when you buy a ready-made toolkit, you may
still have to add a few tools that are specifically used for computers. The following
is a brief description of some essential tools that will be very helpful in
troubleshooting:

Multimeter. A multimeter is one of the most essential instruments used by
computer technicians and electricians. It can measure voltage and current as well
as test connectivity between various points inside the computer. Two types of
multimeters are available on the market: analog and digital. Analog multimeters
are cheap but are sometimes difficult to read. Digital Multimeters are a little more
expensive but provide an accurate reading on an LCD screen. Multimeters are
useful for checking short-circuits and measuring input and output voltage of
power supplies.
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Screwdrivers. A good set of screwdrivers with different types of bits is an essential
part of your troubleshooting and repair kit. Most technicians prefer to have screw-
drivers with long shafts that help reach the interior parts of the computer. At
minimum, you must have two different screwdrivers: one with a flat bit and
another with a Philips bit. Screwdrivers with magnetic bits are commonly used
because they prevent screws from falling down into the computer case. It is not a
bad idea to keep additional screwdrivers or at least a screwdriver with inter-
changeable bits.

Antistatic straps and pads. Computers and other peripherals contain semiconductor
chips that are very sensitive to static electricity. Static electricity can permanently
damage semiconductors chips and adapter cards if not handled with caution.
Antistatic wrist straps and antistatic pads (also known as antistatic table mats)
should be used whenever you are working on computer parts. These products are
very helpful in preventing damage to expensive computer parts due to a sudden
discharge of static electricity from your body.

Loopback plugs. Loopback plugs are also known as loopback adapters. These small
plugs are used with appropriate software to test the functionality of different ports
on the computer, such as parallel, serial, and network ports. The accompanying
software sends and receives electrical signals through the loopback plug to verify
that the port is working properly. Loopback plugs and the associated test soft-
ware differ from one manufacturer to another. They are very useful when you
cannot test a particular port in an actual working environment. For example, if
you do not have a printer, you can still test the functionality of the LPT1 port
using a loopback plug.

Cleaning products. Cleaning products fall into different categories that include
cleaning solutions or chemicals, vacuum cleaners, and cleaning cloths. In some
cases, you will need to take out an adapter card and clean its connection pins.
Here is a brief introduction to cleaning accessories:

* Soft, lint-free cloth or cleaning pads can be used for cleaning the monitor and
other external parts of the computer.

* A can of compressed air can be useful for cleaning without having to use any
cleaning chemicals.

* A handheld vacuum cleaner can replace the compressed air can when you
cannot or are not allowed to blow out dust.

Additional specialty tools. There are some special tools that are helpful in certain odd
situations or with some special requirements. These include the following:

Small flashlight
Helpful to inspect the dark areas inside a computer or a printer.

Wire stripper
Useful for cutting wires and stripping their ends.

Soldering iron
Required to attach two wires or to attach a wire to a printed circuit board.
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Chip extractors
Used to safely remove semiconductor chips from their sockets.

Small tweezer
Useful for holding small parts or screws that fall inside the computer case.

Long nose pliers
Helpful in holding small parts where your hands cannot reach.

Roll of electrical insulation tape
Used to cover unused wire ends.

Extra screws of different shapes and sizes
Just in case you lose some screws during the repair/upgrade process.

Extra antistatic bags in different sizes
Useful for storing and carrying spare parts such as adapters and memory
modules.

&

It is always good to carry essential tools and even some extra tools
when going out on a service call. Remember that the customer may

"’ not be able to provide you with any tools or accessories when you
are badly in need. Asking the customer for a screwdriver or some
other small tweezers leaves a bad impression about you and your
company.

oy

Preventive Maintenance (PM)

Preventive maintenance helps reduce the chances of computer breakdowns, and it
improves overall system performance. It is essential to perform preventive mainte-
nance at regular intervals. As a computer technician, you are expected to be aware
of different forms of PM and how these measures can be implemented. In this
section, we will briefly study some essential preventive maintenance tasks for
specific computer components.

Display devices

Display devices refer to computer monitors, which are an external part of the
computer. Monitors produce heat when working and are also exposed to dust
around the area where the computer is installed. If not cleaned regularly, dust
accumulates on the screen and the case, and it also makes its way inside the
monitor through the ventilation slots provided for keeping the monitor cool.
Accumulated dust can also block some ventilation slots.

Monitors should be regularly cleaned using a lint-free cloth. You can also use a
cleaning solution on the monitor cover but you must be careful not to let it spill
over. Make sure that all ventilation slots are clear so that air can pass through
them. When monitors are not to be used for longer periods, they should be kept
covered.
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Power supply

A majority of computer problems are a result of the failure of the power supply.
Care must be taken to ensure that the computer gets a clean and consistent power
supply. Some of the preventive maintenance methods for power supply are as
follows:

UPS System
Use Uninterruptible Power Supply (UPS) to supply a clean and consistent
voltage to the computer. UPS systems protect the computer from power
spikes, surges, and sags that can cause significant damage to computer parts.
In case of a power failure, the UPS can be very useful as it gives the user time
to save his open documents or programs.

Power strips
Power strips are useful for not only providing extra power slots but are also
helpful in protecting the computer from sudden changes in voltage levels
such as power spikes and sags. Some power strips come with a built-in fuse
that blows off if there is a sudden voltage change.

Surge protector
A power surge refers to a sudden change of voltage in the power line. A surge
protector is used to supply a constant voltage to computers and prevent
damage due to power surges.

Ventilation slots and cleaning
Regular cleaning of the power supply unit of the computer, especially the
cooling fan and ventilation slots, helps lower heat during normal operation.
You can use a handheld vacuum cleaner to clean the dust accumulated
around the ventilation slots. Make sure that the computer is switched off and
that the main cord is disconnected from the power source or wall socket.

Additional preventive maintenance measures for power supply include the
following:

* Always use 3-pin power cables with computers and peripherals to provide the
ground connection.

* Provide a separate dedicated circuit when there are a large number of com-
puters and peripherals.

* Turn off computers and then cut off the main switch during storms and thun-
derstorms.

* Turn off the main switch when there is a blackout. When the power returns,
there might be a sudden voltage spike causing damage to computers.

Input devices

All input devices, including keyboard, mouse, and scanners, should be kept
covered when not in use. Keyboards collect dust from the surrounding areas, and
as a result, the keys start having intermittent jamming problems. Dust accumu-
lated on the sides of the keys can be blown out using compressed air. Care should
be taken if you use a vacuum cleaner. A powerful vacuum cleaner can knock off
key tops from the surface of the keyboard. You can also use a soft brush to get rid
of the dust accumulated around and between key tops.
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Storage devices

There are a number of preventive maintenance methods for storage devices, each
suitable for a particular type. The life and performance of storage devices can be
enhanced by using some standard procedures. Even if the computer is located in
clean surroundings, cleaning internal parts of the computer regularly does help
extend the life of its components. Some of the preventive maintenance proce-
dures for storage devices are as follows:

* Hard disks should be defragmented regularly and should be cleaned of
unnecessary temporary files. You can use built-in operating system utilities
such as Disk Defragmenter (defrag.exe) and Disk Cleanup. Additionally, you
can check for and fix bad sectors in disks using the Check Disk (chkdsk.exe)
utility.

* CD and DVD drives rely on laser beams and an optical lens to read and write
data. Dust accumulates on the lens surface that causes intermittent disk read/
write problems. You should regularly clean CD and DVD drives using appro-
priate lens cleaners.

* Tape drives should be cleaned using tape drive head cleaners.
* Floppy disk drives should be cleaned using a floppy disk drive head cleaner.

Motherboards, adapters, and memory

Motherboards, add-on cards (adapters), and memory modules are all thermally
sensitive devices. Ensuring that the computer is operated in an area where temper-
ature, humidity, and dust are controlled helps enhance their performance, extend
their life, and reduce breakdowns. The CPU and other semiconductor chips on
these cards produce heat during normal operation. While a CPU has a dedicated
heat sink and an exhaust fan to keep it cool, its heat ultimately has to be blown
out of the computer case. If this is not done, the temperature builds up inside the
computer and can cause damage to these components.

Make sure that all the cooling fans are working properly, that dust is not accumu-
lated around them, and that the ventilation slots of the computer case are not
blocked. Regularly blowing out dust from the top of motherboards, from CPU
fans, from memory modules, and from adapter cards will ensure that problems
are minimized. Cooling fans usually get jammed due to the accumulation of dust
around the blades and walls.

External ventilation factors

No matter how many ventilation slots and cooling fans exist within a computer, it
is essential that the external cooling factors should also be taken care of. If the
computer is located in an area where temperature is not controlled and no proper
ventilation exists, it will eventually heat up after prolonged hours of operation.
You must make sure that the computer is operated in a room where adequate air-
conditioning and ventilation is available. Care must also be taken that the
computer is placed at some distance from walls so that the power supply fan can
blow out the internal heat. Placing the computer very close to the wall blocks
airflow from the power supply.
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Humidity also needs to be mentioned in this section. Computers should be
located in areas with moderate humidity. Very dry areas or areas with too much
moisture affect the life and performance of computers. If the air around
computers is too dry, it will cause static electricity to build up, which may damage
expensive computer parts.

Laptops and Portable Devices

This section is not covered in Exam 220-603.

Laptops are portable computers that use less power and make less noise than
ordinary desktops. They are a little more expensive than desktops but have
become very popular due to sharply falling prices. They have limited processing
and graphics capabilities compared to desktops. They can work on AC power as
well as DC power supplied through a built-in battery pack that runs for a few
hours depending on what applications are running, what devices are connected,
and how the laptop is configured to conserve power. Laptop components produce
very small amounts of heat. This section discusses some fundamentals of laptops
as well as installation and troubleshooting methods for components such as
power devices, external monitors, and keypads.

Fundamental Principles

In this section, we will focus our attention on communication technologies for wire-
less communications, power devices for laptops, and components of the LCD.

Communication technologies for laptops

Laptops can be connected to a corporate network or to the Internet using wired or
a wireless solution. In this section, we will take a brief look at how laptops can use
different network communication methods.

Bluetooth. Bluetooth wireless networking technology provides short-range commu-
nications between two or more laptop and desktop computers. It is designed to
overcome the limitations of IrDA technology. It supports transmission speeds
from 1 Mbps (Bluetooth 1.0) to 3 Mbps (Bluetooth 2.0) and works over the unli-
censed frequency range of 2.4 GHz. The devices must be within a short range of
less than 10 meters, and 2 or more Bluetooth computers form an ad-hoc wireless
network that offers high resistance to electromagnetic interferences. Bluetooth
devices consume very little power.

Infrared. Infrared technology uses electromagnetic radiations that employ wave-
lengths that are longer than visible light but shorter than radio frequency.
Common examples of Infrared devices are the remote controls used in TVs and
audio systems. It supports point-to-point wireless communications between two
devices using a direct line of sight. It also supports data transfer speeds ranging
from 10 to 16 Mbps. Infrared devices consume very little power.

Cellular wide area network (WAN). A cellular WAN is made up of a large number of
radio cells. A separate transmitter located at a fixed site powers each radio cell.
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This site is known as the base station. The coverage area of a particular cellular
network depends on the number of base stations. The most common example is
the mobile phone network. To increase the capacity of a cellular network, the
same radio frequency is used in different areas for completely different transmis-
sions. When the same frequency is used in different cells, there must be a gap of at
least one cell among them to prevent interferences. Cellular networks offer
increased coverage, reduced usage of power, and increased capacity.

When the laptop is out of the range of a wireless network (or a Wi-Fi network), it
is still possible to connect remotely to a network or to the Internet using the
cellular networking technology. This is particularly useful when you need Internet
connectivity and are not able to find a hotspot. In older laptops, add-on PC card
modems (also called PCMCIA cellular capable modems) can be installed to take
advantage of cellular networking, while many newer laptops now come equipped
with integrated cellular modules. With add-on cards, the modem has to be
connected to the mobile phone, which dials the number of the Internet Service
Provider (ISP) to get Internet connectivity.

Ethernet. Most laptops come with built-in Ethernet adapters. This adapter is
usually integrated onto the main board of the laptop. Earlier laptops did not have
these and external cards had to be installed to connect a laptop to the network.
Most modern laptops now come with a standard 10/100 Mbps network adapter.

Power supplies

A laptop derives its power from a battery pack, unlike the desktop that essentially
runs on AC power. Both laptops and desktops use a small battery to run and
maintain the real-time clock. The life of a charged battery depends on how the
laptop is used and how the power options are configured to conserve power. The
power management software on operating systems allows you to configure power
options that, in the long run, also extend the life of the battery. Laptop-specific
battery packs fall into the following categories:

Lithium Ion (Lilon)

These batteries are used on most modern laptop computers and other
portable devices due to their light weight and longer life. Their thin size
makes them suitable for laptop computers. They can be charged whenever
needed, and frequent charging or overcharging does not overheat the battery.
A typical Lilon laptop battery lasts for about three to four hours when fully
charged. Some manufacturers claim that their Lilon batteries can last for even
five hours. These batteries do not suffer from the memory effect present in
NiCad batteries (described later in this list). The overall life of a Lilon battery
depends on aging instead of its charge/discharge cycles.

Nickel-Metal Hydride (NiMH)
These batteries fall somewhere in between Lilon and NiCad batteries. They
use Nickel (Ni) and a hydride-absorbing alloy instead of Cadmium. They last
longer and have less memory effect than NiCd batteries. Overall, these
batteries have a shorter life than other battery types. A typical NiMH laptop
battery lasts for about two hours when fully charged.
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Nickel Cadmium (NiCd)

These batteries are the oldest type of batteries used in laptop computers.
Nickel (Ni) and Cadmium (Cd) are the active chemicals. These suffer from
memory effect, which reduces the overall battery life. To get around the
memory effect, the battery must be fully discharged before charging it again.
Another disadvantage of a NiCd battery is that it can produce dendrites when
left unused for a long time. Dendrites are very thin conductive crystals that
cause short circuits. A major disadvantage of Cadmium is that it poses a
serious environmental hazard.

Improving battery performance. The actual runtime of laptop batteries largely depends
on the power requirements of various internal and external laptop components.
Using power-demanding software applications such as graphics programs and
video games, drains the battery sooner than expected. The use of hard drives,
monitors, and USB devices also depends on battery power. In order to ensure
maximum power, you can configure the power management features of the
laptop. The milliAmp-Hour (mAH) rating noted on top of the battery pack indi-
cates the capacity of the battery. The higher the mAH rating, the longer its
runtime.

The following are some useful tips on optimizing battery performance:

* A charged battery will eventually lose its power if left unused. Recharge bat-
teries on unused laptops after removing them from storage. If a laptop will
not be used for over a month or so, it is recommended that the battery pack
be removed and stored separately in a cool and dry place.

* It is necessary to fully discharge and then charge a battery every two to three
weeks. This process is known as battery conditioning. This helps prevent
memory effect in batteries (except in the Lilon battery, which, as already
noted, does not have this problem).

* Lower the brightness of the LCD and turn it off when not in use.

* Adding more physical memory (RAM) helps reduce the use of the hard disk
for temporary storage. The more you use the hard disk, the more battery
power is drained.

* Avoid playing games or watching videos on laptops. Close running software
applications when the laptop is not in use.
* Remove unneeded external peripherals that draw power from the laptop.

* Use the Power Options utility in Windows operating systems to configure
standby and hibernate modes to optimize battery runtime.

* Use the power management features in laptop BIOS.

Components of LCD

LCD refers to liquid crystal display. LCD displays are used for laptop computers.
There are three main types of LCD screens used in laptops: Transmissive, Trans-
flective, and Reflective. A majority of laptops use the transmissive, color active
matrix LCD displays. These displays offer the best quality and can render the best
color depth. An Active Matrix LCD display, also known as a Thin Film Transistor
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(TFT) display, has a grid of ultra-small wires containing small switching transis-
tors that collectively form a matrix. Thousands of these transistors are placed
close to each other. When a current is passed through them, they light up in
different colors depending on the amount of current. These displays are illumi-
nated by fluorescent backlight.

The four main components of a laptop LCD assembly are: screen, backlight,
inverter, and the video controller card. A brief discussion on each of these compo-
nents is provided here:

Screen

An LCD screen is made up of two polarized materials with liquid crystal solu-
tion between them. The solution is so sensitive to electricity that when a
small amount of current is passed through it, the crystals group together and
do not allow light to pass through them. Each liquid crystal acts like a gate,
either allowing light to pass through it or stopping it. This creates pixels or
dots on the screen. The video controller card guides the electrical signals
through the liquid crystal.

Backlight
The LCD backlight is a Cold Cathode Fluorescent Tube (CCFT) or Cold
Cathode Fluorescent Light (CCFL). These tubes are placed behind the LCD. A
white diffusion panel scatters the light evenly to ensure uniform display. An
inverter powers the backlight tubes.

Inverter
The sole purpose of the inverter in a laptop LCD assembly is to provide
power to the backlight. It converts power to high-frequency voltage and
supplies it to the CCFL. The inverter unit is held at the back of the LCD. If
the screen works but seems to be very dim, there is probably something
wrong with the inverter. Backlight failures are very common in laptops, often
due to the failure of the inverter.

Video card
The video card, or video controller card, is the component that controls the
display of the bright dots and their color in LCD screens.

Installing, Optimizing, and Upgrading

As a computer technician, you must have a good understanding of laptop compo-
nents and are expected to know how to install, optimize, and upgrade them,
including both hot-swappable and non-hot-swappable parts. You should also
understand how memory upgrades affect the video sharing.

Installing and removing devices

Laptop devices can be internal or external. Internal devices include battery,
memory modules, modems, hard disks, and CD/DVD drives. External devices
include an external battery pack, a battery adapter (charger), and several other
components that can be connected to USB ports such as an external CD/DVD
drive, hard disks, and PCMCIA cards.
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The installation or upgrade procedure for a specific device depends on the specific
make and model of the laptop. Some laptop models are very user-friendly when it
comes to adding or removing devices, while others must be handled by skilled
technicians. There are essentially two categories of devices, as follows:

Hot-swappable devices

Most hot-swappable devices are PnP-compatible and can be plugged into
available ports while the laptop is powered on. You can also remove these
devices safely without turning off the power. The laptop BIOS and the oper-
ating system must support PnP functionality. A small USB thumb drive is an
example of a hot-swappable device that can be connected to a laptop as well
as a desktop. The laptop recognizes and configures hot-swappable devices as
soon as they are connected.

Non-hot-swappable devices
Non-hot-swappable devices usually do not support PnP functionality. To
install or remove such a device, you must first turn off the power, install, and
remove the device, and then turn on the power again. After the installation,
you must install the necessary device driver and configure it for optimum
performance. When removing these devices, you might need to uninstall the
device driver and then physically remove the device.

Upgrading memory

The first thing to make sure of before upgrading a laptop’s memory is to find out
whether the laptop supports memory upgrades. Some laptops already have the
maximum amount of memory they can support and cannot be further upgraded.
Others do have provisions to upgrade the memory. Before you purchase a
memory module (aka the memory stick) for a laptop, you must refer to the docu-
mentation or call the vendor’s support line to get instructions on the upgrade
process. You must also make sure that the memory module you are buying is
compatible with a particular make and model. Detailed information about
upgrades and specific issues can be found on most vendors’ web sites. Some
laptop vendors include the documentation as PDF files on the laptop itself. These
manuals usually describe the amount of memory currently installed and the
maximum amount of memory supported.

It is always good to wear an antistatic wrist strap when opening any of the lids of the
laptop to protect it from potential static discharge. Also, keep the memory module
in its protective cover until you are ready to insert it in its appropriate slot in the
laptop. When upgrading memory or any part of the laptop, you must first remove
the AC adapter and remove the battery pack. When the battery pack is removed,
you should follow the manufacturer’s instructions to remove the old memory
module and add the new one. When this is done, you may reinstall the battery
pack. Power on the laptop and verify that the new memory is recognized by the
BIOS and the operating system. On Windows OS, you can verify the upgraded
memory by opening the System Properties window from the Control Panel.

Memory upgrades greatly affect how shared videos are downloaded and played on
the laptop. The same principle is true for desktops also. Most videos that run in
real-time depend on physical memory (RAM) to temporarily store the down-
loaded data in the memory buffer. Since videos consist of large files, having a large
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amount of RAM in a laptop ensures that the video is downloaded and starts
playing immediately. There will also not be interruptions due to a shortage of
memory.

Troubleshooting Tools and Procedures

Problems with laptops and other devices can be resolved with normal trouble-
shooting techniques. The following troubleshooting procedure applies to laptop
computers as well as desktop computers:

* Gather information from the user or from the problem symptoms.

* Identify the cause of the problem by analyzing the collected information.

* Isolate the problem.

* Find an appropriate solution to fix the problem.

* Test the results of the solution.

* Apply the solution and complete documentation.
There may be several reasons for a laptop problem. The battery, an internal
component, or an external peripheral such as the data entry keypad, may have
caused the problem. A loose network connection or a distant access point will
generally cause connectivity problems, whereas problems with power supply
components will cause the laptop or a mobile device to shut down unexpectedly.

In this section, we will look at some common problems and appropriate solutions
to fix them.

Power problems

Most laptops suffer from power problems that may be due to the main AC power
adapter or due to the built-in battery. When trying to fix power-related problems,
make sure that the main AC supply is properly connected. The following simple
steps will help you verify the AC input power.

* Verify that the main power cord is properly attached to the adapter. If it has
become loose or does not attach properly, try replacing it.

* Check the small LED on top of the adapter. If it is not glowing, the AC power
may not be connected or may be turned off.

* Touch the AC adapter surface. A reasonably warm surface is usually an indi-
cation of a working adapter. If the power adapter seems to be overheated, it
may have to be replaced.

* Verify that the DC power cord is not damaged and the connector is properly
inserted into the laptop.

* Remove the DC power cord and verify the DC power output of the adapter.

* If there is no output or a very low DC output and the AC is properly con-
nected and the LED is lit, try replacing the adapter with a new one.

Removing unneeded devices

Many problems with laptops can be resolved simply by removing unneeded
external peripherals. For example, if you do not need an external USB modem or a
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hard drive permanently connected to the laptop, you should remove it.
Depending on the type of the connected device, you might have to uninstall the
driver of the device, power off the laptop, remove the device physically, and then
power on the laptop again. It is easier to remove external devices than to remove
the internal devices. You should refer to the product documentation for the
correct procedure to remove any device that you think is not needed. If in doubrt,
you should not hesitate to call the manufacturer’s customer support.
&
In some situations, you might think that a device connected to a
0‘;‘. p laptop is not needed, but that might not be the case. It is a good
" #}' idea to ask the user what that device is used for or to seek expert
advice from the manufacturer before removing any component or
device.

¢y

External monitor

The LCD screen of a laptop is one of the major components that drain battery
power. Most laptops have a connector that facilitates the connection of an
external monitor. External monitors help conserve battery power since the LCD
monitor is turned off. This is a good option to extend battery life, especially for
those laptops whose battery life is coming to an end.

If you have problems with the LCD display, connecting an external monitor can
quickly determine whether the problem lies with the LCD display or the video
controller card.

Function keys

Functions keys in laptops are different from the ones present in normal desktop
computers. These keys have specific functions, which vary from one model to
another. Usually the functions of these keys are noted on the top of the key itself.
For example, you can use the function keys to increase or decrease scre