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INDEX

A
Abilene network (Internet 2), 357
Acceptance stage, of standardization
process, 24
Access layers, network, 270, 440-441
Access points, wireless, 236-237
Access VPNs, 324-325
Active Directory Service (ADS), 207-208
Adaptive differential pulse code modulation
(ADPCM), 109-110
Adaptive routing, 170
Address resolution protocol (ARP), 166
Addressing, 159-166
address resolution, 164—166
assigning addresses, 160—164
data link layer address resolution, 166
dynamic addressing, 162-164
Internet addresses, 161
server name resolution, 164—-166
subnets, 161-162
Advanced encryption standard (AES), 409
Advanced Research and Development
Network Operations Center
(ARDNOC), 357
Adware, 406
Alarm messages, 450
Alarm storms, 452
Alternating current (AC), 99
American National Standards Institute
(ANSI), 25-26
Amperes (amps), 99
Amplifiers, avoiding attenuation and,
124-125
Amplitude, sound wave, 101
Amplitude modulation (AM), 102, 104
Analog data, digital transmission of,
106-110
instant messenger transmission of voice
data, 109-110
telephone transmission of voice data,
107-108
translating analog to digital, 106
Analog transmission, of digital data,
101-105
Anomaly detection, 420
Antennas, 236-237
Apple Mac operating system, 207
Application architectures, 4351
choosing architectures, 50-51
client-based architectures, 45-46

client-server architectures, 46—40
development costs, 51
host-based architectures, 45
infrastructure costs, 50-51
scalability, 51
Application-based IPS, 419
Application-based VLANS, 282
Application layers
addresses, 160
linking to, 155-157
Application-level firewalls, 399
Application logic, 43
Application management software, 453
Application service providers (ASP), 31
Application systems, needs analysis and,
441-443
ARPANET, 10
ARQ. See Automatic Repeat reQuest
ASCII. See United States of America
Standard Code for Information
Interchange
Asset identification, 380-381
Asymmetric digital subscriber lines
(ADSL), 348-349
Asynchronous file transfer protocols,
132-133
Asynchronous transfer mode (ATM),
285-289, 318-320. See also
Backbone networks
Asynchronous transmission, 132
AT & T, 7-8
Attenuation, 124, 238
Authentication, 411, 414-417
Authentication servers, 417
Automated teller machines (ATM), 44
Automatic number identification (ANI),
397
Automatic repeat reQuest (ARQ), 127-128
Autonomous systems, 171
Auvailable bit rate (ABR), 289

B

Back Orifice, 405

Backbone architectures
collapsed backbones, 274-279
layers, 270-271
routed backbones, 271-273
virtual LANs, 280-284

Backbone networks (BN)
architectures, 290

o

asynchronous transfer mode, 285-289
basic technologies, 284-289
best practice design, 289-292
circuit capacity, 294
classification of, 16
collapsed backbones, 274-279
computer and device performance, 293
conversion between protocols, 291
data link protocol efficiency, 290
effective data rates, 290
gateways, 267-269
media access control protocol efficiency,
290-291
network demand, 294
performance improvement, 293-294
recommendations, 291-292
routed backbones, 271-273
routers, 266267
switches, 265-266
virtual LANs, 280-284
Backup and recovery controls, 391
Bain, Alexander, 7
Band rates, 104
Bandwith, 105. See also Radio frequencies
Baselining, 441
Basic modulation, 102-103
Basic rate interface (BRI), 307-308
Baud rates, 104
Bell, Alexander Graham, 7
Berners-Lee, Sir Tim, 52
Biometric systems, 415
Bipolar signaling, 99-100
Bit rates, 104
BITNET, 11
Bits, in coding, 97
Bleeding-edge technologies, 284
Bluetooth, 246-247
media access control, 246247
topology, 246
BONDING standard, 87
Bootstrap protocol (bootp), 163
Border Gateway protocol (BGP), 171
Bottlenecks, 221-222, 223, 329
Bridge protocol data unit (BPDU), 518
Broadband integrated services digital
network (B-ISDN), 308
Broadband technologies, 347-351. See also
Internet
Broadcast messages, 166
Brute-force attacks, 408
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Building-block network design process,
438-439

Burst errors, 122

Bus topology, 209

Business continuity planning, 375-376. See
also Network security

Business logic, 43

Bytes, in coding, 97

C
Cable modem termination systems
(CMTS), 350
Cable modems, 350-351
architecture, 350-351
types of, 351
Cables
defined, 12
moving from noise, 125
network, 202-204, 206
patch cables, 276
Campus networks, 265
Candy security
CA*net network, 11, 357
Capacity
circuit, 105
management, 459
planning, 445
Carrier sense multiple access with collision
avoidance (CSMA/CA), 241
Carrier sense multiple access with collision
detection (CSMA/CD), 210-211
Carrier wave, 102
Carterfone court decision, 7
Cellular technologies, 522-523
Central authentication, 417
Centralized routing, 168
Certificate authority (CA), 413
Certificates, authentication, 417
Channel service units (CSU), 309
Channels, transmission, 238
Characters, in coding, 97
Charge-back policies, 491
Chassis-based collapsed backbones, 279
Chassis switches, 279
Checksum technique, 126
Ciphertext, 407
Circuit capacity
in backbone networks, 294
improving, 224-225
metropolitan and wide area networks,
329-330
wireless local area networks, 253-254
Circuit-switched networks, 305-308
basic architecture, 305-306
integrated services digital networks,
307-308
plain old telephone service, 306-307
Circuits, 79-87. See also Circuit capacity;
Circuit-switched networks
conditioned, 125
configuration of, 79-80
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data flow, 81
definition of, 12-13
design of, 445-446
DSL transmission, 88
full-duplex transmission, 81
half-duplex transmission, 81
inverse multiplexing, 86-87
loading, 445-446
logical circuits, 78
multiplexing, 82-84
multipoint configuration, 80
physical circuits, 78
point-to-point configuration, 80
simplex transmission, 81
statistical time division multiplexing, 84
traffic, 445
wavelength division multiplexing, 84—86
Classes of service, 158-159
Clear to transmit (CTS), 242
Client-based architectures, 45-46
Client-server architectures, 4647
Clients
definition of, 12
design of, 445
thick vs. thin, 50
types of, 44
Cloud architecture, 305-306
Clusters, 44
Coaxial cable, 89-90
Code division multiple access (CDMA),
522
Code red worm, 421
Coding, in digital transmission, 97-98
Collapsed backbones, 274-279
chassis-based, 279
rack-mounted, 275-279
Collision detection, 211
Comfort noise, 520
Committed information rate (CIR), 317
Common carriers, 8, 304
Common management interface protocol
(CMIP), 453
Common messaging calls (CMC), 56-57
Common object request broker architecture
(CORBA), 47
Communication media, 88-96
guided media, 89-90
media selection, 95-96
wireless media, 90-95
Communication services, 88
Compressed real time protocol (CRTP),
520
Computer emergency response team
(CERT), 373
Computer forensics, 422
Conditioned circuits, 125
Confidentiality, 375. See also Network
security
Configuration management, 475-477
documentation, 476-477
network and client computers, 475-476

o

Connection-oriented messaging, 157-158
Connectionless messaging, 158
Connections, poor, 124
Connector cables
data signaling/synchronization, 510-511
Ethernet and RJ-45, 511-514
1 GbE, 514
10Base-T, 511-513
100Base-T, 513
firewire, 515
null modem connections, 508-510
RS232 (DB-25)/ RS449 (DB-9),
505-508
universal serial bus, 514-515
Constant bit rate (CBR), 289
Content caching, 459-460
Content delivery, 460-463
Content delivery provider, 462
Content engines, 459
Contention, 120
Continuous ARQ, 127-128
Continuous data protection (CDP),
391-392
Control fields, 134, 136
Control spreadsheets, 378-384
asset identification, 380-381
control identification and documentation,
383
security evaluation, 383-384
threat identification, 381-383
Controlled access, 120. See also Media
access control
Convergence, 29-30
Copyright laws, 56
Core layers, network, 270, 441
Corrective controls, 378
Corrupted data, 122. See also Error control
Cost assessment, 448—450
request for proposal, 448-449
selling proposal to management,
449-450
Cost management, 488—494
cost reductions, 492—494
cost sources, 489-492
Cost reduction, 492-494
automation, 492
help desks, 492494
installation costs, 492
standard development, 492
thin-client architectures, 494
Costs
in media selection, 95
wireless local area networks, 248-249
CPU upgrading, 223
Crackers, 394
Cross-talk, 123
Customer premises equipment (CPE), 88,
347
Cut through switching, 215
Cyclic redundancy check, 126-127
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Data access logic, 43
Data circuit terminating equipment (DCE),
505-508
Data communications networks. See
Networks
Data compression, 105
Data destruction, 376
Data encryption standard (DES), 409
Data flow, 81. See also Circuits
Data integration with voice and video,
29-30
Data link layer addresses, 160, 166
Data link protocol efficiency, 217
in backbone networks, 290
wireless local area networks, 247
Data link protocols, 130-137
asynchronous file transfer protocol,
132-133
asynchronous transmission, 132
Ethernet (IEEE 802.3), 135-136
high-level data link control, 135
point-to-point protocol, 137
protocol summaries, 131
synchronous data link control, 134-135
synchronous transmission, 133-134
Xmodem protocol, 133
Zmodem protocol, 133
Data over cable service interface
specification (DOCSIS), 350
Data rates, in digital transmission, 99
Data service units (DSU), 309
Data signaling/synchronization, 510-511
Data storage, 43
Data terminal equipment (DTE), 505-508
Datagrams, 316
DDoS agents, 388, 406
DDoS handlers, 388
De facto standards, 24
Decryption, 407
Dedicated circuit networks, 308-314
basic architecture, 308-313
mesh architecture, 311-313
ring architecture, 309-310
star architecture, 310-311
synchronous optical networks, 314
T-carrier services, 313-314
Dedicated server networks, 200-201
Delphi team, 384
Denial-of-service attacks (DoS), 382,
387-390
Design tools, network, 446-447
Desktop management interface (DMI), 476
Desktop videoconferencing, 66
Destination address, Ethernet, 135
Destination port address, 155
Detection, error, 125-127
Detective controls, 378
Development costs, in choosing
architectures, 51
Device failure, 382
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Device latency, 457
Device management software, 451
Device memory, 457
Device performance
in backbone networks, 293-294
metropolitan and wide area networks,
329
wireless local area networks, 352
Digital certificates, 413
Digital data
analog transmission of, 101-105
circuit capacity, 105
modem transmissions, 105
modulation, 102-105
digital transmission of, 96-101
coding, 97-98
Ethernet, 100-101
transmission modes, 98-99
Digital signatures, 411
Digital subscriber lines (DSL), 347-350
architecture, 347-348
asymmetric lines, 348-349
transmission of data, 88
types of, 348-350
very-high-data-rate digital lines, 349-350
Digital transmission
of analog data, 106-110
benefits of, 79
bipolar signaling, 99—-100
data rate, 99
digital data, 96-101
double current signaling, 100
unipolar signaling, 99
Direct current (DC), 99
Directional antennas, 236237
Directory services, 207
Disaster recover drills, 392-393
Disaster recovery outsourcing, 393-394
Disaster recovery plans, 391-393
Discard eligible (DE), 318
Disk duplexing, 386
Disk mirroring, 386
Disruptions, 375-377. See also Network
security
Distance vector dynamic routing, 170
Distortion, 122
Distributed computing environment (DCE),
47
Distributed coordination function (DCF),
241
Distributed denial-of-service attacks
(DDoS), 388-390
Distribution hubs, cable, 350
Distribution layers, network, 270, 441
Distribution lists, 56
DMZ networks, 401
DNS recursion attacks, 390
Documentation, configuration, 476-477
Domain controllers, 208
Domain name service (DNS), 164-166
Domain names, 13, 161

o

INDEX 573

Double current signaling, 100

Downtime, 484

DSL access multiplexer (DSLAM), 348

Dumb terminals, 44

Dynamic addressing, 162-164

Dynamic host configuration protocol
(DHCP), 158, 163

Dynamic routing, 170, 329

E
Echoes, 123
Edge switches, 287
Effective data rates, 217-219
in backbone networks, 290
wireless local area networks, 247-248
802.11a Wi-Fi, 242-243
802.11b Wi-Fi, 243
802.11g Wi-Fi, 243-244
802.11i security, 252
802.11n Wi-Fi, 244
802.15 standards, 246
802.16 standards, 244
802.16d WiMAX, 245
802.16e WIMAX, 245-246
Electricity, basic, 99
Electronic mail (e-mail), 56-63
attachments in mail extensions, 62—62
host-based architectures, 58-59
how it works, 57-60
Internet message access protocol
(IMAP), 57-58
Listserv groups, 61-62
post office protocol (POP)
SMTP packets, 60-61
three-tier client-server architectures,
59-60
two-tier architectures, 57-58
Electronic software distribution (ESD),
475-476
Encapsulation, 287, 291
Encryption, 407-414
asymmetric encryption, 409-414
symmetric encryption, 407-409
End user support, 487488
problem resolution, 487-488
training, 488
Energy Sciences Network, 326
Enhanced data GSM environment (EDGE),
523
Enhanced interior gateway routing protocol
(EIGRP), 173-174
Enterprise management software, 452
Enterprise networks. See Backbone
networks
Entrapment techniques, 422
Error control, 121-130
checksum, 126
continuous ARQ, 127-128
correction via retransmission, 127-128
cyclic redundancy check, 126-127
error detection, 125-126
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Error control (continued)
error prevention, 124-125
forward error correction, 128—129
parity checking, 126
in practice, 129-130
sources and prevention, 123
sources of errors, 122—-124
stop and wait ARQ, 127
Error rates, in media selection, 96
Ethernet, 21-22
connector cables and, 511-514
data transmission, 100-101
error control in, 221
gateways and, 268
gigabit, 290, 330
to the home, 355
in packet-switched networks, 321-322
switched, 213-216
media access control, 215-216
performance benefits, 216
topology, 214-215
traditional (IEEE 802.3), 135-136,
209-213
media access control, 210-211
topology, 209-210
types of, 211-213
translating into asynchronous transfer
mode, 288
variable-length packets and, 287
European Particle Physics Laboratory
(CERN), 52
Even parity, 126
Extended binary coded decimal interchange
code (EBCDIC), 97-98
Extensible authentication protocol (EAP),
252
Exterior routing protocols, 171
Extranet VPNs, 324
Extranets, classification of, 16

F
Failure control function, 480-483
Failure statistics, 483-485

Fast packet services, 319

Fault-tolerant servers, 386

Federal Communications Commission, 7
Fiber nodes, 350

Fiber optic cable, 90, 203
Fiber-to-the-home (FTTH), 354-355
File servers. See Servers

File transfer protocol (FTP), 63

FIN packets, 158

Financial losses, network security and, 375
Finger of death attacks, 390
Fingerprints, 413

Firefighting, 471

Firewalls, 398-401

Firewire cables, 515

Fixed wireless, 352-353

Flow control, 128

Formal standards, 24
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40 GbE Ethernet, 212

Forward error correction, 128-130

Forwarding equivalent classes (FEC), 292

Forwarding tables, 214

4B5B coding, 513

4G wireless, 523

Fractional T1 circuits, 313-314

Fragment-free switching, 215

Frame check sequence, 134, 136

Frame delimiter, Ethernet, 135

Frame relay, 319-320

Fraud, 382

Frequencies, changing, 124

Frequency, sound wave, 102

Frequency division multiplexing (FDM),
82-83

Frequency-hopping spread-spectrum
(FHSS), 246

Frequency modulation (FM), 103-104

Frequency shift keying (FSK), 103

Full-duplex transmission, 81

Full-mesh architecture, 311

G
Gateways, 267-269
Gaussian noise, 123
Geographic scope, in network design,
440-441
Geosynchronous satellites, 94
Gigabit Ethernet, 219
Gigapops, 357
Global system for mobile communication
(GSM), 522
Governance, Internet, 355-357
Guided media, 89-90
coaxial cable, 89-90
fiber-optic cable, 90
twisted-pair wires, 89

H
H.320 standard, 67
H.323 standard, 67
Hackers, 394. See also Intrusion
prevention; Network security
Half-duplex transmission, 81
Hard disk speed, 223
Hardware. See also specific type
lifespans, 437
server performance and, 223
Harmonic distortion, 124
Health Insurance Portability and
Accountability Act, 373
Hi-speed USB, 514
Hidden node problem, 241-242
High-level data link control (HDLC), 135
High-speed serial interface (HSSI), 507
History
communications in North America, 6-9
of information systems, 9-10
of Internet, 10-12
Hops, 246

o

Host-based architectures, 45
Host-based e-mail architectures, 58-59
Host-based IPS, 419
Host computers, definition of, 12
Hub polling, 120
Hubs
defined, 13
network, 203-204
Hurricane Katrina, 387
Hybrid fiber coax (HFC), 350
Hypertext markup language (HTML),
55-56
Hypertext networks, 52
Hypertext transfer protocol (HTTP)
example of, 54
request body, 53
request headers, 53
request lines, 53-5453
request packets, 21-22
request-response dialogue, 53
response body, 54-56
response headers, 54
response status, 54
three-tier client-server architecture and,
59-60
world wide web and, 52-53

|
ICANN (Internet Corporation for Assigned
Names and Numbers), 161
ICMP attacks, 390
Idle signal, 132
IEEE 802.11, 239
i.Link, 515
Impulse noise, 123, 125
Information bits, 137
Information frames, 134
Information services, 30-31
Information sharing, local area networks,
199
Information utilities, 31
Information warfare programs, 394
Infrared transmission, 92
Infrastructure costs, in choosing
architectures, 50-51
Instant messenger, 65, 109110
Institute of Electrical and Electronics
Engineers (IEEE), 26
Integrated services digital networks
(ISDN), 307-308
basic rate interface, 307-308
broadband integrated services digital
network, 308
primary rate interface, 308
Integration of voice, video, data, 29-30
Integrity. See Network security
Intelligent terminals, 44
Interexchange carriers (IXCs), 8
Interleaving, 316
Intermodulation noise, 124
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International Organization for
Standardization (ISO), 24-25
Internet. See also Internet network model;
Internet service providers
access technologies, 346-355
addresses, 161
basic architecture, 341-343
cable modems, 350-351
connecting to Internet services provider,
343-345
copyright laws and, 56
dial in and broadband access, 8-9
digital subscriber lines, 347-350
domain names, 13
Ethernet to the home, 355
firewalls, 398-401
fixed wireless, 352-353
future technologies, 354-345
governance, 355-357
history of, 10-12
indecent material and, 56
integration of, 473
Internet 2, 357-359
mobile wireless, 353-354
outsider intrusion over, 383
passive optical networking, 354-355
present nature of, 345-346
public access, 244
public key infrastructure, 412413
registering domain names, 356
routing and (See Routing)
shift to, 472
video, 31
Internet Architecture Board (IAB), 356, 357
Internet control message protocol (ICMP),
171-172
Internet Corporation for Assigned Names
and Numbers (ICANN), 356
Internet Engineering Steering Group
(IESG), 356-357
Internet Engineering Task Force (IETF),
25, 26, 356
Internet group management protocol
(IGMP), 175
Internet key exchange (IKE), 413
Internet message access protocol (IMAP),
57-58
Internet network model, 19-20
application layer, 20
data link layer, 20
hardware layers, 20
internetwork layers, 20
network layer, 20
physical layer, 19
transport layer, 20
Internet protocol (IP), 21-22, 324
Internet Research Task Force (IRTF), 356,
357
Internet security providers, 390
Internet service providers (ISP), 341-346
as autonomous systems, 343
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connecting to, 343-345
local, 341-342
peering and, 342
points of presence, 343-345
regional, 341
Internet Society (ISOC), 355-356
Internetwork packet exchange/sequenced
packet exchange (IPX/SPX), 154
Interstate Commerce Commission (ICC), 7
Intranet VPNs, 324
Intranets, classification of, 16
Intrusion. See also Intrusion prevention
correction, 422
defined, 377
detection, 418-421
Intrusion prevention, 394-417
automatic number identification, 397
casual intruders and, 394
dial-in security, 397
encryption, 407-414
firewalls, 398-401
hackers and, 394
interior security, 401-414
network perimeter security, 396402
organizational employees and, 394-395
physical security, 396
proactivity and, 395
secure hubs, 397
security policies and, 395
sniffer programs, 397
social engineering, 417-418
trojan horses, 404406
user authentication, 414-417
Intrusion prevention systems (IPS),
418-421
Inverse multiplexing (IMUX), 86-87
IP-based VLANS, 282
IP security protocol (IPSec), 413-414
IP spoofing, 398-399
IP telephony, 519-521
iPod, 106
IPS management consoles, 419
IPS sensors, 419

J
Jitter, 124

K

Kerberos, 417, 418

Kerckhoffs, Auguste, 410

Key distribution center (KDC), 418
Key management, 408

L

Label-switched routers (LSRs), 292
LaBrea software, 421

LAN emulation (LANE), 287
Latency, 215, 329, 457

Layer-2 switches, 214, 269

Layer-3 switches, 269

Layer-1 VLANS, 282

o

INDEX 575

Layer-2 VLANS, 282
Layer-3 VLANS, 282
Layer-4 VLANSs, 282-283
Layer-2 VPN, 322
Layer-3 VPN, 323
Leasing, addresses, 163
Lempel-Ziv encoding, 105
Lifespans, equipment, 437
Lightweight directory services (LDAP),
208
Line noise, 122
Line outages, 122-123
Line splitters, 347
Link state dynamic routing, 170
Linus operating systems, 207
Listserv commands, 62
Listserv discussion groups, 61-62
Listserv mailers, 62
Listserv processors, 62
Load balancing, 457-458, 486
Load balancing switch, 457
Local area networks (LAN). See also
Ethernet
administrator responsibilities, 202
asynchronous transfer mode and,
287-289
best practice design, 216-220
circuit capacity, 224-225
classification of, 14-16
collapsed backbones and, 274-275
costs, 219
data link protocol efficiency, 217
dedicated server networks, 200-201
effective data rates, 217-219
example of, 14
gateways and, 268
integration of, 473
media access control protocol efficiency,
217-219
metering software, 200
network cables, 202-203
network demand, 225
network hubs, 203-205
network interface cards, 202
network operating systems, 206-209
peer-to-peer networks, 201
performance improvement, 221-225
purpose for, 199-200
recommendations for, 219-220
routed backbones and, 271-273
server performance, 222-223
shift to, 472
virtual, 280-284
wireless (See Wireless local area
networks)
Local exchange carriers (LECs), 8
Local loop, 107
Logical circuits, 78
Logical network design, 440
Logical network parameters, 479
Logical topology, 209
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Lost data, 122. See also Error control
Low earth orbit satellites, 94

M
MAC-based VLANS, 282
Macro viruses, 387
Main distribution facility, 275-279
Mainframe computers, 44
Managed devices, 481
Managed network design, 450-454
policy-based management, 454
software, 451-453
standards, 453-454
Management information base (MIB), 453
Management reports, 483, 485
Manchester encoding, 101
Masters, piconet, 246
Maximum allowable rate (MAR), 317-318
Mean opinion score (MOS), 520
Mean time between failures (MTBF), 484
Mean time to diagnose (MTTD), 484
Mean time to fix (MTTF), 484-485
Mean time to repair (MTTR), 484
Mean time to respond (MTTR), 484
Media access control, 119-121
in Bluetooth, 246-247
contention, 120
controlled access, 120
relative performance, 121
switched Ethernet, 215-216
traditional Ethernet, 210-211
in Wi-Fi, 241-242
in WIMAX, 245
Media access control protocol efficiency,
217-219
in backbone networks, 290-291
wireless local area networks, 247-248
Media gateway control protocol (MGCP),
519-520
Media selection, 95-96
Memory
device, 457
upgrading, 223
Mesh architecture, 311-312
Message fields, 134
Message transfer agents, 57
Message transmission using layers, 21-23
application layer, 21
data network layer, 21-22
network layer, 21
physical layer, 22-23
transport layer, 21
Metering software, LAN, 200
Metropolitan and wide area networks
(MAN/WAN)
best practice design, 325-328
circuit capacity, 329-330
circuit switched networks, 305-308
dedicated circuit networks, 308-314
device performance, 329
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packet switched networks, 318-324
reducing network demand, 330-331
virtual private networks, 322-325
Metropolitan and wide area networks
(WAN)
integration of, 473
Microcomputers, 9, 44
Microprotocol label switching, 292
Microsoft Windows server, 207. See also
Windows server
Microwave transmission, 92-94
Middleware, 47
Mission-critical applications, 380
Misuse detection, 419420
Mobile wireless, 353-354
Modems
data transmission, 105
DSL, 347
Modulation, 102-105
amplitude modulation, 102, 104
basic modulation, 102-103
baud rates, 104-105
bit rates, 104—105
frequency modulation, 103-104
phase modulation, 103-104
quadrature amplitude modulation, 104
sending multiple bits simultaneously,
103-104
symbol rates, 104—105
Monster.com, 48
Morse, Samuel, 7
MoSucker, 405
MP3 players, 106
MPEG-2 standard, 67
Multi-level transmission-3 level (MLT-3),
513
Multicasting, 174—175
Multimode cables, 90
Multiplexing, 82-87
frequency division multiplexing, 82-83
inverse multiplexing, 86-87
statistical time division multiplexing, 84
techniques, changing, 124
time division multiplexing, 83—-84
wavelength division multiplexing, 84—-86
Multipoint configuration, 80
Multiprotocol over ATM (MPOA), 288
Multiprotocol routers, 269
Multiprotocol stacks, 152
Multipurpose Internet mail extension
(MIME), 62-63
Multiswitch VLANSs, 283

N

n-tier architectures, 48—49

Name servers, 164

Narrowband ISDN. See Integrated services
digital networks

NAT proxy servers, 400401

o

National Center for Supercomputing
Applications (NCSA), 52
Natural disasters, 377, 382, 386
Needs analysis, 440-444
application systems, 441-443
categorizing network needs, 443
deliverables, 444
geographic scope, 440-441
network users, 443
Network access points (NAP), 341
Network address translation (NAT),
399-401
Network-attached storage, 208
Network authentication, 417
Network-based IPS, 419
Network cost of ownership (NCO),
491-494
Network demand
in backbone networks, 294
metropolitan and wide area networks,
330-331
reducing, 225
wireless local area networks, 254-255
Network design
building-block network process, 438-439
cost assessment, 448-450
cyclical nature of, 439
designing for performance, 450463
hardware lifespans and, 437
managed networks, 450-454
needs analysis, 440-444
network circuits, 455-456
network devices, 456-459
network traffic, 459-463
request for proposals, 448-449
selling proposal to management,
449-450
technology design, 445-447
traditional design process, 436437
Network device design, 445-446, 456-459
capacity management, 459
device latency, 457
device memory, 457
load balancing, 457458
Network interface cards (NIC), 202, 235
Network management
configuration management, 475-477
cost management, 488-494
end user support, 487-488
end user training, 488
failure control function, 480-483
five key tasks, 473
framework, 452
integrating LANs, WANS, Internet, 473
integrating voice and data
communications, 473-475
job requirements, 474
network monitoring, 478-480
organizing management function,
471-475
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performance and failure statistics,
483-485
performance and fault management,
477-487
performance improvement, 485-487
problem resolution, 487488
responsibilities of managers, 472
shift to LANs and Internet, 472
software, 451-453
Network operating systems (NOS),
206-209
client software, 207-208
network profiles, 208-209
server software, 206
Network operations centers (NOC), 478
Network security. See also Intrusion
prevention; Risk assessment
availability, 375
basic control principles, 379

best practice recommendations, 422-424

business continuity planning, 384-394

confidentiality, 375

cost of, 374

denial-of-service attacks, 387-390

detection, 390-391

disaster recovery outsourcing, 393-394

disaster recovery plans, 391-393

disruptions, 375-377

elements of security policy, 395

financial losses and, 375

integrity, 375

interior security, 401-414

intrusion correction, 422

intrusion detection, 418-422

intrusion prevention, 395-424

media selection, 96

natural disasters, 386

need for, 375

network controls, 377-378

network perimeter security, 396401

prevention, 385-390

redundant hardware, 385-386

social engineering, 417-418

theft, 386

types of threats, 375-377

user authentication, 414-417

viruses, 386-387

wireless local area networks, 251-252
Network users, in needs analysis, 443
Network weather maps, 479
Networks

cables, 202-204, 206 (See also Cables)

circuit design, 455-456

components of, 12—14

content caching, 459-460

content delivery, 460-463

future trends in, 27-31

hubs, 203-204

Internet model, 19-20

layer addresses, 160
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models, 17-23
needs, categorizing, 443
new information systems, 30-31
open systems interconnection reference
model, 17-19
peer-to-peer, 13
pervasive networking, 28-29
profiles, 208-209
segmentation, 225
standards, 23-27
terminators, 307
traffic minimization, 459-463
transmission using layers, 21-23
types of, 14-16
voice, video, data integration, 29-30
Next Generation Internet (NGI) program,
357
Nonreturn to zero (NRZ), 99
North America, history of communications
in, 6-9
Novell NetWare, 207
NSENET, 11
Null modem cable connections, 508-510

(o]
0Odd parity, 126
Omnidirectional antennas, 236
1 GbE Ethernet, 514
100Base-F Ethernet, 212
100Base-T Ethernet, 212, 219-220, 513
1000Base-CX Ethernet, 213
1000Base-LX Ethernet, 212
1000Base-SX Ethernet, 212-213
1000Base-T Ethernet, 212, 213, 220
One-time passwords, 414-415
Open database connectivity (ODBC), 47
Open shortest path first (OSPF), 172-173
Open systems iinterconnection reference
model (OSI), 17-19

application layer, 19

data link layer, 17-18

network layer, 18

physical layer, 17

presentation layer, 19

session layer, 18-19

transport layer, 18
Optix Pro, 405
Overhead bits, 137
Overlay networks, 249
Oversampling, 106

P
Packet assembly/disassembly device
(PAD), 315-316
Packet layer protocol (PLP), 154
Packet-level firewalls, 398
Packet-switched networks, 314-322
asynchronous transfer mode, 318-319
basic architecture, 315-318
Ethernet services, 321-322

o
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frame relay, 319-320
switched multimegabit data service,
320-321
X.25,318
Packetizing, 157
Parallel mode transmission, 98
Parity bits, 126
Parity checking, 126
Partial-mesh architecture, 311
Passive optical networking (PON),
354-355
Passwords, 414417
Patch cables, 276
Patches, security, 403
PCMCIA slots, 202
Peak time usage, 225
Peer-to-peer networks, 13, 201
Peering, 342
Performance and fault management,
477-487
failure control function, 480483
network monitoring, 478-480
performance improvement, 485-487
policy-based management, 486
server load balancing, 486
service-level agreements, 486—487
statistics, 483-485
Performance statistics, 483-485

Permanent virtual circuits (PVC), 286, 317

Personal digital assistants (PDA), 44

Pervasive networking, 28-29

Phase, sound wave, 102

Phase modulation (PM), 103-104

Phase shift keying (PSK), 103

Phishing, 417-418

Physical carrier sense method, 241

Physical circuits, 78

Physical design, wireless local area
networks, 249-250

Physical network parameters, 479

Physical topology, 209

Piconets, 246

Pink noise, 520

Plain old telephone service (POTS),
306-307

Plaintext, 407

Point coordination function (PCF),
241-242

Point-to-point configuration, 80

Point-to-point protocol, 137

Points of presence (POP), 318, 343-345

Policy-based management, 454, 486

Policy-based VLANS, 282-283

Polling, 120

Port addresses, 155

Port-based VLLANs, 282

Post office protocol, 57-58

Postini, 373

Preamble, Ethernet, 135

Presentation logic, 43
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Pretty good privacy (PGP), 413
Primary rate interface (PRI), 308
Print servers, 13, 201
Private branch exchange (PBX), 519
Private key encryption, 411
Problems
prioritizing, 483
statistics, 482-483
tracking, 482
Propagation delay, 94
Protocols. See also Routing protocols
asynchronous transfer, 132-133
conversion in backbone networks, 291
data link, 130-137
definition of, 21, 22
exterior routing, 171
routing, 171-175
transport/network layer, 151-154
Xmodem, 133
Zmodem, 133
Public key encryption, 410-413. See
Asymmetric encryption
Public key infrastructure (PKI), 410,
412-413
Public switched telephone network
(PSTN), 305, 519
Pulse amplitude modulation-5 (PAM-5), 514
Pulse amplitude modulation (PAM), 107
Pulse code modulation (PCM), 108

Q

Quadrature amplitude modulation (QAM),
104

Quality control charts, 485

Quality of service (QoS), 158-159, 284,
287,521

Quantizing error, 106

R

Rack-mounted collapsed backbones,
275-279

Radio data transmission, 90-92

Radio frequencies, 237-239

Radio frequency identification (RFID), 65

RAID (redundant array of inexpensive
disks) drives, 223

Raindrop attenuation, 94

RC4, 409

Real-time streaming protocol (RTSP), 159

RealNetworks.com, 68, 106

Redundant hardware, 385-386

Referrer fields, 54

Regional Bell operating companies
(RBOCs), 8

Reliable packet service, 318

Remote-access servers (RAS), 201, 344

Remote monitoring (RMON), 453

Repeaters, avoiding attenuation and,
124-125
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Request for comment (RFC), 25
Request for proposal (RFP), 448-449
Request to transmit (RTS), 242
Resource reservation protocol (rSVP), 159
Resource sharing, local area networks and,
199-200
Retransmission, error correction via,
127-128
Reuters, 31
Ring architecture, 309-310
Risk assessment
asset identification, 380
control spreadsheets, 378-383
controls identification and
documentation, 383
network security evaluation, 383-384
threat identification, 381-383
RJ-45 connectors, 512
RMON probes, 453
Root cause analysis, 452
Rootkits, 404
Routed backbones, 271-273
Routing, 166-175
in backbone networks, 266267, 269
border gateway protocol, 171
centralized routing, 168
defined, 13
dynamic routing, 170
enhanced interior gateway routing
protocol, 173-174
Internet control message protocol, 171
multicasting, 174-175
Open shortest path first protocol,
172-173
protocols, 171-175
routing information protocol, 158, 172
static routing, 168—170
types of routing, 168—170
Routing information protocol (RIP), 158,
172
RS232 cable standard, 505-507
RS449 cable standard, 507-508
RSA encryption, 409
RSVP quality of service, 284

S
Sarbanes-Oxley Act, 373
Satellite technologies, 353
Satellite transmission, 94
Scalability, in choosing architectures, 51
Script kiddies, 394
Secure sockets layer (SSL), 413
Security. See Network security
Security holes. See Intrusion prevention;
Network security
Segmentation, network, 225
Serial mode transmission, 98-99
Servers. See also Local area networks
(LAN)
definition of, 12-13
design of, 445

o

fault tolerant, 386
hardware, 223
improving performance of, 222-223
load balancing, 486
name resolution, 164—166
NAT proxy, 400-401
print, 13, 201
remote access, 201, 344
server farms, 200, 457
software, 222-223
types of, 44
virtual, 457
web services, 13-14, 52
Service-level agreements (SLA), 456,
486487
Service profile identifier (SPID), 307
Service set identifier (SSID), 251
Session initiation protocol (SIP), 519
Session keys, 418
Shared registration system (SRS), 356
Shielded twisted-pair (STP) wires, 203
Shielding, error prevention and, 124
Simple mail transfer protocol (SMTP),
56-61, 324
Simple network management protocol
(SNMP), 158, 453
Simplex transmission, 81
Simulation models, in network design, 446
Single-mode fiber-optic cables, 90
Single-switch virtual LANs, 281-283
Site surveys, 249-250
Skinny call control protocol (SCCP),
519-520
Slaves, piconet, 246
Sliding window, 128
Smart cards, 414
Sniffer programs, 397
Social engineering, 417-418, 419
Software
application management, 453
device management, 451
network management, 451-453
open source vs. closed source, 410
server performance and, 222-223
systems management, 452
Software Publishers Association (SPA), 200
Sound waves, in analog transmission, 101
Source address, Ethernet, 135
Source port address, 155
Spanning tree protocol, 516-518
Specification stage, of standardization
process, 24
Spyware, 406, 407
Standards-making process
American National Standards Institute
(ANSI), 25-26
de facto, 24
formal, 24
importance of, 23-24
Institute of Electrical and Electronics
Engineers (IEEE), 26
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International Organization for
Standardization (ISO), 24-25
Internet Engineering Task Force (IETF),
26
network protocols becoming, 25
Telecommunications Group (ITU-T), 25
Star architecture, 310-311
Start bits, 132
Stateful inspection, 399
Static routing, 168—170, 329
Statistical time division multiplexing
(STDM), 84
Statistics, performance, 483-485
Stop-and-wait ARQ, 127
Stop bits, 132
Storage-area networks, 208
Store and forward switching, 215
Structured query language (SQL), 43
Subnet masks, 161-162, 163
Subnets, 161-162
Supervisory frames, 134
Switched Ethernet. See Ethernet
Switched multimegabit data service
(SMDS), 320-321
Switched virtual circuits (SVC), 286, 317
Switches, in backbone networks, 265-266
Symbol rates, 104-105
Symmetric encryption, 407-409
Symmetric multiprocessing (SMP), 223
Synchronization, 132
Synchronous data link control (SDLC),
134-135
Synchronous optical networks (SONET),
34
Synchronous transmission, 133-137
Ethernet, 135-136
high-level data link control, 245
point-to-point protocol, 137
synchronous data link control, 134-135
Systems management software, 452

T
T carrier circuits, 313-314
T1 circuits, 313
T2 circuits, 313
T1 connections, 78
TCP connection, 157
TCP SYN floods, 390
Technical reports, 483
Technology design, 445457

circuits and devices, 445-446

clients and servers, 445

deliverables, 447

network design tools, 446447
Telecommunications, definition of, 12
Telecommunications Competition and

Deregulation Act of 1996, 8

Telecommunications Group (ITU-T), 25
Telephone

services, 306-307

voice data transmission, 107-108
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Telnet, 63-64
Telstar I satellite, 7
10/100 Ethernet, 213
10 GbE Ethernet, 212
10Base-T Ethernet, 212, 218-220, 511-513
Terminal adapters, 307
Terminals, 44
Theft. See also Network security
of information/equipment, 382
prevention, 386
Thick clients vs. thin clients, 50
Threat identification, 381-383. See also
Network security
Three-tier architectures, 48, 59-60
3G wireless, 523
Throughput, 138-139
Ticket-granting service (TGS), 418
Ticket-granting tickets (TGT), 418
Time-based tokens, 415
Time division multiple access (TDMA),
522
Time division multiplexing (TDM), 83-84
Token passing, 120
Toolkits, network management, 455
Topology
Bluetooth, 246
switched Ethernet, 214-215
traditional Ethernet, 209-210
Wi-Fi, 241
WiMAX, 245
Total cost ownership (TCO), 489-494
Traditional Ethernet. See Ethernet
Traditional network design process,
436-437
Traffic analysis, 389, 455-456
Traffic anomaly detectors, 389
Traffic filtering, 389
Traffic limiting, 389
Training, end user, 488
Transaction terminals, 44
Translation, analog to digital, 106
Transmission control protocol/
Internet protocol (TCP/IP)
finding computer’s settings, 176
game, 524-534
gateways, 268-269
known addresses
different subnet, 179-180
same subset, 176—179
network layers and, 181-184
TCP connections, 181
transport layer functions, 155-159
unknown addresses, 180-181
Transmission distance, in media selection,
95
Transmission efficiency, 137-139
Transmission modes, 98-99
parallel mode, 98
serial mode, 98-99
Transmission rate of information bits
(TRIB), 139

o
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Transmission speeds, in media selection, 96
Transparency, multiplexer, 82
Transparency problems, 135
Transport layer functions, 155-159
connection-oriented messaging, 157158
connectionless messaging, 158
linking to application layer, 155-157
packetizing, 157-159
quality of service, 158159
Transport mode, encryption, 414
Transport/network layer protocols,
151-154
internetwork packet exchange/sequenced
packet exchange, 154
transmission control protocol/Internet
protocol, 152-153
X.25, 154
Triple DES, 409
Trojan horses, 404—406
Trouble reports, 484
Trouble tickets, 482
Tunnel mode, encryption, 414
Tunnels, VPN, 322-323
Turnpike effect, 446
Twisted-pair wires, 89
Two-tier architectures, 48, 57-58
2G wireless, 522

V)

UDP attacks, 390

Unauthorized access, 377

Unicast messages, 174

Uniform resource locators, 53

Uninterruptable power supply (UPS), 385

Unipolar signaling, 99

United States of America Standard Code
for Information Interchange
(USASCII), 97-98

Universal serial bus (USB), 514-515

University Corporation for Advanced
Internet Development (UCAID), 357

UNIX process table attacks, 390

Unreliable packet service, 318

Unshielded twisted-pair (UTP) wires, 203

Unspecified bit rate (UBR), 289

User agents, 57

User datagram protocol (UDP) packets, 158

User profiles, 209, 414

Vv

V.44 standard, 105

Variable bit rate-nonreal time (VBR-NRT),
289

Variable bit rate-real time (VBR-RT), 289

Very-high-performance backbone network
service (nBNS), 357

Very-high-rate digital subscriber lines
(VDSL), 349-350

Video, integration with voice and data,
29-30

Videoconferencing, 65-68
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Virtual carrier sense method, 241-242
Virtual channels (VC), 286
Virtual circuits, 157, 317
Virtual local area networks (VLANS), 136,
280-284
application-based, 282283
IP-based, 282
MAC-based, 282
multiswitch, 283
operating characteristics, 283-284
port-based, 282
single-switch, 281-283
Virtual private networks (VPN), 322-325
basic architecture, 322-324
encapsulation, 324
VPN types, 324-325
Virtual servers, 457
Virus infection, 381, 382
Virus prevention, 386-387
Voice, integration with video and data,
29-30
Voice activity detection (VAD), 520
Voice and data communications, 473-475
Voice over ATM (VoATM), 519
Voice over frame relay (VoFR), 519
Voice over Internet protocol (VoIP), 29, 519
Voltage, 99
Vonage, 29

w
Wal-Mart, 10
Wavelength division multiplexing (WDM),
84-86, 355
Web (World Wide Web), 52-56. See also
Internet
browsers, 52
how it works, 52-53
HTTP requests, 53-54
HTTP responses, 54—-56
hypertext transfer protocol, 52-53
nature of computing and, 30-31
servers, 13-14, 52
uniform resource locators, 53
Webcasting, 68
White noise, 123

7:09 PM Page 580

—p—

Wi-Fi, 239-244
distributed coordination function, 241
802.11a, 242-243
802.11b, 243
802.11g, 243-244
802.11n, 244
media access control, 241-242
point coordination function, 241-242
as public Internet access, 244
topology, 241
Wi-Fi- protected access (WPA), 252
Wide area networks (WAN). See
Metropolitan and wide area
networks
Wide area telephone services (WATS), 307
Wideband code division multiple access
(WCMDA), 523
WiMAX, 244-246
802.16d, 245
802.16e, 245-246
media access control, 245
topology, 245
Windows server, 535-546
creating groups, 538-540
creating shared folders, 541
creating users, 535-537
defining security, 544-546
enabling sharing, 541-544
managing file sharing, 540-546
managing user accounts, 535-540
setting user properties, 537-538
Wire speed, 457
Wired equivalent privacy (WEP), 251-252
Wireless application environment (WAE),
353-354
Wireless application protocol (WAP),
353-354
Wireless DSL, 352-353
Wireless local area networks (WLAN)
access points, 236-237
best practice design, 247-252
Bluetooth, 246-247
circuit capacity, 253-254
costs, 248-249
data link protocol efficiency, 247

effective data rates, 247
802.11i, 252
improving device performance, 253
media access control protocol efficiency,
247-248
network demand, 254-255
network interface cards, 235
performance improvement, 252-255
physical design, 249-250
purpose of, 234
radio frequencies, 237-239
recommendations for, 249
security, 251-252
service set identifiers and, 251
Wi-Fi, 239-244
Wi-Fi protected access, 252
WiMAX, 244-246
wired equivalent privacy and, 251-252
Wireless media, 90-95
infrared, 92
microwave, 92-94
radio, 90-92
satellites, 94
Wireless personal area networks (WPAN),
246
Wireless technology
fixed wireless, 352-353
mobile wireless, 353-354
Wireless telephony application (WTA)
servers, 354
Workgroup switch, 214
Workstations, 44
World Wide Web. See Web (World Wide
Web)
Worms, 387, 421

X

X.25, 154,318
X-Modem-CRC, 133
Xmodem-1K, 133
Xmodem protocols, 133

Zz

Zmodem protocols, 133
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