sgi

DMF™ 6 Client Guide for Windows®
Systems

007-6413-001



COPYRIGHT

© 2015 Silicon Graphics International Corp. All rights reserved; provided portions may be copyright in third parties, as indicated
elsewhere herein. No permission is granted to copy, distribute, or create derivative works from the contents of this electronic
documentation in any manner, in whole or in part, without the prior written permission of Silicon Graphics, Inc.

LIMITED RIGHTS LEGEND

The software described in this document is "commercial computer software" provided with restricted rights (except as to included
open/free source) as specified in the FAR 52.227-19 and/or the DFAR 227.7202, or successive sections. Use beyond license provisions is
a violation of worldwide intellectual property laws, treaties and conventions. This document is provided with limited rights as defined
in 52.227-14.

TRADEMARKS AND ATTRIBUTIONS
CXFS, DMF, SGI, SGI InfiniteStorage, the SGI logo, and Silicon Graphics are registered trademarks or trademarks of Silicon Graphics
International Corp.or its subsidiaries in the United States and other countries.

Internet Explorer, Microsoft, and Windows are either registered trademarks or trademarks of Microsoft Corporation in the United
States and/or other countries. Linux is a registered trademark of Linus Torvalds in the U.S. and other countries. Red Hat and Red Hat
Enterprise Linux are registered trademarks of Red Hat, Inc. in the United States and other countries. Solaris, and Sun are trademarks
or registered trademarks of Sun Microsystems, Inc. or its subsidiaries in the United States and other countries. SLES and SUSE are
registered trademarks of SUSE LLC in the United States and other countries. All other trademarks mentioned herein are the property
of their respective owners.



007-6413-001

Record of Revision

Version Description

001 July 2015
Original publication






Contents

About This Guide
Related Publications
Obtaining Publications

Conventions
Reader Comments

1. Introduction
Overview of the Features
Permissions Required for DMF Operations

Software Requirements
Using the DMF Client

DMF Submenu
DMF Tab

2. Installation and Configuration

Installing the DMF Client

Enabling Support for the DMF Client on the Samba Server
Setting Group Policy Settings

3. Troubleshooting
Enable Log Files and Core Files

The Windows Client Cannot Communicate with Samba
Repair the DMF Client Software

Interactive Repair

Quiet Repair

007-6413-001

Xi
Xi
Xi
xii

xiii

g w N NN P

© 00 N

15
15

16
16

16
17



Contents

Uninstall the DMF Client Software
Interactive Uninstall
Quiet Uninstall

Index

vi

18
18
18

21

007-6413-001



Figures

Figure 1-1 DMF Submenu . . . . . . . . . L Lo Lo 3
Figure 1-2  Windows Client: Migrate Dialog G 4
Figure 1-3 DMF Tab on the Properties Dialog fora File . . . . . . . . . . . 5

007-6413-001 Vii






Tables

Table 2-1  Registry Settings for DMF Shell Extension
Table 2-2  Registry Settings for DMF Operations

007-6413-001

11
13






About This Guide

This publication provides information about the SGI® DMF™ client on Microsoft
Windows® systems.

Related Publications

For information about this release, see the SGI InfiniteStorage™ Software Platform
(ISSP) release notes (README. t xt ) and the DMF release notes (READVE_DMF. t xt ).

The following publications contain additional information:
= DMF 6 Administrator Guide
< DMF 6 Filesystem Audit Guide

Obtaining Publications
You can obtain SGI documentation as follows:

= See the SGI Technical Publications Library at http://docs.sgi.com. Various formats
are available. This library contains the most recent and most comprehensive set of
online books, man pages, and other information.

= You can view man pages on a Linux system by typing man title at a command line.

= The/ docs directory on the ISSP DVD or in the Supportfolio™ download
directory contains the following:

— The ISSP release note: / docs/ READMVE. t xt
— DMF release notes: / docs/ READVE DMF. t xt

— A complete list of the packages and their location on the media:
/ docs/ RPMS. t xt

— The packages and their respective licenses: / docs/ PACKAGE LI CENSES. t xt
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About This Guide

Conventions

Xii

= The release notes and manuals are provided in the noar ch/ sgi -i sspdocs RPM
and will be installed on the system into the following location:

/usr/ shar e/ doc/ packages/ sgi - i ssp- ISSPVERSION/ TITLE

The following conventions are used throughout this document:

Convention

comand

variable

user input

[]

GUl

Meaning

This fixed-space font denotes literal items such as
commands, files, routines, path names, signals,
messages, and programming language structures.

Italic typeface denotes variable entries and words or
concepts being defined.

This bold, fixed-space font denotes literal items that the
user enters in interactive sessions. (Output is shown in
nonbold, fixed-space font.)

Brackets enclose optional portions of a command or
directive line.

Ellipses indicate that a preceding element can be
repeated.

This font denotes the names of graphical user interface
(GUI) elements such as windows, screens, dialog boxes,
menus, toolbars, icons, buttons, boxes, fields, and lists.
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Reader Comments

If you have comments about the technical accuracy, content, or organization of this
publication, contact SGI. Be sure to include the title and document number of the
publication with your comments. (Online, the document number is located in the
front matter of the publication. In printed publications, the document number is
located at the bottom of each page.)

You can contact SGI in either of the following ways:
= Send e-mail to the following address:
techpubs@sgi.com

= Contact your customer service representative and ask that an incident be filed in
the SGI incident tracking system:

http://www.sgi.com/support/supportcenters.html

SGI values your comments and will respond to them promptly.

007-6413-001 Xiii






Chapter 1

Introduction

This chapter discusses the following:

= "Overview of the Features" on page 1

= "Permissions Required for DMF Operations" on page 2
= "Software Requirements" on page 2

= "Using the DMF Client" on page 2

Overview of the Features

007-6413-001

The DMF client for Windows systems lets users and administrators control DMF via
file shares configured on the Samba server. The Samba server must have SGI enhanced
Samba installed, and may be either the DMF server or a CXFS client-only node.

Using Windows Explorer, you can do the following for files on which you have the
appropriate permission, depending upon site-specific configuration:

= View DMF file properties

= Execute the following DMF user operations:
— Recall files, similar to the functionality of the dnget (1) command
— Migrate files, similar to the functionality of the dnput (1) command
— Set site tags, similar to the functionality of the dm ag(1) command

= Set a project ID, similar to functionality of the dnpr oj i d(8) command
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Permissions Required for DMF Operations

DMF operations require the following permissions or administrative rights on the
Samba server:

= Viewing DMF file properties requires that the user has read permission or
administrative rights

= Recalling files requires that the user has read, write, or execute permission or
administrative rights

= Migrating files and setting site tags requires that the user is the file owner or has
administrative rights

= Setting project IDs requires that the user has administrative rights

Software Requirements
The DMF client for Windows requires the following:
= A supported version of Windows as listed in the DMF release note

= The version of SGI enhanced Samba that is supported by the associated ISSP
release

Using the DMF Client

Note: The figures shown here are examples. The actual menus and dialogs may differ
at your site, depending upon your configuration. In addition, if the Group Policy is in
effect, certain features may be disabled. See "Setting Group Policy Settings" on page 9.

This section discusses the following:
« "DMF Submenu" on page 3
< "DMF Tab" on page 5
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DMF Submenu

If a file or folder is within a filesystem managed by DMF, you will see a DMF
submenu when you click on its icon within Windows Explorer. Figure 1-1 shows an
example.

View |
Sort by 3
Group by 3

Refresh

Customize this folder...

Figure 1-1 DMF Submenu

For example, to migrate the files in a given folder, you would click on the folder and
select the following:

DMF
> Migrate ...

This would invoke the DMF — Migrate dialog, which would let you choose the
scope of the operation (such as all files, but not any subfolders) and optionally free
the space in the online disk after the migration takes place. Click OK to complete the
action or Cancel to cancel it. Figure 1-2 shows an example.
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s

DMF - Migrate

I;-:i Migrate online files to offline media.

Apply to:

[This folder, all subfolders, and all files

Selected Objects:

Y\165.238.65. 16\test_dmAlex\Images
\W169.238.65. 16\test_dmfialexTestl
Y1165, 238.65. 16\test_dmf\Alex\Test2
W169.238.65. 16\test_dmflalex'File 1. txt
Y1165, 238.65. 16\test_dmiAlex\File2. txt

Figure 1-2 Windows Client: Migrate Dialog
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DMF Tab
If you click on the Properties menu selection (see Figure 1-1) for a file or folder
within a filesystem managed by DMF, you will see a DMF tab (shown in Figure 1-3).
This tab lets you perform actions by clicking Migrate or Recall, or clicking Advanced
to access Site Tag (similar to the functionality of the dnt ag(1) command) and Set
Project ID (similar to the drpr oj i d(8) command).
i Fileb.tbxt Properties @ Advanced DMF file properties
| General I Hash /CRC I Security I Details I Previous Versions | DMF I_ Properties:
Properties Property Value it
File path: “Wboil americas sgi.com dmfusr1tAlex'File 6 bd File path \\poil.americas. sgi. com'dmfiisr 1\Alex\Files. et | =
o ) ) o State Partial - file has a mix of dual-state, offfine, uri
State: Partial - file has a mix of dual-state, offline, unmigratir Migrated Yes
Migrated: Yes Size 111,078 bytes
On disk 16,384 bytes
Size: 111,078 bytes 100.00 % Mot on disk 94,694 bytes -
On disk: 16,384 bytes 14.75% 1 i b
Not on disk: 94,694 bytes 85.25 % Regions:
# State Offset Size (in bytes)
Migrete 1 Dual state 0 16,354
§ ] Migrate online file to offline media. 2 Offine 16,384 94:694
in [ Release disk space
Recall [ release disk space
I Recall previously migrated file. X
I :—ﬁ‘ [T Update file access time
= [C] Updste file acoess time Change Properties
in) Project ID: a i
For all DMF attributes or advanced settings, Eroject 1L
click Advanced. =
N _
.f)". Some sattings are managed by your system administrator. () Some settings are managed by your system administrator,
o] Cama ) [ o

Figure 1-3 DMF Tab on the Properties Dialog for a File
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Chapter 2

Installation and Configuration

This chapter discusses the following:

= "Installing the DMF Client" on page 7

= "Enabling Support for the DMF Client on the Samba Server" on page 8
= "Setting Group Policy Settings" on page 9

Installing the DMF Client

To install the DMF client for Windows, do the following using the account that has
local administrator rights with elevated privileges:

1. Install the DMF Client Installer for Windows software onto the DMF server, as
directed in the ISSP release note installation procedure. The files will be installed
in the following location on the DMF server, where DMFVERSION is a variable
that represents the DMF release version:

/opt/dnf/client-dist/ DMFVERSION/w ndows/ al | / noar ch

For example, for the DMF 6.4 release:

/opt/dnf/client-dist/6.4.0/w ndows/all/noarch
2. Transfer the client software from the DMF server to the Windows node.
3. Install the client software using one of the following installation files:

= 32-bit platform: Dnf C i ent Set up- x86. nsi

= 64-bit platform: Dnf C i ent Set up- x64. nsi

You can perform an interactive install or use the quiet method:

= Interactive install:

a. Open the Windows Explorer folder that contains the . nsi file for your
target Windows platform.

b. Double-click on the . nsi file and follow the setup wizards.
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e Quiet method:
a. Start the command prompt.
b. Run the following commands, as appropriate for your platform:
— 32-bit platform:
msi exec. exe /i Dnfdient Setup-x86.nsi /quiet
— 64-bit platform:
msi exec. exe /i DnfdientSetup-x64.msi /quiet

To uninstall, see "Uninstall the DMF Client Software" on page 18.

Enabling Support for the DMF Client on the Samba Server

Note: The following procedure assumes that the Samba server has been installed and
configured. For details about configuring Samba, see the Samba documentation
supplied with the operating system.

To enable DMF support for Windows clients, do the following on the Samba server:

1. Verify that the required RPMs for SGI enhanced Samba and the DMF client have
been installed:

sanba# rpm-qa | grep sgi-sanba
sanba# rpm-qa | grep dnf-libs

2. Add the following set of parameters to the share configuration section in the
/ et c/ sanmbal/ snb. conf file, creating one set for each filesystem that is managed
by DMF:

[ DMF_managed_filesystem_share_name]
dmapi support = yes

vfs objects = dnf_ext

dnf _ext:dnf_enabled = 1

The above parameters do the following, respectively:
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= Enables FI LE_ATTRI BUTE_OFFLI NE, which supplies an offline icon in
Windows Explorer for offline files in the managed filesystem (setting this
parameter in the share section is a best practice rather than a requirement)

= Includes the DMF extension in the virtual filesystem (VFS) set of modules
= Denotes that the shared folder or filesystem is enabled for DMF
3. Restart the snb service:

sanba# service snb restart

Note: If the Samba server is a CXFS client-only node, specify its hostname for the
VALI D_ROOT_HGOSTS parameter in the DMF configuration file on the DMF server. See
DMF 6 Administrator Guide or the dnf . conf (5) man page.

Setting Group Policy Settings

007-6413-001

For Windows Vista and later versions, you can also optionally install the

Dnf G- oupPol i cySet up. nsi file on computers used by Windows administrators to
define group policies. (Do not install this software on every DMF client.) This
software installs templates that make it easy to define the policies using standard
Windows Ul tools. The Dnf G- oupPol i cySet up. nsi file applies to both 32-bit and
64-bit platforms.

The Windows administrator can use specific registry key settings and the Windows
Group Policy to control the behavior of the DMF client for Windows systems, specific
to particular computers and users.

Note: Settings for the user policy override the corresponding settings for the
computer policy.

The policies are located as follows:
= Computer policy:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Pol i ci es\ SG \ DMF C i ent\ Dnf Shel | Ext
= User policy:

HKEY_CURRENT_USER\ SOFTWARE\ Pol i ci es\ SG \ DMF d i ent\ Dnf Shel | Ext
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10

For Windows Vista and later releases, the Windows administrator can use the

following standard Windows Ul tools to define DMF group policies:

« Group Policy Management Editor (gpnt. nsc)
= Local Group Policy Editor (gpedi t. msc)
The menu paths are as follows:

= Group policy computer configuration:

Computer Configuration
> Policies
> Administrative Templates
> SGlI
> DMF Client
> DMF Shell Extension

= Group policy user configuration:

User Configuration
> Policies
> Administrative Templates
> SGlI
> DMF Client
> DMF Shell Extension

= Local group policy computer configuration:

Computer Configuration
> Administrative Templates
> SGlI
> DMF Client
> DMF Shell Extension

007-6413-001
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= Local group policy user configuration:

User Configuration

> Administrative Templates

> SGI

> DMF Client
> DMF Shell Extension

Note: User settings override the corresponding computer settings.

Table 2-1 lists the settings available in the Ul and the corresponding registry
parameters. Each of the registry values is of type REG_DWORD. The default value is
the same as the Not Configured value in the Ul. For more information in the Ul, see

the online help.

Table 2-1 Registry Settings for DMF Shell Extension

Ul Setting Selection

Registry Parameter

Description

Remove “Advanced”
button

Remove “DMF” menu

007-6413-001

Hi deAdvancedTab

Hi deMenu

Removes the Advanced button from the DMF tab on
the Properties dialog. When enabled, users cannot use
the Advanced DMF file properties dialog to view or
change DMF properties.

= Disabled or Not Configured or 0 = Button is
visible (default)
= Enabled or 1 = Button is hidden

Removes the DMF menu from Windows Explorer and
from other programs that use the Windows Explorer
browser, such as My Computer. When enabled, users
cannot use this menu to change the DMF properties of
managed filesystems available from their computers.

= Disabled or Not Configured or 0 = Menu is visible
for managed filesystems (default)
= Enabled or 1 = Menu is hidden

11
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Ul Setting Selection Registry Parameter Description
Do not display “Some Hi dePol i cyl nf oText Removes the informational text, which will appear if
settings are managed by any of the other DMF registry settings are present in
your system the registry:

administrator” text . ) L
= Disabled or Not Configured or 0 = Text is visible

(default)
e Enabled or 1 = Text is hidden
Remove “Refresh” Link Hi deRefresh Removes the Refresh link from the DMF tab in the

Properties dialog and from the Advanced DMF file
properties dialog:

= Disabled or Not Configured or 0 = Link is visible,
which allows the user to refresh DMF properties
without closing the tab or dialog (default)

= Enabled or 1 = Link is hidden

Remove “Regions” list Hi deRegi ons Removes the Regions list from the Advanced DMF
file properties dialog:

= Disabled or Not Configured or O = List is visible

(default)
= Enabled or 1 = List is hidden
Remove “DMF” tab H deTab Removes the DMF tab from Windows Explorer and

from other programs that use the Windows Explorer
browser, such as My Computer. When enabled, users
cannot use this tab to view or to change the DMF
properties of managed filesystems available from their
computers.

= Disabled or Not Configured or 0 = Tab is visible
for managed filesystems (default)
= Enabled or 1 = Tab is hidden
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Table 2-2 Registry Settings for DMF Operations

Ul Setting Selection

Registry Parameter

Description

Migrate

Project ID

007-6413-001

M grate

ProjectID

Allows the user to perform migration via the Migrate
button and menu:

= Disabled or 0 = The user cannot perform
migration and the button and menu are hidden

= Enabled or Not Configured or 1 = The user can
perform migration (default)

Allows the user to view project IDs and potentially
make changes via the Set Project ID button and menu
(if project IDs are supported by the filesystem):

= Disabled or Enabled+Hidden or O = Hides the
project ID field and the Set Project ID button and
menu

= Enabled+Read Only or 1 = Allows the user to
view the project ID field but hides the Set Project
ID button and menu

= Enabled+Change Allowed or Not Configured or 2
= Allows the user to view and to set the project 1D
(default)
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Ul Setting Selection Registry Parameter Description

Recall Recal | Allows the user to explicitly recall migrated files via
the Recall button and menu:

= Disabled or 0 = The button and menu are hidden
= Enabled or Not Configured or 1 = The Recall
button and menu are visible (default)

Site Tag Si teTag Allows the user to view site-specific tags and
potentially make changes via the Site Tag button and
menu:

= Disabled or Enabled+Hidden, or 0 = The user
cannot view or set the site tags, the button and
menu are hidden

= Enabled+Read Only or 1 = The user can view the
site tags but not set them, the button and menu are
hidden

< Enabled+Change Allowed or 2 = The user can
view and set site tags (default)

For more information about using group policies, see the following links:
https://technet.microsoft.com/en-us/windowsserver/bb310732.aspx
https://en.wikipedia.org/wiki/Group_Policy

https://support.microsoft.com/en-us/kb/307882 (useful information that applies
beyond Windows XP)
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Chapter 3

Troubleshooting

To assist the administrators , this chapter discusses the following:

= "Enable Log Files and Core Files" on page 15

= "The Windows Client Cannot Communicate with Samba" on page 16
= "Repair the DMF Client Software" on page 16

= "Uninstall the DMF Client Software" on page 18

For information about troubleshooting DMF in general, see the DMF 6 Administrator
Guide.

Enable Log Files and Core Files

For troubleshooting purposes, the DMF server administrator may wish to enable logs
and core files by adding or updating the following parameters in the gl obal
configuration section of the / et ¢/ sanba/ snb. conf file:

[ gl obal ]
# log file location
log file = file_location

# 1 og | evel
log | evel = level

# enable core files on crash
enabl e core files = Yes

For details, see the Samba documentation supplied with the operating system.

007-6413-001 15
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The Windows Client Cannot Communicate with Samba

If the Windows client cannot communicate with Samba, the DMF server administrator
should do the following:

1.

IR

Verify that the snbd daemon has started. For example:
sanba# ps -ef | grep smbd

Verify that the network connection has been established for the snbd daemon.
For example:

sanba# netstat -anpo | grep smnbd

For more information, see the net st at (8) man page.

Verify that the SMB ports are open in the firewall.

Verify that the share permissions allow the user to access the share.

Verify that the filesystem permissions allow the user to access the destination path.

Check the Samba log file for errors.

For more information, see the Samba documentation provided with the operating
system.

Repair the DMF Client Software

If the DMF client software is corrupted or if some installation files are unintentionally
deleted, you can repair the software using the account that has local administrator
rights with elevated privileges:

Interactive Repair

16

"Interactive Repair" on page 16

"Quiet Repair" on page 17

To perform an interactive repair:

1.

Open the Control Panel:
< Windows XP and Windows Server 2003:

007-6413-001
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Control Panel
> Add or Remove Programs

= All other Windows versions:

Control Panel
> Programs and Features

2. Select “DMF Client for Windows DMFVERSION” and click Repair.

3. (If installed) Select "DMF Group Policy Templates DMFVERSION" and click
Repair.

Quiet Repair
To perform a quiet repair:
1. Start the command prompt.
2. Run the following commands, as appropriate for your platform:
= 32-bit platform:
nsi exec. exe /fanus Dnf d i ent Set up-x86. nsi /qui et
nei exec. exe /fanus Dnf G oupPol i cySet up. nsi / qui et (if installed)
= 64-bit platform:
nsi exec. exe /fanus Dnf d i ent Set up-x86. nsi /qui et
nei exec. exe /fanus Dnf G oupPol i cySet up. nsi / qui et (if installed)
For more information, see:

https://technet.microsoft.com/en-us/library/cc759262%28v=ws.10%29.aspx#BKMK_Repair

007-6413-001 17
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Uninstall the DMF Client Software

If you must uninstall the DMF client software, do the following using the account
that has local administrator rights with elevated privileges:

= "Interactive Uninstall" on page 18

= "Quiet Uninstall" on page 18

Interactive Uninstalll
To perform an interactive uninstall:
1. Open the Control Panel:
= Windows XP and Windows Server 2003:

Control Panel
> Add or Remove Programs

« All other Windows versions:

Control Panel
> Programs and Features

2. Select "DMF Client for Windows DMFVERSION" and click Uninstall.

3. (If installed) Select "DMF Group Policy Templates DMFVERSION" and click
Uninstall.

Quiet Uninstall
To perform a quiet uninstall:
1. Start the command prompt.
2. Run the following commands, as appropriate for your platform:
« 32-bit platform:

nei exec. exe /x Dnfdient Setup-x86. nsi /qui et
nei exec. exe /x Dnf G oupPol i cySet up. nsi / qui et (if installed)
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= 64-bit platform:

nei exec. exe /x Dnfdient Setup-x86. nsi /quiet
nei exec. exe /x Dnf G oupPol i cySet up. nsi / qui et (if installed)

007-6413-001 19






Index

A G

advanced tasks, 5 Group Policy settings, 9

C H

computer policy, 9 HideAdvancedTab, 11

configuration, 8 HideMenu, 11
core files, 15 HidePolicylnfoText, 12
customization, 9 HideRefresh, 12
HideRegions, 12
HideTab, 12
D HKEY_CURRENT_USER\SOFTWARE\Policies, 9

HKEY_LOCAL_MACHINE\SOFTWARE\Policies, 9

DMAPI support, 9
DMF submenu, 3

DMF tab, 5 '
dmf_ext, 9 ) )
DmfClientSetup-x64.msi, 7, 8, 17, 18 installation, 7
DmfClientSetup-x86.msi, 7, 8, 17, 18 introduction, 1
dmget, 1, 2
dmprojid, 1
dmput, 1,2 L
dmtag, 1 . .
log file location, 15
log level, 15
E
/etc/samba/smb.conf, 8 M
Migrate button and menu, 13
F migrate files, 1, 2
features, 1

file properties, 1, 2
FILE_ATTRIBUTE_OFFLINE, 9

007-6413-001 21



Index

N Site Tag button and menu, 14
site tags, 1
netstat, 16 SiteTag, 14
network connection, 16 smb service, 9

smbd daemon, 16

T
policy settings, 9
project ID, 1 troubleshooting, 15
ProjectID, 13
Properties dialog, 5

U

R uninstall DMF software, 18
user policy, 9
Recall button and menu, 14
recall files, 1, 2

registry values, 11 \Y
repair DMF software, 16
requirements, 2 VFS objects, 9
S W
Samba configuration, 8 Windows Explorer, 1, 2
security, 2

Set Project ID button and menu, 13

22 007-6413-001



	Table of Contents
	List of Figures
	List of Tables

	About This Guide
	Related Publications
	Obtaining Publications
	Conventions
	Reader Comments

	1. Introduction
	Overview of the Features
	Permissions Required for DMF Operations
	Software Requirements
	Using the DMF Client
	DMF Submenu
	DMF Tab


	2. Installation and Configuration
	Installing the DMF Client
	Enabling Support for the DMF Client on the Samba Server
	Setting Group Policy Settings

	3. Troubleshooting
	Enable Log Files and Core Files
	The Windows Client Cannot Communicate with Samba
	Repair the DMF Client Software
	Interactive Repair
	Quiet Repair

	Uninstall the DMF Client Software
	Interactive Uninstall
	Quiet Uninstall


	Index

