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Preface

TED Enbancements provides an overview of the features that TriTeal has added to
the Common Desktop Environment (CDE) to form the TriTeal Enterprise
Desktop (TED).

Who Should Use This Guide

How This Guide

This guide is intended for users and system administrators.

Is Organized

Chapter 1, “Overview of Enhancements” provides a brief look at the added
features of the TriTeal Enterprise Desktop beyond the standards of the Common
Desktop Environment.

Chapter 2, “Using the GWM” describes the enhancements that have been made to
the Graphical Workspace Manager (GWM).

Chapter 3, “Window and Session Management Tools” describes the
enhancements that have been made to session and window management,
including the Workspace Control and Workspace Menu.

Chapter 4, “Using TEDscape” desctibes how TEDSCAPH helps Netscape
Navigator act like a CDE-compliant application. Web documents can be dragged
and dropped to and from Netscape Navigator, Version 3.0 and up.

Chapter 5, “Using the Mailer” describes the enhancements that have been made
to the Mailer, including the new icon bars.

Chapter 6, “PAM Administration” describes the framework that lets new
authentication technologies be “plugged-in.” The Pluggable Authentication
Module (PAM) can be used to integrate UNIX login with other security
mechanisms, such as DCE.

Chapter 7, “Key Binding Enhancements” lists all the key binding enhancements
that have been added to the TriTeal Enterprise Desktop.
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Preface

Chapter 8, “Resources and Variables” lists all resource enhancements that have

been added to the TriTeal Enterprise Desktop.

What Typographic Changes and Symbols Mean

viii

The following table describes the type changes and symbols used in this book.

Typeface or Meaning
Symbol

Example

AaBbCc123 The names of commands, files,
and directories; onscreen
computer output

AaBbCc123 Command-line placeholder:
replace with a real name or
value

AaBbCc123 Book titles, new words or

terms, or words to be
emphasized

Code samples may display the following:

% UNIX C shell prompt

$ UNIX Bourne and Korn shell
prompt

# Superuser prompt, all shells

Edit your . | 0gi n file.
Usel s -a to list all files.
systents You have mail.

To delete a file, type I M filename.

Read Chapter 6 in Users Guide.
These ate called c/ass options.
You must be root to do this.

syst ento
syst ents

syst en#

TED Enhancements




Introduction

Overview of
Enhancements

This chapter provides an overview of all TED enhancements.

The Common

 E——

TED: CDE and M

Desktop Environment

The Common Desktop Environment (CDE) is a graphical user interface that
makes applications running on UNIX systems portable and easy to use.
Developed by IBM, Hewlett-Packard, SunSoft, and Novell, CDE has become the
defacto standard for UNIX desktops because it unites different platforms under
a single user interface.

uch More

The TrtiTeal Enterprise Desktop (TED) is an implementation of CDE, version
1.0.10, that includes a number of productivity enhancements. TED was designed
to unify your heterogeneous UNIX environment. It is the only cross-platform
CDE implementation supporting Solaris, HP-UX, IRIX, and AIX. TED unites
files, applications and network resources into one standard, integrated desktop
environment. What's more, with features such as central administration, TED
can be easily tailored for your environment. TED also adapts to your corporate
IT standard with Year 2000 compliance and integrated DCE support. DCE
integration provides login security for your enterprise enabling DCE login
authentication and DCE password verification.

Feature enhancement

A TED feature enhancement is an improvement to the CDE technology, or a
new feature added to enhance the desktop. A feature enhancement, though, is
not typically a stand-alone product or feature. Feature enhancements are installed

Overview of Enhancements 1




Overview of Enhancements

by default during the TED installation. An example of a feature enhancement is
the Graphical Workspace Manager (GWM). Feature enhancements are part of
the core TED product.

Desktop service

A TED desktop service is a complete product that has been seamlessly
integrated into TED. An example of a desktop service is TEDSCAPE, a tool that
helps Netscape Navigator act like a CDE compliant application. Desktop
services are bundled with TED and can be optionally installed during installation
and configuration (see TriTeal Enterprise Desktop: Installation Guide).

Add-on application

A TED add-on application is an independent application that augments and adds
value to the core functionality of the TED product. An example of an add-on
application is TEDSKECURE or NTED. Add-on applications must be purchased
and installed separately from TED.

What's New in TED 4.47?

A number of additions and enhancements have been made to the TriTeal
Enterprise Desktop since version 4.0. Please see the latest copy of the Release
Notes for detailed information of features, enhancements, and problem fixes.
TED 4.4 is the latest release of TED and contains the following features:

* Full Year 2000 certification for all supported platforms.

* Enhancement to the GWM, which allows to you drag and drop windows into
and out of the GWM.

* Improvements to TEDSCECURE that include the following:

- Increased mail options, such as FORTEZZA and the Merged Mailer
- Increased cache size for certificates

- Updated FORTEZZA encryption with the latest SPYRUS libraries

- Ability to receive Armor mail

What Were the Enhancements to CDE?

The following list includes the major feature enhancements, desktop services and
add-on applications that TriTeal has added to CDE in update releases since
TED 4.0. All of these features are available in TED 4.4.

TEDSCAPE

TEDsCAPE helps the Netscape Navigator act like a CDE compliant application.
Web documents can be dragged and dropped to and from Netscape Navigator
Version 3.0 and up. See Chapter 4, “Using TEDscape” for details.

2 TED Enhancements
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Graphical Workspace Manager (GWM)

The CDE Front Panel includes multiple workspaces to increase your screen real
estate. Each workspace can contain a number of running applications, which you
can easily access by using buttons to switch back and forth between workspaces.
TriTeal has extended this workspace concept with the Graphical Workspace
Manager (GWM). The GWM not only gives you access to each workspace, but
also provides a view of all open applications in the workspace, allowing you
increased productivity. See Chapter 2, “Using the GWM” for details.

Pluggable Authentication Module (PAM) Administration

 E——

The Pluggable Authentication Module (PAM) framewotk allows for new
authentication technologies to be “plugged-in.” It can be used to integrate UNIX
login with other security mechanisms. Mechanisms for account, session, and
password management can also be “plugged-in” using this framework. See
Chapter 6, “PAM Administration” for details.

Session and Window Manager Tools

Multiple Screen Support

Workspace Menu Enhancement

Session Manager Enhancement

TED includes multiple screen support, which lets you display TED on more
than one monitor, expanding the number of applications and workspaces you
can work with.

The Workspace Menu has two new options. The Show GWM option displays the
Graphical Workspace Manager (GWM), and the Application List option displays
a window listing all currently running applications on the desktop.

The Session Manager has been modified to allow for an alternate method of
specifying the command string used to regenerate an application after a TED
session 1s restarted.

Productivity Tools

P

Mail Tool Enhancements

The CDE specification, and therefore TED, comes equipped with a standard
mail application, dt mai | . TriTeal has improved the editing capabilities of this
application and added an icon bar. The TED enhanced mail application lets you
select an original mail message, make changes to it, and save those changes back
to the original mail message. You can edit the content of the message only and
not the header information, then save any editing back to the original message
without having to create a copy of the original message. An icon bar has also
been added to access commonly used features. Please see the TrTeal Enterprise
Desktop 4.0 Users Guide for more information on editing your mail messages.

What Were the Enhancements to CDE? 3
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Key Bindings and Resources

Key Binding Enhancements TED provides advanced key, button, and menu binding functions. You can use
key binding enhancements as short-cuts to commonly used functions. See
Chapter 7, “Key Binding Enhancements” for details.

Resource and Environment TED provides new Resources and Environment Variables that let you customize
Variable Enhancements your environment more efficiently. See Chapter 8, “Resources and Variables” for
details.

Add-on Applications

These add-on applications must be purchased separately. If you are interested in
any of these products, please contact your TriTeal sales representative for more
information.

WINTED WINTED seamlessly delivers UNIX applications and files to the native Windows
desktop. Users benefit by staying within their intuitive environment, easily
accessing UNIX applications from the Windows desktop. WINTED also
complements the Windows desktop with powerful productivity extensions. Both
of these attributes can be centrally administered, reducing costs associated with
hands-on administration, support, and maintenance.

NTED NTED seamlessly delivers Windows applications and files to the native UNIX
desktop. Users benefit by staying within their intuitive environment, easily
accessing Windows applications from the UNIX desktop. System Administrators
benefit from central NT administration, reducing overall PC administration costs
and complementing existing I'T strategies.

TEDFs TED#FS 1s a UNIX-to-Windows integration tool that works in conjunction with
both WINTED and NTED. Based on the SMB/CIFS file sharing standard,
TEDFS makes it easy to share files and printers in a cross-platform environment.
Unlike PC-NFS based solutions, TEDFS requires no client-side software, making
it easier to install, deploy, and manage.

4 TED Enhancements




Using the GWM

For quick and more efficient access to your applications, a Graphical Workspace
Manager (GWM) has been added to the Front Panel as part of the TED
Workspace Manager. The Graphical Workspace Manager shows a miniature view
of the contents of each workspace in your session. You can display different
workspaces with a button click and also select which application you want to be
active. With the GWM, you can do the following:

* View workspace contents and navigate through multiple workspaces.
* Move applications from one workspace to another.
* Put copies of applications on multiple workspaces.

* See full application names by simply placing the pointer over the application
icon.

* Change the size and layout of the workspaces.
* Display the name and backdrop of the workspaces.
* Change the position and font size of the workspace names.

* Fasily move the Graphical Workspace Manager from the Front Panel to a
separate window, if you prefer.

* Add, rename, and delete workspaces from the GWM.
* Change workspaces with keyboard shortcuts, or by clicking with the mouse.

* Add new resource variables to your X resources file to change the default
settings for the GWM.

The new release of the Graphical Workspace Manager provides the following
new feature:

* Drag and drop of clients or thumbnails to and from the GWM workspace or
current workspace.

The figure below displays the Graphical Workspace Manager window in the
Workspace and in the Front Panel.

Using the GWM 5
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The Graphical Workspace Manager
shown in a Workspace window

Highlighted applications showing
active workspace

Iconified Application

i i . ; Applications
I Terminal - | pp

Two

Calendar

Trileal

The Graphical Workspace
Manager shown in the Front
Panel

-~ Mai

Terminal

Moving from Workspace to Workspace

You can easily change the current workspace using the GWM with a click of the

mouse. You can also add new window manager functions to your dt wir ¢ file to

use keyboard shortcuts to change workspaces.

The following options ate available for the f . wor kspace_change <direction>
function:

left

right

up

down
left_up
right_up
left_down
right_down

See Chapter 7, “Key Binding Enhancements,” for more information about
changing workspaces with key bindings.

To change workspaces

¢

To change the workspace that is displayed, do one of the following:

- Click with mouse button 2 in the desired GWM workspace.
If you click on an application using mouse button 2, that application will
be brought to the top of the stack when the new workspace is displayed.

- Double-click with mouse button 1 in the desired GWM workspace.
- Use the keyboard shortcuts you set up in your dt wnr c file.

TED Enhancements
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Working with Applications in the Workspace

Note

The GWM gives you easy access to the applications you have running in
different workspaces. Using the GWM, you can do the following:

* Move applications from one workspace to another.
* Copy applications to other workspaces using the Control key.
* Drag and drop applications into or out of the GWM.

.|
Moving applications

¢ Using mouse button 1, drag the application window or minimized
application (icon) to the desired workspace.

Copying applications

¢ Press the Control key, and using mouse button 1, drag the application
window to the desired workspace.

This action has the same effect as the Occupy Workspace option on the
icon pop-up menu or the application’s system menu.

You can press or release the Control key while moving or copying applications to
change from one to the other and vice versa. You can also press the Esc key to

cancel.

The GWM has been enhanced for TED 4.4 to include a feature that lets you
drag applications from the current workspace to a GWM workspace. You can
also drag thumbnails from any GWM workspace into the current workspace.

Please refer to “To set GWM properties” on page 11 for information on
enabling this feature using the GWM Properties dialog box.

|
Dragging and dropping clients or thumbnails

¢ Do the following:
- To drag a client to a different GWM workspace, move the window until
you see the outline of the window shrink to a thumbnail size.
When you release the mouse button, the client will be moved to the GWM
workspace.

- To drag a thumbnail to the current workspace, drag the thumbnail out of
the GWM workspace until you see a large outline.
When you release the mouse button, the client will appear in the current
workspace.

Working with Applications in the Workspace 7
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Adding and Deleting Workspaces

You can easily add, rename, and delete workspaces using the GWM pop-up
menu.

.|
To add workspaces

1 DPlace your cutsor over a wotkspace in the GWM.

Press mouse button 3 to display the GWM pop-up menu.

when

2 Choose Add Workspace from the pop-up menu.

The wotkspace is given the name New, or New1, New2... and so on, if New
already exists.

]
To rename a workspace

1 Place your cutsor over the workspace that you want to rename.

2 Press mouse button 3, and choose Rename Workspace from the pop-up

menu.

To delete a workspace
1  DPlace your cutsot over a wotkspace in the GWM.

2 Ptess mouse button 3, and choose Delete Workspace from the pop-up
menu.

TED Enhancements
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Displaying the GWM in the Workspace

You can change the GWM so that it appears in the Wotkspace rather than the
Front Panel. You can easily change this setting using the Properties dialog box.

To display the GWM in the Workspace
1 DPlace your cutsor over a wotkspace in the GWM.

2 Press mouse button 3, and choose Properties from the pop-up menu. The
GWM Properties dialog box appears.

ace Mames

space Mame Horizontal Position | Right —
space Mame Vertical Position |Eottom —

space Mame Font Default  —

ntents During Move
+] Highlight Clients in Current
¥] Show Client Mames
[~ Enable Drag and Drop Clients Int
[~ Enable Drag and Drop Thumbnails
Client Mame Fon
Front Panel

[ Show on Front Panel

Ly

Apply Cancel Help

3 Click the Show on Front Panel check box.
4  Click OK.

The following dialog box appears.

Displaying the GWM in the Workspace
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Note

5 Click OK to restart the Workspace Manager.

When the Workspace Manager restarts, the GWM will appear in the
Workspace as a separate window.

If you close the GWM window, you can display it using one of the following two
procedures:

To show the GWM using the Workspace Menu

1 DPlace the pointer over an unoccupied area of the desktop and press mouse
button 3.

The Workspace menu appears.

Horkspace Henu

Show GHH

Application List

Shuffle Up

Shuffle Dowun

Refresh

Hininize/Bestore Front Panel

Restart Horkspace Hanager...

Log out..,

2  Choose Show GWM.

The Graphical Workspace Manager appears.

If you choose this command when the GWM is in the Front Panel, it will have
no effect.

To start the GWM from the Front Panel

¢ Click the GWM control in the Front Panel.

TED Enhancements
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Note If you click this control when the GWM is in the Front Panel, it will have no
effect.

Changing the Appearance of the GWM

To set GWM properties

1
2

Place your cursor over a workspace in the GWM.
Press mouse button 3, and choose Properties from the pop-up menu.

Do any of the following to make Workspace changes:

- Check Use Workspace Backdrops if you want each workspace backdrop
displayed in the GWM workspaces.

- Check Show Workspace Names if you want the names of the workspaces
displayed in the GWM workspaces.

- If you choose to display workspace names, you can also specify the
location of the text. Select a vertical and horizontal position for the names
by selecting from the appropriate pop-up list.

- Choose a font size for the workspace name text. Note that the Default
text is the font specified in your Style Manager Font control.

Do any of the following to make changes to the appearance and behavior of

client application windows in the GWM:

- Check Show Contents During Move if you want to see the application’s
name as you move it from one workspace to another.

- Check Highlight Clients in Current Workspace to make all applications in
the current workspace use the highlight colot. This is in addition to the
white workspace border and makes it easier to determine which is the
active workspace.

- Check Show Client Names to display the names of the client applications
in the GWM workspaces.

- Check Enable Drag and Drop Clients Into GWM to drag clients into a
GWM wortkspace.

- Check Enable Drag and Drop Thumbnails Out Of GWM to drag
thumbnails from a GWM workspace to the current workspace.

- Choose a font size for the application name text. Note that the Default
font is the font specified in your Style Manager Font control.

Changing the Appearance of the GWM 11
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To change the size of the GWM in the Front Panel
1 Choose Propetties from the GWM pop-up menu.
2 Choose the Number of Rows by clicking on the spin box.

The number you select determines the “desired” number of rows, not
necessarily the exact number. Depending on how many workspaces you
have, the number of rows will change, but will try to approximate the
number of rows you chose.

3 Choose the Workspace Width by clicking on the spin box.

Because you can not visually adjust the size of the workspaces when they are
in the Front Panel, you have to choose the size in pixels.

4 Click Apply.

5 Click OK to close the Properties dialog box.

]
To change the size and layout of the GWM in the workspace

The GWM lets you modify the size and shape of the GWM in the Workspace.
The following illustration shows some of the variations of the GWM, changing
both size and layout. You can make these changes by choosing different Resize
Behavior settings from the GWM pop-up menu.

The default setting for Resize Behavior is Changes Size. By dragging a corner of
the GWM window, you can change the size of the wotrkspaces. Their layout
remains the same.

If you choose the Changes Layout setting for Resize Behaviot, the size of the
workspaces remains the same, but the layout changes. Instead of the standard 2
by 2 layout, you can resize the GWM window, to create 1 by 4 or 4 by 1 layouts.
If you add more workspaces, you will have even more possibilities.

File Managen

File Manager

File Manager

Printer Joba

our
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1 Do one of the following:
- Choose Changes Size from the Resize Behavior option to keep the same
layout and resize the workspaces.
- Choose Changes Layout from the Resize Behavior option to keep the
same size workspaces and change their layout.

2 Drag the GWM window to the desired size and shape.

Note You may need to switch back and forth between changing layout and size of the
GWM to get the GWM window to look the way you want it to.

Configuring GWM Resources

A number of new resources have been added to make using the GWM more
customizable. Most of the resources are duplicates of options on the Properties
panel, but a few can be set only by adding resources to any of the following files:

» [etc/dt/confi g/ languagel Sys. r esour ces
» /etc/dt/app-defaul ts/ languagel Dt wn
* $HOME/ . Xdefaul ts

Changes to sys. resour ces or Dt wnwill affect all accounts on a system, and
changes to . Xdef aul t s will affect individual accounts.

For a list of resources and descriptions please see “Graphical Workspace
Manager (GWM)” on page 58.

Configuring GWM Resources 13
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Window and Session
Management Tools

This chapter outlines the session and window management enhancements to the
TriTeal Enterprise Desktop.

Multiple Screen Support

To address the needs of users who have multiple screens on a single workstation,
TriTeal has enhanced multiple screen support in dt wm You no longer have to
start applications by hand to display them on a non-primary screen.

® TED sessions can be configured to run with either an independent Front

Panel on each screen, or a single Front Panel on the primary screen. Both
Window Manager configurations are discussed below.

® The TED clients, dtfi |l e, dt styl e, and so on, have also been extended to
account for increased multiple screen functionality.

File Manager views may be displayed on screens other than the primary
screen.

Colormaps, backdrops, and so on, may be changed on any screen without
stopping and restarting dt st yl e on the target screen.

Along with these obvious enhancements, many subtle improvements have been
made to allow for easier control of desktop attributes and resources.

The files that are affected are:
[ etc/dt/app-defaul ts/C Dtwn

This configuration of Dt W creates a Front Panel on each screen of the display.
While all Front Panels ate identical, using the same dt WnT C file, they can be
configured differently and function independently.

Each screen of the display functions as a unique desktop environment, however
all screens are governed by a single user session. Resources, application hints and
presence, and so on, are all saved in the same manner as in a standard TED
session.

The Window Manager can run on any display device that the X display server
controls.

Window and Session Management Tools 15




Window and Session Management Tools

16

Note

If you specify more than one display device, you must also specify the physical
configuration of the displays using the appropriate X display setver flags. To run
the X display server on all the display devices, follow the procedure below:

To run TED on multiple displays

1  Read the manual pages for the X display server of your system.

It is important to identify the X display server flags you need to use. The manual
pages will explain what steps you need to take in order to select your primary
display device, and to set the orientation of the devices (left to right, or top to
bottom.) All the display devices should be defined and available to the system.

2 Verify that you can start the X display server on all display devices by simply
executing the X display server using the flags you have identified from the
man pages.

3 Stop all TED processes on your system.

4 Modify the / et ¢/ dt/ confi g/ Xserver s file to include the flags in
the X display server line.

For example, the following change will display the Login Manager on the
IBM AIX platform with two display devices:

Comment out the line
# :0 Local |ocal @onsole /usr/bin/X11/X -T -force :0
and insert the following line:

:0 Local |ocal @onsole /usr/bin/X11/X -T -force \
-P11 1 -P12 2

The following example illustrates the changes requited to display the Login
Manager on the Sun Solaris platform with two display devices (for example,

/ dev/ cgsi x0 and / dev/ cgsi x1):
Comment out the line

* Local | ocal _uid@onsol e root /usr/openw n/bin/X\
10 -nobanner

and insert the following line:

* Local |ocal _uid@onsol e root /usr/openwi n/bin/ \
X -nobanner -dev /dev/fb0O -dev /dev/fbl

5  Start the Login Manager (dt | ogi n).

The Login Manager will appear on the primary display device and the
Session Manager will run on all display devices.
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Workspace Menu Enhancements

The Wotkspace Menu has been enhanced with the following additions, to make
window management easier:

® The Show GWM option displays the Graphical Workspace Manager. For
more information on the Show GWM option, please see “To show the GWM
using the Workspace Menu” on page 10.

The Application List option displays a window that lists all currently running
applications on TED.

I
To display a list of running applications

1 DPlace the pointer over an unoccupied area of the desktop and press mouse
button 3.

2 Select Application List.

A window appears with a list of all currently active applications.

FraneBuilder
dttern
dttern
File Hanager
dttern

werab
Graphical Horkspace Hanager

3 Double-click an application to go to the workspace whete the application is
running.

The application you selected also becomes the active window.

—
Note If an application list window is open, it will not automatically update when an
application is closed. To see a revised list, open a new application list window.

Style Manager Enhancements

The Style Manager has been enhanced with a Workspaces control.
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Adding the Workspaces Resource Control
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The Workspaces control is an optional control that you can add to the Style
Manager by modifying the Dt St yl e* conponent Li St resource in the
Dt styl e file of the / et ¢/ dt / app- def aul t S/ /anguage directory.

Although the Workspaces control is similar in appearance to the Graphical
Workspace Manager (GWM) button on the Front Panel, it provides different
functions from that of the GWM.

You can do the following after adding the Workspaces control:
® Synchronize wotrkspaces across screens (for multiple screen display).
® Hide or show the workspace switch area.

® Add a workspace slider control to specify the number of workspaces, and
change the number of workspaces, if desired.

When the Workspaces control is added, the Style Manager will show the new
control next to the Startup control.

The Workspaces control is shown below.

Color

g

Eomt Backdrop  Keyboard fWouser  Beepl  Screen

To add the Workspaces Resource Control to the Style
Manager

1 Change directory to: / et ¢/ dt / app- def aul t S/ language/
2 Use a text editor to open the file Dt styl e.

Copy the file from / usr/ dt / app- def aul t s/ Janguage/ if it does not
exist.

3 Find the resource: Dt st yl e* conponent Li st.

The Dt st yl e*conmponent Li St will list all the controls presently
included in the Style Manager.

4 Add Wor kspaces to the end of the list after the word St art up.
5  Save the changes you have made.

You should now see the Workspaces control in the Style Manager when you
open it.
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To enable synchronized workspaces

Note This option will be available only if you have a multiple screen display.

1

4

Locate the Workspaces control at the far right of the Style Manager, and
click the control.

The Workspaces dialog box will appear as shown below. The dialog box may
also display a Number of Workspaces slider if you added the resource as
described in “To add the Workspaces slidet” on page 20.

Style Manager — W

Default

Click the Synchronize Workspaces Across Screens checkbox to turn on the
feature.

Click OK.

The dialog box shown below appears, informing you that the Workspace
Manager must be restarted for the new changes to take effect.

The workspace nanager nust be restarted in
order for your changes to take effect,
Pressz OK to restart the workspace nanager
or Cancel to reset the changes,

Cancel

Click OK to restart the Workspace Manager and apply the changes you have
made or Cancel to stop the changes from being made.

To hide or show the Workspace switch area

1

Locate the Workspaces control at the far right of the Style Manager, and
click the control.

Click the Show Workspace Switch Area checkbox to show or hide the
Workspace switch area.

Click OK.
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4 When the dialog box appears, click OK to restart the Workspace Manager

and apply the changes you have made, or click Cancel to stop the changes
from being made.

Note If you have the GWM in your Front Panel, and you turn off the Workspace
Switch Area, the GWM will automatically be displayed in a wotkspace window.

To add the Workspaces slider

1  Change directory to: / et ¢/ dt / app- def aul t S/ language/
2 Use a text editor to open the file Dt styl e.
Copy the file from / usr/ dt/ app- def aul t s/ /anguage/ if it does not
exist.
3 Add the following line below the Dt st yl e*comrponent Li st entry:
Dt styl e*useNumAsScal e:  True
4 Save the changes you have made and restart the Style Manager.
The Wotkspace Manager dialog box appears with the slider control.
Style Marager
I

To add Workspaces with the Workspaces Dialog Box

1

Locate the Workspaces control at the far right of the Style Manager, and
click the control.

The Workspaces dialog box appeats.
Move the slider to display the total number of wotkspaces that you want.

Click OK.
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Note

You can use a resource to limit the number of workspaces that you can add with
the slider. If you limit the workspaces in your switch area, the actions you take in
the Workspaces dialog box will have different effects. See the following
procedure for more information.

To change the Switch Area Button Limit

The slider on the Wotkspaces dialog box lets you add a large number of
workspaces instantly, which can save you time. However, large numbers of
workspaces may create a huge, unmanageable Front Panel if you display all the
workspace buttons. The Switch Area Button Limit resource lets you limit the
number of buttons in the switch area so that if you want to work with large
numbers of workspaces, you won’t end up with an unwieldy Front Panel. All
wotrkspaces will be displayed in the GWM exclusively.

This procedure is completely optional. You don’t have to limit the switch area if
you don’t want to.

1  Change directory to: / et ¢/ dt / app- def aul t s/ language/
2 Use an editor to open the file Dt styl e.
Copy the file from / usr/ dt/ app- def aul t s/ Jangnage if it does not exist.
3 Add the following line:
Dtstyle*switchButtonLimt: </imt>
where </ i mi t >is a number. The default is 0.
4 Save the changes you have made and restart the Style Manager.

This resource limits the number of workspaces you can add using the slider
that will display in the Front Panel only. It does not limit the workspaces you
can add using the pop-up menus in the GWM or in the switch area of the
Front Panel.

Now, if you display the Workspaces control and attempt to use the slider to set
the number of workspaces, you may detect different behavior. If you use the
slider to increase the number of workspaces and you exceed the limit set by the
resource, the Show Workspace Switch Area checkbox will be unchecked and
made unavailable. If you restart the Workspace Manager, the buttons in the
switch area will not appear. You will see the specified number of workspaces in
the GWM only.

The Show Workspace Switch Area check box will become available when you
move the slider below the limit specified by the resource.
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22

Alternate Command String for Regenerating Applications

The TED Session Manager has been modified to allow for an alternate method
of specifying the command string used to regenerate an application after a TED
session is restarted.

Formetly, the contents of the WM_COMMAND property wete quetied for each top
level window on the root window for the purpose of saving the user’s session at
logout time. The contents of the VWM_COMMAND property wete used to build a
dt sntnd command string that was saved in the dt . Sessi on file. The

dt . sessi on file is read when a TED session is resumed. All applications
referenced in the file are restarted with the command derived from the
VW_COMVAND window property. Applications started from shell scripts, ot in
any other manner that requires some preliminary setup, would fail to be restarted
propetly under the default dt wm

To allow users to specify an alternate startup string to be used in place of the
contents of WM_COMMAND, the WM_COMMAND_STR resoutce was created. By
specifying this resource for a given application, the user causes the session
managet to ignote the contents of WM_COMMAND and use the string specified in
the appnanme* WWM_COMMAND_STR resoutce in its place.

An example shell sctipt that starts an X application is shown below:

#1/ bin/ sh

echo "tabl e*\WM_COMVAND_STR: [ hore/ fred/ TABLE/ run" | xrdb -nmerge
XAPPLRESDI R=/ hone/ f r ed/ TABLE/ APP

export XAPPLRESD R

/ hone/ fred/ TABLE/ t abl e

Notice the call to Xr db - ner ge that sets the WM_COMMAND_STR resource.
The shell script r un starts the X program t abl e. After logging out and logging
back in again, the shell script r un will be invoked to start t abl e instead of

t abl e being invoked directly, as would be the case if WW_COMVAND_STR was

not set.

Session Log Files

Random st dout and st derr output from applications started by the Session
Manager, the Front Panel, or Workspaces menu can be directed into your
$HOVE/ . dt/ sessi onl ogs directory. By default, this output is not recorded,
but is instead sent to / dev/ nul | .

If you want to see this random application output (usually only for debugging
purposes), edit your . dt profil e file and comment out the
dtstart_sessionl ogfil e lines to send the output to your

$HOME/ . dt / sessi onl ogs directory.

Alternatively, you can change / dev/ nul | to / dev/ consol e to see the
debugging output on your console device.
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What Does TEDscAPE Do0?

TEDscAPE helps Netscape Navigator act like a CDE compliant application. Web
documents can be dragged and dropped to and from Netscape Navigator
version 3.0 and up.

Features

—

TEDSCAPE has the following features:
® Documents can be saved as a URL file.

® Oanly one TEDSCAPL process runs on a display, regardless of how many
browser windows are opened.

System Requirements

 E——

® Netscape Navigator version 3.0 or higher

Starting TEDSCAPE

You can start TEDSCAPE in a number of ways as described in the following
procedures:

To start TEDscAPE from the Application Manager
1  Click the Application Manager control in the Front Panel.

2 Double-click the TEDscape folder.
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Application Manager

&

NTED

2dmin TED

3 Double-click the TEDscape icon.

To start TEDSCAPE by drag and drop

¢ Drag and drop a document onto the TEDscape icon in the Application
Manager.

The document must be a file type that is recognized by TEDSCAPL.

.|
To start TEDSCAPE from a file

¢ Double-click on a URL document icon within the File Manager or as an
attachment in the Mailer.

The document must be a file type that is recognized by TEDSCAPE.

To start TEDscAPE from the command line
1 Change directory to / usr/ dt/ bin.
2 'Type the following command:

t edscape

Using TEDSCAPE

This section describes how to open and save files in TEDSCAPL.

Opening Files in TEDSCAPE

24

With TEDSCAPL, you can drag and drop files from anywhere in the TriTeal
Enterprise Desktop to Netscape Navigator to open or display them.
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Netscape Navigator will display the file you
just dropped.

Choose a URL or HTML file from anywhere in the
TriTeal Enterprise Desktop.

Drag the file with the mouse into the Netscape

Navigator window.
—
Note Only URL files or HTML source can be dragged from the desktop to
TEDSCAPE.

TEDSCAPL can handle all CDE and TED file types. However, they will be

displayed as source unless there is internal support for a particular file type (such
as GIF and JPEG images).

Printing Files in TEDSCAPE

—

TEDSCAPE lets you print a URL file simply by drag and drop. When you run

Netscape Navigator with TEDSCAPE you will notice a URL icon at the bottom
of the browser.

URL

To print the URL of a document

1  Open TEDSCAPE.

2 Open a document (either local or remote).
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When the document is loaded, place the pointer on the URL icon at the
bottom of TEDSCAPE and press mouse button 1.

Drag the URL icon to the Print Manager icon on the Front Panel.

The URL of the document is printed.

Saving Files in TEDSCAPE

Saving Image Files

26

With TEDSCAPL, you can save URL and image files using the drag and drop
features of the TriTeal Enterprise Desktop.

To save the URL of a document

1

2

Open TEDSCAPE.
Open a document (either local or remote).

When the document is loaded, place the pointer on the URL icon at the
bottom of TEDSCAPLE and press mouse button 1.

Drag the URL icon to the desktop, Mailer, or File Manager.

The URL of the document is saved.

It is not possible to use the URL icon to save image files that are contained in

larger documents. To save image files, you will need to isolate the image onto its
own page and then drag the URL icon to the desktop, Mailer, or File Manager.

To save image files in TEDSCAPE

1

Position the pointer over the image you want to save, and press mouse
button 3.

This will open the Netscape Commands menu. The Netscape Commands
menu is shown below.
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different, and managing user aceess to applications and
network resouroes is difficult

That’s whp TriTeal Corporation spesializes in

supports a vast
arrap of software

lttp: / /. triteal. con/services/inages/chuckdon. gif |

Drag the URL icon to save the image to your desktop,
Mailer, or File Manager.

2 Choose View Image from the Netscape Commands menu.
The image will now appear by itself in the TEDSCAPE window.

3 Drag the URL icon to the desktop, Mailer, or File Manager.
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Introduction

Using the Mailer

This chapter describes an overview of the TED 4.4 enhancements to the Mailer.

The TED enhanced mail application lets you select an original mail message,
make changes to it, and save those changes back to the original mail message. An
icon bar has also been added to access commonly used features. Please see the
TriTeal Enterprise Desktop 4.0 Users Guide for more information on editing your
mail messages. This chapter contains information on Mailer features enhanced
since TED 4.0.

Use the Mailer to perform the following tasks:

Browse and view messages.

Compose new messages.

Send messages to various recipients with or without attachments.
Respond to messages.

Forward messages to others not on the original mailing list.
Print messages.

Please refer to the TriTeal Enterprise Desktop Users Guide for complete information
about standard Mailer features.

Composing Messages

The following illustration shows the Mailer compose window toolbar, which lets
you use icons to access Mailer features.

Send Don't send

Save As... Message Format
Options
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To compose a message

1 If the Mailer is not already started, click the Mailer control in the Front
Panel.

The mailbox appears.

2 Choose New from the Compose menu.

Note — You can also access the Compose menu from the Edit window,
which appears when you double-click a message in your Mailer View
window.

3 Type the e-mail addtess of the recipient in the To field and press Return.
4 Type the topic of the message in the Subject field and press Return.

5 Optional. Type the e-mail addresses of the users you want to be catbon copy
recipients of this message in the Cc field.

6 Click the MIME or Sun button to choose the format for the message.

7 Type the body of the message and add attachments or include files as you
normally would.

8  Click the Send button or choose Send from the File menu.
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Editing E-mail Messages

The following illustration shows the toolbar for the Edit window. The buttons

on the left duplicate the menu items on the File menu.

Save Save As Text Plain text

Restore Close

.|
To make changes to messages in your mailbox

1 To make changes to messages in your mailbox, do one of the following:
- Double-click the message header in the Message Header list.
- Select the message, then choose Open from the Message menu.

Here is the ¢ hedule for your rewview.

Thanks

2 Make changes to the message as desired.

3 Click the Save button or choose Save from the File menu.

Note — You can also access the Compose menu from the Edit window,
which lets you respond to a message after you have double-clicked it.

Saving E-mail Messages

If you select a message and choose Save As from the Message menu, the

message will be saved as a mail file, including all the mail header information. If

you want to save a message simply as a text file, use the procedure below.

Editing E-mail Messages
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To save e-mail messages as files

1 To save an e-mail message as a text file without mail headers, do one of the
following:

- Double-click the message header in the Message Header list.
- Select the message, then choose Open from the Message menu.

2 Click the Save As button or choose Save As... from the File menu.

Enter path

Filter

Foldera

3 Choose a location for the file.
4 Choose a name for the file.

5  Click Save.

Printing Messages

You can print an e-mail message in the following ways:

® Print the e-mail message from the Mailer Message Menu.

® Drag the message from the Mailer Header List to the Print Manager control

on the Front Panel or to the Print Manager icon in the Application Manager
or subpanel.

Drag the e-mail message’s attachment icon to the Print Manager control in

the Front Panel or to the Print Manager icon in the Application Manager or
the Printer subpanel.
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.|
To print messages from the Mailer

1 Select an e-mail message in the Mailer Header List or its attachment from
the Attachment List.

2 Choose Print from the Message menu ot click the Print button on the Mail
Manager Main Window.

File:

Printer:

3 Optional. Set any of these printing options:
- Type the number of copies to print.
- Type text to appear on the printer banner page. The banner page is printed
in addition to the burst page.
- Click Print Page Numbers if you want to number the pages.
- Type command-line printer options.

4 Click Print.

The e-mail message is printed with the chosen options. The Print dialog box
closes when you print the e-mail message. To close the dialog box without
printing your e-mail message, click Cancel.

New Mailer Resource

Setting Timeout Processing to Check for NFS Problems

The following resource can be added to the . mai | r ¢ file:
set rfsiotimeout=60

This resource can be used to set timeout processing to check for NFS hangs.
The timeout value is in seconds. If a timeout is detected, you will be notified of
a potential problem, but the NFS operation will not hang,

If the timeout is enabled, make sure the timeout value is set to a number of
seconds that is larger than the worst case read/write/open time (that is, consider
large mailboxes on a congested network), or you may see the warning dialog even
when thete is no problem.
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The Pluggable Authentication Module (PAM) framewotk allows for new
authentication technologies to be “plugged-in.” It can be used to integrate UNIX
login with other security mechanisms. Mechanisms for account, session, and
password management can also be “plugged-in” using this framework.

Introduction to PAM

PAM lets the system administrator choose any combination of services to
provide authentication. The list below includes some of the advantages of PAM
to the system administrator.

* Flexible configuration policy

- Per application authentication policy
- Can choose a default authentication mechanism for non-specified
applications

* Fase of use for the end-user
- No retyping of passwords if they are the same

* Can pass optional parameters to the services

PAM Terminology

—

PAM employs run-time pluggable modules to provide authentication related
services. These modules are broken into four different types based on their
function: authentication, account management, session management, and
password management.

* The authentication modules provide authentication for users and allows for
credentials to be set, refreshed, or destroyed. These modules allow for the
user to be identified.

* The account modules check for password aging, account expiration, and
access hour restrictions. Once the user is identified using the authentication
modules, the account modules will determine if the user can be given access.
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* The session modules primarily manage the opening and closing of an
authentication session. They can log activity or provide for clean-up after the

session 1s ovet.

* The password modules allow for changes to the password and the password-
related attributes.

PAM allows for authentication by multiple methods through stacking. When a
user is authenticated through PAM, multiple methods can be selected to fully
identify the user. Depending on the configuration, the user can be prompted for
passwortds for each authentication method. Therefore, the user will not need to
remember to execute another command to get fully authenticated. The order that
the methods are used is determined through the configuration file,

/ etc/ dt/ confi g/ pam conf, if it exists, or the default configuration file,
[usr/dt/config/pam conf.

How Does PAM Work?

36

The following diagram illustrates the relationship between the TED Login
Manager (dt | 0gi n), the PAM library, and the modules. The Login Manager
uses the PAM library to access the appropriate module. The pam conf file
defines which modules are to be used with each application. Responses from the
modules are passed back through the library to the application.

dtlogin

/Yh PAM Library

L0
WX

pam.conf A
pam_unix.so.1 pam_dce.so.1 pam_tedsecure.so.1
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PAM Files

—

PAM Library

PAM Modules

PAM Configuration File

The PAM software consists of a library, several modules, and a configuration file.

The PAM library, / usr/ dt/ i b/ | i bpam provides the framework to load
the appropriate modules and manage stacking. It provides a generic structure for
all of the modules to plug into.

Each module provides the implementation of a specific mechanism. More than
one module type (auth, account, session, or password) may be associated with
each module, but each module needs to manage at least one module type. Here
1s a description of some of the modules:

* The pam_uni X modules, found in / usr/ dt/1i b/ security/, provide
supportt for authentication, account management, session management, and
password management. Any of the four module type definitions can be used
with this module. It uses UNIX passwords for authentication. The file names
are as follows:

- Solaris—pam uni X. so. 1
- AIX—pam uni x. a
- HP-UX—pam uni x. sl

e The pam dce module, / usr/dt/|ib/security/pamdce.so.1
(Solatis only), provides support for authentication, account management, and
password management. Any of these three module type definitions can be
used with this module. The pam dce module uses DCE Registry for
authentication.

e The pam_ t edsecur e module, /usr/dt/1i b/ security/
pam t edsecur e. s0. 1, provides support for FORTEZZA login and the
TEDsecure session. The pam t edsecur € module uses the FORTEZZA
card for authentication.

- Solaris—pam t edsecure. so. 1
- AIX—pam t edsecure. a

For security reasons, it is required that these files be owned by I 00t and for the
permissions to be set such that the files are not writable through gr oup or

ot her permissions. If the file is not owned by r 00t , PAM will not load the
module.

The default PAM configuration file, / usr/ dt/ confi g/ pam conf, can be
copied to / et ¢/ dt/ confi g/ pam conf, and edited to select authentication
mechanisms for each system-entry application. The file consists of entries
following this syntax:

service_name module_type control_flag module_path module_options

where service_name indicates the name of the service, module_type denotes the
module type for the service, contro/_flag selects the continuation and failure
semantics for the module, wodule_path specifies the pathname to a library object
which implements the service functionality, and module_options are specific
options that can be passed to the service modules. The only optional component
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1s module_options. All other values must be defined. Comments can be added to
the file by starting the line with a #. Any white-space can be used to delimit the
fields.

An entry in this file is ignored if one of the following conditions exist:

e The line has less than four fields
* An invalid value is given for module_type or control_flag
¢ The named module is not found

The following table shows an example for configuring the dt | ogi n service.

Service Name Daemon or Command Module Type

dtlogin [usr/dt/bin/dtlogin auth, account, session

One of three contro/_flags must be selected for each entry to determine
continuation ot failure behavior from the module. These flags determine what
the ultimate result (success or failure) will be. The values are defined below:

e requi red - this module must return success in order to have the overall
result be successful

e optional - if this module fails, the overall result can be successful if
another module in this stack returns success

« sufficient -if this module is successful, skip the temaining modules in
the stack, even if they are labeled as r equi r ed

If all of the modules are labeled as r equi r ed, then authentication through all
modules must succeed in order for the user to be authenticated. If some of the
modules fail then an error value from the first failed module is reported. If a
failure occurs for a r equi r ed module, all modules in the stack are still tried
but the access is denied.

If none of the modules are labeled as r equi r ed, then at least one of the
entries for that service must succeed for the user to be authenticated. The

opti onal flag should be used when one success in the stack is enough. This
flag should only be used if it is not important for this mechanism to succeed. For
instance if your users need to have permission associated with a specific
mechanism to get their wotk done, then it should not be labeled as opt i onal .

The suf fi ci ent flag allows for one successful authentication to be enough
for the user to get in. More information about these flags i1s given in the next
section which presents the default / usr/ dt/ confi g/ pam conf file.

The generic pam conf file looks like the following:

#i dent @ #)pam conf 1.20 Tri Teal Corporation 10/25/96
#
# PAM confi guration

#

# Aut henti cation nmanagenent

#

dtl ogin auth required [usr/dt/libl/security/pamunix.so.1

# DCE aut hentication nodul e
# dtlogin auth opti onal lusr/dt/lib/security/pamdce.so.1

# TEDsecure aut hentication nodul e

TED Enhancements




Chapter 6

# dtlogin aut h optional /usr/dt/lib/security/pamtedsecure.so.1
#

# Account nmanagenent

#

dtl ogi n account required [usr/dt/libl/security/pamunix.so.1
#

# Sessi on managemnent

#

ot her session required fusr/dt/lib/security/pamunix.so.1
#

# Password managenent

#

ot her password required fusr/dt/lib/security/pamunix.so.1

Most of the other commands requiring authentication require successful
authentication through the pam_uni x module.

Selecting OTHER for the setvice name allows a default to be set for any other
commands that need authentication that are not included in the file. The OTHER
option makes it easier to administer the file, since many commands that are using
the same module can be covered by only one entry. Also, the OTHER option
when used as a “catch-all” can make sure that each access is covered by one
module. By convention the OTHER entry is included at the bottom of the section
for each module type. The service_name field is case-insensitive; the capitalization
is included to improve readability.

The rest of the entries in the file control the account, session, and password
management. With the use of the default service name, OTHER, the file could be
simplified to:

z PAM confi guration

#

# Aut henti cation managenent

7:(;THER aut h required fusr/dt/lib/security/pamunix.so.1
Z Account managenent

?)THER account required /fusr/dt/1ib/security/pamunix.so.1
z Sessi on managenent

ZTHER session required fusr/dt/lib/security/pamunix.so.1
z Password managenent

#(;THER password required fusr/dt/lib/security/pamunix.so.1

Normally the entry for the module_path 1s “root-relative.” If the entry for
nodul e_pat h does not begin with a slash (/), the path
/usr/dt/lib/security/ isprepended to the filename. Paths to modules
located in other directories must start from root.

The values for the module_options can be found in the man pages for the module
(for example, pam uni x(5) and pam dce(5)). The use_first_pass and
try_first_pass options, which are supported by the pam uni x and

pam _dce modules, allow for reuse of the same password for authentication
without retyping it.
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If | 0gi N specifies authentication through both pam dce and pam uni X, then
the user would be prompted to type in a password for each module. In situations
where the passwords are the same, the use_fi r st _pass module option
would prompt for only one password and would use that password to
authenticate the user for both modules. If the passwords are different, the
authentication would fail and the user would not be able to login. In general, this
option should be used with an Opt i onal control flag, as shown below, to
make sure that the user can still get in.

# Aut henti cation nmanagenent

#

I ogin aut h required /usr/dt/lib/security/pamunix.so.1

| ogin aut h optional /usr/dt/lib/security/pamdce.so.1 \
use_first_pass

Iftry_first_pass module option was used instead, the DCE module will
prompt for a second password if the passwords do not match or if an error is
made. If both methods of authentication are necessary for a user to get access to
all the tools they need, using this option could cause some confusion with the
user since the user could get access with only one type of authentication.

Configuring PAM
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The section below discusses some of the tasks that may be requited to allow
PAM to be fully functional. In particular, you should be aware of some of the
security issues associated with the configuration file.

Planning for PAM

When deciding how best to employ PAM in your environment, start by focusing
on these issues:

* Determine what your needs are, especially which modules you should select.
* Decide on the order in which the modules should be run.

* Select the control flag for that module.

* Choose the options if necessary for the module.

Here are some suggestions to consider before changing the configuration file:

* Use the OTHER entry for each module type, so that each application does
not have to be included.

* Make sure to consider the security implications of the sufficient and optional
control flags.

* Review the man pages associated with the modules to understand how they
will function and what options are available.

* Review the man pages to study the interactions between stacked modules.
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Note

PAM will use the configuration file / et ¢/ dt/ confi g/ pam conf first. If that
file does not exist, PAM checks / usr/ dt/ confi g/ pam conf . If neither file
exists then the / et ¢/ pam conf file will be used.

To add the DCE PAM module

¢ Edit the / et ¢/ dt/ confi g/ pam conf file to look like the following

#i dent @ #)pam conf 1.20 Tri Teal Corporation 10/25/96
#
# PAM configuration

#
# Aut hentication managenent
#

dtl ogin auth required /usr/dt/lib/security/pamunix.so.1

# DCE aut hentication nodul e
dtl ogin auth optional /usr/dt/lib/security/pamdce.so.1

# TEDsecure authenticati on nodul e
# dtlogin auth optional /usr/dt/lib/security/ \
pam t edsecure.so. 1

#

# Account managenent

#

dtl ogi n account required [usr/dt/lib/security/pam unix.so.1
#

# Sessi on managemnent

#

other session required [usr/dt/lib/security/pam unix.so.1
#

# Password managenent

#

other password required fusr/dt/lib/security/pamunix.so.1

Note that in this example, the DCE module is only used for login. But if you
wanted to, the DCE module could be added for other services as well. If the
pam dce module is added as an aut h module for login, it should also be added
as an account module as well.

.|
To correct problems with /et c/dt/confi g/ pam conf

If the PAM configuration file is misconfigured or gets corrupted, it is possible
that even the root user would not be able to log in with the Login Manager. To
correct the problem, do the following:

1 Log in as root at the command line.

2 Edit the PAM configuration file, / et ¢/ dt/ confi g/ pam conf, and
correct any problems with the file.
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To add a module

1 Study the documentation on the module and determine which control flags
and other options should be used.

2 Copy the new module to / usr/dt/1ib/security.

3 Set the permissions so that the module file is owned by root and

permissions are 555. (chnod 555)

4 Edit the PAM configuration file, / et ¢/ dt / conf i g/ pam conf , and add
this module to the appropriate services.

5  Restart the Login Manager.

6 Test the changes.

To initiate error reporting
1 Add entries to / et ¢/ sysl og. conf

The syslog daemon must be restarted or a SIGHUP signal sent to it for any
changes to take effect. These selections can be added to the file to gather
mnformation about PAM:

-auth. al ert - messages about conditions that should be fixed now
-auth.crit - critical messages

-auth. err - error messages

-aut h. i nf o - informational messages

- aut h. debug - debugging messages

2 Create a pam debug file by using the following command:

touch /etc/pam debug

Creating this file will ensure that the PAM library sends error messages.
The entry below will print all of the alert messages on the console, critical

messages will be mailed to root, and informational and debug messages will be

added to / var /| og/ panm og.

aut h. al ert / dev/ consol e
auth.crit ‘root’
auth.info;auth.debug /var/log/pamlog

Each line in the log contains a time stamp, the name of the system that generated
it, and a message. The pamnl 0g file can log a latge amount of information.

]
To add a password requirement to the PAM UNIX module

A new field has been created for the PAM configuration file that will prevent all
accounts without passwords from logging in.

¢ Add the following entry to the / usr/ dt/confi g/ pam conf file:
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#
# Aut henticati on managenent
#

dtlogin auth required /usr/dt/lib/security/pamunix.so.1.0\
passwd_requi red

Configuring PAM
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Key Binding
Enhancements

This chapter outlines the key binding enhancements for the TriTeal Enterprise
Desktop. The featutes in this chapter typically would be used by a system
administrator.

Where to Add Key Binding Enhancements

These capabilities are accessed by defining the specified functionality in the

dt wnT C configuration file. The dt wnT C file defines default configuration
parameters for the TED Window Manager. A default, system-wide version of the
dt wnr c file is located in the / usr/ dt/ confi g/ C directory and is named
sys. dt wnr c. Modifications made in this file will impact all usets of TED on
a specific system. All changes should be placed in the

[ etc/ dt/ confi g/ /anguage directory, so changes will not be lost. A local
version of this file can be placed in the SHOME/ . dt directory of a specific user
and should be named dt wnT €. This local file will override the global

sys. dt wnt c file for that specific user. By default, there is no dt wnT C file in
a user’s SHOVE/ . dt directory.

The Key Binding Enhancements are used by modifying the Sys. dt wnT € or
your own dt WnT C file. This file contains structures that define the button, key,
and menu bindings for dt Wm For example, the Default Key Bindings structure
defines the default actions associated with selecting a key. This structure is
currently defined in the Sys. dt wnT C file as follows:

Keys Dt KeyBi ndi ngs

{

Shi f t <key>Escape

Al t <key>space

Al t <key>Tab

Al t Shift<key>Tab

Al t <key>Escape

Al't Shift<key>Escape
Al t <key>Down

Al t <key>Up

At Crl
Al t <key>F6

Al't Shift<key>F6
<key>SunFr ont

Shi f t <key>excl am

i con| wi ndow

i con| wi ndow

root|icon|w ndow
root|i con|w ndow
root|icon|w ndow
root|icon|w ndow
root|icon|w ndow
root|icon|w ndow

root|icon|w ndow

wi ndow f.
wi ndow f.
i fkey|icon|w ndow f.

—h —h —h —h —h —h —h —h

. post _wnenu
. post _wrenu
. next _key

. prev_key

. next _key

. prev_key
.circle_down
.circle_up

f.set_behavi or
next _key transient
prev_key transient
rai se_| ower

Key Binding Enhancements

45



Key Binding Enhancements

Note

<key>SunQpen i fkey| wi ndow f.mnimze
<key>SunQOpen i fkey|icon f.normalize
}

Each line within this structure binds a specific action to a key sequence. The first
element in the definition is the key sequence to bind the action to. The second
element defines when the context in which the binding is active. Options include:

The binding is available when a window has

w ndow .
input focus.
. The binding is available when an icon has
I con .
mput focus.
r oot The binding is available when the root window
(background) has input focus.
Used whenever the key sequence involves
i f key keysyms which may not exist on all platforms.

It is a way to avoid printing out an error for an
unknown keysym.

Multiple options are separated with the pipe (| ) charactet. The third element in
the definition is the TED Window Manager function to execute when the key
sequence is input. The Key Binding Enhancements described below all define
new window manager functions available in TED 4.2 dt wm Each enhancement
will contain an example of how to define the binding in the default key bindings
structure.

For all the key bindings below, the class name of an X client is the name of the
executable (Xt er ). The application name of an X client is a name specified on
the command line with the - N option (for example, Xt erm -n fred, where
fred is the application name).

Keybinding Functions

Example

Change Workspaces

The following function can change the workspace that is displayed. You could
map the simple cursor keys, or use the keys in the numeric keypad for more

directions.
Name f.workspace_change arg
Description Changes the workspace that is displayed. arg is one of the

following: left, right, up, down, left_up, up_left, right_up,
up_right, left_down, down_left, right_down, or down_right.

1 Add the following line to your Dt KeyBi ndi ngs:

Al t <key>Left root|icon|w ndow f.wor kspace_change |eft
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Restart dt wmby choosing Restart Workspace Manager from the Workspace
Menu.

Press Alt + the left cursor key. This will cause the workspace to the left of
the currently displayed workspace to be displayed.

If no workspace exists to the left of the current workspace, no change
occurs. You will be able to move only in the direction where there is a
wotkspace to display.

Raise and Focus

—

The following function can raise and focus an application.

Name f.raise_and_focus arg

Desctiption Raises and sets input focus to the named X client when the key

binding is input. arg is the class name or application name of the

X client to raise and set focus to.

Send Message

—

Start an Xt er mat the command line:

xterm-nane fred &

Add the following line to your Dt KeyBi ndi ngs:

Met a<key>F5 root | i con| wi ndow f.raise_and_focus fred

Restart dt wmby choosing Restart Workspace Manager from the Workspace
Menu.

Press Meta + F5. This will cause the Xt €r Mnamed “fred” to raise and
acquire the input focus.

The following function can send an X protocol message to a named client.

Name f.send_nsg_protocol msg

Description Sends a message to the named X client when the key binding is

input. #sg is an X Protocol message to which the X client

responds.

Example 1

Start an Xt €r mat the command line:

xterm-nane fred &

Add the following line to your Dt KeyBi ndi ngs:
Met a<key>F5 root|icon|w ndow f.send_nsg_protocol \
fred. WM_DELETE_W NDOW

Restart dt wmby choosing Restart Workspace Manager from the Workspace
Menu.
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4 While holding the Meta key, press the F5 key. This will cause the Xt erm
named “fred” to receive the WM _DELETE_W NDOWX Protocol message.

Raise, Focus and Send Message

The following function can raise, focus, and send a message to a named client.

Name f.raise_and_f ocus_send_msg arg.msg

Description Raises, sets input focus, and sends a message to the named X
client when the key binding is input. arg is the class name or
application name of the X client to raise, focus, and send the
message to. g is an X Protocol message to which the X client

responds.

1  Start an application with the command line:

ny_app -nane fred &

2 Add the following line to your Dt KeyBi ndi ngs:

Met a<key>F5 root|icon|w ndow f.raise_and_focus_send_mnsg
fred. WM_NEW

3 Restart dt Wby choosing Restart Workspace Manager from the Workspace
Menu.

4 While holding the Meta key, press the F5 key. This will cause the application
named “fred” to raise, acquire the input focus, and to teceive the WW_NEW
(Note: this is not a default X protocol, it represents a protocol created by
the user for an application) user defined X Protocol.

Execute Front Panel

The following function can execute any front panel action.

Name f.exec_fparg

Description Executes a button in the front panel. If the button executed is a
workspace button then dt wmwill simply switch to the specified
wortkspace. If the button executed is not a wotkspace button,
then the action associated with the button is performed. arg is
either the name of a workspace button or the name of a button
in the front panel. The name of a workspace button should be
the numeric number of the button (such as, “one”, “two”,
“three”, and so on), regardless of the name actually set for the
button. The name of any other button in the front panel should
be the name specified in the control construct for the button as
defined in the SyS. dt wnT ¢ or dt wnT C file.
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The following buttons are defined by default:

Style
Hel p
Printer
Mai |
Honme

Applications

Style Manager button
Help Manager button
Print Manager button
Mail Tool button

File Manager button

Applications button

Trash Trash button

Ter m nal Terminal button

Text Edi t TED Text Editor application button
Example 1 Add the following line to your Dt KeyBi ndi ngs:

Met a<key>F5 root|icon|w ndow f.exec_fp Style

2 Restart dt Wby choosing Restart Workspace Manager from the Workspace

Menu.

3 While holding the Meta key, press the F5 key. This will cause the Style
Manager to execute as if its button was selected in the front panel.

Show GWM

The following function can start the Graphical Workspace Manager:

Name f.show_gwm
Description Starts the Graphical Wotkspace Manager (GWM).
Example 1 Add the following line to your Dt KeyBi ndi ngs:

Met a<key>F5 root|icon|w ndow f.show _gwm

2 Restart dt Wby choosing Restart Workspace Manager from the Workspace

Menu.

3 While holding the Meta key, press the F5 key. This will start the GWM.

Move Client, Raise, and Focus

 E——

The following function can raise, focus, and move an application to the current

workspace.

Name

f.raise_focus_and_nove arg

Description

Raises, sets input focus to, and moves to the current workspace
the named X client when the key binding is input. arg is the class
name ot application name of the X client.

Keybinding Functions
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Example 1  Start an Xt €r mat the command line:

xterm-nane fred &

2 Add the following line to your Dt KeyBi ndi ngs:

Met a<key>F5 root|icon|w ndow f.raise_focus_and_nove fred

3 Restart dt Wby choosing Restart Workspace Manager from the Workspace
Menu.

4 Change to a workspace which does not contain the Xt €r mnamed “fred”.

5  While holding the Meta key, press the F5 key. This will cause the Xt erm
named “fred” to move to the current workspace, raise, and acquire the input
focus.

Switch Workspace, Raise and Focus

The following function can switch workspace, raise, and focus a client.

Name f.raise_focus_and_sw tch arg

Description Raises, sets input focus to, and switches to the first workspace
which contains the named X client when the key binding is
input. arg is the class name or application name of the X client.

Example 1  Start an Xt €r mat the command line:

xterm-nane fred &

2 Add the following line to your Dt KeyBi ndi ngs:

Met a<key>F5 root|icon|w ndow f.raise_focus_and_sw tch fred

3 Restart dt Wby choosing Restart Workspace Manager from the Workspace
Menu.

4 Change to a workspace which does not contain the Xt €r Mnamed “fred.”

5  While holding the Meta key, press the F5 key. This will cause dtwm to switch
to the first workspace which contains the Xt €r Mnamed “fred” and for
“fred” to raise and acquire the input focus.

Application List

The following function can add the Application List in the Workspace Menu.

Name f.show app_|i st

Description This resource is used to list applications running in the user’s
current session and allows the user to select one. Once the user
selects an application, the Application List disappears, and the
selected application is raised to the top of the workspace. If the
application is in a different workspace, the dt wmswitches to

that workspace.
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1 Add the following line to your Dt KeyBi ndi ngs:

Met a<key>F5 root|icon|w ndow f.show app_|ist

2 Restart dt Wby choosing Restart Workspace Manager from the Workspace

Menu.

3 While holding the Meta key, press the F5 key. This will start the Application

List.
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Resources and
Variables

This chapter outlines the resource and environment variable enhancements for
the TriTeal Enterprise Desktop. The variables described in this chapter typically
would be used by a system administrator

TED 4.4 provides resources and environment variables that let you customize
your environment more efficiently.
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Session Manager

54

Name Logout Confirmation Dialog

Description Removes Logout Confirmation Dialog UI components from the
Style Manager, thus giving users no choice to turn on or off the
Confirm Logout Dialog, It is disabled when the resource is set
to False.

Resource Dt st yl e*confirnlLogout

Type Boolean

Resource values

True (default) or False

Files /etc/dt/app-defaults/C/ Dtstyle

Name Command Prefix

Description Appends a user-specified string (such as a script) to a command
string. It is enabled when the resource UseRest art Pref i x
is set to True and the prefix restart Prefi X is specified.

Resource Dt sessi on*useRestart Prefix

Type Boolean

Resource values

True or False (default)

Resource Dt sessi on*restart Prefix
Type String
Resource values NUL L

Files /etc/dt/app-defaults/ C Dt session

Name Restart of NON-ICCCM compliant applications

Description Restarts applications that do not have the WM_COMMAND
property.

Resource <app name>* WWM_COMMAND_STR (application’s execution
string)

Type String

Resource value

non-existent (default)

Name

Automatic Session Save

Description

Saves the user’s session. When this resource is turned on, Ul
components are added to the Style Manager’s Startup Dialog
that allow the user to turn automatic saves on or off and to
adjust the interval between saves. The current state of the
session 1is saved periodically, based on the interval specified.
This feature is enabled when the resource is set to True.

Resource

Dt sessi on*aut oSaveSessi on

Type

Boolean

Resource values

True or False (default)

Files

/etc/dt/app-defaults/ C/ Dt session
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Name Remove Help button from Logout Confirmation dialog box

Description Removes the Help button from the Logout Confirmation dialog
box. The resource is commented out.

Resource Dt sessi on*di spl ayExi t Di al ogHel p

Type Boolean

Resource values

True or False (default)

Files /etc/dt/app-defaults/C/ Dt session

Name Exit message for Logout Confirmation dialog box (current
session)

Description Displays a message in the Logout Confirmation dialog box. If
you have the Style Manager - Startup option sct to Resume
Current Session, the message you supply with
Dt sessi on*confi r nExi t MessageSave will be
displayed.

Resource Dt sessi on*confi r nExi t MessageSave

Type String

Resource values

User supplied message text.

Files /etc/dt/app-defaults/C/ Dt session

Name Exit message for Logout Confirmation dialog box (home
session)

Description Displays a message in the Logout Confirmation dialog box. If
you have the Style Manager - Startup option set to Return to
Home Session, the message you supply with
Dt sessi on*confi r nExi t MessageNoSave will be
displayed.

Resource Dt sessi on*confi r mExi t MessageNoSave

Type String

Resource values

User supplied message text

Files

/etc/dt/app-defaults/C Dt session

Session Manager
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Window Manager

Name Synchronize Workspaces Across Screens

Description Specifies synchronization of workspace switching across
multiple screens. This is specified by a toggle button located in
the Style Manager’s Workspaces dialog box. See “Show
Workspace Control” on page 56 for information on adding the
Workspaces control to the Style Manager.

Resource Dt wrt syncDeskt opSwi t ch

Type Boolean

Resource values True (default) or False

Files [ etc/ dt/app-defaul ts/C/ Dtwn

Name Multiple Front Panels

Description Enables the Window manager to display a Front Panel on cach
screen. TED includes the ability to use multiple screens on one
display.

Resource Dt wt nul t i Front Panel

Type Boolean

Resource values True (default) or False

Files / etc/dt/app-defaul ts/C/ Dtwm

Name Show Workspace Control

Description Adds the Workspaces control to the Style Manager. The
Workspaces control displays a dialog box that lets the user show
or hide the Front Panel workspace switch area. To add the
Workspaces control, add Wbr kspaces to the end of the
resource Dt st yl e* component Li st.

Resource Dt styl e*conponent Li st

Type NONE

Resource values NONE

Files /etc/dt/app-defaults/C/ Dtstyle

Name Show Workspace Slider

Description Adds a slider control to the Workspaces dialog box, which lets
you specify the number of workspace buttons or workspaces in
the GWM.

Resource Dt styl e*useNumsScal e

Type Boolean

Resource values

True or False (default)

Files

/etc/dt/app-defaults/C/ Dtstyle
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Name Busy Cursor

Description Changes the cursor into a busy indicator, which parallels the
busy light on the Front Panel. This feature is enabled when the
resource is set to True.

Resource Dt wit useBusy Cur sor

Type Boolean

Resource values

True or False (default)

Files [ etc/dt/app-defaul ts/C/ Dtwm

Name Reverse Key Binding Order

Description Opverrides the key bindings without having to use resources. If
two key binding sets are defined with the same name, this
feature uses the set last defined in the file. This feature is
enabled when the resource is set to True.

Resource Dt wrt r ever seBi ndi ngOr der

Type Boolean

Resource values

True or False (default)

Files / etc/ dt/app-defaul ts/C/ Dtwn

Name Alternative dtwmrc Path

Description Changes the $HOVE/ . dt / dt wnt ¢ file. The user specifies the
path and file by sctting the DTWWMRC environment variable.

Resource NONE

Type NONE

Resource values NONE

Variable DTWWRC

Name Applications List Geometry

Description Specifies the geometry of the Application List Window. The
geometry value is a standard X window geometry specification.

Resource Dt wif Runni ng Appl i cati ons*geonetry

Type X geometry

Resource values

X geometry values.

Files

/ etc/ dt/app-defaul ts/C/ Dtwn

Window Manager
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Name Use Alternate Date Format for Front Panel Calendar Control

Description Specifies the date format of the Calendar control on the Front
Panel. The date will appear as follows:

11:30

Mar. 05

Weds
To use the alternate date format:
1. The resource must be set to True in t he following file:
/ etc/dt/ app-defaul ts/C/ Dt wm
2. The Dat e CONTROL entry DATE_FORMAT in the
/etc/ dt/appconfig/types/ C/ dtwn fp must be
changed to the following:
% : %%, %d%mM%a

Resource Dt wnt useAl t Dat eFor mat

Type Boolean

Resource values True or False (Default)

Files /etc/dt/appconfig/types/ddtwnfp
/ etc/dt/app-defaul ts/C/ Dtwm

Graphical Workspace Manager (GWM)

A number of resources have been added to make the GWM more customizable.
Most of the resources are duplicates of options on the Properties panel, but a
few can be set only by adding resources to any of the following files:

® /etc/dt/confi g/ languagel Sys. resour ces
® /etc/dt/app-defaul ts/ languagel Dt wn
® $HOME/ . Xdefaul ts

Changes to sys. resour ces or Dt wnwill affect all accounts on a system, and

changes to . Xdef aul t s will affect individual accounts.

Screen Resources Screen resources can be set on a per-screen basis. If you are working with a
multiple screen display, you can set up different GWNMs for each screen.

Name Display GWM

Description Displays the GWM

Resource Dt wnt gwmVi si bl e

Type Boolean

Resource values True (default) or False

Name GWM Workspace Width

Description Standard X geometry string format. The width value indicates
the desired width of each workspace. The height will be ignored
to allow the screen’s aspect ratio to be preserved.

Resource Dt wnt gwrGeonet ry

Type String

Resource values Not set.
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Name Iconify GWM

Description True if GWM should be displayed iconified.
Resource Dt wnt gwm coni ¢

Type Boolean

Resource values

True or False (default)

Name GWM Row Number

Description Specifies the number of rows in the GWM.
Resource Dt wimt gwimRows

Type Integer

Resource values Not set.

Name Display Backdrops

Description Displays the workspace backdrops.
Resource Dt wnt gwrlUseBackdr ops
Type Boolean

Resource values

True (default) or False

Name Display Workspace Names

Description Displays the name of the workspace in each workspace.
Resource Dt wirt gwmAs Names Vi si bl e

Type Boolean

Resource values

True (default) or False

Name Horizontal Workspace Name Placement
Description Determines the horizontal placement of the workspace names.
- Left—XmALIGNMENT_BEGINNING
- Center—XmALIGNMENT_CENTER
- Right—XmALIGNMENT_END
Resource Dt wrtr gwmAs NamesHor i zont al Al i gnnent
Type Tabel
Alignment

Resource values

XmALIGNMENT_BEGINNING (default)

Name Workspace Names Font Selection

Description This indicates the menu position selected for the workspace
names font. This should generally not be set by the user.

Resource Dt wnt gwmAs Nanes Sel ect edFont

Type Integer

Resource values

0 (default)

Graphical Workspace Manager (GWM)
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Name

Display GWM in All Workspaces

Description

Forces the GWM to occupy all workspaces.

Resource

Dt wnt gwmAl | Wor kspaces

Type

Boolean

Resource values

True or False (default)

Name Workspace Names Default Font

Description Specifies the default font for the workspace names.
Resource Dt wrr gwmAs NamesFont Li st

Type FontlList

Resource values Not set.

Name

Display Client Names

Description

Displays the names of the client applications in the GWM
workspaces.

Resource

Dt wnt gwrCl i ent NanesVi si bl e

Type

Boolean

Resource values

True (default) or False

Name

Client Names Font Selection

Description

Indicates the menu position selected for the client names font.
This should generally not be set by users.

Resource

Dt wrr gwrCl i ent Names Sel ect edFont

Type

Integer

Resource values

0 (default)

Name

Client Names Default Font

Description

Specifies the default font for the client names.

Resource

Dt wnt gwrCl i ent NanesFont Li st

Type

FontList

Resource values

0 (default)

Name

Highlight Current Workspace Applications

Description

Highlights the applications in the current workspace with the
active color.

Resource

Dt wnt gwrCl i ent Col or Acti ve

Type

Boolean

Resource values

True (default) or False
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Global Resources

New for TED 4.4

Name Application List in GWM’s Menu

Description Adds an Application List (see Application List) menu item to
the Graphical Workspace Manager’s system menu. It is enabled
when the resource is set to True.

Resource Dt wnt gwmAppLi st

Type Boolean

Resource values True or False (default)

Files [ etc/dt/app-defaul ts/C/ Dtwm

These resources affect the GWM on every screen.

Name Show Application Names During Move

Description Shows application names as they are moved. If this resource is
set to True, you will see the name of an application as you move
it from one wotkspace to another. If this resource is set to
False, just an outline of the application window is displayed.

Resource Dt w gwnOpaqueMove

Type Boolean

Resource values

True (default) or False

Name Resize Behavior

Description Determines whether Changes Size or Changes Layout is the
default behavior for the Resize behavior options. The default is
False, which specifies Changes Size as the default behavior.

Resource Dt wrt gwrResi zelLayout

Type Boolean

Resource values

True or False (default)

Name Enable Drag and Drop

Description Turns on the drag and drop of clients and thumbnails for
moving applications into and out of the GWM.

Resource Dt wm gwnDnDI nt 0GAM

Type Boolean

Resource values

True or False (default)

Resource

Dt wnt gwrDnDOut GAM

Type

Boolean

Resource values

True or False (default)
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Name Automatic Login

Description Logs in the user specified in the
/var/dt/tnp/dtlogin. user file This file would be
created and maintained by the system administrator and would
contain a single user ID. The feature is enabled when the
Dt | ogi n*aut oLogi n resource is set to True and the path
for the file is specified with the Dt | ogi n*user | dFi | e
resource.

Resource Dt | ogi n*aut oLogi n

Type Boolean

Resource values True or False (default)

Resource Dt | ogi n*user | dFil e

Type String

Resource values [var/dt/tnp/dtlogin.user

Files /etc/dt/config/ Xconfig

Name Login Console

Description Lets users specify an X application (such as Xxconsol e) to be
run below the login panel. The user specifies how much space
below the login panel to leave uncovered and the application to
start. The application is started before dt | 0gi n, starts
dt gr eet and is stopped after a user has been validated. The
specified X application needs to be passed the display name
option with a valid display name and the gecometry option with
a valid geometry. Additionally, the Dt | ogi n* gr abSer ver
resource in the / et ¢/ dt / confi g/ Xconfi g nceds to be
set to False.

Resource Dt | ogi n*consol eHei ght

Type Integer

Resource values 0 (default)

Resource Dt | ogi n*appString

Type String

Resource values """ (default)

Resource Dt | ogi n*gr abSer ver

Type String

Resource values

True (default) or False

Files

/etc/dt/config/ Cl/ Xresources (for
consol eHei ght)
/etc/dt/config/ Xconfig
grabServer)

(for appStri ng,
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New for TED 4.4 Name

Remote or Local root access

Description

This resource can be used to prevent root login from dt | ogi n
on any remote terminal or local console.

Resource

Dt | ogi n*al | owRenbt eRoot Access

Type

Boolean

Resource values

True (default) or False)

Resource

Dt | ogi n*al | omocal Root Access

Type

Boolean

Resource values

True (default) or False)

Files

/etc/dt/config/ Xconfig

Terminal
A resource has been added that will let you specify whether or not you want the
New command to appear on the Window menu of a terminal window (dtterm).

Name New menu option on Window Menu

Description Displays a New command on the Window menu if set to
True. If set to False, the New command will not appear.

Resource Dt t ernral | owNewW ndow

Type Boolean

Resource values True (default) or False

Files /etc/dt/app-defaults/C/Dtterm

Command line A command line option was also added to suppott this
resource:
dtterm - anw sets allowNewWindow to False.
dtterm +anw sets allowNewWindow to True.

Mailer
Name Specify temporary directory for Mail attachments
Description Specifies the path for the temporary ditectory to use for mail
attachments.

Resource Dt mai | *dt TnpDi r

Type String

Resource values Not set.

Files /etc/dt/config/ Xconfig

Terminal
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dragging, 7
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moving with GWM, 7
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—
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—
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